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Introduction to Installation, Licensing, and Upgrades for the BIG-IP System

Getting started

This guide describes how to install the BIG-IP software, license the system,
and use the Setup utility to perform basic configuration tasks.

Before you start installing the BIG-IP system, we recommend that you
review the basic configuration tasks and the few pieces of information, such
as IP addresses and host names, that you should gather in preparation for
installing and configuring the software.

Once you gather the necessary network information, turn to the
Configuration Worksheet and Platform Guide for hardware installation
instructions.

Installing software upgrades

You need to upgrade using the installation manager (IM) script. For detailed
installation information, see Chapter 1, Installing the Software.

Configuring the management interface

Once you install the software, you need to connect to the serial console and
configure the management interface. You can configure the management
interface using the LCD panel, or using the command line utility config
command. For detailed instructions, see Chapter 2, Connecting a
Management Workstation or Network.

Using the Configuration utility

All users need to use the web-based Configuration utility in order to license
the system for the first time. In addition, this utility guides you through the
initial system set up. You can run the Setup utility from a supported web
browser. The Setup utility prompts you to enter basic system information
including a root password, admin password, and the IP addresses that will
be assigned to the management port. For information about using the Setup
utility, see Chapter 3, Licensing and Configuring the System.

Choosing a configuration tool

The BIG-IP system offers both web-based and command line configuration
tools, so that users can work in the environment that they are most
comfortable with.
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The Configuration utility

The Configuration utility is a web-based application that you use to
configure and monitor the BIG-IP system. Once you complete the
instructions for the Setup utility described in this guide, you can use the
Configuration utility to perform additional configuration steps necessary for
your configuration. In the Configuration utility, you can also monitor
current system performance. The Configuration utility supports Netscape®
Navigator™, version 7.1, or other browsers built on the same engine, such
as Mozilla™, Firefox™, and Camino™, and Microsoft Internet Explorer
version 6.x and later.

The bigpipe command line utility

The bigpipe™ utility is the command line counter-part to the Configuration
utility. Using bigpipe commands, you can configure virtual servers, open
ports to network traffic, and configure a wide variety of features. You can
use the bigpipe utility directly on the BIG-IP system console, or you can run
bigpipe commands from the web-based Configuration utility using the
System Console screen.

Additional information

In addition to this guide, there are other sources of the documentation you
can use in order to work with the BIG-IP system. The information is
organized into the guides and documents described below. The following
printed documentation is included with the BIG-IP system.

+ Configuration Worksheet
This worksheet provides you with a place to plan the basic configuration
for the BIG-IP system.

¢ BIG-IP Quick Start Instructions
This pamphlet provides you with the basic configuration steps required
to get the BIG-IP system up and running in the network.

The following guides are available in PDF format from the CD-ROM
provided with the BIG-IP system. These guides are also available from the
first Web page you see when you log in to the administrative web server on
the BIG-IP system.

+ Platform Guide
This guide includes information about the BIG-IP system. It also
contains important environmental warnings.

o Configuration Guide for Local Traffic Management
This guide provides detailed configuration information for the BIG-IP
local traffic management (LTM) products. It also provides syntax
information for bigpipe commands, other command line utilities,
configuration files, system utilities, and monitoring and administration
information.
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Stylistic conventions

To help you easily identify and understand important information, our
documentation uses the stylistic conventions described below.

Using the solution examples

All examples in this documentation use only non-routable IP addresses.
When you set up the solutions we describe, you must use IP addresses
suitable to your own network in place of our sample addresses.

Identifying new terms

To help you identify sections where a term is defined, the term itself is
shown in bold italic text. For example, a virfual server is a specific
combination of a virtual address and virtual port, associated with a content
site that is managed by a BIG-IP system or other type of host server.

Identifying references to objects, names, and commands

We apply bold text to a variety of items to help you easily pick them out of a
block of text. These items include web addresses, IP addresses, utility
names, and portions of commands, such as variables and keywords. For
example, with the bigpipe pool <pool_name> show command, you can
specify a specific pool to show by specifying a pool name for the
<pool_name> variable.

Identifying references to other documents

We use italic text to denote a reference to another document. In references
where we provide the name of a book as well as a specific chapter or section
in the book, we show the book name in bold, italic text, and the
chapter/section name in italic text to help quickly differentiate the two.

Identifying command syntax

We show complete commands in bold Courier text. Note that we do not
include the corresponding screen prompt, unless the command is shown in a
figure that depicts an entire command line screen. For example, the
following command shows the configuration of the specified pool name:

bigpipe pool <pool_name> show
or

b pool <pool_name> show
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Table Introduction.1 explains additional special conventions used in
command line syntax.

Item in text Description
\ Indicates that the command continues on the following line, and that users should type the entire
command without typing a line break.
<> Identifies a user-defined parameter. For example, if the command has <your name>, type in your

[1

name, but do not include the brackets.

Separates parts of a command.

Indicates that syntax inside the brackets is optional.
Indicates that you can type a series of items.

Means is defined as. Indicates that an argument is followed by the description of the elements that
you can use for the argument.

Table Introduction.1 Command line syntax conventions

Finding additional help and technical support resources

You can find additional technical information about this product in the
following locations:

¢ Release notes
Release notes for the current version of this product are available from
the product web server home page, and are also available on the technical
support site. The release notes contain the latest information for the
current version, including a list of new features and enhancements, a list
of fixes, and, in some cases, a list of known issues.

+ Online help
You can find help online in three different locations:

* The web server on the product has PDF versions of the guides
included in the Software CD.

* The web-based Configuration utility has online help for each screen.
Simply click the Help tab.

¢ Individual bigpipe commands have online help, including command
syntax and examples, in standard UNIX man page format. Simply
type the command followed by the word help, and the BIG-IP system
displays the syntax and usage associated with the command.

¢ Ask F5 Technical Support web site
The F5 Networks Technical Support web site, http://tech.fS.com,
provides the latest documentation for the product, including technical
notes, answers to frequently asked questions, updates for guides (in PDF
format), and the Ask F5 natural language question and answer engine. To
access this site, you need to register at http://tech.fS.com.
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+ F5 Solution Center
The F5 Solution Center contains proven interoperability and integration
solutions that empower organizations to deliver predictable and secure
applications in an unpredictable network environment. The F5 Solution
Center offers detailed documentation that demonstrates how to increase
the return on investment (ROI) of your application and network
infrastructures through superior reliability, security, and performance.
You can access this site at http://www.f5.com/solutions.

‘ Note

All references to hardware platforms in this guide refer specifically to
systems supplied by F5 Networks, Inc. If your hardware was supplied by
another vendor and you have hardware-related questions, please refer to
the documentation from that vendor.
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Installing the Software

Performing a software installation

This chapter describes how to use installation manager (IM) packages to
apply upgrades and maintenance releases to the traffic management
software. This chapter also describes some best practices for applying
upgrades.

Before you install an IM package

Before you install an IM package, there are several things to take into
consideration. You should:

* Perform a backup of the existing configuration.
» Save the backup user configuration set (UCS) to a remote location.

* Install the IM on the standby system in a redundant system.

See the following sections for more information about these
recommendations.

Backing up an existing configuration

When performing a full install of the software or making configuration
changes on the BIG-IP system, we recommend that you first make the
changes on the standby unit, then confirm, from the web-based
configuration utility or command line, that the configuration is correct and
the system is functioning properly. After you confirm that the system is
functioning properly, you can failover to the other unit.

Performing a backup and saving the UCS to a remote location

Before installation or upgrade, run the bigpipe config save command on the
system you intend to upgrade. Use the following command to create a user
configuration set (.ucs or UCS) file, where <myucs>.ucs is the name you
want to use for the UCS.

bigpipe config save /<myucs>.ucs

This command saves the UCS file to the root directory (/). Copy this file to a
remote location. In the event that you need to perform a recovery, you can
copy this file from its remote location back to your local system, prior to
running the bigpipe config install command to restore the system.
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Installing a maintenance release on a redundant system

When installing a maintenance release, we recommend that you install the
software on the standby unit, then log in to the Configuration utility on the
standby unit to make sure that the configuration is intact and functioning.
Once you have verified that everything looks good, you can failover to the
standby unit and upgrade the other unit in the system.

Using an IM package to install new software

The following instructions explain how to install the traffic management
software onto existing systems running version 9.0 and later using an IM
package. The installation script saves your current configuration.

These instructions assume that you have downloaded the upgrade IM
package. For detailed information about downloading the IM package, refer,
on Ask F5 to Solution Number 167, How do I download software from F5
Networks?

You must complete the following tasks to install an IM package on the
system.

* Create a RAM file system to temporarily hold the upgrade IM package.
* Copy the IM package into the RAM file system.
* Run the IM package.

Creating a RAM file system

The first step in installing an IM package is to make a RAM file system to
receive the upgrade package. The RAM file system provides the space to
hold the upgrade package without writing it to a hard drive. To create a
RAM file system, type the following command:

mkdir /var/ramfs

After you make the directory, mount the directory with the following
command.

mount -t ramfs none /var/ramfs

After you create and mount the RAM file system, you can copy the IM
package into the RAM file system as described in the following section.




Installing the Software

Copying the IM package into the RAM file system

After you create the RAM file system, you can copy the IM package into the
RAM file system. This example shows how you would use the scp
command to copy the file from another system that has the file, where
<Upgrade>.im is the name of the IM you copied into the RAM file system
and the <systemwiththeim> is the system from which you want to copy the
IM file.

scp <Upgrade>.im root@<systemwiththeim>:/var/ramfs/.

The IM file name in this example is only to illustrate the format of the IM
file name.

Starting the IM installation

After the file has been completely copied into the RAM file system, you can
use the IM script to install the upgrade, where <Upgrade>.im is the name of
the IM you copied into the RAM file system.

im /var/ramfs/<Upgrade>.im

Rebooting the system after the upgrade

After the upgrade script completes, you must reboot the system. To reboot
the system, type the following command.

reboot

Rebooting the system completes the upgrade process, and removes the
RAM file system and the upgrade package.
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Connecting a Management Workstation or Network

Understanding management connection options

Before you can configure and manage the system, you need to connect the
unit to a management workstation or network. There are three ways to attach
a management workstation or network to the traffic management system.

¢ Use a Serial console
You can connect a null modem cable to the port marked CONSOLE on
the unit, and access the command line with a terminal emulator.

¢ Add a network to the management interface
You can configure an IP address on the Ethernet interface 1.1 labeled
MGMT and access the web-based Configuration utility to configure the
traffic management software.

¢ Use the default network to connect to the management interface
You can connect a cable to the Ethernet interface 1.1 labeled MGMT and
access the web-based Configuration utility to configure the traffic
management software and use the default network for setup.

Connecting with a null modem cable to the serial

console

You can use a terminal emulator through a null modem cable attached to the
serial port labeled CONSOLE on the unit during the installation process,
and to configure the management port. To connect through the serial port,
you must have a DB9 null modem cable, and a vt100-capable terminal
emulator available on a computer in close proximity to the unit you want to
configure.

Use the following process to connect the unit and the terminal emulator.

1.

Connect the null modem cable to the unit. Use the DB9 port labeled
CONSOLE on the unit.

Connect the null modem cable to a serial port on the system with the
terminal emulator.

Start the terminal emulator.
Set the emulator to 19200 baud and choose the correct serial device.

Turn on the hardware.
It may take a moment for the terminal emulator to connect.

At the login prompt, type the user name root with the password
default.
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Configuring the management interface

You must configure an IP address and net mask before you can use the
Ethernet management interface, or you must use the default network on the
management interface to connect. There are three ways to configure the
management interface:

* If the unit has an LCD panel, you can use the LCD controls to add the
configuration.

* If you have a serial console configured, you can configure the
management IP through the serial console.

» If you want to connect directly to the management interface, you can use
the default network configuration on the management interface.

‘ Note

Any self IP addresses you add to the system cannot be on the same network
as the management interface. The management interface functions
separately from other system functions and cannot share the same network.

Adding an IP address to the management interface using
the LCD panel

The first task you need to complete when you configure the management IP
address is to add an IP address.

1.
2.

Press the X button on the display.

Using the arrow buttons, navigate to the System menu and press the
check mark button.

. Using the arrow buttons, navigate to [P Address menu and press the

check mark button.
Press the check mark button on the IP Address.

Enter your management IP address using the up and down arrow
keys, and press the check mark button.

After you enter the IP address, add the netmask for the address:

1.

2.

Using the arrow buttons, navigate to the Netmask menu, and press
the check mark button.

Enter your netmask, and press the check mark button.




Connecting a Management Workstation or Network

After you add the IP address and netmask, you have the option to add a
default route.

1. Using the arrow buttons, navigate to the Default Route menu, and
press the check mark button.

2. Enter your default route using the up and down arrow keys, and
press the check mark button. If you do not have a default route, use
0.0.0.0.

3. Navigate to the Commit menu, and press the check mark button.

4. When you see the OK menu blinking, press the check mark button.

After you add an IP address, net mask, and gateway to your management
port, you can log in to the Configuration utility (graphical user interface)
and configure the unit. For instructions on accessing the Configuration
utility through the management port (MGMT), see Licensing the traffic
management software using the Configuration utility, on page 3-1.

Adding an IP address to the management interface using
the config command

After you complete the installation of the software, run the config command
to configure an IP address, net mask, and gateway on the management port
(MGMT). The config command is a command line utility created for this
purpose. You can run the config command from the serial console you used
during installation. For more information about configuring the serial
console, see Connecting with a null modem cable to the serial console, on
page 2-1.

To run the config command, type the following command:

config

After you run this utility and add an IP address, net mask, and gateway to
your management port, you can log in to the Configuration utility (graphical
user interface) and configure the unit. For instructions on accessing the
Configuration utility through the management port (MGMT), see Licensing
the traffic management software using the Configuration utility, on page
3-1.
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Connecting to the management interface using the
default network

All BIG-IP systems ship with a default network configured on the
management interface. You can access the web-based Configuration utility
through the management port, and configure the unit directly. You can use
this method if you do not want to configure the management interface
before you connect to the web-based configuration utility.

Running the Configuration utility remotely

You can run the Configuration utility remotely only from a workstation that
is on the same LAN as the unit. To allow remote connections for the
Configuration utility, the traffic management software comes with two
pre-defined IP addresses, and a pre-defined root password. The default root
password is default, and the preferred default IP address is 192.168.1.245.
If this IP address is unsuitable for your network, the traffic management
software uses an alternate IP address, 192.168.245.245. However, if you
define an IP alias on an administrative workstation in the same IP network
as the system, the unit detects the network of the alias and uses the
corresponding default IP address. Once the utility finishes and the system
reboots, these default IP addresses are replaced by the information that you
entered in the initial configuration you create with the Configuration utility.

Setting up an IP alias for the default IP address before you start the unit

You must set up an IP alias for your remote workstation before you turn on
the unit and connect to the Configuration utility. The remote workstation
must be on the same IP network as the unit. If you add this alias prior to
booting up the BIG-IP system, the unit detects the alias and uses the
corresponding address.




Connecting a Management Workstation or Network

Setting up an IP alias for the alternate IP address

The IP alias must be in the same network as the default IP address you want
the system to use. For example, on a UNIX workstation, you might create
one of the following aliases.

* If you want the unit to use the default IP address 192.168.1.245, then add
an IP alias to the machine you want to use to connect to the unit using the
following command:

ifconfig exp0 add 192.168.1.1

e If you want to use the default IP address 192.168.245.245, then add an IP
alias such as:

ifconfig exp0 add 192.168.245.1

4@ WARNING

On Microsoft Windows® or Windows NT® machines, you must use a static
IP address, not DHCP. Within the network configuration, add an IP alias in
the same network as the IP address in use on the unit. For information
about adding a static IP address to a Microsoft Windows operating system,
please refer to the vendors documentation.

Determining which default IP address is in use

After you configure an IP alias on the administrative workstation in the
same IP network as the BIG-IP system and you turn the system on, the
BIG-IP software sends ARPs on the management interface to see if the
preferred 192.168.1.245 1P address is in use. If the address is appropriate for
the network and is currently available, the BIG-IP software assigns it to the
management interface. You can immediately use it to connect to the unit and
start the Configuration utility.

If the alternate network is present on the LAN, 192.168.245.0/24, or if the
node address 192.168.1.245 is in use, then the BIG-IP software assigns the
alternate IP address 192.168.245.245 to the management interface instead.

Starting the utility from a web browser

After you get the management workstation connected to the management
interface, you can open the Configuration utility and begin licensing the
system. When you start the utility from a web browser, you use the selected
default IP address as the application URL.

To start the Configuration utility in a web browser

1. Open a web browser on a workstation connected to the same IP
network as the management interface IP address.

2. Type the following URL, where <default IP> is the IP address in
use on the management interface IP address.

https://<default IP>
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3. At the login prompt, type root for the user name, and default for the
password.
The Licensing screen of the Configuration utility opens.

4. Click the Activation button to begin the licensing process.
For details about licensing and configuring the system, see
Licensing the traffic management software using the Configuration
utility, on page 3-1
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Licensing and Configuring the System

Licensing the traffic management software using the
Configuration utility

To activate the license for the system, you must have a base registration key.
The base registration key is a 27-character string that lets the license server
know which F5 products you are entitled to license. If you do not already
have a base registration key, you can obtain one from the sales group
(http://www.f5.com).

If the system is not yet licensed, the Configuration utility prompts you to
enter the base registration key. Certain systems may require you to enter
keys for additional modules in the Add-On Registration Key List box.

Before you can license the system, you need to consider the method you
want to use to access the management interface on the system. For more
information, see Understanding management connection options, on page
2-1.

After you configure an IP address, net mask, and gateway on the
management port, you can access the Configuration utility (graphical user
interface) through the management port.

To license the system using the Configuration utility

1. Open a web browser on a work station attached to the network on
which you configured the management port.

2. Type the following URL in the browser, where <IP address> is the
address you configured for the management port (MGMT):

https://<IP address>/

3. At the password prompt, type the user name admin and the
password admin, and click OK.

The Licensing screen of the Configuration utility opens (Figure 3.1).
The Setup utility, displays automatically the first time you run the
Configuration utility.

4. To begin the licensing process, click the Activate button.
Follow the on-screen prompts to license the system. For additional
information, click the Help tab.
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Setup Wility » Licensing

Platform Setup Wizard

The following steps are required

in order to complete this wizard: General Properties

O Licensing ‘ License Mot Activated
Platform Activate...
Metwork

Cnce the setup wizard has been
completed, additional menw
options will become available.

Additional help information for
each step of this wizard can be
found under the Help tab above

Figure 3.1 The Licensing screen in the Setup utility

Note that you can update the license at any time by using the options that are
available under the License section of the Main tab.
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Creating the platform management configuration

After you have activated the license on the system, the Configuration utility
prompts you for the basic configuration information for managing the
system (Figure 3.2). This required information includes the following
settings.

* Management interface settings such as the IP address, netmask, and
default gateway

* Host IP address

* High availability settings

* Time zone settings

» User account settings, such as the root and admin passwords
* Support access

e SSH access

vation Complete

Setup WMility » Platform Setup

Platform Setup Wizard

The follovwing steps are required

in order to complete this wizard General Properties
Lizensing IP Address: I 192.168.1.245
O Platfarm Management Port Metwork Mask: I 255.255.2585.0
Metwork Management Route: I
Once the setup wizard has been
cotmpleted, additionsl menu Rz e I
options will hecome available
Host IP Address | Ilze Management Port IP Addiess = |
Adcftional help information for i i P
High Availabilit I - I
each step of this wizard can be g Y Single Device
found undier the Help tab sbove. Time Zone I Americallos Angeles ;I

User Administration

Password:l
Roat Accourt
Canfirm I
Password:l
Admin Account
Canfirm I
Support Accourt I Dizabled = I
S5H Access = Enabled
SSHIP Al I " Al Addresses vl
Back. | Next... |
\ _, 2

Figure 3.2 The Platform settings screen
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Platform setup screen settings

Management port

Host name

Host IP address

High availability

Unit ID

Time zone

The following pages provide some details on the required platform settings.

You can specify an IP address for the management (administrative) port. If
you set the management interface IP address using the LCD screen that is
available on some platforms, you do not need to configure this setting. You
can also specify a network mask for the administrative port's IP address and
the IP address of the default route for the management port.

You must enter a fully qualified domain name (FQDN) for the system. Only
letters, numbers, and the characters underscore ( _ ), dash ( - ), and period
(.) are allowed.

The host IP address is the IP address that you want to associate with the host
name. You can select Use Management Port IP Address to associate the
host name with the management port's IP address. This is the default setting.

Select Custom Host IP Address to type an IP address other than the
management port's [P address.

A high availability system consists of two units that share configuration
information and are fail-over peers. Select Single Device if the system is not
a unit in a high availability system. Select Redundant Pair if the system is
a unit in a high availability system.

Select 1 or 2 to identify the system's unit ID number in the redundant
system. The default unit ID number is 1. If this is the first unit in the
redundant system, use the default. When you configure the second unit in
the system, type 2. These unit IDs are used for active-active redundant
configuration.

Select the time zone that most closely represents the location of the system.
This ensures that the clock for the BIG-IP system is set correctly, and that
dates and times recorded in log files correspond to the time zone of the
system administrator. Scroll through the list to find the time zone at your
location.
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Root account

Admin account

Support account

SSH access

SSH IP allow range

The root account provides only console access to this system. Type the
password for the built-in account, root. In the Confirm box, retype the
password that you typed in the Password box. If you mistype the password
confirmation, the system prompts you to retype both entries.

The admin account provides only browser access to the system. Type the
password for the built-in account, admin. In the Confirm box, retype the
password that you typed in the Password box. If you mistype the password
confirmation, the system asks you to retype both entries.

This setting enables the built-in account, support, for access to the system's
command line interface and browser interface. If you activate the account,
you must also supply a password and password confirmation. The technical
support staff uses the support account to analyze the system if you need
assistance with troubleshooting issues.

Check the Enabled box if you want to activate SSH access to the BIG-IP
system.

If you have enabled SSH access, you can specify the IP address or address
range for other systems that can use SSH to communicate with the system.
To grant unrestricted SSH access to all IP addresses select *All Addresses.
To specify a range, select Specify Range, and then type an address or
address range in the box, to restrict SSH access to a block of IP addresses.
For example, to restrict access to only systems on the 192.168.0.0 network,
type 192.168.%.%*.

Rerunning the Setup utility

Once you have configured the system, you can run the Setup portion of the
Configuration utility again by clicking Run the Setup utility on the Welcome
screen. As you proceed through the Setup utility, click the Help tab for
information about the settings on each screen.
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Configuring the traffic management network

Once you have licensed the system, and configured the basic management
system settings, the Options screen opens in the Configuration utility. The
Options screen contains two options for creating the traffic management
configuration.

+ Basic Network Configuration
Click the Next button to start the basic network configuration wizard.
This wizard guides you through a basic network configuration that
includes an internal and external VLAN and interface configuration.

¢ Advanced Network Configuration
If you want to create a custom traffic management configuration, click
the Finished button to exit to the Main tab. Choose this option if you
want to create a custom VLAN configuration. If you choose this option,
after you click the Finished button, you should click the Network option
on the Main tab.

Platform Setup Wizard

The following steps are recuired
in order to complete this wizard:
Licensing
Platform
O Metwark
Oncethe setup wizard has been

completed, additional menu
options will become available.

Additional help information far
each step of this wizard can be
found under the Help tab above

|

Setup Wility » Options

Basic Hetwork Configuration

To configure a basic network configuration using & series of screens thet provide defautt YLAN information, click Mext. Once you
configure the default “YLANz, vou can use the options in the navigation menu to configure the traffic management settings for this
system.

M ext |

Advanced Hetwork Configuration

To exit the Setup Ltilty and configure the network settings that meet your reguirements, click Finished . You can use the options in
the marvigation menu to configure the network and traffic management settings for this system.

Finighed |

Figure 3.3 The Options screen for configuring the traffic management network
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Using the Basic Network Configuration wizard

You can use the Basic Configuration wizard to configure two default
VLAN:S for the system, internal and external. Note that you can update the
network configuration at any time by using the options that are available
under the Network section on the System tab.
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