Section One: Access Point and Other Components

How many users can our Access Point support? 

Our product is designed to handle up to 250 users per Access Point at any one time. If you push this limit, you will probably run into a performance problem.

What is the Access Point’s effective bandwidth?

The signaling rate is 11 Mbps. The effective user throughput will vary in the 5 to 6 Mbps. This difference is an overhead for all 802.11b products. There is a substantial amount of overhead for backward support for 2 Mbps products, error detection and fairness to all users.

What is the maximum distance for the remote power adapter removed from an Access Point? 

The remote power has been tested to 200 meters and worked. Ethernet only specs UTP/Cat 5 cable to work to 100 meters.

Can the Antenna be placed 300 feet from the Access Point in the Outdoor Solution? Where can we get Low-Loss Cables 300 feet long? 

Yes, you can go 300 feet with the coax cable, but this will either limit your distance between buildings or you will need a much higher quality cable (lower loss). The other option could be to find out if there is a way to put the Access Point up the tower and string the UTP cable the 300 feet. The cable we use is from Times Micro, but you need to find a cable with less loss. The cable we spec is LMR400 which has 7.2 dB of loss per 100 feet or 3.6 dB of loss per 50 feet. With 300 feet of this type cable at one end and 50 feet at the other end, your distance will be limited to 1/2 mile (versus 3.5 miles at 11 Mbps with 50 foot cables at each end). If you go to an LMR600 (4 dB/100 feet) for the 300 foot run and use 50 feet of LMR400 at the other end, your distance at 11 Mbps goes back up to 1.25 miles. If you don’t plan to use the standard cables, you should make sure you get -AB variants of the pigtail, lightning arrestor, and antenna as these use standard N connectors and you will be able to mate with them.

What is the dB rating on the various antenna solutions we offer?

5 dB Mobile, 7 dB Omni and 14 dB Directional Yagi

Can I use the Omni Antenna 5 dBi for Indoor applications?

Yes, this can be done. With the Mobile Antenna you have the option of using the 1/2 meter or 2.5 meter pigtail cable. If you use the 2.5 meter cable, your bottom-line gain is 1.7 dB as the antenna has a 5 dB gain, but the cable has a 3.3 dB loss. You may first want to try using the Access Point with a Range Extender antenna since it has a gain of approx 2 dB which includes the 2.5 meter cable. If you can use the 1/2 meter cable, the loss there is about 1dB, so the bottom-line gain is approximately 4 dB.

How do we buy the center CSIPT-MP license? Does the customer need to provide MAC address or S/N to get the license key?

The Activation Key does not require any input from the customer.

Does the Lightning Arrestor impede signal strength at all?

Yes. It is minimal at about 1/2 dB.

What is the Output Power of FCC cards and ETSI cards? Are the values the same for both Indoor and Outdoor PC card variants?

The FCC limits from an external antenna is 4W (36 dB) EIRP where the limits in Europe (ETSI limits) at 100mW (20 dB). The FCC limits from the radio card itself are 1W versus the same 100mW ETSI limits.

The PC cards have an output power of 32mW (15 dB) where the HiGain Matched PC Card used with the 14dB antenna in ETSI countries have an output power of 6.26mW (8 dB). With the lower output power, we are able to go to the 14dB gain antenna and still fall within the ETSI regulations (8 dB PC Card + 14 dB gain antenna - 3.6 dB loss in cable = 18.4 dB total output power).

What’s the difference between the low-power NIC CSILD-AB and the CSIBD-AB?

The part number CSILD-AB is an ETSI option only, also referred to as the High-Gain Antenna Matched PC Card. This card has a transmit power of 8 dB, which allows us to use the 14 dB directional antenna in the ETSI countries that limit the output power to 20 dB. When the Outdoor Solution is used with the Omni antenna, use the standard CSIBD-AB card. 

PC Card Voltage Questions:

The new PCMCIA slot standard describes a supply-voltage of 3.3 Volt. The PC cards we are selling at the moment are marked 5 Volt.

1.) Can the PC card be used in the new-generation laptops?

2.) Will there be a 3.3-Volt version available and when?

3.) Will the 5-Volt card function in the new-generation laptops in general, but with limited TX output power or will the PC card not work at all? 

Yes, most if not all the new PCs (last year or so) are now using 3.3V technology, but are 5V tolerant (as is our Access Point). To date, we have not heard of any that will not support a 5V PC Card. The reverse is not true however; a 5V PC will NOT support a 3.3V PC card. We currently don't have any short-term plans to go to a 3.3V card. 

Can you recommend any PDA (Personal Digital Assistant) with the ability to use Enterasys 
11 Mbps radio cards for on-site troubleshooting of access points?

Any laptop running Windows 95, 98, NT or 2000 would do, but we also support Windows CE.

Where can I buy the small RF connectors (the really small connector which is about 0.1" in diameter) for plugging into the external antenna port on an Enterasys RoamAbout IEEE DS/PC PCMCIA card? 

The mini connector on the card is proprietary and the customer must buy the pigtail from Enterasys. If the customer wants to provide their own lightning arrestor, cabling and/or antenna, they should be buying the -AB pigtail (or other components), which has a standard N connector, so that they can buy the other pieces locally with off-the-shelf N connectors, which is not proprietary.

How do I figure out the maximum achievable building-to-building distance with various antenna and cable lengths?

See the "RoamAbout Outdoor Antenna Site Preparation and Installation Guide" at http://www.enterasys.com/support/manuals/hardware/3348.pdf
See the RoamAbout Outdoor Calculator at http://wireless.ctron.com
How are RoamAbout products better than 3Com and Cisco's?

3Com is still in learning mode as this is their introduction into wireless, where we have been there for 7+ years designing (Digital-based products) our own products. That aside, We believe that we have the best Access Point Manager software, best form factor, and remote power is certainly a big advantage (3Com may have this as well)– plus we offer all this at the best cost! We have tested interoperability with our competitors and we have come out excellent in this category as well. We also can't forget that we have the best field people in both sales and support. 

Is there any special wireless adapter or license for 128-bit encryption? 

The basic product has only 40-bit encryption (CSIBD-AA) and for a $50 premium, you can get 128 bit (CSIBD-AA-128) encryption. This uses the same Access Point and no user license is required.

Is there any performance loss with this level of encryption?

There is about a 10% hit in performance when enabling 40-bit encryption (versus no encryption), but when jumping from 40 bit to 128 bit, there is no additional performance hit. 

Section Two: Physical Configurations

What is the reason for six remote nodes in the point-to-multipoint wireless solution? Cisco Aironet can do more than that. Is this a fixed limitation or can it be adjusted?

The basic reason is performance. We look at our Outdoor solution as a high performance Point-to-Multipoint solution for the enterprise customer. Therefore, we felt that dividing up the available throughput across more than six remote sites is compromising the performance that each site is expecting. Since each remote site will generally have a LAN with several users, you could conceivably have hundreds of users collectively sharing the 11 Mbps of throughput. To include more sites, you could install additional Access Points in the central location on different channels; up to three can co-exist without any inter-channel interference. If you have more than 18 remote locations, you can set up additional central Access Points, but these would be sharing the bandwidth with the other Access Point on the same channel.

If you are looking for additional clients in an ISP model, you can configure an Access Point in workgroup mode, and connect up to 250 remote clients.

Do the Access Points perform a kind of load balancing so that the total bandwidth of both units is equally distributed among the total users? For example, if there are two Access Points installed in a room, and 15 out of a total of 20 users took all of the available bandwidth, would the remaining five users be connected to the second Access Point?

It is not completely dynamic yet. Today, when a client associates, it first looks for the best signal quality and then associates. Assuming that the two Access Points are not side by side, you will see some level of even distribution between them. Secondly, if a client misses two consecutive beacons, and it is not actively passing data, it will go into a scan mode, looking for another Access Point to associate with. If there are a number of users transferring massive files, there is some likelihood that two beacons could be missed, which will encourage users to look for another Access Point. We are looking into a more dynamic way of evenly distributing the load.

A customer wants to use the vehicle mount antenna. What's the range and how do you deploy this kind application? Can the vehicle move or does it need to be still?

Depending on what is at the other end, the distance will vary. If you have an Omni antenna at the main building, the distance will be somewhere around 1/3 to 1/2 mile (this assumes you use the 2.5 meter cable with no lightning arrestor). The product is rated at pedestrian speeds, but there have been cases of customers using it on forklifts running at 15 miles per hour.

How do we make a wireless connection between two buildings with a hill in between, blocking the line of sight? Is it possible to have two pairs of Access Points (total of four) with one Access Point on each of the buildings and the two other Access Points on the hill? 

Yes, that will work fine. The other option would be to use V6.00 of the Access Point that supports Point to Multipoint with relay. This will allow you to place only one Access Point at the top of the hill and one Access Point at each side of the hill (total of three Access Points). The only difference here would be that the Access Point on the top of the hill would have an Omni-directional antenna and the two Access Points at the bottom will have directional antennas. The Omni has a 6-degree beam heading down, so you need to make sure that the elevation of the hill is not too high that it shoots over the directionals at the base of the hill.

What's the true transition time, from Access Point to Access Point, as clients are roaming? 

This happens instantaneously. The user should not see any interruption in transmissions. The client is always looking for an Access Point with better coverage. When it decides to roam, it sends a sign on packet and the Access Point will respond within micro-seconds. In the background, the new Access Point sends a packet to the old Access Point to notify it that the client has moved and this also updates the entire network of the change in location of this MAC address.

Section Three: Upgrades and Software Configurations

Can the original DEC RoamAbout equipment talk to the new Enterasys RoamAbout equipment?

The old Digital RoamAbout Access Point can be firmware upgraded to support the Enterasys 802.11/802.11b RoamAbout PC Cards. The firmware upgrade is available on our web page. You would pull down the V6.0 Access Point Manager and upgrade the RoamAbout Classic Access Point with V5.01 (V501.bin). This version of firmware is similar to V6.0 that runs on the new RoamAbout 2000 Access Point with the exception that it will not support the MultiPoint feature for the outdoor solution that was recently added to the Access Point 2000. You cannot use the old Digital-branded cards to interoperate with the 802.11 products, however if you have both types of APs (some with Digital cards and some with Enterasys cards), they can co-exist.

Is there any upgrade path for our existing Access Point, for example from a 10 Mbps port to a 10/100 port? Is our current box going to support the new standard, 802.11a?

Our current radio technology does not require a 10/100 port and the additional cost associated with it. We are working on a new Access Point that will support the 802.11a radios. The 802.11a standard supports 54 Mbps in the 5 GHz range. We believe that the 802.11a technology will not be available until the second half of CY'01.

Does the PCMCIA (PC card) have to be in a PC or laptop to upgrade the micro-code? If so, PC cards in Access Points aren't always accessible.

To update the PC card, it has to be in a Windows-based PC. As for the Access Point, once you upgrade the Access Point's firmware, you are updating the PC card's operational firmware. There is no need to upgrade it in a PC as well. If this PC card is ever taken out of the Access Point to be installed in a laptop, the firmware will then need to be upgraded.

When should I update the PC card firmware to V6.0?

The primary reason to upgrade at this point is that there was some ambiguity in the 802.11 spec and we needed to change a value when setting the Encryption Keys. If you use a key other than Key 1, you need to have your PC cards upgraded to V6.0 to run with an Access Point that is running V6.0. Other minor changes will cover performance improvement.

How do I configure the RoamAbout Client for NetWare?

1. In a DOS environment (non-Windows 95, 98, NT, 2000), you need to understand what the PCMCIA interface is. The PCMCIA interface will vary depending upon how old the PC is and the manufacturer. In order to use the Point Enabler (WVLANCAD.SYS), the PCMCIA interface has to be an Intel 82365-compatible device. Many of the newer PCs are PCI devices with a bridge chip to PCMCIA. For this type of device, you need the manufacturer's card and socket services software.

2. Assuming you get past step 1, you should be able to install the Novell V4.11 software and when prompted for the Ethernet device, tell it you have the manufacturer's disk and install the DOS/Windows 3.11 floppy. The installation procedure should find the INS file on the floppy and walk you through the rest of the installation.

There is more documentation available on the web at http://www.enterasys.com/support/manuals/n-s.html, and then go down to the file "802.11 PC Card MS-DOS and Windows 3.1 Install Guide."

How do we add encryption to the standard Windows 2000 driver?

The Windows 2000 RoamAbout driver, which is part of the W2K s/w distribution, does not support any encryption options. Also the Windows 95/98/NT driver will not work on 2000.

There is a Windows 2000 driver on our web site at http://www.enterasys.com/wireless that includes support for encryption and a Client Utility.

How do you set the multicast rate limit? The book references changing from the default setting of 100 Kbps but this option is not available in the Access Point Manager or Local Console. 

The Access Point supports multicast rate limiting and has a default rate set of 100 Kbps. The Access Point Manager and Console can enable and disable this feature. If you desire to change the value (generally not done), you do need a full SNMP manager to set this SNMP parameter. This can be set with Enterasys products, such as ClearVISN, NetSight Element Manager or SPECTRUM as well as other SNMP Managers.

Would it be possible to dynamically or statically reduce power output levels to allow greater densities of access points within a given area for larger numbers of users? (This is how cell- based telephone companies obtain greater densities of user populations.)

You can not regulate the output power, but you can set the receiver sensitivity by changing the Access Point density parameter. If you set the Access Point density parameter to "high," this essentially reduces your coverage.

With regard to the density (High/Medium/Low) selector, how much is the sensitivity changed per each selection?

Setting the Access Point density to "high," will make the transmissions only work at 11 Mbps. Rather than the speeds dropping back to 5.5, 2 and 1 Mbps, radios that fall back to these distances that would warrant a fallback in speed will no longer been seen by the radio receiver as a viable signal and it will be ignored. NOTE: Both the Access Points and ALL the clients must be configured in the same manner for this feature to work. 

Each client has its own transmission speed determined by the Access Point with which they are communicating. With an Access Point in auto-11 Mbps mode, if one client travels beyond high and drops to medium or low speed, is the speed of the other clients on this Access Point affected? 

There is no affect on individual clients within the high-speed range, allowing "simultaneous" access at different communication speeds. In fact, based on the algorithm, you can have one client transmitting and receiving at different speeds while other clients are running at their own speeds.

What is the effect of RF interference if we have two Access Points close to each other in different channels with channel separation being less than five channels, for example Channel 1 and Channel 3? We know that if they are separated by five channels, there is no interference, while if they are in the same channel, the bandwidth is shared among them. 

Having two Access Points on the same channel will share the bandwidth while having them five channels apart will double the throughput. There will be a problem having channels in the middle, provided they are also in close proximity, since they will not back off from each other and stand the chance of corrupting all packets resulting in very poor throughputs. This is usually not a problem outdoors when you have multiple companies in an area where at least one end will be using a directional antenna providing extra gain to the signal you are trying to receive.

Can a customer use the same laptop with the same PCMCIA card at his offices in the US and the UK? I know there are different cards for different parts of the world, however the customer said they use the same overlapping channels. Is this true or possible?

The FCC card has 11 channels, the ETSI card has 13. The 11 US channels do directly overlap with the first 11 channels of the European (ETSI) card. So technically, it is possible. The problem occurs in regulatory domains. The European card is not usable in the US due to extra channels. The FCC card is not certified for shipment to Europe.

Will the 40-bit and 128-bit encryption cards interoperate with each other if we only use a five- character key for one or two of the encryption key positions?

Yes, they will work together, however, the Access Point needs to be configured to transmit on a 40-bit key with both the 40- and 128-bit clients configured to receive this same key set. In addition, you can configure 128-bit clients to transmit on a different key which uses a 128-bit key, provided that the 128-bit has this same key configured to receive a 128-bit keyed packet.

Is it possible to receive airborne network packets if I do not know the network name?

Not if Secure Access is enabled.

Why are there four Encryption Keys when only one can transmit at a time?

Any single transmitter can only use one key, but the receiver can use all four. In other words, you can have an Access Point configured with all four keys and transmitting on Key 1. You can have some of your users transmitting on Key 1, some on Key 2, some on Key 3 and some on Key 4. This can provide an extra level of security. 

When a client roams from one Access Point to another, what happens to packets that may be transmitting as he changes cells?

The "roaming handshake" takes only a few milliseconds to happen and updates the network. As soon as a roaming request is received by the new Access Point, a packet is generated and sent to the old Access Point, updating the LAN’s address tables.

Section Four: Features

Is telnet access anywhere on the roadmap?

We have not seen a need for this functionality. Many of our competitors do support telnet, but this is a poor way to manage a network device. With the RoamAbout Access Point Manager, you have a great deal of functionality available and it can be run on any Windows platform.

Does the RoamAbout Access Points V6.0 support "relay mode?"

Our Access Point does support relay mode, but it is used more in one mode or the other (workgroup or LAN-to-LAN). When in workgroup, the Access Point will relay packets from one wireless user to another wireless user. When in multipoint mode (LAN-to-LAN), it will relay packets from one Access Point's wired LAN to a third Access Point's wired LAN.

What is the purpose of the Medium Reservation function within the client configuration?

Medium Reservation is a means of doing RTS/CTS (request to send/clear to send). If the client enables this feature, it will send out a RTS before sending any data. The Access Point will then send a CTS and all other clients will be informed that you have exclusive air access for the next "n" milliseconds for this one packet. Generally this is not used.

Will the Access Point Manager ever do auto discover on Access Points?

This did not make it into the August release, but hopefully will be included in the next release. 

What are the possibilities for SNMP Management? What is supported with the MIB we have?

We support a wide range of MIBs, from the standard Bridge MIBs, Ethernet MIBs, ELAN MIBs as well as the RoamAbout MIB and the 802.11 MIB. We are currently working with NetSight and SPECTRUM to get integrated into these enterprise products, and have been given September dates as an ETA. We still believe that our RoamAbout Access Point Manager will have features not available in other SNMP management tools.

What debugging tools are available to diagnose problems or watch the process as clients move from Access Point to Access Point?

Roaming happens transparent to the user. Using the Client Utility, you can go into the link test where it will continue to perform the link test and not roam. You should therefore only bring up the first screen where it shows you the quality of your link and displays the associated Access Point. This will allow you to see the change as it happens. In general, to determine your coverage, you should choose the Site Survey selection from the Client Utility to see the quality of all Access Points as you move around a building. 

Will there ever be a way to "sniff" the wireless side of an Access Point to see multiple clients’ packets at the same time?

Yes, if you have a LAN analyzer, you can see all the wireless packets, provided that you have the correct Wireless Network Name and the correct Encryption Key. 

Is there any tool that we have in the labs to diagnose packets that are lost? In other words, an RF sniffer to see what's happening in an environment that may not be perfect for a wireless solution due to interference?

Yes, we have a Spectrum Analyzer that can display the frequency spectrum for outside interference. Only under very unusual circumstances would this type of equipment ever be needed at a customer's site. 

Are there plans to have a kind of wireless converter for other device connections (e.g. printer)? 

Yes, the station adapter, part # CSISA-AX, is due Q3 FY01. It is a small device that has an Ethernet connection on one side and a RoamAbout PC card on the other. This will allow for a single system that has an Ethernet port, (e.g. printer, OS2 system, VMS system, desktop PC w/ Ethernet port) to connect to the RoamAbout network.

Does Enterasys plan to have a RoamAbout driver for OS2? 

No, there has been no demand for one. Instead, you may see the development of a station adapter or an Ethernet-to-RoamAbout media converter. With this device, if you install an Ethernet card in the OS2 system, you have the option of easily connecting to the wireless LAN whenever needed. 

Are we working on any solutions that would allow multiple channels to be used on an Access Point (for example, one for clients and another for printing)?

This is not possible. The radio can only be set to one frequency and cannot change. When we have a station adapter, it will be able to coexist with wireless clients on the same channel. 

Will there be multi-channel Access Points in our future? 

We are currently looking at the next technology we’ll need down the road. This may have two radios, one for the current 802.11b/11 Mbps product and a second for the new technology 802.11a/54 Mbps, but this technology is still 12+ months away. 

Are there any plans to develop a Solaris driver for the RoamAbout PCMCIA card? 

Non-Windows systems will be able to connect to a wireless LAN with use of the Station Adapter (CSISA-AX).

Where can I get a NetWare driver for RoamAbout radio card?

There is a DOS/ODI driver that ships with the PC cards that is for NetWare 3.x and 4.x clients running in a DOS environment. If you are looking for a NetWare 3.x/4.x server driver, they do not exist. Non-windows systems will be able to connect to a wireless LAN with use of the Station Adapter (CSISA-AX).

Lucent has an access point that supports routing–what are our plans for this?

We have no commitments at this time or in the near future to add routing to the current Access Point. Instead, we are looking at a possible two-box solution.

When will we support 802.1q? 802.1p ? 802.1x ?

Soon, however we don't have a committed timeframe for either.

Can our solution run phone and data traffic simultaneously? 

Since the RoamAbout Access Point is a bridge, voice traffic will pass across it. We are currently working to add QoS support to the existing product. This will give voice data a higher priority and will give better voice quality. 

Can we or will we be able to prioritize packets, maybe VoIP packets for example?

This is also being scheduled for an upcoming release in support of IP/802.11 portable phones. We will also be adding in VLAN support for our Outdoor solution. 

Is there any plan on the roadmap to make the RoamAbout Access Point 802.1q "aware"? Specifically, will the Ethernet port of the Access Point to be able to understand 802.1q- tagged VLAN traffic? 

Currently, the Access Point will not handle the tagged packets. Engineering has been discussing this for the next release of the firmware.

What are the plans for 802.11a? 802.15/16?

We are developing a new hardware platform to support the 802.11a technology that is expected during the next calendar year. This will be using the 5 GHz band at up to 54 Mbps. 

If a customer has many mobile PCs to communicate to one or more Access Points and wants each PC to access a separate, secure broadcast domain, can it be done? Do we support user encryption? 

Currently, there are no means to do 802.11 user encryption. We are working on 802.1x/EAP encryption that will have ties to a Radius server, which will give individual user authentication.

Are there additional security features such as MAC address filtering and user passwords?

Yes. Enterasys can offer encryption up to 128 bit. In addition, we can do filtering or Access Control lists based on MAC addresses. If it is a LAN-to-LAN solution, we can provide even more security with the ability to configure each end with the other end's MAC address, so only configured Access Points with the correct corresponding MAC addresses will communicate. V6.0 was released, and is now available in the external web site http://www.enterasys.com/wireless. This has added in Address Filtering capability via the Access Point Manager. The Access Point does not require an update to support the V6.0 Access Point Manager. 

What is RoamAbout’s compliance for future RADIUS authentication for the wireless base stations? Will our Access Points be able to comply (at no additional cost)?

This is something we are working towards (see roadmap at http://roch-www/marketing). We do not know at this time if there will be an extra charge for this feature.

Does Enterasys Access Point support 802.11 packet fragmentation? 

Actual fragmentation is not an 802.11 requirement and there is still some question about its value; we don't support fragmentation at this time. To insure interoperability with other 802.11 vendors that may support it, we do support re-assembly of received fragmented packets in V5.1 and greater. This has been proven to be a working model, as we have passed Wi-Fi certification with at least one vendor that does support fragmenting packets.

Do we support any wireless solutions for 3Com's Palm Pilot?

Palm Pilot does not support the 802.11 standard yet. As soon as it does, we will support it. 

Are we working on wireless modules for our switches or routers? (Wireless HSIM or wireless CM for the SSR)

We spoke with a number of different groups within the company, but right now it doesn't look like this solution makes a lot of sense. Since Routers and Switches are generally located in a data closet, this does not make a good fit for a RF product that wants to be in the office area with the end users. 

