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About This Guide

Welcome to the Enterasys Networks SmartSwitch 2200 Series (2E253, 2H252, 2H253, and
2H258) Standalone Switches Local Management User’s Guide. This manual explains how to
access and use the Enterasys Networks Local Management to manage the SmartSwitch devices.
Local Management is a series of screens that enable the user to monitor and control the
SmartSwitch device and its attached segments.

Important Notice
Depending on the firmware version used in the SmartSwitch device, some features described in
this document may not be supported. Refer to the Release Notes shipped with the SmartSwitch
device to determine which features are supported.

USING THIS GUIDE

A general working knowledge of basic network operations and an understanding of management
applicationsis helpful before using Local Management.

This manual describes how to do the following:

» Accessthe Local Management application

* |dentify and operate the types of fields used by Local Management
* Navigate through Local Management fields and menus

* Use Loca Management screens to perform management operations
* Establish and manage Virtual Local Area Networks (VLANS)

About This Guide XVii



Structure of This Guide

STRUCTURE OF THIS GUIDE
The guide is organized as follows:

Chapter 1, Introduction, provides an overview of the tasks that may be accomplished using Local
Management (LM), and an introduction to LM screen navigation, in-band and out-of-band network
management, screen elements, and LM keyboard conventions.

Chapter 2, Local Management Requirements, provides the setup regquirements for accessing
Loca Management, the instructions to configure and connect a management terminal to the
SmartSwitch device, and the instructions for connecting the SmartSwitch device to an
Uninterruptible Power Supply (UPS) for monitoring the UPS power status.

Chapter 3, Accessing L ocal M anagement, describes how to access the Main Menu screen and
navigate the Local Management screens. This chapter also describes the security screens.

Chapter 4, Device Configuration Menu Screens, describes the Device Configuration Menu
screen and the screens that can be selected from it. These screens are used to control access to the
SmartSwitch device by assigning community names, configure the SmartSwitch device to send
SNMP trap messages to multiple network management stations, limit access according to an
Access Control List (ACL) for additional security, access system resource information, download a
new firmware image to the switch module, provide access to menu screens to configure ports, and
configure the switch module for 802.1, 802.1Q VLAN, and layer 3 operations.

Chapter 5, Port Configuration Menu Screens, describes how to use the screens to configure the
ports for various operations, such as for Ethernet Interface, HSIM/VHSIM, port and VLAN
redirect, SmartTrunk, and broadcast suppressor configuration.

Chapter 6, 802.1 Configuration Menu Screens, describes how to access the Spanning Tree
Configuration Menu, 802.1Q VLAN Configuration Menu, and 802.1p Configuration Menu,
screens. This chapter also introduces and describes how to use the Spanning Tree screensto create
a separate Spanning Tree topology for each VLAN configured in the SmartSwitch device.

Chapter 7, 802.1Q VL AN Configuration Menu Screens, describes how to use the screensto
create static VLANS, select the mode of operation for each port, filter frames according to VLAN,
establish VLAN forwarding (Egress) lists, route frames according to VLAN ID, display the current
ports and port types associated with aVVLAN and protocol, and configure ports on the switch as
GVRP-aware ports. VLAN classification and classification rules are a so discussed.
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Structure of This Guide

Chapter 8, 802.1p Configuration Menu Screens, describes how to use the screens to set the
transmit priority of each port, display the current traffic class mapping-to-priority of each port, set
ports to either transmit frames according to selected priority transmit queues or percentage of port
transmission capacity for each queue, assign transmit priorities according to protocol types, and
configure arate limit for a given port and list of priorities.

Chapter 9, Layer 3 Extensions Menu Screens, introduces and describes how to enable or disable
IGMP (Internet Group Management Protocol, RFC 2236) on selected VLANS, or globally on all
VLANSs that are available.

Chapter 10, Device Statistics Menu Screens, introduces and describes how to use the statistics
screens to gather statistics about the switch, interfaces, RMON, and HSIM/VHSIM and, if the
deviceis arepeater, repeater statistics.

Chapter 11, Network Tools Screens, describes how to access and use the Network Tools screens.
This chapter aso lists built-in and new functional CLI commands, including examples.

Chapter 12, VLAN Operation and Networ k Applications, introduces VLANS, describes how
they operate, and how to configure them using the Local Management screens described in
Chapter 7. Examples are also provided to show how VLANSs are configured to solve a problem and
how the VLAN frames travel through the network.

Appendix A, Generic Attribute Registration Protocol (GARP), describes the switch operation
when its ports are configured to operate under the Generic Attribute Registration Protocol (GARP)
VLAN Registration Protocol (GVRP) application.

NOTE: There is a global setting for GVRP that is enabled by default. However, this
setting is only accessible through a Management Information Base (MIB).

Appendix B, About |GM P, introduces the Internet Group Management Protocol (IGMP), its
features and functions, and describes how it detects multicast routers.
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Related Documents

RELATED DOCUMENTS

The following Enterasys Networks documents may help to set up, control, and manage the
SmartSwitch device:

* Ethernet Technology Guide

* Cabling Guide

e SmartTrunk User’s Guide

*  WAN Series Local Management User’s Guide

Documents associated with the optional HSIM and VHSIM interface modules, SmartSwitch
device installation user’s guides, and the manuals listed above, can be obtained from the World
Wide Web in Adobe Acrobat Portable Document Format (PDF) at the following web site:

http://www.enterasys.com/

DOCUMENT CONVENTIONS
This guide uses the following conventions:

NOTE: Calls the reader’s attention to any item of information that may be of special
importance.

I> TIP: Conveys helpful hints concerning procedures or actions.

f CAUTION: Contains information essential to avoid damage to the equipment.
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Typographical and Keystroke Conventions

TYPOGRAPHICAL AND KEYSTROKE CONVENTIONS

bold type
RETURN

ESC

SPACE bar
BACKSPACE
arrow keys

[-]

DEL

italic type

n.nn

[]

<>

Bold type can denote either a user input or a highlighted screen selection.

Indicates either the ENTER or RETURN key, depending on your
keyboard.

Indicates the keyboard Escape key.

Indicates the keyboard space bar key.
Indicates the keyboard backspace key.
Refersto the four keyboard arrow keys.
Indicates the keyboard — key.

Indicates the keyboard delete key.

Italic type indicates complete document titles.

A period in numerals signals the decimal point indicator (e.g., 1.75 equals
one and three fourths). Or, periods used in numerals signal the decimal
point in Dotted Decimal Notation (DDN) (e.g., 000.000.000.000in an IP
address).

A lowercase italic x indicates the generic use of aletter (e.g., xxx indicates
any combination of three alphabetic characters).

A lowercaseitalic n indicates the generic use of anumber (e.g., 19nn
indicates afour-digit number in which the last two digits are unknown).

In the Local Management screens, the square bracketsindicate that avalue
may be selected. In the format descriptionsin the Network Tools section,
required arguments are enclosed in square brackets, [ ].

In the format descriptions in the Network Tools section, optional
arguments are enclosed in angle brackets, < >.
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1

Introduction

This chapter provides an overview of the tasksthat may be accomplished using Local Management
(LM), and an introduction to LM screen navigation, in-band and out-of-band network
management, screen elements, and LM keyboard conventions.

Important Notice
Depending on the firmware version used in the SmartSwitch device, some features described in
this document may not be supported. Refer to the Release Notes shipped with the SmartSwitch
device to determine which features are supported.

1.1 OVERVIEW

Enterasys Networks' Local Management is a management tool that allows a network manager to
perform the following tasks:

* Assign IP address and subnet mask.

* Select adefault gateway.

* Assign alogin password to the device for additional security.

* Download a new firmware image.

* Upload or download a configuration fileto or from a TFTP server.

* Designate which Network Management Workstations receive SNMP traps from the device.
* View switch, interface, and RMON statistics.

* Assign portsto operate in the standard or full duplex mode.

* Configure portsto perform load sharing using SmartTrunking. Refer to the SmartTrunk User’s
Guide for details.

e Control the number of receive broadcasts that are switched to the other interfaces.
* Set flow control on a port-by-port basis.

» Configure portsto prioritize incoming frames at Layer 2, Layer 3, and Layer 4.
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e Clear NVRAM.

e Set 802.1Q VLAN memberships and port configurations.

* Redirect frames according to port or VLAN and transmit them on a presel ected destination port.
* Create aseparate Spanning Treetopology for each VLAN configured in the SmartSwitch device.

* Transmit frames on presel ected destination ports according to protocol and priority or protocol
and VLAN.

* Configure the switch to operate as a Generic Attribute Registration Protocol (GARP) deviceto
dynamically create VLANS across a switched network.

* Configure the deviceto control the rate of network traffic entering and leaving the switch on a
per port/priority basis.

* Configure an optional HSIM or VHSIM installed in the device.
* Configurethedeviceto dynamically switch framesaccording to acharacteristicruleand VLAN.
* Configure ports on the SmartSwitch device as Router Redundancy Protocol (VRRP) ports.

* Provide additional security and policy administration capabilities via Port-based Web
Authentication (PWA) by configuring pertinent variables within the LM screen.

* Configure multiple portsto act in an 802.3ad trunk group.

* Configure and manage the use of 802.1w, a standards-based method to rapidly fail over linksto
reduce downtime on a network.

* Provide additional security by configuring a physical port to lock on an attached device
according to a Classification rule so no other device can be connected to that port and used.

* Configure the device to operate using the path cost values conforming legacy 802.1D or 802.1
standards.

There are three ways to access Local Management:
e Locally usingaVT typetermina connected to the COM port.
¢ Remotely using aVT type terminal connected through a modem.

* In-band through a Telnet connection.

1.1.1 The Management Agent

The management agent is a process within the SmartSwitch device that collects statistical
information (e.g., frames received, errors detected) about the operational performance of the
managed network. Local Management communicates with the management agent for the purpose
of viewing statistics or issuing management commands. Local Management provides awide range
of screens used to monitor and configure the SmartSwitch device.
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1.1.2 In-Band vs. Out-of-Band

Network management systems are often classified as either in-band or out-of-band. In-band
network management passes data along the same medium (cables, frequencies) used by all other
stations on the network.

Out-of-band network management passes data along a medium that is entirely separate from the
common data carrier of the network, for example, a cable connection between adumb terminal and
a SmartSwitch device COM port. The Enterasys Networks' Local Management is an out-of-band
network management system.

A device connected out-of-band to the management agent is not connected to the LAN. Thistype
of connection allows you to communicate with a network device even when that device is unable
to communicate through the network, for example, at the time of installation.

1.2 NAVIGATING LOCAL MANAGEMENT SCREENS

To navigate within a Local Management screen, use the arrow keys of the terminal or the
workstation providing terminal emulation services. The Local Management screen cursor responds
to the LEFT, RIGHT, UP, and DOWN arrow keys. Each time you press an arrow key, the Local
Management screen cursor moves to the next available field in the direction of the arrow key.

The Local Management screen cursor only moves to fields that can be selected or used for input.
This means that the cursor jumps over display fields and empty lines on the Local Management
screen.

The Local Management screen cursor provides wrap-around operation. This means that a cursor
located at the edge of a screen, when moved in the direction of that edge, “wraps around” to the
outermost selectable item on the opposite side of the screen which is on the same line or column.

1.3 LOCAL MANAGEMENT REQUIREMENTS

The SmartSwitch device provides one communication port, labeled COM, which supports a
management terminal connection. To access Local Management, connect one of the following
systems to the COM port:

» Digital Equipment Corporation VT series terminal.

e VT typeterminal running emulation programs for the Digital Equipment Corporation
VT series.

* IBM or compatible PC running aV T series emulation software package.
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You can also access Local Management using a Telnet connection through one of the network
ports of the SmartSwitch device.

NOTE: For details on the setup parameters for the console, how to connect a console
to the SmartSwitch, or how to make a telnet connection, refer to Chapter 2.

TIE

1.4 LOCAL MANAGEMENT SCREEN ELEMENTS

There are six types of screens used in Local Management: password, menu, statistics,
configuration, status, and warning screens. Each type of screen can consist of one to five basic
elements, or fields. Figure 1-1 shows an example of the fieldsin ascreen. A description of each
field follows the figure.

Figure 1-1 Example of a Local Management Screen

Event Message Field Display Field See
Display Fields Input Fields Note

Event Message Line

xxxx-xx LOCAL MANAGEME

General Configuratig

Device Type: XXXXX-XX

00-00-1D-00-00-00; Device Date: 10/11/97
IP Address: 0.0.0.0 Device Time: 14:23:00
Subnet Mask: 255.255.0.0 Screen Refresh Time: 30 sec.

Default Gateway: NONE DEFINED Screen Lockout Time: 15 min.
TFTP Gateway IP Addr; 0.0.0. Device Uptime XXD XX H XXM

Operational Mode:( [802.1Q SWITCHING

Clear NVRAM [NO] IP Fragmentation [ENABLED]

Selection Field Command Fields

Note: This shows the location of the cut away that is used in most of the screen graphics
in this document. The top portion of the screen is cut away to eliminate repeating the same
information in each graphic.The screen title is contained in its figure title. 30691 01
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Event Message Field

Thisfield briefly displays messages that indicate if a Local Management procedure was executed
correctly or incorrectly, that changes were saved or not saved to Non-Volatile Random Access
Memory (NVRAM), or that a user did not have access privileges to an application.

Table 1-1 describes the most common event messages. Event messages related to specific Local
Management applications are described with those applications throughout this manual .

Table 1-1 Event Messages

Message What it Means

SAVED OK One or more fields were modified, and saved to NVRAM.
NOT SAVED Attempting to exit the LM screen after one or more fields were
--PRESS SAVE-- modified, but not saved to NVRAM.

TO KEEP CHANGES

NOTHING TO SAVE  The SAVE command was executed, but nothing was saved to
NVRAM because there were no configuration changes since the data
was last saved.

Display Fields

Display fields cannot be edited. These fields may display information that never changes, or
information that may change as aresult of Local Management operations, user selections, or
network monitoring information. In the screens shown in this guide, the charactersin the display
fieldsarein plain type (not bold). In the field description, the field is identified as being
“read-only”.

Input Fields

Input Fields require the entry of keyboard characters. |P addresses, subnet mask, default gateway
and device time are examples of input fields. In the screens shown in this guide, the charactersin
theinput fields are in bold type. In the field description, the field is identified as being
“modifiable’.

Selection Fields

Selection fields provide a series of possible values. Only applicable values appear in a selection
field. In the screens shown in this guide, the selections display within brackets and are in bold
type. Inthe field description, the field isidentified as being either “ selectable” when there are more
than two possible values, or “toggle” when there are only two possible values.
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Command Fields

Command fields (located at the bottom of Local Management screens) are used to exit Local
Management screens, save Local Management entries, or navigate to another display of the same
screen. In the screens shown in this guide, the charactersin thisfield are al upper case and in bold
type. In the field description, the field is identified as being a“command” field.

1.5 LOCAL MANAGEMENT KEYBOARD CONVENTIONS

All key names appear as capital lettersin thismanual. Table 1-2 explains the keyboard conventions
and the key functions that are used.

Table 1-2 Keyboard Conventions

Key Function
ENTER Key Used to enter data or commands. These keys perform the same Local
RETURN Key Management function. For example, “Press ENTER” means that you

can press either ENTER or RETURN, unless this manual specifically
instructs you otherwise.

ESCAPE (ESC) Key  Used to “escape’ from aLocal Management screen without saving
changes. For example, “Press ESC twice” means the ESC key must be
pressed quickly two times.

SPACE Bar Used to cycle through selections in some Local Management fields.
Use the SPACE bar to cycle forward through selections and use the
BACKSPACE Key BACKSPACE key to cycle backward through selections.

Arrow Keys (UP-ARROW, DOWN-ARROW, LEFT-ARROW, RIGHT-ARROW)
Used to move the screen cursor. For example, “Use the arrow keys”
means to press whichever arrow key moves the cursor to the desired
field on the Local Management screen.

DEL Key Used to remove characters from a Local Management field. For
example, “Press DEL” means to press the Delete key.
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1.6 GETTING HELP

For additional support related to this device or document, contact Enterasys Networks using one of
the following methods:

World Wide Web http://www.enterasys.com/
Phone (603) 332-9400
Internet mail support@enterasys.com
FTP ftp://ftp.enterasys.com/
Login anonymous
Password your email address

To send comments or suggestions concerning this document, contact the Enterasys Networks
Technical Writing Department via the following email address: TechWriting@enter asys.com

Make sure to include the document Part Number in the email message.

Befor e calling the Enter asys Networ ks, have the following infor mation ready:

Your Enterasys Networks service contract number
A description of the failure

A description of any action(s) aready taken to resolve the problem
(e.g., changing mode switches, rebooting the unit, etc.)

The seria and revision numbers of al involved Enterasys Networks products in the network
A description of your network environment (layout, cable type, etc.)

Network load and frame size at the time of trouble (if known)

The device history (i.e., have you returned the device before, is this arecurring problem, etc.)

Any previous Return Material Authorization (RMA) numbers
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Local Management Requirements

This chapter provides information concerning the following:

Management Terminal Setup (Section 2.1), which describes how to attach aL ocal Management
terminal to the Enterasys Networks host device.

Telnet Connections (Section 2.2), which provides guidelines when using a Telnet connection to
access Local Management.

Monitoring an Uninterruptible Power Supply (Section 2.3), which describes how to make a
connection from the COM port to an American Power Conversion (APC) Uninterruptible Power
Supply (UPS) device. Thistype of connection enables the SmartSwitch device to monitor the
power statusin case of a power loss.

2.1 MANAGEMENT TERMINAL SETUP
Use one of the following systems to access Local Management:

A PC or compatible device running aVT series emulation software package

A Digital Equipment Corporation VT100 type terminal

A VT typeterminal running emulation programs for the Digital Equipment Corporation VT100
series

A remote VT100 type terminal viaamodem connection

In-band via a Telnet connection
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2.1.1 Console Cable Connection

Use the Console Cable Kit provided with the SmartSwitch device to attach the management
terminal to the SmartSwitch device COM port as shown in Figure 2-1.

To connect the SmartSwitch device to a PC or compatible device running the VT terminal
emulation, proceed as follows:

1. Connect the RJ45 connector at one end of the cable (supplied in the kit) to the COM port on the
SmartSwitch device.

2. Plug the RM5 connector at the other end of the cable into the RJ45-to-DB9 adapter (suppliedin
the kit).

3. Connect the RJ45-to-DB9 adapter to the communications port on the PC.

""""" NOTE: If using a modem between the VT compatible device and the COM port of the
SmartSwitch device, use the appropriate connector included in the console cable kit.
Refer to the modem manufacturer’s information for proper operation and setup of the
modem.

The 2H252-25R SmartSwitch device is shown in Figure 2-1 as an example.

Figure 2-1 Management Terminal Connection

\ UTP Cable

with RJ45 Connectors

\ RJ45-to-DB9

PC PC Adapter —
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2.1.2

Management Terminal Setup Parameters

Table 2-1 lists the setup parameters for the local management terminal.

Table 2-1 VT Terminal Setup

Display Setup Menu

Columns ->
Controls ->
Auto Wrap ->
Scroll ->

Text Cursor ->
Cursor Style ->

80 Columns

Interpret Controls

No Auto Wrap

Jump Scroll

Cursor

Underline Cursor Style

General Setup Menu

Mode -> VT100, 7 Bit Controls
ID number -> VT100ID

Cursor Keys -> Normal Cursor Keys
Power Supply -> UPSS DEC Supplemental
Communications Setup Menu

Transmit -> 2400, 4800, 9600, 19200
Receive -> Receive=Transmit
XOFF -> XOFF at 64

Bits-> 8 hits

Parity -> No Parity

Stop Bit -> 1 Stop Bit

Local Echo -> No Local Echo

Port -> DEC-423, Data Leads Only
Transmit -> Limited Transmit

Auto Answerback -> No Auto Answerback
Keyboard Setup Menu

Keys-> Typewriter Keys

Auto Repeat -> any option

Keyclick -> any option

Margin Bell -> Margin Bell

Warning Bell -> Warning Bell
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2.2 TELNET CONNECTIONS

Once the SmartSwitch device has avalid | P address, the user can establish a Telnet session from
any TCP/IP based node on the network. Telnet connections to the SmartSwitch device require the
community name passwords assigned in the SNMP Community Names Configuration screen.

For information about setting the I P address, refer to Section 4.2.
For information about assigning community names, refer to Section 4.4.

Refer to the instructions included with the Telnet application for information about establishing a
Telnet session.

If the SmartSwitch deviceis operating in the 802.1Q mode with configured VLANS, the
management station must be connected to a physical port on the device that is on the same VLAN
asthe virtual Host Data Port. For more information about the virtual Host Data Port and the setup
information for remote management in adevice that is to be configured with VLANS, refer to
Section 12.8.

2.3 MONITORING AN UNINTERRUPTIBLE POWER SUPPLY

If the SmartSwitch device is connected to an American Power Conversion (APC) Uninterruptible
Power Supply (UPS) device for protection against the loss of power, a connection from the
SmartSwitch device COM port to the UPS can be made to monitor the UPS power status. To use
the COM port for this purpose, it must be reconfigured to support the UPS connection using the
procedure described in Section 4.2.10. Refer to the UPS documentation for details on how to
access the status information.

The Console Cable Kit provided with the SmartSwitch device is used to connect the UPS to the
SmartSwitch device COM port as shown in Figure 2-2. To connect the UPS device to the COM
port, proceed as follows:

1. Connect the RJM45 connector at one end of the cableto the COM port on the SmartSwitch device.

2. Plug the RJ45 connector at the other end of the cableinto the RJ45-to-DB9 male (UPS) adapter
(Enterasys Networks part number, 9372066).

3. Connect the RM45-to-DB9 male (UPS) adapter to the female DB9 port on the rear of the UPS
device (refer to the particular UPS device' s user instructions for more specific information about
the monitoring connection).
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Figure 2-2 Uninterruptible Power Supply (UPS) Connection

STERSWITCH 2200

2H25225R

DB9 Port RJ45 COM Port
<
&0
dh dh dh
dh dh dh
T UTP Cable
UPS Device with RJ45 Connectors
RJ45-t0-DB9
UPS Adapter

30691_03
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Accessing Local Management

This chapter provides information about the following:

Navigating through the Local Management screen hierarchy for 802.1Q Switching
(Section 3.1).

Accessing the Password screen to enter aLocal Management session (Section 3.2).

Accessing the Device Menu screen and its menu items to gain access to the Local Management
screens including the security screens (Section 3.3).

Accessing the Security Menu screen to control access to the switch’s host (Section 3.5).

Accessing the Passwords (Section 3.6) and Radius Configuration (Section 3.7) screens. These
screens alow you to configure additional security by limiting access to Local Management
according to local access policy and remotely using the RADIUS Client feature.

Accessing the Name Services Configuration screen (Section 3.8). This screen detail s additional
security components to permit password authentication via a Radius Server.

3.1 NAVIGATING LOCAL MANAGEMENT SCREENS

The switch Local Management application consists of a series of menu screens. Navigate through
Local Management by selecting items from the menu screens.

The hierarchy of the Local Management screens is shown in Figure 3-1.

NOTE: At the beginning of each chapter, a section entitled “Screen Navigation Path”
shows the path to the first screen described in the chapter.
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Figure 3-1 802.1Q Switching Mode, LM Screen Hierarchy

— Device Configuration Menu
——General Configuration
—— SNMP Configuration Menu SNMP Community Names Configuration
) — SNMP Traps Configuration
—— System Resources Information .
; i L Access Control List
L Flash Download Configuration
Port Confi tion M Ethernet Interface
—— Port Configuration Menu Configuration
L 802.1 Configuration Menu |_Ethernet Port
Configuration
—Spanning Tree Configuration Menu
_ ) ) HSIM/VHSIM
|: Spanning Tree Configuration [ Configuration
Spanning Tree Port Configuration | Redirect Configuration
Menu
|_ PVST Port Configuration Port Redirect
. [ Configuration
| 802.1Q VLAN ___ Static VLAN 9 .
Configuration Menu Configuration VLAN Redirect
i Configuration
802.1p I_ Static VLAN Egress
Password — Configuration Menu Configuration * SmartTrunk
Configuration
| Port Priority | Current VLAN — or
Configuration Configuration Link Aggregation
Device : |_ Menu
i _ | Traffic Class Current VLAN
enu Information Egress Configuration L 202 3ad Port
|_ Traffic Class VLAN Port [
Configuration [~ Configuration %O%.i_’alad Port
etails
: VLAN Classification |
|_Transmit Queues — configuration 802.3ad Port
Configuration Statistics
| Priority Classification __ Protocol Port | 802.3ad
Configuration Configuration Aggregator
— Rate Limiting Protocol Port 802.3|ad
7 |GMP/VLAN Conﬁguration A regator Details
Layer 3 Extensions Menu — Configuration ggreg
L Device Statistics Menu Switch Statistics — 802.3ad System
— Network Tools Elnterface Statistics Broadcast
- L__ Suppression
RMON Statistics Configuration

B

* Refer to the SmartTrunk User’'s Guide for the screen hierarchy.
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B — Security —y—Passwords

—Radius Configuration
Name Services Configuration

L— System Authentication Configuration

—EAP Configuration

| EAP Statistics Menu EAP Session Statistics

L MAC Port Configuration EEAP Authenticator Statistics
—MAC Supplicant Configuration EAP Diagnostic Statistics

3.1.1 Selecting Local Management Menu Screen ltems
Select items on a menu screen by performing the following steps:

1. Usethe arrow keysto highlight a menu item.

2. Press ENTER. The selected menu item displays on the screen.

3.1.2 Exiting Local Management Screens
There are two ways to exit the Local Management (LM) screens.

Using the Exit Command
To exit LM using the EXIT screen command, proceed as follows:

1. Usethe arrow keysto highlight the EXIT command at the bottom of the Local Management
screen.

2. PressENTER. The Local Management Password screen displays and the session ends.

Using the RETURN Command
To exit LM using the RETURN command, proceed as follows:

1. Usethearrow keysto highlight the RETURN command at the bottom of the L ocal M anagement
screen.

2. PressENTER. The previous screen in the Local Management hierarchy displays.

NOTE: The user can also exit Local Management screens by pressing ESC twice. This
exit method does not warn about unsaved changes and all unsaved changes are lost.
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3. Exit from Local Management by repeating steps 1 and 2 until the Device Menu screen displays.

4. Toendthe LM session, use the arrow keysto highlight the RETURN command at the bottom
of the Device Menu screen.

5. PressENTER. The Local Management Password screen displays and the session ends.

3.1.3 Using the NEXT and PREVIOUS Commands

If aparticular Loca Management screen has more than one screen to display itsinformation, the
NEXT and PREVIOUS commands are used to navigate between its screens.

To go to the next or previous display of a screen, proceed as follows:
1. Highlight the applicable NEXT or PREVIOUS command at the bottom of the screen.
2. PressENTER. The screen displays.

3.1.4 Using the CLEAR COUNTERS Command

The CLEAR COUNTERS command is used to temporarily reset all counters of a screen to zero to
allow you to observe counter activity over a period of time. To reset the counters, perform the
following steps:

1. Usethe arrow keysto highlight the CLEAR COUNTERS command.

2. PressENTER, the counters are reset to zero.

3.2 PASSWORD SCREEN

When to Use

To access the Device Menu screen to start aLocal Management session via a Telnet connection or
local COM port connection. Whenever a connection is made to the switch, the Local Management
Password screen displays. Before continuing, you must enter apassword, which is compared to the
previously stored passwords and associated management level access policy configured using the
Security screen described in Section 3.5.

The level of management accessis dependent on the password and the associated Access Policy
configured in the Password Configuration screen described in Section 4.4.
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NOTE: You can set the same string as a Security password and SNMP Community
Name. This will allow you to access and manage the switch whether you are starting a
Local Management session via a Telnet connection or local COM port connection, or by
using a network SNMP management application.

If you use a string for the security password and a different one for the SNMP
Community Name, the two cannot be used interchangeably to access the switch. The
access levels can also be configured to be different.

How to Access

Turn on the terminal. Press ENTER (this may take up to four times, because the COM port of the
switch auto-senses the baud rate of the terminal) until the Local Management Password screen

displays. Figure 3-2 shows the Password screen.

Screen Example

Figure 3-2 Local Management Password Screen

xxxxxxxx LOCAL MANAGEMENT

Enterasys Networks, Inc.

P.O. Box 5005

Rochester, NH 03866-5005 USA

(603) 332-9400

© Copyright Enterasys Networks, Inc. 2001

Device Serial Number:

Device Hardware Revision:
Device Firmware Revision:
Device BOOTPROM Revision:

XXXXXXXXXXXX
XXX

XX XX XX

XX XX XX

Enter Password: I

3650_10
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Enter the Password and press ENTER. The default super-user access password is “public” or press
ENTER.

NOTE: If an invalid password is entered, the terminal beeps and the cursor returns to
the beginning of the password entry field.

Entering a valid password causes the associated access level to display at the bottom of
the screen and the Device Menu screen to display.

If no activity occurs for a preset period of time, the Local Management Password screen
redisplays and the password has to be reentered.
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3.3 DEVICE MENU SCREEN

Screen Navigation Path
Password > Device Menu

When to Use
To access the Local Management screens of the switch.

How to Access

Enter avalid password in the Local Management Password screen as described in Section 3.2, and
press ENTER. The Device Menu screen, Figure 3-3, displays.

Screen Example

Figure 3-3 Device Menu Screen

DEVICE CONFIGURATION MENU

DEVICE STATISTICS MENU
NETWORK TOOLS
SECURITY

RETURN

35591_14

NOTE: If the terminal is idle for several minutes, the Local Management Password
screen redisplays and the session ends. This idle time can be changed in the General
Configuration screen described in Section 4.2.9.
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Menu Descriptions
Refer to Table 3-1 for afunctional description of each menu item.

Table 3-1 Device Menu Screen Menu Item Descriptions

Menu Item Screen Function

DEVICE Provides access to the Local Management screens that are used to
CONFIGURATION  configurethe switch and also provides access to the Port Configuration
MENU Menu screen, 802.1 Configuration Menu screens, and the Layer 3

Extensions Menu screens.

The Port Configuration Menu screen provides access to the screens that
are used to set operating parameters specific to each port.

The 802.1 Configuration Menu screen provides access to the Spanning
Tree Configuration Menu screen, 802.1Q VLAN Configuration Menu
screen, and the 802.1p Configuration Menu screen. These screens are

used to set the basic switch operations, and provide access to screensto
configure VLANS, and assign port priorities.

For details about the screens, refer to:

Chapter 4 for the Device Configuration Menu screen,
Chapter 5 for the Port Configuration Menu screen,
Chapter 6 for the 802.1 Configuration Menu screen, and

Chapter 9 for the Layer 3 Extensions Menu screen.

DEVICE Provides access to screens used to obtain statistics and performance
STATISTICS information for the switch. For details, refer to Chapter 10.
MENU
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Table 3-1 Device Menu Screen Menu Item Descriptions (Continued)

Menu Item Screen Function

NETWORK The Network Tools function resides on the switch and consists of

TOOLS commands that alow the user to access and manage network devices,
including the ability to Telnet to other devices. Chapter 11 explains
how to use the Network Tools utility.

SECURITY Provides access to the following screens.

* Module Login Passwords

* Radius Configuration

* Name Services Configuration

» System Authentication Configuration
* EAP Configuration

* EAP Statistics Menu

* MAC Port Configuration

* MAC Supplicant Configuration

Provides access to the Password screen. This screen allows the user to
set alogin password for the device according to an access policy
(read-only, read-write, and super-user). A different password can be set
for each access policy.

To prevent clearing the passwords, hardware switch 8 on the board of
the device can be disabled using this screen. For an overview of the
security available on this switch, refer to Section 3.4.

For more information about the Module L ogin Password screen, refer
to Section 3.6.
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Table 3-1 Device Menu Screen Menu Item Descriptions (Continued)

Menu Item

Screen Function

SECURITY
(cont’d)

The Radius Configuration screen enables you to configure the Radius
client function on the switch to provide another restriction for accessto
the Local Management screens. For more information on Radius
Client, refer to Section 3.4.

For more information about the Radius Configuration screen, refer to
Section 3.7.

The System Authentication Configuration, EAP Configuration, and
EAP Statistics Menu screens enable you to securely authenticate and
grant appropriate access to end user devices directly attached to the
switch ports. For more information about 802.1x port based network
access control, refer to Section 3.4.2.

For more information about the System Authentication Configuration,
EAP Configuration, and EAP Statistics Menu screens, refer to
Section 3.9, Section 3.10, and Section 3.11, respectively.

The MAC Port Configuration screen enables you to monitor the
authentication state of the supplicants associated with each port and
enable/disable, initialize, and force arevalidation of the port MAC
credential.

For more information about MAC port configuration, refer to
Section 3.12.

The MAC Supplicant Configuration screen enables you to see which
MAC authentication supplicants are active, their MAC address and
associated module ports, and enable you to initialize or reauthenticate
each of the supplicants.

For more information about the MAC Supplicant Configuration screen,
refer to Section 3.13.
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3.4 OVERVIEW OF SECURITY METHODS

Six security methods are avail able to control which users are allowed access to the switch’s host to
monitor and control the switch.

Login Security Password — used to access the Device Menu screen to start aL ocal Management
session viaa Telnet connection or local COM port connection. Whenever a connection is made
to the switch, the Local Management Password screen displays. Before continuing, you must
enter alogin password, which is compared to the stored passwords and associated management
level access policies configured using the Security screen described in Section 3.5.

SNMP Community String — allows access to the switch via a network SNM P management
application. To access the switch, you must enter an SNMP Community Name string. The level
of management accessis dependent on the SNM P Community Name and the associated Access
Policy configured in the SNM P Community Names Configuration screen described in

Section 4.4.

NOTES: You can set the same string as a Security login password and SNMP
Community Name. This allows you to access and manage the switch whether you are
starting a Local Management session via a Telnet connection or local COM port
connection, or using a network SNMP management application.

If the login security password is different from the SNMP Community Name, the two
cannot be used interchangeably to access the switch.

Host Access Control Authentication (HACA) —authenticates user access of Telnet management,
consolelocal management and WebView viaacentral Radius Client/Server application using the
Password screen described in Section 3.6. For an overview of HACA and a description of how
to set the to access policy using the Radius Configuration screen, refer to Section 3.4.1 and
Section 3.7.

Host Access Control List (ACL) —allows only the defined list of 1P Addresses to communicate
with the host for Telnet, WebView (HTTP) and SNMP. To set up these parameters refer to the
Host Access Control List (ACL) screen described in Section 4.6.

802.1X Port Based Network Access Control — provides a mechanism for administrators to
securely authenticate and grant appropriate access to end user devices (supplicants) directly
attached to switch ports. For more information, refer to Section 3.4.2.

MAC Authentication — provides a mechanism for administrators to securely authenticate and
grant appropriate access to end user devices directly attached to switch ports. For more
information, refer to Section 3.4.3.
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3.4.1 Host Access Control Authentication (HACA)

Touse HACA, the embedded Radius Client on the switch must be configured to communicate with
the Radius Server, and the Radius Server must be configured with the password information. The
software used for this application provides the ability to centralize the Authentication,
Authorization, and Accounting (AAA) of the network resources. For moreinformation, refer to the
RFC 2865 (Radius Authentication) and RFC 2866 (Radius Accounting) for a description of the
protocol.

Each switch hasits own Radius Client. The client can be configured via the Radius Configuration
screen described in Section 3.7.

The | P address of the Radius Server and shared secret text string must be configured on the
Radius Client. The client uses the Password Authentication Protocol (PAP) to communicate the
user name and encrypted password to the Radius Server.

On the Radius Server, each user is configured with the following:

* name

e password

* accesslevel

The access level can be set to one of the following levels for each user name:
*  super-user

* read-write

* read-only

To support multiple access levels per user name, it involves sending back a different “Filter| D”
attribute using some server feature to differentiate between the same user name with different
prefixes/suffixes. For example, “ username@engineering” and “ username@home” could each
return different access levels.

NOTE: This is a server-dependent feature.
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Only one password is alowed per access level. This enables the Radius Server to track the users
accessing the switch host and how long they used the host application.

All radius values, except the server 1Ps and shared secrets, are assigned reasonable default values
when radiusisinstalled on anew switch. The defaults are as follows:

* Client, disabled

* Timeout, 20 seconds

* Retries, 3

* Primary and secondary Authentication ports: 1812 (per RFC 2865)
* Primary and secondary Accounting ports: 1813 (per RFC 2866)

e Last-resort for local and remoteis CHALLENGE

If only one server is configured, it must be the primary server. It is not necessary to reboot after the
client is reconfigured.

The client cannot be enabled unless the primary server is configured with at least the minimum
configuration information.

NOTE: The minimum additional information that must be configured to use a server is
its IP address and Shared Secret.

When the Radius Client is active on the switch, you are prompted by an authorization screen for a
user login name and password when attempting to access the host | P address viathe local console
LM, Telnet to LM, or WebView application. The embedded Radius Client encrypts the
information entered by the user and sends it to the Radius Server for validation. Then the server
returns ayes or no response back to the client, allowing or denying the user to access the host
application with the proper access level.

An access-accept response returns a message USER AUTHORIZATION = <ACCESS LEVEL>
for 3 seconds and then the main screen of the application is displayed. An access-denied response
causes an audible “beep” and the screen to return to the user name prompt.

If the Radius Client is unable to receive aresponse from the Radius Server, because the Radius
Server is down or inaccessible, the Radius Client will time out to a default value of 20 seconds.
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If the server returns an “ access-accept” response (the user successfully authenticated), it must also
return a Radius “FilterID” attribute containing an ASCII string with the following fieldsin the
specified format:

“Enterasys:version=V:mgmt=M:policy=N"
Where:
V isthe version number (currently V=1)
M isthe access level for management, one of the following strings:
“su” for super-user access
“rw” for read-write access
“ro” for read-only access

N isthe policy profile string (refer to the policy profile MIB)

NOTES:

1. Quotation marks (*") are used for clarification only, and are not part of the command
strings.

2. If the FilterID attribute is not returned, or the “mgmt” field is absent or contains an
unrecognizable value, access to Local Management is denied.

3. Policy profiles are not yet deployed and the “policy=N" part may be omitted.

The secondary server is aways consulted if it is configured. Note that the minimum additional
information that must be configured to use a server isits |P and Shared Secret.

A backup secondary server is always consulted if it has been configured with its IP and Shared
Secret. If communication islost to all servers, and the user is connected to the local console seria
port, the authorization screen will change to allow access to the switch by using the Local
Management Module password.

If the user is connected remotely via TELNET or WebView, the switch will continue to deny
access until communication with the Radius Server is operational again. Optionally, if the switch
has been configured to allow remote access, the switch can be configured to use the Local
Management Module password in the event of a Radius failure.
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3.4.2 802.1X Port Based Network Access Control
This section provides

« abrief description of 802.1X Port Based Network Access Control,

* definitions of common terms and abbreviations, and

e an overview of the tasks that may be accomplished using the 802.1X and EAP security and
authentication features.

When using the physical access characteristics of IEEE 802 LAN infrastructures, the 802.1X
standard provides a mechanism for administrators to securely authenticate and grant appropriate
access to end user devices directly attached to switch ports. When configured in conjunction with
NetSight Policy Manager and Radius server(s), Enterasys Networks' switchs can dynamically
administer user based policy that is specifically tailored to the end user’s needs.

3.4.2.1 Definitions of Terms and Abbreviations

Table 3-2 provides an explanation of authentication terms and abbreviations used when describing
the 802.1X and EAP security and authentication features.

Table 3-2 Authentication Terms and Abbreviations

Term Definition

EAP Extensible Authentication Protocol (e.g., Microsoft IAS
Server and Funk Steel Belted Radius).

PAE Port Access Entity, device firmware that implements or
participates in the protocol.

PWA Port Web Authentication, an enterprise specific
authentication process using aweb browser user-login
process to gain access to ports.

RADIUS Remote Authentication Dial In User Service.

Authenticator The entity that sits between a supplicant and the
authentication server. The authenticator’s job is to pass
authenticating information between the supplicant and
authentication server until an authentication decision is
made.
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Table 3-2 Authentication Terms and Abbreviations (Continued)

Term Definition

Authentication Server Provides authentication service to an authenticator. This

service determines, by the credentials the supplicant
provides, whether a supplicant is authorized to access
services provided by the authenticator. The authentication
server can be co-located with an authenticator or can be
accessed remotely.

Supplicant The entity (user machine) that istrying to be authenticated

by an authenticator attached to the other end of that link.

3.4.2.2 802.1X Security Overview

The Enterasys Networks SmartSwitch 2200 Series modules support the following 802.1X and
EAP security and authentication features to:

Authenticate hosts that are connected to dedicated switch ports.

Authenticate based on single-user hosts. (If ahost is atime-shared Unix or VMS system,
successful authentication by any user will allow all users access to the network.)

Allow users to authenticate themselves by logging in with user names and passwords, token
cards, or other high-level identification. Thus, a system manager does not need to spend hours
setting low-level MAC address filters on every edge switch to simulate user-level access
controls.

Divide system functionality between supplicants (user machines), authenticators, and
authentication servers. Authenticators reside in edge switches. They shuffle messages and tell
the switch when to grant or deny access, but do not validate logins. User validation isthe job of
authentication servers. This separation of functions allows network managers to put
authentication servers on central servers.

Use the 802.1X protocol to communicate between the authenticator and the supplicant. the
frame format using 802.1X incl;udes extra data fields within aLAN frame. Note that 802.1X
does not allowrouting.

Use the 802.1X protocol to communicate between the authenticator and the authentication
server. The specific protocol that runs between these components (e.g., RADIUS-encapsul ated
EAP) is not specified and is implementation-dependent.
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3.4.3 MAC Authentication Overview

This section discusses a method for a user to gain access to the network by validating the MAC
address of their connected device. Network management statically provisions MAC addressesin a
central radius server. Those pre-configured MAC addresses are allowed access to the network
through the usual RADIUS validation process. This section further discusses how MAC
Authentication and 802.1X cooperate to provide an integrated approach to authentication.

3.4.3.1 Authentication Method Selection

The 802.1X and PWA authentication methods are globally exclusive. Additionally, MAC
Authentication and PWA are globally mutually exclusive. However, MAC Authentication and
802.1X are not mutually exclusive, so that both 802.1X and MAC authentications can be
configured concurrently on the same device using the Local Management (LM) System
Authentication Configuration screen described in Section 3.9. When both methods are enabled on
the same device, the switch enforces a precedence relationship between MAC Authentication and
802.1X methods.

When configuring a device using the System Authentication Configuration screen, only the valid
set of global and per port authentication methods are available for selection. These are EAP, PWA,
MAC, MAC EAP, and NONE. If there is an attempt to enable both MAC Authentication and PWA
either through the sole use of MIBs or by using both the LM screen and MIBs, then an appropriate
error message is displayed.

3.4.3.2 Authentication Method Sequence

When MAC Authentication is enabled on a port, the Authentication of a specific MAC address
commences immediately following the reception of any frame. The MAC address and a currently
stored password for the port are used to perform a PAP authentication with one of the configured
radius servers. If successful, the port forwarding behavior is changed according to the authorized
policy and asession is started. If unsuccessful, the forwarding behavior of the port remains
unchanged.

If successful, the filter-id in the radius response may contain a policy string of the form
policy="policy name”. If the string exists and it refers to a currently configured policy in this
switch, then the port receives this new policy. If authenticated, but the authorized policy isinvalid
or non-existent, then the port forwards the frame normally according to the port default policy, if
one exists. Otherwise, frames are forwarded without any policy.
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3.4.3.3 Concurrent Operation of 802.1X and MAC Authentication

This section defines the precedence rules to determine which authentication method, 802.1X
(EAP) or MAC Authentication has control over an interface. Setting the 802.1X and MAC port
authentication is described in Section 3.9.

When both methods are enabled, 802.1X takes precedence over MAC Authentication when a user
is authenticated using the 802.1X method. If the port or MAC remains unauthenticated in 802.1X,
then MAC authentication is active and may authenticate the next MAC address received on that
port.

It is also recommended to have a state whereby 802.1X is completely disabled on a port leaving
MAC-Authentication active. 802.1X does not explicitly provide any per port enable or disable of
its authentication mechanism.

You can configure MAC Authentication and 802.1X to run concurrently on the same module, but
exclusively on distinct interfaces of that module. To achieve this, the 802.1X port behavior in the
force-unauthorized state is overloaded. When 802.1X and MAC Authentication are enabled,
setting the 802.1X MIB to force-unauthorized for the interface in question and enabling

MAC Authentication. This allows the MAC Authentication to run unhindered by 802.1X on that
interface. This, in effect, disables all 802.1X control over that interface. However, if adefault
policy exists on that port, the switch forwards the frames according to that policy, otherwise the
switch drops them.

If aswitch port is configured to enable both 802.1X and MAC Authentication, then it is possible
for the switch to receive a start or aresponse 802.1X frame whileaMAC Authentication isin
progress. If this situation, the switch immediately aborts MAC Authentication. The 802.1X
authentication then proceeds to completion. After the 802.1X login completes, the user has either
succeeded and gained entry to the network, or failed and is denied access to the network.
Regardless of success, after the 802.1X login attempt, no new MAC Authentication logins occur
on this port until:

e Alinkistoggled.
* The user executes an 802.1X logout.
* Management terminates the 802.1X session.

NOTE: The switch may terminate a session in many different ways. All of these
reactivate the MAC authentication method. Refer to Table 3-3 for the precedence
relationship between MAC and 802.1X authentication.

When a port is set for concurrent use of MAC and 802.1X authentication, the switch continues to
issue EAPOL request/id frames until aMAC Authentication succeeds or the switch receives an
EAPOL response/id frame.
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Table 3-3 MAC /802.1X Precedence States

Autho-
802.1X MAC Default rized
Port Port Authen-  Policy Policy
Control Control ticated? Exists? Exists? Action
Force Don't Don’'t Yes Don't * Neither method performs
Authorized Care Care Care authentication.
* Frames are forwarded according
to default policy.
Force Don't Don't No Don't * Neither method performs
Authorized Care Care Care authentication.
* Frames are forwarded.
Auto Enabled Yes Don’t Yes * Hybrid authentication (both
Care methods are active).
* Frames are forwarded according
to authorized policy.
Auto Enabled Yes Yes No * Hybrid authentication (both
methods are active).
* Frames are forwarded according
to default policy.
Auto Enabled  Yes No No * Hyhbrid authentication (both
methods active).
* Frames are forwarded.
Auto Enabled No Yes Don't * Hybrid authentication (both
Care methods are active).
* Frames are forwarded according
to default policy.
Auto Enabled No No Don’t * Hybrid authentication (both
Care methods are active).

¢ Frames are discarded.
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Table 3-3 MAC /802.1X Precedence States (Continued)

Autho-
802.1X MAC Default rized
Port Port Authen-  Policy Policy
Control Control ticated? Exists? Exists? Action
Auto Disabled  Yes Don't Yes e 802.1X performs authentication.
Care * Framesare forwarded according
to authorized policy.
Auto Disabled Yes Yes No e 802.1X performs authentication.
* Frames are forwarded according
to default policy.
Auto Disabled Yes No No e 802.1X performs authentication.
* Frames are forwarded.
Auto Disabled No Yes Don't e 802.1X performs authentication.
Care * Frames are forwarded according
to default policy.
Auto Disabled No No Don't e 802.1X performs authentication.
Care * Frames are discarded.
Force Enabled  Yes Don't Yes *  MAC performs authentication.
;Jtp(;':\rl:thorlz Care * Frames are forwarded according
: to authorized policy.
Force Enabled  Yes Yes No * MAC performs authentication.
;’tf‘j:tho”z * Frames are forwarded according
: to default policy.
Force Enabled  Yes No No * MAC performs authentication.
Unaithoriz * Frames are forwarded.
ation
Force Enabled No Yes Don't * MAC performs authentication.
;in::thonz Care * Frames are forwarded according

to default policy.
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Table 3-3 MAC /802.1X Precedence States (Continued)

Autho-
802.1X MAC Default rized
Port Port Authen-  Policy Policy
Control Control ticated? Exists? Exists? Action
Force Enabled No No Don’t *  MAC performs authentication.
Unatithoriz Care * Framesare discarded.
ation
Force Disabled Don't Don't Don't * Neither method performs
Unauthoriz Care Care Care authentication.
ation

¢ Frames are discarded.

3.4.4 MAC Authentication Control
This global variable can be set to enabled or disabled.

If sett

a.

b.
C.
If sett
a
b.

C.

0 enabled, then

MAC Authentication is active on those ports whose individual port-enabled variableis set to
enabled.

All session and statistic information is reset to defaults.

Any MAC addresses currently locked to ports are unlocked.

o disabled, then

MAC Authentication stops for al ports.

All active sessions are terminated with the cause portAdminDisabled.

All policies are applied to ports as aresult of a MAC Authentication reverting to the ports
default policy, if any.

. All ports currently authenticated using 802.1X, are unaffected.

Any 802.1X ports, which were set to forced-unauth, revert back to discarding all frames
regardless of the MAC Authentication state.
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3.5 SECURITY MENU SCREEN

Screen Navigation Path
Password > Device Menu > Security

When to Use

To access the Passwords, Radius Configuration, Name Services Configuration, System
Authentication Configuration, EAP Configuration, EAP Statistics Menu, MAC Port
Configuration, and MAC Supplicant Configuration screens.

* The Passwords and Radius Configuration screens allow you to configure additional limited
access.

* The Name Services Configuration screen allows you to set parameters for personalized web
authentication.

* The System Authentication Configuration, EAP Configuration, EAP Statistics Menu screens
enable you to view port authentication type and status, to configure EAP settings, and to view
EAP dtatistics.

e The MAC Port Configuration and MAC Supplicant Configuration screens enable you to
configure MAC Authentication for user devices (supplicants) directly attached to one or more
physical ports.

How to Access

Use the arrow keysto highlight the SECURITY menu item on the Device Configuration Menu
screen and press ENTER. The Security Menu screen, Figure 3-4, displays.
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Screen Example

Figure 3-4 Security Menu Screen

PASSWORDS

RADIUS CONFIGURATION

NAME SERVICES CONFIGURATION

SYSTEM AUTHENTICATION CONFIGURATION
EAP CONFIGURATION

EAP STATISTICS MENU
MAC PORT CONFIGURATION
MAC SUPPLICANT CONFIGURATION

RETURN

3528_14

Menu Descriptions
Refer to Table 3-4 for afunctional description of each menu item.
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Table 3-4 Security Menu Screen Menu Item Descriptions

Menu Item Screen Function

PASSWORDS Used to set the Locally Administered Passwords (super user,
read-write, and read-only) to access the device according to an access
policy. For details, refer to Section 3.6.

RADIUS Used to configure the Radius Client Parameters on the switch,

CONFIGURATION

primary server, and secondary server. For details, refer to Section 3.7.

NAME SERVICES
CONFIGURATION

Used to set parametersfor personalized Web authentication, including
the URL and IP of the Secure Harbour web page. For details, refer to
Section 3.8.

SYSTEM

AUTHENTICATION

CONFIGURATION

Used to enable or disable an authentication type for the device, and to
display the authentication type and authentication status (enabled or
disabled) for all ports. For details, refer to Section 3.9.

EAP
CONFIGURATION

Used to configure authentication settings for each port. For details,
refer to Section 3.10.

EAP STATISTICS
MENU

Used to navigate to the EAP Session Statistics, EAP Authentication
Statistics, and EAP Diagnostic Statistics screens. For details, refer to
Section 3.11.

MAC PORT
CONFIGURATION

Used to view the current port authentication states, enable or disable
the authentication function on each port, reset portsto theinitial
authentication configuration, and force a revalidation of the MAC
credential. For details, refer to Section 3.12.

MAC SUPPLICANT

CONFIGURATION

Used to show how long MAC Authentication supplicants are logged
onto aport and their MAC address, and provides limited
configuration of these supplicants. For details, refer to Section 3.13.
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3.6 PASSWORDS SCREEN

When to Use

To provide additional security by using login passwords associated to an access policy. This screen
alowsthe use of passwordsto provide three levels of Local Management access (super-user,
read-write and read-only) viaserial console or telnet connection. This screenisalso used to disable
the function of hardware switch 8 to prevent the clearing of the login passwords.

How to Access

Use the arrow keysto highlight the PASSWORDS menu item on the Security Menu screen and
press ENTER. The Module Login Passwords screen, Figure 3-5, displays.

Screen Example

Figure 3-5 Module Login Passwords Screen

Password Access Policy
*kkkkkkk read_only
read-write
super-user

*kkkkhhKk

Kk Kk kKKK

SWITCH 8 [ENABLED]
Restrict NVRAM Passwords from upload/download [DISABLED]

RETURN

3650_23
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Field Descriptions

Refer to Table 3-5 for afunctional description of each screen field.

Table 3-5 Module Login Passwords Screen Field Descriptions

Use this field... To...
Password Enter the password used to access the device according to an access
(Modifiable) policy.
Access Palicy See the access given each password. Possible selections are as follows:
(Read-only) read-only This password allows read-only access to the Local
Management, and excludes access to
security-protected fields of read-write or super-user
authorization.
read-write This password allows read and write access to Local
Management, excluding security protected fields for
super-user access only.
super-user This password permits read-write access to Local
Management and allows the user to change all
modifiable parametersincluding community names, IP
addresses, traps, and SNMP objects.
SWITCH 8 Enable or disable the function of hardware switch S8 on the main
(Toggle) board of the device. When set to ENABLED, S8 can be used to clear

the password. When set to DISABLED, S8 cannot be used to clear the
password. The default is Enable.

Restrict NVRAM
Passwor ds from
Upload/Download

(Toggle)

Prevent passwords residing in NVRAM from being replaced when
downloading a configuration file. The default setting is DISABLED.
This prevents the passwords from being downloaded.
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3.6.1 Setting the Module Login Password

Setting the Module Login Password provides additional security by assigning each switch its own
password and allows you to disable the function of switch S8 so that the password cannot be
cleared.

To assign the password and disable switch S8, proceed as follows:

1. Usethe arrow keys to highlight the appropriate Password field. A different password can be
assigned to each Access Palicy.

2. PressENTER.

3. To disable the function of switch S8 so the passwords cannot be cleared, use the arrow keysto
highlight the Switch 8 field.

4. Pressthe SPACE bar to select DISABLED.
5. Tosavethesettings, pressENTER. Themessage“SAVED OK” displaysat thetop of the screen.

3.7 RADIUS CONFIGURATION SCREEN

When to Use

To configure the Radius client in the switch to restrict access to the management functions of the
Local Management screens, by way of the COM port or network TELNET connection.

NOTE: The configuration and Enable State of the Radius client will be stored in
NVRAM and loaded on power-up. If the client is properly configured and enabled, the
platform will create the Radius client and enable it at boot time, superseding legacy
authentication. Otherwise, the legacy authentication becomes operational.

Radius Client parameters can also be set using the Network Tools screen described in
Chapter 11.

This screen allows you to set the necessary parametersto centralize the Authentication,

Authorization, and Accounting of the network resources. For information about Radius Client and
how it functions, refer to Section 3.4 and Section 3.4.1.
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How to Access

Use the arrow keysto highlight the RADIUS CONFIGURATION menu item on the Security
Menu screen and press ENTER. The Radius Configuration screen, Figure 3-6, displays.

Screen Example

Figure 3-6 Radius Configuration Screen

Timeout: 20
Retries: 03

Local Remote
Last Resort Action: [CHALLENGE] [CHALLENGE]
Radius Client: [DISABLED]

IP Address: Secret: Auth Port:
0.0.0.0 NOT CONFIGURED 1812
0.0.0.0 NOT CONFIGURED 1812

RETURN

3650_22

Field Descriptions
Refer to Table 3-6 for afunctional description of each screen field.

Table 3-6 Radius Configuration Screen Field Descriptions

Use this field... To...

Timeout Enter the maximum time in seconds to establish contact with the
(Modifiable) Radius Server before timing out. The default is 20 seconds.

Retries Enter the maximum number of attempts (1...N) to contact the Radius
(Modifiable) Server before timing out. The default is 20 seconds.
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Table 3-6 Radius Configuration Screen Field Descriptions (Continued)

Use this field... To...
Last Resort Accept, Challenge, and Reject, which do the following:
Action/L ocal ) .
Sdlectable ACCEPT: Allowslocal access (via COM port) at the super-user
( ) level with no further attempt at authentication.
CHALLENGE: Revertsto local module (legacy) passwords.
REJECT: Does not allow local access.
For more details, refer to Section 3.7.1.
To set local and remote servers, refer to Section 3.7.2.
Last Resort Accept, Challenge, and Reject, which do the following:
'(AT? OTEI; emote ACCEPT: Allows remote access (via Telnet or WebView) at the
99 super-user level with no further attempt at authentication.
CHALLENGE: Revertsto loca module (legacy) passwords.
REJECT: Does not allow remote access.
For more details, refer to Section 3.7.1.
To set local and remote servers, refer to Section 3.7.2.
Radius Client Enable or disable client status.
(Toggle)
IP Address Enter the IP address (in decimal-dot format) of the primary and
(Modifiable) secondary servers being configured for the RADIUS function.
Secret Enter a secret string of characters or the primary and secondary server
(Modifiable) (16 characters are recommended as per RFC 2865). The maximum is
32 characters).
Auth Port Enter the number of the Authorization UDP Port for the Primary and
(Modifiable) Secondary server.
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3.7.1 Setting the Last Resort Authentication

The Radius client can be configured to use primary and secondary servers. If the primary server
does not respond within the specified number of retries during the specified time-out period, the
client will then attempt to authenticate using the secondary server. If the secondary server also
does not respond, then the client returns atime-out condition.

The“last resort” platform action in case of Radius server time-out for both local and remote access
is selectable for each type of access:

* Local login viathe COM port.

* Remote login viaaremote network TELNET connection.

3.7.2 Setting the Local and Remote Servers

Before setting the parameters, refer to Section 3.4.1 and Section 3.7.1 for abetter understanding of
Radius Servers and Last Resort Authentication. To set the local and remote server, proceed as
follows:

1. Highlight the Timeout field and enter the maximum time in seconds to establish contact with
the Radius Server before timing out.

2. Highlight the Retriesfield and enter the desired maximum number of attempts(1...N) to contact
the Radius Server before timing out.

3. Highlight the Last-Resort Action/L ocal field and select ACCEPT, CHALLENGE, or
REJECT to alow local access at the super-user level with no further attempt at authentication;
revert local module to (legacy) passwords, or not allow local access.

4. Highlight the L ast-Resort Action/Remote field select ACCEPT, CHALLENGE, or
REJECT to allow remote access at the super-user level with no further attempt at
authentication, revert remote module to (legacy) passwords, or not allow remote access,
respectively.

5. Usethe arrow keysto highlight the | P Addressfield and enter the IP address (in decimal-dot
format) of the primary and secondary servers being configured for the RADIUS function.

6. Highlight the Secr et field and enter a secret string of characters or the primary and secondary
server (16 characters are recommended as per RFC 2865. The maximum is 32 characters).

7. Highlight the Auth Port field and enter the number of the Accounting UDP Port for the Primary
and Secondary server.

8. Usethe arrow keysto highlight the SAVE command and press ENTER to save your settings.
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3.8 NAME SERVICES CONFIGURATION SCREEN

When to Use

Use this screen when enabling Port-based Web authentication. This screen can also be used to
configure the global Secure Harbour name and | P address. The user can Enable/Disable Name
Services and associate the switch name with the Secure Harbour 1P address.

How to Access

Use the arrow keysto highlight the NAME SERVICES CONFIGURATION menu item on the
Security Menu screen and press ENTER. The Name Services Configuration screen, Figure 3-7,

displays.

Screen Example

Figure 3-7 Name Services Configuration Screen

Switch Name: Secure Harbour
Secure Harbour IP: 0.0.0.0
Name Services: [DISABLED]
Web Authentication: [DISABLED]

3650_21
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Field Descriptions

Refer to Table 3-7 for afunctional description of each screen field.

Table 3-7 Name Services Configuration Screen Field Descriptions

Use this field... To...
Switch Name Create atextual name to bind to the | P address.
(Modifiable)

globally unique within your network and the end switch must

NNT NOTE: The switch Name and the Secure Harbour IP must be
contain the identical information.

Secure Harbour IP
(Read-Only)

See the | P address used to access services.

NOTE: The Switch Name and the Secure Harbour IP must be
globally unique within your network and the end switch must
contain the identical information. The Secure Harbour IP cannot
be the same as the management IP of the switch.

Name Services
(Toggle)

Enable or disable the name services function.

Web Authentication
(Toggle)

Enable or disable Web Authentication.
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3.9 SYSTEM AUTHENTICATION CONFIGURATION SCREEN

When to Use

To enable or disable an authentication type for the device, and to display the authentication type
and authentication status (enabled or disabled) for all ports.

How to Access

Usethe arrow keysto highlight the SYSTEM AUTHENTICATION CONFIGURATION menu
item on the Security Menu screen and press ENTER. The System Authentication Configuration
screen, Figure 3-8, displays.

Screen Example

Figure 3-8 System Authentication Configuration Screen

System Authentication [EAP]

Y
o
—-
E™S

Authentication Type Authentication Status

EAP Unauthenticated
EAP Unauthenticated
EAP-MAC Unauthenticated
EAP Unauthenticated
EAP Unauthenticated
EAP Unauthenticated
EAP-MAC Unauthenticated
EAP-MAC Unauthenticated
EAP Unauthenticated
EAP Unauthenticated

1
2
3
4
5
6
7
8
9

10

EXIT RETURN

37831-02
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Field Descriptions

Refer to Table 3-8 for afunctional description of each screen field.

Table 3-8 System Authentication Configuration Screen Field Descriptions

Use this field...

To...

System
Authentication
(Selectable)

Enable or disable an authentication type for the device, or turn off the
port authentication function on all ports. Options are EAP (Extensible
Authentication Protocol), PWA (Port Web Authentication), MAC
(Machine Address Code), EAP MAC, or NONE.

* EAPisencapsulated in LAN frames according to the 802.1X
standard.

*  PWA usesthe web browser user login processto allow access to
ports.

* MAC authentication limits access to the network by validating the
MAC address of their connected devices.

* EAP MAC enables using both MAC and EAP authentication
methods concurrently for security.

* NONE turns off all port authentication in the switch. The default is
NONE.

To select the option, use the arrow keys to highlight the System
Authentication field, step to EAP, PWA, MAC, EAP MAC, or
NONE using the SPACE bar, then press ENTER.

Port #
(Read-Only)

See the port numbers of al ports known to the device. Up to 10 ports
can be displayed at atime. To see additional ports, select NEXT and
press ENTER to display the authentication type and status for the next
10 ports.

Authentication Type
(Read-Only)

See the authentication type configured for each port: EAP, PWA,
MAC, EAP MAC, or NONE.

Authentication
Status
(Read-Only)

See whether the port is authenticated for the chosen authentication
type. Status is Authenticated, EAP Authenticated, MAC
Authenticated, or Unauthenticated.
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3.10 EAP (PORT) CONFIGURATION SCREEN

When to Use
To configure authentication settings for each port.

How to Access

Use the arrow keysto highlight the EAP CONFIGURATION menu item on the Security Menu
screen and press ENTER. The EAP Port Configuration screen, Figure 3-9, displays.

Screen Example

Figure 3-9 EAP Port Configuration Screen

Port Authentication Backend Port Initialize  Force ~ Maximum
State State  Control Port Reauth  Requests

initialize idle Auto FALSE] [FALSE
initialize idle Auto FALSE] [FALSE
initialize idle Auto FALSE] [FALSE
initialize idle Auto FALSE] [FALSE
initialize idle Auto FALSE] [FALSE
initialize idle Auto FALSE] [FALSE
initialize idle Auto FALSE] [FALSE
initialize idle Auto FALSE] [FALSE
initialize idle Auto FALSE] [FALSE
initialize idle Auto FALSE] [FALSE

1
2
3
4
5
6
7
8
9

N N N N N N NN N N

—
o

EXIT RETURN

37831_03
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Field Descriptions
Refer to Table 3-9 for afunctional description of each screen field.

Table 3-9 EAP Port Configuration Screen Field Descriptions

Use this field... To...
Port See the port number of all ports known to the device. Up to 10 ports
(Read-Only) can be displayed as atime. Highlight NEXT and press ENTER to

display the next set of ports.

Authentication State See the current authentication state of each port.

(Read-Only) These following nine described states are the possible internal states

for the authenticator. Some states are simply pass-through states
causing asmall action and immediately moving to anew state.
Therefore, not al states can be observed for this interface.

* initialize: A port isin theinitialize state when:
a. EAP authentication is disabled,
b. EAP authentication is enabled and the port is not linked, or

c. EAPauthentication isenabled and the port islinked. (In thiscase
very little time is spent in this state, it immediately transitionsto
the connecting state, via disconnected.

» disconnected: The port passes through this state on its way to
connected whenever the port isreinitialized, vialink state change,
reauthentication failure, or management intervention.

» connecting: Whilein this state, the authenticator sends request/ID
messages to the supplicant.

« authenticating: The port enters this state from connecting after
receiving aresponse/ID from the supplicant. It remainsin this state
until the entire authentication exchange between the supplicant and
the authentication server completes.

» authenticated: The port enters this state from authenticating state
after the exchange completes with afavorable result. It remainsin
this state until linkdown, logoff, or until a reauthentication begins.
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Table 3-9 EAP Port Configuration Screen Field Descriptions (Continued)

Use this field...

To...

Authentication State
(Cont’d)

aborting: The port enters this state from authenticating when any
event occurs that interrupts the login exchange.

* held: After any login failure, this state is entered where the port
remains for the number of seconds equal to quietPeriod (can be set
using mib).

» forceAuth: Management has set thisin “Port Control”. This allows
normal, unsecured switching on this port.

e forceUnauth: Management has set thisin *Port Control”.
Absolutely no frames are forwarded to or from this port.

Backend State
(Read-Only)

See the current backend state of each port.

The backend state machine controlsthe protocol interaction between
theauthenticator (the switch) and the authentication server (typically
aradius server).

These following seven states are the possible internal states for the
authenticator. Some states are simply pass-through states causing a
small action and immediately moving to anew state. Therefore, you
may not observe all of the statesin thisinterface.

For more detail, please see the |EEE Standard 802.1X-20001, Port
Based Network Access Control.

e request: The port has received a request from the server and is
waiting for a response from the supplicant.

* response: The port has received a response from the server and is
waiting for either another request or an accept or reject from the
server.

» success: The port has received a success from the server. Send a
success to the supplicant and moveto idle.

« fail: The port has received aregject from the server. Send afail to the
supplicant and movetoidle.

¢ timeout: The port hastimed-out during the authentication exchange.
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Table 3-9 EAP Port Configuration Screen Field Descriptions (Continued)

Use this field...

To...

Backend State
(Cont’'d)

idle: The port is currently not involved in any authentication, but is
ready to begin one. Moveto idle after completion.

initialize: The port isinitializing the relevant backend variables and
is not ready to begin an authentication. Move to idle after
completion.

Port Control
(Selectable)

Set the port control mode enabling network access for each port.
Modes include:

Auto: In this mode, frames are forwarded according to the
authentication state of each port. When no default policy has been
applied to the port, and its authentication state is unauthorized, the
port discards all incoming and outgoing frames. If adefault policy is
applied to the port and its authentication state is unauthorized,
frames are forwarded according to the configuration specified for
that policy.

Once authorized, a port forwards frames according to its current
configuration. A policy string may be returned by the Radius Server
in the filter id attribute. This policy string can reference a set of
VLAN and priority classification rules pre-configured in the switch.

If apolicy stringisreturned as part of the user authorization process,
then frames are forwarded according to the configuration specified
by that policy.

If no policy isreturned, the switch forwards frames using the
existing default policy configuration, if it exists, or the current
configuration for the port if no default policy exists. If the default
policy isused, then we interpret that default policy to now be active
on the controlled port. Although continuing to use the default policy
after authorization may be alegal configuration, there are no
practical uses.

If apolicy string isreturned that has no definition in the switch, then
thisisanillegal configuration and the port is not authenticated.
Therefore frame forwarding in this case follows the rules outlined
above for an unauthorized port.
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Table 3-9 EAP Port Configuration Screen Field Descriptions (Continued)

Use this field... To...
Port Control * Forced Authenticated M ode: The Forced Authenticated Modeis
(Cont’d) meant to disable authentication on aport. It isintended for portsthat

support ISLs and devices that cannot authenticate, such as printers
andfileservers. If adefault policy isapplied totheport viathe Policy
Profile MIB, then frames are forwarded according to the
configuration set by that policy, otherwise frames are forwarded
according to the current configuration for that port. Authentication
using 802.1X is not possible on a port in this mode.

¢ Forced Unauthenticated Mode: When a port is set to the Forced
Unauthenticated Mode, all framesreceived on the port are discarded
by afilter. Authentication using 802.1X is not possibleon aport in

this mode.
Initialize Port Set to TRUE toinitialize al state machines for this port. After
(Single Setting) initialization, authentication can proceed normally on this port

according to its control settings. This has the effect of kicking off any
currently authorized user on the port and resetting the session
information for a new login.

You can only set thisfield to TRUE to initialize the port. Afterwards
the field immediately revertsto FALSE.

Force Reauth Set to TRUE to cause an immediate forced reauthentication for a user

(Single Setting) who is currently logged on to the port. If the reauthentication fails, then
the user isforced off the port. If thereisno user on the port, asetting of
TRUE of this variable has no effect. Setting this variable to FAL SE has
no effect.

Maximum Requests  Set the maximum number of times EAP request frames will be
(Modifiable) transmitted to the supplicant before timeout. Default is 2; rangeis 1
to 10.
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3.11 EAP STATISTICS MENU SCREEN

Screen Navigation Path
Password > Device Menu > Security Menu > EAP Statistics Menu

When to Use

To access the EAP Session Statistics, EAP Authenticator Statistics, and EAP Diagnostic Statistics
screens.

How to Access

Use the arrow keysto highlight the EAP STATISTICS menu item on the Security Menu screen
and press ENTER. The EAP Statistics Menu screen, Figure 3-10, displays.

Screen Example

Figure 3-10 EAP Statistics Menu Screen

EAP SESSION STATISTICS
EAP AUTHENTICATOR STATISTICS

EAP DIAGNOSTIC STATISTICS

EXIT RETURN

3783_04
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Menu Descriptions
Refer to Table 3-10 for afunctional description of each menu item.

Table 3-10 EAP Statistics Menu Screen Descriptions

Menu Item Screen Function

EAP SESSION Used to review and clear EAP session statistics for each port. For

STATISTICS details, refer to Section 3.11.1.

EAP Used to review authenticator statistics for each port, including EAP

AUTHENTICATOR  frametypes received and transmitted, and frame version number and

STATISTICS source MAC address. For details, refer to Section 3.11.2.

EAP DIAGNOSTIC  Usedto view port counters useful for EAP troubleshooting, including

STATISTICS logoffs and timeouts while authenticating, and to view authorization
failure messages from the authentication server. For details, refer to
Section 3.11.3.
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3.11.1 EAP Session Statistics Screen

When to Use
To review and clear EAP session statistics for each port.

How to Access

Use the arrow keysto highlight the EAP SESSION STATISTICS menu item on the EAP
Statistics Menu screen and press ENTER. The EAP Session Statistics screen, Figure 3-11,

displays.

Screen Example

Figure 3-11 EAP Session Statistics Screen

SessionID: (1, 00-00-00-00-00-00)

SessionOctetsRx:

SessionOctetsTx:

SessionFramesRx:

SessionFramesTx:

Session Authenticate Method: remote Authentication Server

Session Time: 00 days 00:00:00
Session Terminate Cause: port failure
Session User Name:

Port Number: [ 1]  CLEAR COUNTERS EXIT RETURN

3783 05

Field Descriptions
Refer to Table 3-11 for afunctional description of each screen field.
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Table 3-11 EAP Session Statistics Screen Field Descriptions

Use this field... To...

SessionID See the unique ASCII string identifier for a particular session.
(Read-Only)

SessionOctetsRx See counts of user data octets received on the port during a particul ar
(Read-Only) session.

SessionOctetsT x See counts of octets of transmitted on the port during a particular
(Read-Only) session.

SessionFramesRx See counts of user data received on the port during a particular session.
(Read-Only)

SessionFramesT x See counts of user data frames transmitted on the port during a
(Read-Only) particular session.

Session See whether the session was established by aremote Authentication
Authenticate Server or alocal Authentication Server.

Method

(Read-Only)

Session Time See the amount of time a session has been active in days, hours,
(Read-Only) minutes, and seconds.

Session Ter minate
Cause
(Read-Only)

See which of the following reasons ended the session:
e Supplicant L ogoff: End user logged off.

» port failure: Authentication port failed.

e Supplicant Restart: End user restarted session.

¢ Reauthentication Failed: A previously authenticated Supplicant
has failed to re-authenticate successfully following timeout of the
reauthentication timer or explicit reauthentication.

¢ authControlForce Unauth: Port forced to unauthorize mode by
network manager.

e portRelnit: Port reinitialized.
e portAdminDisabled: Port disabled.
e notTerminatedYet: Session still active.
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Table 3-11 EAP Session Statistics Screen Field Descriptions (Continued)

Use this field... To...

Session User Name  See the user name associated with the PAE (Point of Access Entity).
(Read-Only)

Port Number Select the port number to display the associated EAP Session Statistics.

(Selectable) To select a port number, use the arrow keys to highlight the Port
Number field. Then step to the correct port number using the SPACE
bar and press ENTER to display the associated port EAP Session

Statistics.
CLEAR Set the octets and frame counters to zero for a particular port. To clear
COUNTERS the counters, highlight CLEAR COUNTERS and press ENTER.

(Command) NOTE: This command clears the counters for this LM

screen, but it does not clear the associated MIB objects.

3.11.2 EAP Authenticator Statistics Screen

When to Use

To review authenticator statistics for each port, including EAP frame types received and
transmitted, and frame version number and source MAC address. This screen refreshes counters
data automatically.

How to Access

Use the arrow keysto highlight the EAP AUTHENTICATOR STATISTICS menu item on the
EAP Statistics Menu screen and press ENTER. The EAP Authenticator Statistics screen,
Figure 3-12, displays.
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Screen Example

Figure 3-12 EAP Authenticator Statistics Screen

Total Frames Rx:

Total Frames Tx:

Start Frames Rx:

Logoff Frames Rx:
Response Id Frames Rx:

Frame Version: 0
Frame Source: 00-00-00-00-00-00

Request Id Frames Tx:
Request Frames Tx:
Invalid Frames Rx:

0
0
0
0
0
Response Frames Rx: 0
0
0
0
Length Error Frames Rx: 0

Port Number: [ 1]  CLEAR COUNTERS EXIT  RETURN

3783_06

Field Descriptions
Refer to Table 3-12 for afunctional description of each screen field.

Table 3-12 EAP Authenticator Statistics Screen Field Descriptions

Use this field...

To...

Total Frames Rx
(Read-Only)

See counts of all EAP frames received by the authenticator.

Total Frames Tx
(Read-Only)

See counts of all EAP frames transmitted by the authenticator.

Start Frames Rx
(Read-Only)

See counts of EAP start type frames received by the authenticator.

L ogoff Frames Rx
(Read-Only)

See counts of EAP logoff type frames received by the authenticator.
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Table 3-12 EAP Authenticator Statistics Screen Field Descriptions (Continued)

Use this field...

To...

Responseld Frames
Rx
(Read-Only)

See counts of EAP response identification type frames received by the
authenticator.

Response Frames
Rx
(Read-Only)

See counts of EAP response type frames received by the authenticator.

Request Id Frames
Tx
(Read-Only)

See counts of EAP request identification type frames transmitted by the
authenticator.

Request Frames Tx
(Read-Only)

See counts of EAP request identification type frames transmitted by the
authenticator.

Invalid Frames Rx
(Read-Only)

See counts of frames received by the authenticator that have an
unrecognizable frame type.

Length Error

See counts of frames received by the authenticator with an invalid

Frames Rx length field for the frame body,

(Read-Only)

Frame Version See the EAP protocol version present in the most recent EAP frame.

(Read-Only)

Frame Source See the source MAC address for the most recent EAP frame received.

(Read-Only)

Port Number Select the port number to display the associated EAP Authenticator

(Selectable) Statistics. To select a port number, use the arrow keys to highlight the
Port Number field. Then step to the correct port number using the
SPACE bar and press ENTER to display the associated port EAP
Authenticator Statistics.

CLEAR Set the octets and frame counters to zero for a particular port. To clear

COUNTERS the counters, highlight CLEAR COUNTERS and press ENTER.

(Command) NOTE: This command clears the counters for this LM

screen, but it does not clear the associated MIB objects.
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3.11.3 EAP Diagnostic Statistics Screen

When to Use

To view port counters useful for EAP troubleshooting, including logoffs and timeouts while
authenticating, and to view authorization failure messages from the authentication server. The
counters on this screen refresh automatically.

How to Access

Use the arrow keysto highlight the EAP DIAGNOSTIC STATISTICS menu item on the EAP
Statistics Menu screen and press ENTER. The EAP Diagnostic Statistics screen, Figure 3-13,

displays.

Screen Example

Figure 3-13 EAP Diagnostic Statistics Screen

Backend Statistics
Responses:
Access Challenges:
Other Requests To Supp:
Non-NAK resp From Supp:
Auth Successes:
Auth Failures:

Enters Connecting:
Logoffs Connecting:
Enters Authenticating:
Success Authenticating:
Timeouts Authenticating:
Fail Authenticating:
Reauths Authenticating:
Starts Authenticating:
Logoffs Authenticating:
Reauths Authenticated:
Starts Authenticated:
Logoffs Authenticated:

0
0
0
0
0
0

[eNeNeoNoloNoNoNoNoNoNoNe)

Port Number: [ 1]  CLEAR COUNTERS EXIT RETURN

3783_07
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Field Descriptions

Refer to Table 3-13 for afunctional description of each screen field.

Table 3-13 EAP Diagnostic Statistics Screen Field Descriptions

Use this field...

To...

Enters Connecting
(Read-Only)

See counts of transitions to connecting state from any other state.

L ogoffs Connecting

See counts of transitions from connecting to disconnected state after an

(Read-Only) EAPOL logoff message. EAPOL is an encapsulation of the EAP
protocol, plus some extra data fields, within aLAN frame.

Enters See counts of transitions from connecting to authenticating state after

Authenticating an EAP Respld message is received from the supplicant (end-user

(Read-Only) requesting authentication).

Success See counts of transitions from authenticating to authenticated state

Authenticating after backend authentication has a successful authentication with the

(Read-Only) supplicant (end-user requesting authentication).

Timeouts See counts of transitions from authenticating to aborting state due to

Authenticating backend authentication timing out.

(Read-Only)

Fail Authenticating

See counts of transitions from authenticating to held state due to

(Read-Only) backend authentication failure.
Reauths See counts of transitions from authenticating to aborting state due to
Authenticating reauthentication requests.
(Read-Only)
Starts See counts of transitions from authenticating to aborting state due to a
Authenticating start from the supplicant (end-user requesting authentication).
(Read-Only)
L ogoffs See counts of transitions from authenticating to aborting state due to a
Authenticating logoff message from the supplicant (end-user requesting
(Read-Only) authentication).

3-48  Accessing Local Management



EAP Statistics Menu Screen

Table 3-13 EAP Diagnostic Statistics Screen Field Descriptions (Continued)

Use this field... To...

Reauths See counts of transitions from authenticated to connecting state due to
Authenticated a reauthentication request.

(Read-Only)

Starts See counts of transitions from authenticated to connecting state due to
Authenticated astart from the supplicant (end-user requesting authentication).
(Read-Only)

L ogoffs See counts of transitions from authenticating to disconnected state due
Authenticated to alogoff message from the supplicant (end-user requesting
(Read-Only) authentication).

Backend Statistics:

Responses
(Read-Only)

Access Challenges
(Read-Only)

Other Requests To
Supp
(Read-Only)

Non-NAK resp
From Supp
(Read-Only)

Auth Successes
(Read-Only)

Auth Failures
(Read-Only)

See counts of initial access-request frames to the authentication server.

See counts of initial access-challenge frames to the authentication
server.

See counts of EAP request frames transmitted that are not EAP
notification, failure or success-type messages. This frame count
indicates that the authenticator picked an EAP method.

See counts of initial responses to an EAP request from the supplicant
(end-user requesting authentication). Count does not include
EAP-NAK frames. This count indicates that the supplicant can
communicate with the chosen EAP method.

See counts of EAP success messages from the authentication server.
Indicates that the supplicant is successfully authenticated.

See counts of EAP failure messages from the authentication server.
Indicates that the supplicant is not authenticated.
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Table 3-13 EAP Diagnostic Statistics Screen Field Descriptions (Continued)

Use this field... To...
Port Number Select the port number to display the associated EAP Diagnostic
(Selectable) Statistics. To select a port number, use the arrow keys to highlight the

Port Number field. Then step to the correct port number using the
SPACE bar and press ENTER to display the associated port EAP
Diagnostic Statistics.

CLEAR Set the octets and frame counters to zero for a particular port. To clear
COUNTERS the counters, use the arrow keysto highlight CLEAR COUNTERS
(Command) and press ENTER.

NOTE: This command clears the counters for this LM
screen, but it does not clear the associated MIB objects.

3.12 MAC PORT CONFIGURATION SCREEN

When to Use

To display the authentication state of the supplicant associated with each port, enable or disable the
authentication function, initialize authentication status, and force a revalidation of the MAC
credential on a per port basis.

How to Access

Usethe arrow keysto highlight the MAC PORT CONFIGURATION menu item on the Security
Menu screen and press ENTER. The MAC Port Configuration screen, Figure 3-14, displays.
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Screen Example

Figure 3-14 MAC Port Configuration Screen

Authentication
State

Port
Enable

Initialize
Port

Force
Reauth

1
2
3
4
5
6
7
8
9

authenticated
authenticated
unauthenticated
unauthenticated
authenticated
authenticated
authenticated
authenticated
authenticated

SET ALL PORTS:

Field Descriptions

PREVIOUS

[Enabled]
[Disabled]
[Enabled]
[Enabled]
[Enabled]
[Enabled]
[Enabled]
[Enabled]
[Enabled]

[Enabled]

NEXT

[FALSE]
[FALSE]
[FALSE]
[FALSE]
[FALSE]
[FALSE]
[FALSE]
[FALSE]
[FALSE]

[FALSE]

EXIT

Refer to Table 3-7 for afunctional description of each screen field.

Table 3-14 MAC Port Configuration Screen Field Descriptions

[FALSE]
[FALSE]
[FALSE]
[FALSE]
[FALSE]
[FALSE]
[FALSE]
[FALSE]
[FALSE]

[FALSE]

35281_21

Use this field... To...

Port # See the port numbers of all ports known to the device. Up to 9 ports can

(Read-Only) be displayed at atime. To see additional ports, select NEXT and press
ENTER to display the authentication type and status for the next 10
ports.

Authentication State  See the current state of the MAC Authentication of aport supplicant. If

(Read-Only) asupplicant is currently active, on that port, then authenticated is
displayed in thisfield, otherwise unauthenticated is displayed.

Port Enable Enable or disable the MAC authentication function for a given port.

(Toggle)
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Table 3-14 MAC Port Configuration Screen Field Descriptions (Continued)

Use this field... To...

Initialize Port Initialize the authentication status of the port. When thisfield is set to

(Single Setting) TRUE, the current authentication session isterminated, the port returns
toitsinitial authentication status, and the field returnsto FAL SE.

Force Reauth Forces the revalidation of the MAC credential for the port. When this

(Single Setting) fieldis set to TRUE, revalidation is executed. When set to TRUE, the

field returnsto FAL SE. It always reads a value of FAL SE.

SET ALL PORTS Sets al ports in the module to the settings in the associated Port
(Command) Enable, Initialize Port, and Force Port columns,

3.13 MAC SUPPLICANT CONFIGURATION SCREEN

When to Use

To determine the active MAC Authentication supplicants on the module and perform limited
configuration on these supplicants, which includes initializing the supplicant and reauthenticating
the supplicant.

How to Access

Usethe arrow keysto highlight the MAC SUPPLICANT CONFIGURATION menu item onthe
Security Menu screen and press ENTER. The MAC Supplicant Configuration screen, Figure 3-15,

displays.
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Screen Example

Figure 3-15 MAC Supplicant Configuration Screen

Duration MAC Initialize Reauthenticate
(dd:hh:mm:ss) Address Supplicant  Supplicant

00:12:23:58 nn-nn-nn-nn-nn-nn [FALSE] [FALSE]
54:02:56:00 nn-nn-nn-nn-nn-nn [FALSE] [FALSE]

PREVIOUS RETURN

35281_93

Field Descriptions
Refer to Table 3-15 for afunctional description of each screen field.

Table 3-15 MAC Supplicant Configuration Screen Field Descriptions

Use this field... To...

Port See the port numbers of all ports known to the device. Up to 10 ports

(Read-Only) can be displayed at atime. To see additional ports, select NEXT and
press ENTER to display the authentication type and status for the next
10 ports.

Duration See the time in days:hours.minutes:seconds that an active supplicant is

(Read Only) logged on viathe port.

MAC Address See the ASCII value of the MAC address for each active supplicant

(Read Only) associated with a port.
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Table 3-15 MAC Supplicant Configuration Screen Field Descriptions (Continued)

Use this field... To...

InitializeSupplicant  Terminate the current session with a supplicant. When set to TRUE,
(Single Setting) the current session isterminated. It always displaysavalue of FAL SE.
Reauthenticate Sup- Forcearevalidation of the MAC credential for the supplicant. When set
plicant to TRUE, the switch forces the revalidation. It always displays avalue
(Single Setting) of FALSE.

3-54  Accessing Local Management



A

Device Configuration Menu Screens

This chapter describes the Device Configuration Menu screen and the following screens that can
be selected:

* General Configuration screen (Section 4.2)

*  SNMP Configuration Menu screen (Section 4.3)
e SNMP Community Names Configuration screen (Section 4.4)
e SNMP Traps Configuration screen (Section 4.5)
* Access Control List screen (Section 4.6)

* System Resources Information screen (Section 4.7)

* FLASH Download Configuration screen (Section 4.8)

* Port Configuration Menu screen (Chapter 5)

e 802.1 Configuration Menu screen (Chapter 6)

e Layer 3 Extensions Menu (Chapter 9)
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4.1 DEVICE CONFIGURATION MENU SCREEN

Screen Navigation Path
Password > Device Menu > Device Configuration Menu

When to Use

To access a series of Local Management screens used to establish an Access Control List for
SNMP to provide additional security, configure and monitor operating parameters, modify SNMP
community names, set SNMP traps, configure switch parameters and configure the device ports.

How to Access

Use the arrow keysto highlight the DEVICE CONFIGURATION MENU item on the Device
Menu screen, and press ENTER. The Device Configuration Menu screen, Figure 4-1, displays.

Screen Example

Figure 4-1 Device Configuration Menu Screen

GENERAL CONFIGURATION

SNMP CONFIGURATION MENU
SYSTEM RESOURCES INFORMATION

FLASH DOWNLOAD CONFIGURATION
PORT CONFIGURATION MENU

802.1 CONFIGURATION MENU

LAYER 3 EXTENSIONS MENU

RETURN

30691_07
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Menu Descriptions
Refer to Table 4-1 for afunctional description of each menu item.

Table 4-1 Device Configuration Menu Screen Menu Item Descriptions

Menu Item Screen Function

GENERAL Used to monitor and configure the device operating parameters. For
CONFIGURATION  details, refer to Section 4.2.

SNMP Used to access the SNMP Community Names Configuration, SNMP

CONFIGURATION
MENU

Traps Configuration, and Access Control List screens. These screens
are used to modify SNMP community names, set SNMP traps and
provide additional security while managing the device. For details,
refer to Section 4.3.

SYSTEM Displays the CPU type used in the device and its operating speed;

RESOURCES displays the size of each memory system used (FLASH memory,

INFORMATION DRAM and NVRAM) in the device and the unused portion of each
memory; and displays the current CPU (switch) utilization and the
peak switch utilization. For details, refer to Section 4.7.

FLASH Used to force the device to download anew image file froma TFTP

DOWNLOAD server to its FLASH memory. For details, refer to Section 4.8.

CONFIGURATION

To prevent passwords from being downloaded and overwriting the
current passwords in memory, refer to the Security screen information
described in Section 3.5.

PORT
CONFIGURATION
MENU

Used to select the screens for configuring the device ports. For details,
refer to Section 5.1.

802.1
CONFIGURATION
MENU

Provides access to the Spanning Tree Configuration Menu screen, the
802.1Q VLAN Configuration Menu screen, and the 802.1p Priority
Configuration Menu screen. For details, refer to Section 6.1.

LAYER 3
EXTENSIONS
MENU

Provides access to the IGMP/VLAN Configuration screen to configure
ports and VLANS to operate according to the Internet Group
Management Protocol (IGMP). For details, refer to Chapter 9.
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4.2 GENERAL CONFIGURATION SCREEN

When to Use

To set the system date and time, | P address and subnet mask, the default gateway, and the TFTP
gateway |P address. This screen can aso be used to clear the NVRAM, set the screen refresh time,
the screen lockout time, the I P fragmentation, the COM port configuration, and monitor the total
time (uptime) that the device has been running.

How to Access

Use the arrow keysto highlight the GENERAL CONFIGURATION menu item on the Device
Configuration Menu screen and press ENTER. The General Configuration screen, Figure 4-2,

displays.

Screen Example

Figure 4-2 General Configuration Screen

MAC Address: 00-00-1D-00-00-00 Device Date: XX/XXIXXXX

IP Address: 0.0.0.0 Device Time: 14:23:00

Subnet Mask: 255.255.0.0 Screen Refresh Time: 30 sec.
Default Gateway: NONE DEFINED Screen Lockout Time: 15 min.
TFTP Gateway IP Addr: 0.0.0.0 Device Uptime XX D XX H XXM
Module Name: sysName

Operational Mode: [802.1Q SWITCHING]

Com: [ENABLED] Application: [LM]

Clear NVRAM: [NO] IP Fragmentation: [ENABLED]
WebView: [ENABLED] Telnet: [ENABLED] Agg Mode: [SMARTTRUNKING]

SAVE RETURN

3650_12_1
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Field Descriptions

Refer to Table 4-2 for afunctional description of each screen field.

Table 4-2 General Configuration Screen Field Descriptions

Use this field... To...

MAC Address See the base physical address of the device.

(Read-Only)

|P Address See the |P address for the device. To set the | P address, refer to

(Modifiable) Section 4.2.1. The IP address can also be set through Runtime |P
Address Discovery.
Runtime IP Address Discovery enables the device to automatically
accept an |P address from a Boot Strap Protocol (BootP) server on the
network without requiring a user to enter an | P address through Local
Management.

Subnet Mask See the subnet mask for the device. A subnet mask “masks out” the

(Modifiable) network bits of the | P address by setting the bitsin the mask to 1 when

the network treats the corresponding bitsin the I P address as part of the
network or subnetwork address, or to O if the corresponding bit
identifies the host. When an IP address is entered in the |P Address
field, the Subnet Mask field automatically changes to the default subnet
mask for that | P address. For details about how to change the subnet
mask from its default value, refer to Section 4.2.2.

Default Gateway
(Modifiable)

See the default gateway for the device. Thisfield is not defined until an
appropriate value is entered. For details about why and how to set the
Default Gateway, refer to Section 4.2.3.

TFTP Gateway IP
Addr
(Modifiable)

Seethe TFTP Gateway |P address for the device. To set the TFTP
Gateway |P address, refer to Section 4.2.4.

M odule Name

Enter anew system name. To enter a new system name, refer to

(Modifiable) Section 4.2.5.
Device Date Enter anew device date. To enter a new date, refer to Section 4.2.6.
(Modifiable)
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Table 4-2 General Configuration Screen Field Descriptions (Continued)

Use this field... To...

Device Time Enter anew device time. To enter anew time, refer to Section 4.2.7.
(Modifiable)

Screen Refresh Enter anew device time. This setting determines how frequently (in
Time seconds) information is updated on the screen. To enter the refresh
(Modifiable) time, refer to Section 4.2.8.

Screen L ockout
Time
(Modifiable)

Enter anew lockout time. Thisis maximum number of minutesthat the
Local Management application displays a screen while awaiting input
or action from a user. For example, if the number 5 is entered in this
field, the user has up to five minutes to respond to each of the specified
device's Local Management screens.

In this example, after five minutes of no input or action, the terminal
“beeps’ five times, the Local Management application terminates the
session, and the display returns to the Local Management Password
screen.

To enter the screen lockout time, refer to Section 4.2.9.

Device Uptime
(Read-Only)

See the total time that the device has been operating.

Operational Mode

Display “802.1Q SWITCHING”. This setting cannot be changed.

Com Enable or disable the COM port. The selection toggles between

(Toggle) ENABLED and DISABLED. The default is ENABLED. For details
about setting up the COM port, refer to Section 4.2.10.

Application Set the application that the COM port will support. The field toggles

(Toggle) between LM (Local Management) and UPS (Uninterruptible Power

Supply). The defaultisLM.

The UPS setting allows the COM port to be used to monitor an
American Power Conversion (APC) Uninterruptible Power Supply
(UPS).

The baud rate setting for LM is automatically sensed. For UPS, the
baud rate is automatically set to 2400.

For details about how to configure the COM port for various
applications, refer to Section 4.2.10.
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Table 4-2 General Configuration Screen Field Descriptions (Continued)

Use this field... To...
Clear NVRAM Reset NVRAM to the factory default settings. All user-entered
(Toggle) parameters, such as | P address and Community Names, are then

replaced with the device default configuration settings. For details,
refer to Section 4.2.11.

| P Fragmentation
(Toggle)

Enable or disable IP Fragmentation. The default setting for thisfield is
ENABLED.

If the device isto be bridged to an FDDI ring using an HSIM-F6, 1P
Fragmentation should be enabled. If IP Fragmentation is disabled, all
FDDI frames that exceed the maximum Ethernet frame size are
discarded if they are destined for a small frame size port, such as
Ethernet, WAN, Gigabit Ethernet, and ATM (at the time of this
printing). Even if P Fragmentation is disabled, large frames will still
be forwarded out the ports if necessary. Check the release notes for
changes. For details on enabling | P Fragmentation, refer to

Section 4.2.12.

WebView Enable or disable WebView to configure or manage the switch viathe
(Toggle) HTTP agent. The default setting is ENABLED.

Telnet Enable or disable the ability to Telnet to the switch to access Local
(Toggle) Management. The default setting is ENABLED.

Agg Mode Select the trunking method that the switch will use to create a trunk
(Toggle) consisting of agroup of ports to increase the bandwidth between

switches.

You can select either the Enterasys Networks' SmartTrunking
(Huntgroup) or the IEEE 802.3ad protocol. This field toggles between
HUNTGROUP and |EEE8023ad. The default is HUNTGROUP.

NOTE: When the Agg Mode is set to 8023ad, the Port
Configuration menu item SMARTTRUNK CONFIGURATION
is replaced with LINK AGGREGATION MENU. This menu
screen provides access to other screens to display Port,
Aggregator and System information, view and configure all
the port-related LACP parameters, and display a summary of
all the available aggregators and other related infomation.

For more information, refer to Section 5.1.
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4.2.1 Setting the IP Address
To set the IP address, perform the following steps:

1. Usethe arrow keysto highlight the I P Address field.
2. Enter the IP addressinto thisfield using Dotted Decimal Notation (DDN) format.
For example: nnn.nnn.nnn.nnNn

3. PressENTER. If the IP addressis avalid format, the cursor returns to the beginning of the IP
addressfield. If theentry isnot valid, the screen displays the message“INVALID IPADDRESS
OR FORMAT ENTERED”. Local Management does not alter the current value and refreshes
the IP address field with the previous value.

4. Usethe arrow keysto highlight the SAVE command, then press ENTER. The warning screen
shown in Figure 4-3 displays.

Figure 4-3 Configuration Warning Screen, IP Address

WARNING!

YOU HAVE ELECTED TO SAVE ONE OR MORE CONFIGURATION
ITEMS THAT REQUIRE RESETTING THIS DEVICE.

ARE YOU SURE YOU WANT TO CONTINUE?

YES NO

30691_09

5. Usethe arrow keysto highlight the Y ES command, then press ENTER. The changes are saved
and the device reboots.
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4.2.2 Setting the Subnet Mask

If the management workstation that is to receive SNMP traps from the device islocated on a
separate subnet, the subnet mask for the device may need to be changed from its default value.

To change the subnet mask from its default, perform the following steps:

1. Usethe arrow keys to highlight the Subnet Mask field.

2. Enter the subnet mask into this field using Dotted Decimal Notation (DDN) format.
For example: 255.255.0.0

3. PresseNTER. If the subnet mask isvalid, the cursor returnsto the beginning of the Subnet Mask
field. If theentry isnot valid, the screen displaysthe message“INVALID SUBNET MASK OR
FORMAT ENTERED”. Local Management does not alter the current value, but it does refresh
the Subnet Mask field with the previous value.

4. Usethe arrow keysto highlight the SAVE command, then press ENTER. The warning screen
shown in Figure 4-4 displays.

Figure 4-4 Configuration Warning Screen, Subnet Mask

WARNING!

YOU HAVE ELECTED TO SAVE ONE OR MORE CONFIGURATION
ITEMS THAT REQUIRE RESETTING THIS DEVICE.

ARE YOU SURE YOU WANT TO CONTINUE?

YES NO

30691_10

5. Usethe arrow keysto highlight the Y ES command, then press ENTER. The changes are saved
and the device reboots.
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4.2.3 Setting the Default Gateway

If the SNM P management station is located on adifferent |P subnet than the device, a default
gateway must be specified. When an SNMP Trap is generated, the device sends out an ARP
request to the default gateway, which responds with its MAC address. The device then sends the
trap using the I P address from the Trap Table and the MAC address of the default gateway. To set
the default gateway, perform the following steps:

1. Usethe arrow keysto highlight the Default Gateway field.
2. Enter the |P address of the default gateway using the DDN format.
For example: nnn.nnn.nnn.nnn

3. PressENTER. If the default gateway entered isin the correct format, the cursor returns to the
beginning of the Default Gateway field. If the format is not correct, the screen displays
“INVALID DEFAULT GATEWAY OR FORMAT ENTERED”. Local Management does not
alter the current value, but it does refresh the Default Gateway field with the previous value.

4. Usethe arrow keysto highlight the SAVE command.
5. PressENTER. The message “SAVED OK” displays at the top of the screen.

4.2.4 Setting the TFTP Gateway IP Address

If the network TFTP server islocated on adifferent |P subnet than the device, a Gateway |P
address should be specified. To set the TFTP Gateway |P address, perform the following steps:

1. Usethearrow keysto highlight the TFTP Gateway |P Addr field.
2. Enter the |P address of the TFTP gateway using the DDN format.
For example: nnn.nnn.nnn.nnn

3. PressENTER. If the TFTP gateway | P address entered isavalid format, the cursor returnsto the
beginning of the TFTP Gateway IP Addressfield. If the entry is not valid, the screen displays
“INVALID TFTPGATEWAY IPADDRESS OR FORMAT ENTERED”. Local Management
does not alter the current value, but it does refresh the TFTP Gateway | P Addressfield with the
previous value.

4. Usethe arrow keysto highlight the SAVE command.
5. PressENTER. The message “SAVED OK” displays.
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4.2.5 Setting the Module Name
To set the module name, perform the following steps:

1. Usethe arrow keysto highlight the M odule Name field.

2. Enter the name of your system (maximum of 19 characters).
3. PressENTER to set the namein the input field.
4

. Usethearrow keysto highlight the SAVE command and press ENTER. The message “ SAVED
OK” displays on the screen.

4.2.6 Setting the Device Date
The device is year 2000 compliant so that the Device Date field can be set beyond the year 1999.

To set the system date, perform the following steps:
1. Usethe arrow keys to highlight the Device Date field.
2. Enter the datein thisformat: MM/DD/YYYY

NOTE: Itis not necessary to add separators between month, day, and year numbers, as
long as each entry has the correct number of numeric characters. For example, to set
the date to 03/17/2000, type “03172000” in the Device Date field.

3. PressENTER to set the system calendar to the date in the input field.

4. Usethe arrow keysto highlight the SAVE command at the bottom of the screen and press
ENTER.

If the date entered isavalid format, the message displays“ SAVED OK” at the top of the screen. If
the entry isnot valid, Local Management does not alter the current value, but it does refresh the
Device Date field with the previous value.
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4.2.7 Setting the Device Time

To set the device time, perform the following steps.

1. Usethe arrow keysto highlight the Device Timefield.
2. Enter thetimein this 24-hour format: HH:MM:SS

NOTE: When entering the time in the system time field, separators between hours,
minutes, and seconds are not needed as long as each entry uses two numeric
characters. For example, to set the time to 6:45 P.M., type “184500” in the Device Time
field.

3. PressENTER to set the system clock to the time in the input field.

4.2.8 Entering a New Screen Refresh Time

The screen refresh time can be set from 3 to 99 seconds with a default of 3 seconds. To set a new
screen refresh time, perform the following steps:

1. Usethe arrow keysto highlight the Screen Refresh Time field.

2. Enter anumber from 3 to 99.

3. PressENTER to set the refresh time to the time entered in the input field.
4

. Use the arrow keysto highlight the SAVE command at the bottom of the screen and press
ENTER.

If the time entered is within the 3 to 99 seconds range, the message “ SAVED OK” displays at the
top of the screen. If the entry is not valid, Local Management does not alter the current setting, but
it does refresh the Screen Refresh Time field with the previous value.

4.2.9 Setting the Screen Lockout Time

The screen lockout time can be set from 1 to 30 minutes with adefault of 15 minutes. To set anew
lockout time, perform the following steps:

Use the arrow keysto highlight the Screen L ockout Timefield.
Enter a number from 1 to 30.
Press ENTER to set the lockout time in the input field.

A WD P

Use the arrow keys to highlight the SAVE command at the bottom of the screen and press
ENTER.
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If the time entered is within the 1 to 30 minutes range, the message “ SAVED OK” displays at the
top of the screen. If the entry is not valid, Local Management does not alter the current setting, but
it does refresh the Screen Lockout Time field with the previous value.

4.2.10 Configuring the COM Port
Upon power up, the COM port is configured to the default settings of ENABLED and LM.

valid IP address. (Refer to Section 4.2.1.) Read this entire COM port configuration

it CAUTION: Before altering the COM port settings, ensure that the device is set with a
section before changing the settings of the COM port.

The COM port supports the following applications:
* Local Management connections

* American Power Conversion (APC) Uninterruptible Power Supply (UPS) connections

To configure the COM port, proceed as follows:
1. Usethe arrow keysto highlight the Com field.

current Local Management connection through a terminal. Altering the COM port
settings disconnects the Local Management terminal from the port, and ends the Local
Management session. If the device was previously assigned a valid IP address, reenter
Local Management by establishing a Telnet connection to the device. If the device does
not have a valid IP address and the COM port has been disabled or the settings
changed, reset NVRAM on the device using Mode Switch 7 to reestablish COM port
communications. For details about Switch 7 and its operation. refer to the device
installation user’s guide shipped with your device.

f CAUTION: Do NOT disable or alter the settings of the COM port while operating the

2. Pressthe SPACE bar to choose either ENABLED or DISABLED. The COM port must be
ENABLED for the LM or UPS application. Selecting DI SABL ED prevents the COM port
connection to the terminal, providing additional device security.

CAUTION: If the COM port is reconfigured without a valid IP address set on the device,
the message shown in Figure 4-5 displays.

Do not continue unless the outcome of the action is fully understood.

Device Configuration Menu Screens  4-13



General Configuration Screen

Figure 4-5 COM Port Warning

WARNING

THE COM PORT HAS BEEN RECONFIGURED AND THERE IS NO IP
ADDRESS SET FOR THIS DEVICE. YOU WILL NO LONGER BE ABLE
TO MANAGE THIS BOARD. DO YOU STILL WISH TO RECONFIGURE
THIS COM PORT?

YES NO

30691_12

3. Usethearrow keysto highlight YES. Press ENTER.

4. If the port was ENABL ED, the message “ SAVED OK” appears, and the edits are saved. If the
port was DI SABLED, use the arrow keysto highlight SAVE at the bottom of the screen, then
press ENTER.

NOTE: Exiting without saving causes the message “NOT SAVED -- PRESS SAVE TO
KEEP CHANGES” to appear. Exiting without saving causes all edits to be lost.

4.2.10.1 Changing the COM Port Application

After enabling the COM port as described in Section 4.2.10, one of the applications supported by
the COM port (LM or UPS) can be selected. The default applicationis LM.

To change the COM port application:
1. Usethe arrow keysto highlight the Application field.

2. Usethe SPACE bar or BACKSPACE key to step to the desired setting. Table 4-3 lists the
available settings and their corresponding applications.
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Table 4-3 COM Port Application Settings

Setting Application
LM Local Management Session
UPS APC Power Supply SNMP Proxy

3. PressENTER to accept the application.

Local Management connections must be made by establishing a Telnet connection to
the device. Ensure that the device has a valid IP address before saving changes to the
COM port application. If the device does not have a valid IP address and the changes
are saved, refer to your device installation user’s guide for instructions on clearing
NVRAM to reestablish COM port communications.

f CAUTION: When the COM port is configured to perform the UPS application, all future

4. Usethe arrow keysto highlight the SAVE command at the bottom of the screen, then press the
ENTER key. The message “SAVED OK” displays, indicating that the edits are saved.

4.2.11 Clearing NVRAM

CAUTION: Clearing NVRAM results in the loss of all user-entered parameters. Do not
proceed unless the following procedure is completely understood.

Clearing NVRAM is used to clear all user-entered parameters, such as the |P address and
Community Names from NVRAM.

To clear NVRAM, proceed as follows:

1. Usethe arrow keysto highlight the Clear NVRAM field.

2. Usethe SPACE bar to toggle thefield to YES.

3. Usethe arrow keysto highlight SAVE at the bottom of the screen.

4. Press ENTER. The warning shown in Figure 4-6 displays.
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Figure 4-6 Clear NVRAM Warning

WARNING

YOU HAVE ELECTED TO CLEAR NVRAM. THIS WILL CLEAR
ALL SYSTEM DEFAULTS INCLUDING BUT NOT LIMITED TO

IP ADDRESS, INTERFACE CONFIGURATION, AND COM PORT
CONFIGURATION, THEN REBOOT THIS DEVICE.

ARE YOU SURE YOU WANT TO CLEAR NVRAM?

YES NO

30691_13

5. Toclear the NVRAM, use the arrow keysto select YES and press ENTER. The message
“CLEARING NVRAM. REBOOT IN PROGRESS...” displays. ThedeviceclearsNVRAM and
reboots. All user-entered parameters default to factory default settings.

4.2.12 Enabling/Disabling IP Fragmentation
To enable or disable IP Fragmentation, proceed as follows:

HSIM-F6), IP Fragmentation should be enabled. If it is disabled, all FDDI frames that

f CAUTION: If the device is being bridged to an FDDI ring (for example, via an optional
exceed the maximum Ethernet frame size are discarded.

Use the arrow keys to highlight the | P Fragmentation field.

Press the SPACE bar to choose either ENABLED or DISABLED.
Use the arrow keys to highlight the SAVE command.

Press ENTER. The message “ SAVED OK” displays.

A wDd e
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4.3 SNMP CONFIGURATION MENU SCREEN

Screen Navigation Path
Password > Device Menu > Device Configuration Menu > SNM P Configuration Menu

When to Use

To provide access to the SNMP Community Names Configuration, SNMP Traps Configuration,
and Access Control List screens. These screens are used to modify SNMP community names, set
SNMP traps, and establish an Access Control List to provide additional security.

How to Access

Use the arrow keysto highlight the SNM P CONFIGURATION MENU item on the Device
Configuration Menu screen, and press ENTER. The SNMP Configuration Menu screen,
Figure 4-7, displays.

Screen Example

Figure 4-7 SNMP Configuration Menu Screen

SNMP COMMUNITY NAMES CONFIGURATION

SNMP TRAPS CONFIGURATION

ACCESS CONTROL LIST

RETURN

30691_14
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Menu Descriptions
Refer to Table 4-4 for afunctional description of each menu item.

Table 4-4 SNMP Configuration Menu Screen Menu Item Descriptions

Menu Item Screen Function

SNMP Used to enter new, change, or review the community names used as
COMMUNITY access passwords for device management operation. Accessis limited
NAMES based on the password level of the user. For details, refer to
CONFIGURATION  Section 4.4.

SNMP TRAPS Provides display and configuration access to the table of 1P addresses

CONFIGURATION

used for trap destinations and associated community names. For
details, refer to Section 4.5.

ACCESS
CONTROL LIST

Enables the system administrator to create an Access Control List
(ACL) to restrict device access to amaximum of 16 single | P addresses
and/or ranges of 1P addresses. For details, refer to Section 4.6.

4.4 SNMP COMMUNITY NAMES CONFIGURATION SCREEN

When to Use

To set SNM P Management community names. Community hames provide multiple levels of
manageability and are agents of security access to the device. Accessis controlled by enacting any
of three different levels of security authorization (read-only, read-write, and super-user).

How to Access

NOTE: Super-user access gives the user full management privileges, allows existing
passwords to be changed, and all modifiable MIB objects to be edited.

Use the arrow keysto highlight the SNMP COMMUNITY NAMES CONFIGURATION menu
item on the SNMP Configuration Menu screen and press ENTER. The SNMP Community Names
Configuration screen, Figure 4-8, displays.
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Screen Example

Figure 4-8 SNMP Community Names Configuration Screen

Community Name

public |
public
public

Access Policy
read-only
read-write

super-user

RETURN

30691_15

NOTE: As typical in secure network environments, the community name fields are
masked from view with asterisk (*).

111§

Field Descriptions

Refer to Table 4-5 for afunctional description of each screen field.

Table 4-5 SNMP Community Names Configuration Screen Field Descriptions
Use this field... To...

Community Name

Enter the user-defined name through which a user accesses the device
(Modifiable)

SNMP Management. Any community name assigned here acts as a
password to Local Management.
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Table 4-5 SNMP Community Names Configuration Screen Field Descriptions (Continued)

Use this field... To...
Access Policy Indicate the access accorded each community name. The available
(Read-Only) access levels are as follows:

read-only

read-write

super-user

This community name gives the user read-only access
to the device MIB abjects, and excludes access to
security-protected fields of read-write or super-user
authorization.

This community name gives the user read-write access
tothedevice MIB objects, excluding security protected
fields for Super-User access only.

This community name givesthe user read-write access
tothe device MIB objectsand allowsthe user to change
al modifiable parametersincluding community names,
IP addresses, traps, and SNMP objects.

4.4.1 Establishing Community Names

The password used to access Local Management at the Password Screen must have super-user
access to view and edit the SNMP Community Names Configuration screen. Using a password
with read-only or read-write access does not allow the viewing or editing of the SNMP

Community Names Configuration screen.

To establish community names, proceed as follows:

1. Usethe arrow keysto highlight the Community Name field adjacent to the selected access

level.

o~ w N

Enter the password in the field (maximum 32 characters).

Press ENTER.

Repeat steps 1 through 3 to modify the other community names.

Use the arrow keys to highlight the SAVE command at the bottom of the screen and press

ENTER. Themessage“ SAVED OK” displays. The community names are saved to memory and
their access modes implemented.

""""""" NOTE: Exiting without saving causes a “NOT SAVED?” message to display at the top
left of the screen. Edits are lost if they are not saved before exiting.
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45 SNMP TRAPS CONFIGURATION SCREEN

When to Use

To assign SNMP traps to eight different |P addresses. Since the device is an SNMP compliant
device, it can send messages to multiple Network Management Stations to alert users of status
changes.

How to Access

Use the arrow keysto highlight the SNMP TRAPS CONFIGURATION menu item on the
SNMP Configuration Menu screen, and press ENTER. The SNMP Traps Configuration screen,
Figure 4-9, displays.

Screen Example

Figure 4-9 SNMP Traps Configuration Screen

Trap Destination Trap Community Name Enable Traps
public [NO]
0.0.0.0 public [NO]
0.0.0.0 public [NO]
0.0.0.0 public [NO]

0.0.0.0 public [NO]
0.0.0.0 public [NO]
0.0.0.0 public [NO]
0.0.0.0 public [NO]

RETURN
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Field Descriptions
Refer to Table 4-6 for afunctional description of each screen field.
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Table 4-6 SNMP Traps Configuration Screen Field Descriptions

Use this field... To...

Trap Destination Display/enter the I P address of the workstation to receive trap alarms.

(Modifiable) Up to eight different destinations can be defined.

Trap Community Display/enter the Trap Community Name included in the trap message

Name aong with the IP address of the Network Management Station to

(Modifiable) receive the trap alarm.

Enable Traps Enable/disable the transmission of traps to the network management

(Toggle) station with the associated | P address. This field toggles between YES
and NO.

4.5.1 Configuring the Trap Table
To configure the Trap table, proceed as follows:

1
2.

Use the arrow keys to highlight the appropriate Trap Destination field.

Enter the | P address of the workstation that isto receive traps. | P address entries must follow the
DDN format.

For example: nnn.nnn.nnn.nnn

PressENTER. If an invalid entry is entered, the message “INVALID IP ENTERED” displays
in the Event Message Line.

4. Usethe arrow keysto highlight the Trap Community Name field. Enter the community name.
5. PresseENTER.
6. Usethe arrow keysto highlight the Enable Trapsfield. Press the SPACE bar to choose either

Y ES (send alarms from the device to the workstation), or NO (prevent alarms from being sent).
Usethe arrow keysto highlight the SAVE command and pressENTER. The message“ SAVED
OK” displays on the screen.

NOTE: Exiting without saving causes a “NOT SAVED?” message to appear above the
SAVE command. Edits are lost if they are not saved before exiting.

The designated workstations will now receive traps from the device as long as the communication
path to the designated workstations is not inhibited (for example, by subnets or VLANS).
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4.6 ACCESS CONTROL LIST SCREEN

When to Use

To view, enable, or disable the Access Control List (ACL) and configure address filtering to
provide additional security. This enables you to limiting user to the device according to their IP
address. Up to 16 single | P addresses and/or range of addresses can be configured. To manage an
ACL enabled device, the management station must be a member of the ACL and authenticated
according to traditional SNMP rules.

NOTE: Clearing NVRAM will remove all IP address entries and return the access
control state to DISABLED.

When the ACL is disabled, host access is not restricted.

How to Access

Use the arrow keys to highlight the ACCESS CONTROL LIST menu item on the SNMP
Configuration Menu screen, and press ENTER. The Access Control List screen, Figure 4-10,

displays.

Screen Example

Figure 4-10 Access Control List Screen

Access Control Lists: [ENABLED]

IP Addr Mask IP Addr Mask

131.130.12.0 225.225.225.0 180.150.200.3 225.225.225.,225
182.15.2.1 225.225.0.0 0.0.0.0 225.225.225.,225
12.1.6.1 225.0.0.0 0.0.0.0 225.225.225.225

0.0.0.0 225.225.225.225 0.0.0.0 225.225.225.225
0.0.0.0 225,225 225,225 0.0.0.0 225.225.225.225
0.0.0.0 225.225.225.225 0.0.0.0 225.225.225.225
0.0.0.0 225.225.225.225 0.0.0.0 225.225.225.225
0.0.0.0 225.225.225.225 0.0.0.0 225.225.225.225

RETURN

35281_108

Device Configuration Menu Screens  4-23



Access Control List Screen

Field Descriptions

Refer to Table 4-7 for afunctional description of each screen field.

Table 4-7 Access Control List Screen Field Descriptions

Use this field...

To...

AccessControl Lists
(Toggle)

Enable or disable ACL to restrict SNMP/IP access to a limited number
of IP addresses. Thisfield toggles between ENABLED and
DISABLED. DISABLED isthe default setting.

When ACL isenabled, all device accessis limited to the single 16 IP
addresses and/or range of 1P addresses as shown in the previous screen
example (Figure 4-10). The limited access appliesto all IP access
including, but not limited to, SL1P/PPP connections, Telnet, Ping,
SNMP and HTTP. When locally connected to the COM port of the host
device, ACL does not restrict access to local management.

ACL cannot be enabled unlessavalid |P address is listed.

When ACL isdisabled, host access is not restricted to the devices with
an |P address in the Access Control List.

IP Addr
(Modifiable)

Enter anew | P address of the devices that you want to have access to
SNMP/IP management. The default valueis“0.0.0.0".

Upto 16, individual user | P addresses and/or range of user | P addresses
can be entered. For individual 1P address settings, the mask value must
be “225.225.225.225" .

For arange of 1P addresses, both the I P address and appropriate Mask
value must be entered to indicate the range of 1P addresses.

Only auser with a Super User status can view and modify the ACL.

NOTE: Clearing NVRAM will remove all IP address entries
and return the access control state to DISABLED.

For details on entering | P addresses, refer to Section 4.6.1.
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Table 4-7 Access Control List Screen Field Descriptions (Continued)

Use this field... To...
M ask Enter amask value to establish an IP address range based on the IP
(Modifiable) addressin the associated | P address field. For example, in the screen

example in Figure 4-10, the IP address and Mask entries 182.15.2.1
and 225.225.0.0 setsthe switch module to allow accessto all userswith
addresses starting with 182.15.x.x (x = | don't care.) Address ranges
may overlap without any consequences.

The default value is “225.225.225.225" . For details, refer to
Section 4.6.1.

4.6.1 Entering IP Addresses
To enter asingle or range of 1P addressesinto the ACL, proceed as follows:

Entering Single Addresses

1
2.

o N o O

Use the arrow keys to highlight one of the place holders (0.0.0.0) under IP Addresses.

Enter the IP address of a device that you want to have accessto Local Management using the
following format: nnn.nnn.nnn.nnn (where n is an aphanumeric character).

In the adjacent Mask column, the value must be the default value of 225.225.225.225. If not, use
the arrow keysto highlight the Mask field and type in; 225.225.225.225

Repeat steps 1 through 3 if more than one single addressis being entered. Up to 16 | P addresses
including those used for entering | P address ranges. If an invalid format is used to enter an IP
address, themessage“INVALID IPFORMAT ENTERED” displaysinthe Event MessageLine.
Then the field returns to 0.0.0.0.

Use the arrow keys to highlight the Access Control Listsfield.
Press the SPACE bar to toggle the field to ENABLED.
PressENTER.

Usethearrow keysto highlight the SAVE command and press ENTER. The message“ SAVED
OK” displays on the screen.

NOTE: Exiting without saving causes a “NOT SAVED?” message to display above the
SAVE command. Edits are lost if they are not saved before exiting.
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The designated devices associated with the IP addresses in the ACL will now be the only onesto
have remote access to Local Management. Accessto Local Management using the COM port is
not affected.

Entering Ranges of Addresses

1
2.

© N o U

Use the arrow keys to highlight one of the place holders (0.0.0.0) under IP Addresses.

Enter the | P address of a device that you want to have accessto Local Management using the
following format: nnn.nnn.nnn.nnn (where n is an alphanumeric character).

Use the arrow keys to highlight the Mask field and type in the appropriate Mask value to
establish arange of addresses based on the | P address entered. For example, if an |P address of
123.123.20.25 and amask value of 225.0.0.0 was enter, all |P addresses starting with 123 would
have access to Local Management.

Repeat steps 1 through 3 if more than one range of addresses is being entered. Up to 16 ranges
of IP addresses, including any single |P Addresses entered. If aninvalid format is used to enter
an |P address, one of the following messages may display in the Event Message Line:

“INVALID IP FORMAT"” if more than 3 periods are entered.
“INVALID IP" if numbers greater than 225 are entered.
“DUPLICATE IP" if aduplicate IP address is entered.
“INTERNAL IP" if the IP of the deviceis entered.

Then the field returnsto 0.0.0.0.

Use the arrow keys to highlight the Access Control Listsfield.
Press the SPACE bar to toggle the field to ENABLED.

Press ENTER.

Usethearrow keysto highlight the SAVE command and press ENTER. The message“ SAVED
OK” displays on the screen.

NOTE: Exiting without saving causes a “NOT SAVED?” message to display above the
SAVE command. Edits are lost if they are not saved before exiting.
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The designated devices associated with the range of 1P addressesin the ACL will now have remote
access to Local Management. Access to Local Management using the COM port is not affected.

4.6.2 Enable/Disable ACL
To just enable or disable ACL, proceed as follows:

1. Usethe arrow keysto highlight the Access Control Listsfield.

2. Pressthe SPACE bar to toggle the field to either ENABLED or DISABLED.
3. PressENTER.
4

. Usethearrow keysto highlight the SAVE command and press ENTER. The message “ SAVED
OK” displays on the screen.

NOTE: Exiting without saving causes a “NOT SAVED?” message to display above the
SAVE command. Edits are lost if they are not saved before exiting.
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4.7 SYSTEM RESOURCES INFORMATION SCREEN

When to Use

To monitor the current switch utilization and the peak switch utilization. This screen provides
information concerning the processor used in the device and the amount of FLASH memory,
DRAM, and NVRAM that isinstaled and how much of that memory is available.

How to Access

Usethe arrow keysto highlight the SY STEM RESOURCESINFORMATION menu item on the
Device Configuration Menu screen, and press ENTER. The System Resources Information screen,
Figure 4-11, displays.

Screen Example

Figure 4-11 System Resources Information Screen

CPU Type: 1960 HX 66 Mhz

Flash Memory Installed: 4 MB Available: XXXXX Bytes

DRAM Installed: 16 MB Available: XXXXX Bytes

NVRAM Installed: XX KB Available: XXXXX Bytes

Current Switch Utilization: 66%
Peak Switch Utilization: 75%

Reset Peak Switch Utilization: [NO]

30691_18
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Field Descriptions

Refer to Table 4-8 for afunctional description of each screen field.

Table 4-8 System Resources Information Screen Field Descriptions

Use this field... To...
CPU Type See which microprocessor is used in the device.
(Read-Only)
Flash Memory See the amount of FLASH memory that isinstalled in the device and
Installed how much is currently available.
(Read-Only)
DRAM Installed See the amount of DRAM installed in the device and how much of itis
(Read-Only) currently available.
NVRAM Installed See the amount of NVRAM that isinstalled in the device and how
(Read-Only) much of it is currently available.
Current Switch See what percentage of the device switching capacity is currently being
Utilization used.
(Read-Only)
Peak Switch See the peak percentage of device switching capacity used, since the
Utilization last reset.
(Read-Only)
Reset Peak Switch Reset the Peak Switch Utilization field. The switch may be set to either
Utilization YES or NO as described in Section 4.7.1. YES resets the Peak Switch
(Toggle) Utilization field to the current system utilization.

4.7.1 Setting the Reset Peak Switch Utilization

To set the Reset Peak Switch Utilization field to YES or NO, proceed as follows:

1. Usethe arrow keysto highlight the Reset Peak Switch Utilization field.

2. Pressthe SPACE bar to select YES or NO.

3. Usethe arrow keysto highlight the SAVE command at the bottom of the screen.

4. PressENTER. The message “SAVED OK” displays and the Reset Peak Utilization counter

resets to zero.
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4.8 FLASH DOWNLOAD CONFIGURATION SCREEN

When to Use
To perform the following:

* Download anew firmware image file from a TFTP server to the device,
* Download a configuration file from a TFTP server to the device, or

* Upload the configuration file from the deviceto a TFTP server.

NOTE: You can also force an image download by changing the position of Switch 6
located inside the device. Use this as a last resort as it involves removing the cover from
the device. If it is necessary to set Switch 6, refer to your device installation/user’s guide
for instructions on how to remove the device cover and set Switch 6.

Using FLASH DOWNLOAD CONFIGURATION does not affect the current IP and subnet
mask.

Before downloading an image to the device, copy the image to the network TFTP server.

2282285 NOTE: For information on how to set up a workstation as a TFTP server, refer to the
specific workstation documentation or contact support on the web at:

www.enterasys.com/support/ or refer to Tech Bulletin TKO020-9
(http://Iwww.enterasys.com/support/techtips/tk0020-9.html)

The download and upload configuration capability enables customer configurable settings to be
copied from one device to another viathe TFTP server, according to the rules described in this
section. The configuration file can also be stored on the TFTP server to prevent loosing the
configuration values while performing maintenance on the device. After the maintenanceis
completed, the configuration values can be downloaded to the same device.

NOTE: Configuration files cannot be downloaded or uploaded directly from one device
to another.
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FLASH Download Configuration Screen

How to Access

Use the arrow keysto highlight the FLASH DOWNL OAD CONFIGURATION menuitem on
the Device Configuration Menu screen, and press ENTER. The Flash Download Configuration

screen, Figure 4-12, displays.

Screen Example

Figure 4-12 Flash Download Configuration Screen

Download Method:
Reboot After Download:
TFTP Gateway IP Addr:

Download Server IP:

Download File Name:

Last Image Server IP:
Last Image File Name:

Transfer Status:

[RUNTIME]
[YES]

nnn.nnn.nnn.nnn
nnn.nnn.nnn.nnn

/tftpboot/SS2200.fls

nnn.nnn.nnn.nnn
/tftpboot/SS2200.fls

Download Successful

EXECUTE EXIT RETURN

30691_19
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Field Descriptions

Refer to Table 4-9 for afunctional description of each screen field.

Table 4-9 Flash Download Configuration Screen Field Descriptions

Use this field...

To...

Download Method
(Selectable)

Select amethod (RUNTIME, DOWNLOAD CONFIG, or UPLOAD
CONFIG) to download (receive) an image file from a TFTP server, or
upload (transmit) or download a configuration file to/from a TFTP
server. The uploading and downloading of aconfiguration fileis
accomplished according to the IP address and the file name entered in
the Download Server |P and Download File Name fields, respectively.

RUNTIME — Used to download a new image from a TFTP server.
This allows the replacement of the image file currently stored in the
device. Section 4.8.1 describes how to download using Runtime.

DOWNL OAD CONFI G —Used to download a configuration file from
aTFTP server to adevice. The configuration file must be one that was
uploaded to the TFTP server from a device of the same model with the
same optional hardware, and running firmware revision 3.10.7 or
higher.

The device automatically reboots after a successful download.
Section 4.8.2 describes how to download a configuration file.

UPL OAD CONFIG — Used to upload a configuration file from a
deviceto a TFTP server. The configuration file must be one that was
downloaded to a device of the same model with the same optional
hardware, and running firmware revision 3.10.7 or higher.

Section 4.8.3 describes how to download using TFTP.
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Table 4-9 Flash Download Configuration Screen Field Descriptions (Continued)

Use this field... To...

Reboot After Set the device so it will either reboot or not reboot after compl eting the
Download download of an image. Thisfield toggles between Y ES and NO, when
(Toggle) the Download Method field is set to RUNTIME.

If YESis selected, the device reboots after the download is compl eted.
If NO is selected, the device continues using the existing firmware
image and stores the new firmwareimage in FLASH memory. The next
time the deviceisreset or powered-up, the device boots from FLASH
memory using the new image.

When the Download Method field is set to DOWNLOAD CONFIG,
the setting defaults to Y ES and cannot be changed. In UPLOAD
CONFIG, the setting defaults to NO and cannot be changed.

TFTP Gateway IP
Addr
(Modifiable)

Enter the IP address of the TFTP gateway server defined on the
General Configuration screen in Section 4.2.4.

Download Server | P
(Modifiable)

Select the | P address of the TFTP server to be used for the download or
upload.

Download File
Name
(Modifiable)

Select the complete TFTP server path and file name of the new image
or configuration file.

Last Image Server
IP
(Read-Only)

See the IP address of the server used for the previous download or
upload.

Last Image File
Name
(Read-Only)

See the complete path and file name of the last downloaded image.

Transfer Status
(Read-Only)

See the status of the current or most recent download or upload.
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4.8.1 Image File Download Using Runtime
To download a firmware image file to the device using Runtime, proceed as follows:

1
2.

Use the arrow keys to highlight the Reboot After Download field.

Use the SPACE bar to select either YES or NO. Select YES if you want the device to reboot
after the download is completed. Select NO if you want the device to store the new image in
FLASH memory until the device is reset or during the next power-up.

3. Usethe arrow keysto highlight the TFTP Gateway | P Addr field.
4. Set the IP address of the TFTP gateway (this defaults to the same I P address as that set in the

TFTP Gateway |P Addr field on the General Configuration screen).

5. Usethe arrow keysto highlight the Download Server IP field.
6. Enter the |P address of the TFTP server using the DDN format.

For exampl € Nnnh.nnNn.nNN.NNN

7. Usethe arrow keysto highlight the Download File Name field.

Enter the compl ete pathway and file name of the image stored on the download server.
For example: /tftpboot/SS2200.fls

Use the arrow keysto highlight EXECUTE at the bottom of the screen and press ENTER. If
Reboot After Download is set to NO in step 2, the message “RUNTIME DOWNLOAD IN
PROGRESS’ displaysin the event message line at the top of the screen and the new imageis
downloaded into FLASH memory. If Reboot After Download is set to YESin step 2, the
message “REBOOT WILL OCCUR AFTER DOWNLOAD COMPLETES’ displays.

During the downl oading process, the screen displays the Download Block Count (the number of
frames received).

4.8.2 Configuration File Download Using TFTP
To download a configuration file from a TFTP server to the device, proceed as follows:

1.
2.

Use the arrow keys to highlight the Download M ethod field.
Use the SPACE bar to select DOWNL OAD CONFIG.

NOTE: When DOWNLOAD CONFIG is selected, the Reboot After Download field is
automatically set to YES (and cannot be changed), so that the device automatically
reboots after a successful download.
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3. Usethe arrow keysto highlight the TFTP Gateway | P Addr field.

4. Set the IP address of the TFTP gateway (this defaults to the same | P address as that set in the
TFTP Gateway | P Addr field on the General Configuration screen).

5. Usethe arrow keysto highlight the Download Server I P field.
6. Enter the IP address of the TFTP server using the DDN format.
For example: nnn.nnn.nnn.nnn
7. Usethe arrow keysto highlight the Download File Name field.
8. Enter the complete pathway and file name of the image stored on the download server.

9. Usethearrow keysto highlight EXECUTE at the bottom of the screen and pressENTER. The
message “DOWNLOADING CONFIGURATION. REBOOT WILL OCCUR WHEN
DOWNLOAD COMPLETES.” displaysin the event message line at the top of the screen and
the configuration file is downloaded to the device from the TFTP server.

4.8.3 Configuration File Upload Using TFTP
To upload a configuration fileto a TFTP server, proceed as follows:

1. Usethe arrow keysto highlight the Download M ethod field.
2. Usethe SPACE bar to select UPLOAD CONFIG.

NOTE: When UPLOAD CONFIG is selected, the Reboot After Download field is
automatically set to NO (and cannot be changed).

3. Usethe arrow keysto highlight the TFTP Gateway | P Addr field.

4. SetthelP addressof thetarget TFTP server whichisto receive acopy of the device configurable
settings.

5. Usethe arrow keysto highlight the Download Server | P field.

6. Enter the IP address of the target TFTP server using the DDN format.
For example: nnn.nnn.nnn.nnn

7. Usethe arrow keysto highlight the Download File Name field.

8. Enter the complete pathway and file name of the configuration file in the device.
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9. Usethearrow keysto highlight EXECUTE at the bottom of the screen and press ENTER. The
message “ UPL OAD CONFIGURATION IN PROGRESS’ displaysin the event message
line at the top of the screen and the device configuration file is uploaded to the TFTP server.

NOTE: The uploading of Passwords can be disabled in the case of sensitive
environments. If this capability is enabled, no passwords will be saved to the
configuration file.
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5

Port Configuration Menu Screens

This chapter describes the Port Configuration Menu screen and the following screens that can be
selected:

* Ethernet Interface Configuration screen (Section 5.2)
» Ethernet Port Configuration screen (Section 5.3)
e HSIM/VHSIM Configuration screen (Section 5.4)
* Redirect Configuration Menu screen (Section 5.5)
* Port Redirect Configuration screen (Section 5.6)
* VLAN Redirect Configuration screen (Section 5.7)
* SmartTrunk Configuration screen (Screens are described in the SmartTrunk User’'s Guide.)
* Link Aggregation Menu Screen (802.3ad Main Menu Screen) (Section 5.8)
* Port Screen (Section 5.8.1)
e Aggregator Screen (Section 5.8.2)
* System Screen (Section 5.8.3)
* Broadcast Suppression Configuration screen (Section 5.9)

Screen Navigation Path
Password > Device Menu > Device Configuration Menu > Port Configuration Menu
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5.1 PORT CONFIGURATION MENU SCREEN

When to Use
To select screensto perform port configuration tasks on the switch device.

How to Access

Use the arrow keys to highlight the PORT CONFIGURATION MENU item on the Device
Configuration Menu screen and press ENTER. The Port Configuration Menu screen, Figure 5-1,
displays. The list of menu itemsis dependent on the Aggregation (Agg) Mode selected in the
General Configuration screen described in Section 4.2.

If the Agg Mode “HUNTGROUP” is selected in the General Configuration Menu screen, the Port
Configuration Menu screen shown in Figure 5-1, displays.

If the Agg Mode “IEEE8023ad” is selected, the Port Configuration Menu screen shown in
Figure 5-2, displays.

Screen Example

Figure 5-1 Port Configuration Menu Screen (in Agg Mode, HUNTGROUP)

ETHERNET INTERFACE CONFIGURATION
HSIM/VHSIM CONFIGURATION

REDIRECT CONFIGURATION MENU
SMARTTRUNK CONFIGURATION

BROADCAST SUPPRESSION CONFIGURATION

36501_03

5-2  Port Configuration Menu Screens



Port Configuration Menu Screen

Figure 5-2 Port Configuration Menu Screen (in Agg Mode, IEEE8023ad)

ETHERNET INTERFACE CONFIGURATION
HSIM/VHSIM CONFIGURATION

REDIRECT CONFIGURATION MENU

LINK AGGREGATION MENU

BROADCAST SUPPRESSION CONFIGURATION

3650_13

Menu Descriptions
Refer to Table 5-1 for afunctional description of each menu item.

Table 5-1 Port Configuration Menu Screen Menu Item Descriptions

Menu Item Screen Function
ETHERNET Used to display the link status and current operating mode of each
INTERFACE Ethernet port, and provide access to the Ethernet Port Configuration

CONFIGURATION

screen, which allows the configuration of the switch device Ethernet
ports. For details, refer to Section 5.2.

HSIM/VHSIM
CONFIGURATION

Provides accessto the HSIM or VHSIM setup screen, depending on the
oneinstalled in the device. The screens for optional non-Ethernet
HSIMs and VHSIMs are described in their respective user’s guides.
For details, refer to Section 5.4.

REDIRECT
CONFIGURATION
MENU

Provides access to the Port Redirect Configuration and VLAN Redirect
Configuration screens. For details, refer to Section 5.5.
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Table 5-1 Port Configuration Menu Screen Menu Item Descriptions (Continued)

Menu Item Screen Function

SMARTTRUNK Used to logically group interfaces together to permit aggregation of

CONFIGURATION  multiple links. This menu item appears when the Agg Modefield is set
to “HUNTGROUP” in the General Configuration screen. Refer to the
SmartTrunk User’s Guide for information about how to access and use
the SmartTrunk screens.

LINK Used to logically group interfaces together to create a greater
AGGREGATION bandwidth uplink according to the | EEE 802.3ad standard. This menu
MENU item appears when the Agg Mode field is set to “IEEE8023ad” in the

General Configuration screen. Refer to the Section 5.8 for information
about how to access and use the SmartTrunk screens.

BROADCAST Used to set adesired limit of received broadcast frames that are
SUPPRESSION forwarded out other interfaces. For details, refer to Section 5.9.
CONFIGURATION

5.2 ETHERNET INTERFACE CONFIGURATION SCREEN

When to Use

To display the link status and current operating mode of each Ethernet port. This screen aso
provides access to the Ethernet Port Configuration screen, which allows configuration of the
Ethernet port.

In normal operation, all front panel ports automatically establish alink with the device at the other
end of the segment without requiring user setup. However, the Ethernet Interface Configuration
screen can be used to access the Ethernet Port Configuration screen to select aport and display its
characteristics. The Ethernet Port Configuration screen is used to change the operating mode of the
port and enable or disable the advertisement to another device. Refer to Section 5.3 for details.

How to Access

Usethe arrow keysto highlight the ETHERNET INTERFACE CONFIGURATION menu item
on the Port Configuration Menu screen and press ENTER. The Ethernet Interface Configuration
screen, Figure 5-3, displays.
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Screen Example

Figure 5-3 Ethernet Interface Configuration Screen

=1
=

1
2
3
4
5
6
7
8
9

PortType Link Config

FE-100TX Manual

FE-100TX AutoNeg
FE-100TX i AutoNeg
FE-100TX i AutoNeg
FE-100TX i AutoNeg
FE-100TX i Manual

FE-100TX i Manual

FE-100TX i AutoNeg
FE-100TX i AutoNeg
FE-100TX i AutoNeg
FE-100TX i AutoNeg
FE-100TX i AutoNeg

30691_21

Field Descriptions
Refer to Table 5-2 for a functional description of each screen field.

Table 5-2 Ethernet Interface Configuration Screen Field Descriptions

Use this field... To...

I ntf See the interface number.

(Read-Only)

Port See the number of the physical port on the interface. For the front panel
(Read-Only) ports on the switch device, thiswill aways be 1.

Port Type See the type of interface using the name of the physical port type. For
(Read-Only) the Ethernet 10/200 Mbps portsin the switch device, FE-100TX will

be displayed. If a Fast Ethernet port isinstalled via an optional HSIM,
the interface displayed may be FE-100TX or FE100-FX. If a Gigabit
portisinstalled viaan optional VHSIM, the interface displayed may be
GE-1000SX, GE-1000L X, or GE-1000CX.
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Table 5-2 Ethernet Interface Configuration Screen Field Descriptions (Continued)

Use this field... To...
Link See whether or not there is a physical connection from the port to
(Read-Only) another device. One of the following valuesis displayed:
Link — Thereisalink signal present and avalid physical connection to
another device.
No Link — Thereisno link signal present and thereisno valid physical
connection to another device.
Speed See the current operational speed in Mbps (10, 100 or 1000). If the port
(Read-Only) has not completed its auto-negotiation, “NA” displays.
Duplex See the current duplex setting as follows:
(Read-Only) Half —the port is operating in half duplex mode.
Full —the port is operating in full duplex mode.
NA —the port has not completed its auto-negotiation.
Config See whether Auto-Negotiation (AutoNeg) or Manual is enabled. In
(Read-Only) normal operation, the port with an FE-100TX interface is capable of
auto-negotiating the operational mode and no further user setup is
required.
NOTE: In normal operation, the front panel ports of the switch
device automatically establish a link with the device at the other
end of the segment without requiring user setup. However,
Local Management provides the user with the option of
manually configuring that port.
FDX FC See the current full duplex flow control setting. Flow control is used to
(Read-Only) manage the transmission between two devices as specified by

|EEE 802.3x to prevent receiving ports from being overwhelmed by
frames from transmitting devices. One of the following valuesis
displayed: Sym, AsymRx, AsymTx, Off, or NA. NA (Not Applicable)
is displayed when the port does not support flow control. Detailed
explanations of the other selections are in Section 5.3, under the Full
Duplex Flow Control description.
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Table 5-2 Ethernet Interface Configuration Screen Field Descriptions (Continued)

Use this field... To...
HDX FC See the current half duplex flow control setting. Half duplex flow
(Read-Only) control, al'so known as back pressure, is a collision based flow control

mechanism used in half duplex configurations. The port will display
On, Off, or NA. NA isdisplayed when the port does not support flow
control.

5.3 ETHERNET PORT CONFIGURATION SCREEN

When to Use

To change the operating mode of a specific Ethernet interface, such as the speed, duplex,
auto-negotiation, advertised ability, and the flow control settings. Configuring optiona Fast
Ethernet or Gigabit Ethernet ports is also done on this screen.
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How to Access

Usethe arrow keysto highlight the desired Ethernet port from the Ethernet I nterface Configuration
screen and press ENTER. The Ethernet Port Configuration screen, Figure 5-4, displays for the
selected port.

Screen Example

Figure 5-4 Ethernet Port Configuration Screen

Interface: 25 Physical Port: 1

Default Speed: [ 100]
Default Duplex: [ Full]

Auto-Negotiation State: ~ [Enabled ]
Advertised Ability: [100Base-TXFD] [Enabled]

Full Duplex Flow Control: [Auto-Negotiate]
Half Duplex Flow Control: [On]

SAVE TO ALL PORTS RETURN

30691_22

Field Descriptions
Refer to Table 5-3 for afunctional description of each screen field.
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Table 5-3 Ethernet Port Configuration Screen Field Descriptions

Use this field... To...

Interface See the Interface number.

(Read-Only)

Physical Port See the number of the physical port on the interface.

(Read-Only)

Default Speed Seethe current operational speed in Mbps. Display options are 10, 100,

(Selectable) and 1000. If Auto-Negotiation is disabled for the port, then the port
defaults to operate in the setting displayed. To select a Default Speed,
refer to Section 5.3.1.

Default Duplex Choose the Default Duplex mode: Half, for half duplex, or Full, for

(Toggle) full duplex. If Auto-Negotiation is disabled for the port, then the port

defaults to operate in the setting displayed. To choose the Default
Duplex, refer to Section 5.3.1.

Auto-Negotiation
State
(Toggle)

Determine whether Auto-Negotiation is Enabled or Disabled for the
specific port. During auto-negotiation, the port “tells’ the device at the
other end of the segment what its capabilities are. If Auto-Negotiation
is disabled, the port reverts to the speed, duplex and flow control

settings specified by Default Speed, Default Duplex, Half Duplex Flow
Control and Full Duplex Flow Control fields respectively. To choose
the Auto-Negotiation State, refer to Section 5.3.1.
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Table 5-3 Ethernet Port Configuration Screen Field Descriptions (Continued)

Use this field...

To...

Advertised Ability
(Selectable)

Select the port advertised mode of operation. In normal operation, with
al capabilities enabled, the port “advertises’ that it has the ability to

operate in any mode. The user may choose to set up the port so that
only aportion of the available capabilities are advertised and the others
are disabled. The left field displays the advertised ability of the port,
but only becomes active on ports that have Auto-Negotiation enabled.
The status of a particular ability is displayed intheright field. The“T”
in an ability stands for twisted pair. The possible abilities are listed
below. Only those abilities that are supported will be available.

10Base-T — 10 Mbps operation

10Base-TFD — 10 Mbps full duplex operation

100Base-TX — 100 Mbps operation

100Base-TXFD — 100 Mbps full duplex operation
1000Base-X — 1000Base-SX, 1000Base-L X Gigabit Ethernet
1000Base-T — 1000 Base-T Gigabit Ethernet

1000Base-X FD —1000Base-SX, 1000Base-L X Full Duplex Gigabit
Ethernet

1000Base-TFD — 1000Base-T Full Duplex Gigabit Ethernet

FDX PAUSE — Symmetric PAUSE operation for 10/100 Mbps
Ethernet portsin full duplex

FDX APAUSE — Asymmetric PAUSE operation for full-duplex links
in Gigabit Ethernet

FDX SPAUSE — Symmetric PAUSE operation for full-duplex links
in Gigabit Ethernet

FDX BPAUSE — Asymmetric and Symmetric PAUSE operation for
full duplex linksin Gigabit Ethernet

Rem Fault 1 —simple fault or error detection is supported
Rem Fault 2 — simple fault or error detection is supported
To enable or disable advertised modes, refer to Section 5.3.2.
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Table 5-3 Ethernet Port Configuration Screen Field Descriptions (Continued)

Use this field... To...

Full Duplex Flow Set the flow control feature on each port for a specific mode. The
Controal choices are as follows:

(Selectable)

Symmetric — the port operates in Symmetric mode, causing the port to
interpret received PAUSE frames and allow the port to transmit PAUSE
frames when necessary at any speed connection.

Asymmetric Rx — the port operates in Asymmetric Rx mode, causing
the port to interpret received PAUSE frames and prevent the port from
transmitting PAUSE frames. This option is for Gigabit only.

Asymmetric Tx —the port operatesin Asymmetric Tx mode, causing
the port to ignore PAUSE frames and allow the port to transmit PAUSE
frames when necessary. This option is for Gigabit only.

Disabled — full duplex flow control is off, causing the port to ignore
received PAUSE frames and prevent the port from transmitting PAUSE
frames at any speed connection.

Auto-Negotiate — when supported, the maximum flow control
capabilities of the port are reflected in the PAUSE bits of the
Auto-Negotiation registers. The ports' flow control operational stateis
determined by the results of Auto-Negotiation. This option is not
displayed if Auto-Negotiation is not supported on this port.

To change the settings for full duplex flow control, refer to

Section 5.3.1.
Half Duplex Flow Set the Half Duplex flow control mode. Back pressure half duplex flow
Control control is enabled when the port is set On, and disabled when the port
(Toggle) is set Off. To change the settings, refer to Section 5.3.1.
SAVE TO ALL Apply the currently displayed settings on the screen to all ports. To
PORTS save the settings to al ports, highlight this command and press
(Command) ENTER.
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5.3.1 Selecting Field Settings

All selectable or toggle fields other than Advertised Ability can be changed by following this
procedure:

1.
2. Usethe SPACE bar or BACKSPACE key to step or toggle through the selections.

3.

4. Usethearrow keysto highlight the SAVE command at the bottom of the screen. PressENTER.

Use the arrow keysto highlight the field to be changed.

Press the ENTER key when the desired selection is displayed.

The selection is saved for that interface. If the setting isto apply to all ports, use the arrow keys
to highlight SAVE TO ALL PORTS command and press ENTER. The setting is saved and
applied to al ports.

5.3.2 Setting the Advertised Ability

During normal operation, all front panel ports auto-negotiate to the highest speed possible. Under
some circumstances, the Network Administrator may want the port to advertise only some of the
available modes and not operate in other modes.

To set the advertised ability, proceed as follows:

1.
2. Usethe SPACE bar to select the desired mode.

3.

4. Usethe SPACE bar to select Enabled or Disabled. Press ENTER. If the setting is to apply to

Use the arrow keys to highlight the Advertised Ability field.

Use the arrow keysto move to the Enabled/Disabled field.

all ports, use the arrow keysto highlight the SAVE TO ALL PORTS command and press
ENTER. The setting is saved and applied to all ports.

Usethe arrow keysto move back to the Advertised Ability selection and use the SPACE bar to
select the next mode to enable or disable.

Continue this process until enabling or disabling the advertised modes is completed.

7. Usethe arrow keysto highlight the SAVE command. Press ENTER. The message “SAVED

OK” displays and Local Management saves the configuration.
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54 HSIM/VHSIM CONFIGURATION SCREEN

When to Use
To configure an optional HSIM or VHSIM.

NOTE: The HSIM/VHSIM Configuration menu item can only be selected when a
non-Ethernet HSIM or VHSIM is installed in the switch device. The applicable setup
screen for that interface displays. This only applies to HSIMs and VHSIMs that can
L support WAN, FDDI or ATM. Refer to the appropriate HSIM or VHSIM user’s guide to set
its operating parameters.

How to Access

Use the arrow keys to highlight the HSIM/VHSIM CONFIGURATION menu item on the Port
Configuration Menu screen and press ENTER. The applicable HSIM or VHSIM setup screen
displays. Refer to the appropriate HSIM or VHSIM user’s guide for instructions on using the Local
Management screens for that interface.

5.5 REDIRECT CONFIGURATION MENU SCREEN

Screen Navigation Path

Password > Device Menu > Device Configuration Menu > Port Configuration Menu > Redir ect
Configuration Menu

When to Use

To access the Port Redirect Configuration and VLAN Redirect Configuration screens. Any
combination, up to 128, of port and/or VLAN redirect instances can be configured from these
screens. Thisfeature is useful in troubleshooting. It enables you to monitor traffic at a destination
port using analyzers, RMON prabes, and IDS sensors.

How to Access

Use the arrow keysto highlight the REDIRECT CONFIGURATION MENU item on the Port
Configuration Menu screen and press ENTER. The Redirect Configuration Menu screen,
Figure 5-5, displays.
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Screen Example

Figure 5-5 Redirect Configuration Menu Screen

PORT REDIRECT CONFIGURATION

VLAN REDIRECT CONFIGURATION

RETURN

30691_23

Menu Descriptions
Refer to Table 5-4 for afunctional description of each menu item.

Table 5-4 Redirect Configuration Menu Screen Menu Item Descriptions

Menu ltem Screen Function

PORT REDIRECT  Used to redirect traffic in the switch from one source port to many
CONFIGURATION destination ports, or from many source ports to one destination port.
For details, refer to Section 5.6.

VLAN REDIRECT  Used to direct traffic in the switch of one or more VLANSsto one
CONFIGURATION destination port. For details, refer to Section 5.7.
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5.6 PORT REDIRECT CONFIGURATION SCREEN

When to Use

To redirect framesin the switch device from one source port to one or more destination ports or
from one or more source ports to one destination port. Frames received on the source port can be
redirected and transmitted in the frame format in which they are received (normal) or they can be
redirected with aVLAN Tag (TAGGED) or without aVLAN Tag (UNTAGGED). Also, any
errored frames received can be either dropped or forwarded to the destination port.

For example, port 1 can be set as the source port with ports 2 and 5 as the destination ports. Frames
from port 1 are then automatically redirected to ports 2 and 5 according to the configured frame
format, and frames with errors can be either forwarded or dropped according to the screen settings.

NOTE: The switch device supports a maximum of 128 redirect entries configured
including VLAN redirect, port redirect and, if the module has an optional ATM interface
installed, any ATM Permanent Virtual Circuits (PVCs) redirect entries.

The port redirect function is useful for troubleshooting purposes. It alows all inbound and
outbound traffic from one or more source ports to be sent to a destination port where al current
traffic from the source ports can be examined using analyzers, RMON probes, or IDS sensors.

NOTE: Although all traffic from the source port (including, if desired, errored frames) is
sent to the destination port, normal switching is still performed for all frames on the
source port.
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How to Access

Use the arrow keysto highlight the PORT REDIRECT CONFIGURATION menu item on the
Redirect Configuration Menu screen and press ENTER. The Port Redirect Configuration screen,
Figure 5-6, displays.

Figure 5-6 Port Redirect Configuration Screen

Source Port Destination Port Frame Format Redirect Errors
NORMAL
TAGGED
UNTAGGED
TAGGED
TAGGED
TAGGED
UNTAGGED

Source Port [12] Frame Format [UNTAGGED] Status [ADD]
Destination Port [20] Redirect Errors  [ON]
SAVE PREVIOUS NEXT
3528-22
Field Descriptions
Refer to Table 5-5 for afunctional description of each screen field.
Table 5-5 Port Redirect Configuration Screen Field Descriptions
Use this field... To...
Source Port Seethe VLAN ID of the VLANSs that are currently set as source
(Read-Only) VLANSs. (Multiple VLANSs may be assigned to one destination port.)
Destination Port See which ports are currently set as destination ports. There can be
(Read-Only) only one destination port associated with one or more VLANS.
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Table 5-5 Port Redirect Configuration Screen Field Descriptions (Continued)

Use this field... To...
Frame For mat See the current frame format setting: NORMAL, TAGGED, or
(Read-Only) UNTAGGED. The default isNORMAL.

NORMAL — Frames are redirected in the format that they were
received or transmitted on the source port.

TAGGED — Frames are transmitted on the destination port with a
VLAN tag inserted according to the frame classification.

UNTAGGED - Frames are transmitted on the destination port without
aVLAN tag regardless of the format of the received frame.

Redirect Errors
(Read-Only)

See whether the corresponding source ports are configured ON to send
errored frames to the destination ports, or OFF to drop all errored
frames and only forward valid frames to the destination ports. All
redirected error frames display in the way they were received or
transmitted on the source port, regardless of the frame format setting.

Source Port [n]

Select the port [n] that isto be changed to a source port. For details,

(Selectable) refer to Section 5.6.1.

Destination Port [n]  Select the port [n] that isto be changed to a destination port. For
(Selectable) details, refer to Section 5.6.1.

Frame Format Select the frame format for the transmission of redirected frames on the
(Selectable) destination port. NORMAL, TAGGED, or UNTAGGED may be

selected. Refer to the previously described read-only Frame Format
field for details about each format. The default setting is NORMAL.

Redirect Errors
(Toggle)

Set each source port to either ON, to send errored frames to its
destination port, or OFF to drop errored frames and send only valid
traffic to its destination port. The default setting is OFF.

Status
(Toggle)

Add or delete source and destination ports selected in the Source Port
[n] and Destination Port [n] fields.
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5.6.1 Changing Source and Destination Ports

To add or delete source port and destination port entries and set the Frame Format and Redirect
Errors functions, proceed as follows:

1. Usethe arrow keys to highlight the Sour ce Port field near the bottom of the screen.

2. Pressthe SPACE bar or BACKSPACE key one or more times to increment or decrement the
port number displayed in the brackets [n] until the appropriate port number displays.

3. Usethe arrow keysto highlight the Destination Port field near the bottom of the screen.

4. Use the SPACE bar or BACKSPACE key to step to the appropriate port number for the
destination port.

5. Usethe arrow keysto highlight the Frame Format field near the bottom of the screen.

6. Usethe SPACE bar or BACKSPACE key to step to the appropriate frame format setting
(NORMAL, TAGGED, or UNTAGGED) for the selected Destination Port.

7. Usethe arrow keysto highlight the Redirect Errorsfield near the bottom of the screen.

8. Usethe SPACE bar to select either the ON or OFF option and press ENTER. The ON selection
forces the source port to forward errored frames to the destination port(s). OFF forces the
errored frames to be dropped before forwarding traffic.

9. Usethe arrow keysto highlight the Status field.

10.Use the SPACE bar to select either the ADD or DEL (delete) option. Press ENTER. This adds
or deletes the selections for the Source Port, Destination Port, Frame Format, and Redirect
Errors made in steps 1 through 8 and a so updates the screen.

TIP: If more than 1 port is being redirected, repeat steps 1 through 10 for each
additional setting. Then go to step 11 to save all the new settings at once.

If an entry is to be changed, delete the entry, save the screen, then recreate the entry
with its new settings.

NOTE: Any combination, up to 128, of port redirect instances (configured on the Port
Redirect Configuration screen) and/or VLAN redirect instances (configured on the VLAN
Redirect Configuration screen) can be configured.
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11.Use the arrow keysto highlight SAVE at the bottom of the screen. Press ENTER. The message
“SAVED OK” displays. Thissavesthe new settings and updates the Source Port and Destination

Port read-only fields.
5.7 VLAN REDIRECT CONFIGURATION SCREEN

When to Use

To select asource VLAN ID and a destination port. For example, VLAN ID 1 can be set asthe
source VLAN with port 2 as the destination port. Traffic from VLAN ID 1 isthen automatically
redirected to port 2 according to the Frame Format setting for that source VLAN. The Frame
Format setting determines the format in which the frames received belonging to the source VLAN
are redirected to the destination port. The frames can be forwarded in the frame format as received,

tagged, or untagged.

The VLAN redirect function is useful for troubleshooting purposes, asit allows traffic associated
with aparticular VLAN to be sent to a particular port where, with the use of an analyzer or RMON
probe, al current traffic from the source VLAN can be examined.

NOTE: Although traffic associated with a particular VLAN is sent to the destination port,
normal switching is still performed for all frames on the source port.

The Redirect Errors function is not supported on this screen.
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How to Access

Use the arrow keysto highlight the VLAN REDIRECT CONFIGURATION menu item on the
Redirect Configuration Menu screen and press ENTER. The VLAN Redirect Configuration
screen, Figure 5-7, displays.

Screen Example

Figure 5-7 VLAN Redirect Configuration Screen

Source VLAN Destination Port Frame Format Redirect Errors
RECEIVED UNSUPPORTED
TAGGED UNSUPPORTED
UNTAGGED UNSUPPORTED
TAGGED UNSUPPORTED
TAGGED UNSUPPORTED

Source VLAN [11 Frame Format [UNTAGGED] Status [ADD]

Destination Port [1] Redirect Errors  Unsupported

SAVE PREVIOUS NEXT RETURN

3528-23
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Field Descriptions
Refer to Table 5-6 for afunctional description of each screen field.

Table 5-6 VLAN Redirect Configuration Screen Field Descriptions

Use this field... To...

Source VLAN Seethe VLAN ID of the VLANSs that are currently set as source
(Read-Only) VLANS.

Destination Port See which ports are currently set as destination ports. (Multiple
(Read-Only) VLANs may be assigned to a destination port.)

Frame Format See the current frame format setting: RECEIVED, TAGGED, or
(Read-Only) UNTAGGED. The default is RECEIVED.

* RECEIVED - Frames are redirected in the format that they were
received by the switch device.

* TAGGED — Frames are transmitted on the destination port with a
VLAN tag inserted according to the frame classification of the
receiving port.

* UNTAGGED - Frames are transmitted on the destination port
without aVLAN tag regardless of the format of the received frame.

Redirect Errors

Unsupported.

Source VLAN [n]
(Modifiable)

Enter the VLAN ID of the VLAN that isto be changed to a source
VLAN. For detalls, refer to Section 5.7.1.

Destination Port [n]

Select the port number that is to be changed to a destination port. For

(Selectable) details, refer to Section 5.7.1.
Frame For mat Select the frame format for the transmission of redirected frames on the
(Selectable) destination port. RECEIVED, TAGGED, or UNTAGGED may be

selected. Refer to the previously described read-only Frame Format
field for detail s about each format. The default setting is RECEIVED.

Redirect Errors

Unsupported.

Status
(Toggle)

Add or delete source and destination ports selected in the Source
VLAN [n] and Destination Port [n] fields.
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5.7.1 Changing Source VLAN and Destination Ports

To add or delete source VLAN and destination port entries and set the Frame Format, proceed as
follows:

1.

Use the arrow keysto highlight the Sour ce VL AN field near the bottom of the screen.

2. Typeinthe VLAN ID number of the source VLAN to be configured.
3.
4. Usethe SPACE bar or BACKSPACE key to step to the appropriate port number for the

Use the arrow keys to highlight the Destination Port field near the bottom of the screen.

destination port.

5. Usethe arrow keysto highlight the Frame Format field near the bottom of the screen.
6. Usethe SPACE bar or BACKSPACE key to step to the appropriate frame format setting

(RECEIVED, TAGGED, or UNTAGGED) for the selected Destination Port.

7. Usethe arrow keysto highlight the Status field.

9.

Use the SPACE bar to select either the ADD or DEL (delete) option. Press ENTER. This adds
or deletes the selections for the Source VLAN, Destination Port, and Frame Format madein
steps 1 through 6 and also updates the screen.

setting. Then go to step 9 to save all the new settings at once.

I> TIP: If more than 1 port is being redirected, repeat steps 1 through 8 for each additional

If an entry is to be changed, delete the entry, save the screen, then recreate the entry
with its new settings.

Any combination, up to 128, of port redirect instances (configured on the Port Redirect
Configuration screen) and/or VLAN redirect instances (configured on the VLAN Redirect
Configuration screen) can be configured.

Usethe arrow keysto highlight SAVE at the bottom of the screen. Press ENTER. The message
“SAVED OK” displays. Thissavesthe new settings and updates the Source Port and Destination
Port read-only fields.
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5.8 LINK AGGREGATION MENU SCREEN (802.3ad MAIN MENU
SCREEN)

Screen Navigation Path

Password > Device Menu > Device Configuration Menu > Port Configuration Menu > Link
Aggregation Menu

about Spanning Tree and Link Aggregation and fully understand the ramifications of
modifications beyond defaults. Otherwise, the proper operation of the network could be
at risk.

f CAUTION: These screens should be used only by personnel who are knowledgeable

When to Use

To access the Port, Aggregator, or System information screens, and to configure port trunking
according to the IEEE 802.3ad standard.

Usage Notes

In normal usage (and typical implementations) there is no need to modify any of these parameters.
The default values will result in the maximum number of aggregation possible. If the switchis
placed in a configuration with its peers not running the protocol, no aggregations will be formed
and the switch will function normally (that is, will block redundant paths).

|EEE 802.3ad determines if ports are physically capable of aggregating by comparing the
operational keys of ports.With this | EEE 802.3ad implementation, the operation key isthe same as
the administrative key assigned by management, so ports assigned different administrative key
values will then have different operational key values, and will not aggregate.

Aggregators also have an administrative and operational key. If agroup of ports are in the same
LAG (Link Aggregation Group) but there is no aggregator with a matching operational key, they
will not be able to aggregate.

|EEE 802.3ad allows groups of ports to be considered as being in different systems within the
same switch. The system priority is used in conjunction with the System Identifier to determinethe
switch’s system ID. Similarly to Keys, if ports are given different system priority values they will
not aggregate. In addition, this system priority has to match the system priority of an aggregator or
no connection can be made.

According to the | EEE 802.3ad standard, a port does not detach from an aggregator because of link
loss. If aport is attached to an aggregator and the link is removed, the port’s mux machine will
transition from COLLECTING to ATTACHED; however, it will remain attached to the same

aggregator.
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Portsthat are attached to an aggregator will enter a Spanning Tree state of AGGREGATING on the
Spanning tree screens, just as they do when manually placed in atrunk.

In thisimplementation, the concept of an aggregator is for a non-aggregated port to attach to,
although this aggregator doesn’t exist in any real sense. A port that is not a member of an
aggregation will be displayed in LM as attached to a non-existent aggregation. If a port instance
matches the aggregator instance it is attached to, that meansit is not aggregating.

There are afew casesin which the 802.3ad implementation will disable a port’s ability to
aggregate by clearing the aggregabl e bit ActorOperState:

* A port is attached to another port on this same switch (loopback). Thereis no available
aggregator for 2 or more ports with the same LAGID. This can happen if either there are simply
no available aggregators, or if none of the aggregators have a matching operational key and
system priority.

* A portisinthe same LAG as ancther port but is running at a slower speed. Ports running at
different speeds are not allowed to aggregate according to 802.3ad.

NOTE: Ports running at half-duplex cannot aggregate.

Thereisamaximum of six aggregators per module.

Definitions to Know

Rapid Reconfiguration Spanning Tree

Rapid Reconfiguration is an enhancement to the legacy 802.1D Spanning Tree implementation,
which implements a rapidly converging Spanning Tree algorithm that is event-driven instead of
timer-driven.

Spanning Tree

When multiple links are connected from one switch to another, it is necessary that only onelink be
allowed to switch network traffic. Due to the functionality of a switch, if multiple links were
active, a packet would end up “looping” around in those links indefinitely. This problem iswell
documented and is the reason that bridges implement the Spanning Tree Protocol (STP).

The STPis able to calculate which ports on a switch can be allowed to forward traffic to eliminate
the possibility of looping in anetwork. So, if multiple links were attached between two switches,
only one would be used. The remaining links would be placed in adisabled state called
“Blocking.”
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Link Aggregation

It is desirable to have away to use multiple interswitch links simultaneously to increase
interswitch bandwidth. This can be doneif both sides agree on a set of portsthat are being used as
an interswitch link called a“Trunk.” Aslong as both switches agree on which ports arein this
trunk, there are no problems with looping, and the Spanning Tree can treat thistrunk asasingle
port.

Proprietary Aggregation Methods

Most switch vendors provide a way to group these ports together manually. For example, the user
could configure Ports 1, 2 and 3 in atrunk on switch X and connect to ports4, 5 and 6 that arein a
trunk on switch Y. By interconnecting the switches together, the effective bandwidth can be
aggregated to the sum of the parts. The Enterasys Networks' implementation is called
SmartTrunking.

IEEE 802.3ad

All the methods of trunking multiple links have involved manually choosing the links that are part
of the trunk. The |EEE 802.3ad specification allows the switch to determine which links are in
trunks and configure them dynamically. Since the protocol is based on |IEEE standards
specifications, any switch from any vendor that supports this protocol can trunk links
automatically.

How to Access

Usethe arrow keysto highlight the LINK AGGREGATION MENU item in the Port
Configuration Menu screen described in Section 5.1 and press ENTER. The 802.3ad MAIN
MENU screen, Figure 5-8, displays.
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Screen Example

Figure 5-8 802.3ad Main Menu Screen

PORT
AGGREGATOR

SYSTEM

3650_14
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Menu Descriptions
Refer to Table 5-7 for afunctional description of each menu item.

Table 5-7 802.3ad Main Menu Screen Menu Item Descriptions

Menu ltem Screen Function

PORT Used to access the 802.3ad Port screen, described in Section 5.8.1, to
view port instances and to access the 802.3ad Port Details screen,
described in Section 5.8.1.1, and the port Statistics screen, described in
Section 5.8.1.2.

AGGREGATOR Used to access the 802.3ad Aggregator screen to display asummary of
all the available aggregators and a other basic information, including
the aggregator interface instance, operational key, system priority, and
the number of ports currently attached to the aggregator. For details
about the 802.3ad Aggregator screen, refer to Section 5.8.2.

The 802.3ad Aggregator screen also enables you to access the 802.3ad
Aggregator Details screen for a particular port instance to modify, or
view its Aggregator parameters as described in Section 5.8.2.1.

SYSTEM Used to view the 802.3ad System screen to see basic system-level
information: System Identifier, Number of Ports, and Number of
Aggregators. For details, refer to Section 5.8.3.

5.8.1 802.3ad Port Screen

When to Use

To display asummary of al the portsthat are running 802.3ad and the information concerning the
ports associated with each Aggregator, the Operational Key, and the state of the port’s MUX state
machine.
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How to Access

Use the arrow keysto highlight the PORT menu item in the Link Aggregation Menu (802.3ad
Main Menu) screen, described in Section 5.8, and press ENTER. The 802.3ad Port screen,
Figure 5-9, displays.

Screen Example

Figure 5-9 802.3ad Port Screen

Aggregator OperKey MUX
Attached
Distributing
Distributing
Attached
Attached
Attached
Distributing
Distributing
Attached
Distributing
Attached
Attached

EXIT RETURN

3650_15

1
2
3
4
5
6
7
8
9
1

11

12

Field Descriptions
Refer to Table 5-8 for afunctional description of each screen field.
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Table 5-8 802.3ad Port Screen Field Descriptions

Use this field... To...

Port View the port number, which correlates to the port numbersin other

(Read-Only) screens.

Aggregator View the instance of the aggregator and the attached port. If the

(Read-Only) aggregator instance matches the port instance then the port is not
aggregating with any other port.

OperKey View operation key of the port. For ports to aggregate they must have

(Read-Only) the same operation key.

MUX View the state of the port’s mux state machine. It can have values of

(Read-Only) DETACHED, ATTACHED, WAITING, COLLECTING or

DISTRIBUTING. If aport is connected to another port, thisfield
would display DISTRIBUTING. Otherwise, ATTACHED is displayed.

Figure 5-9 shows the four columns of information: The Port I nstance; the Aggregator that the Port
is attached to; the operational key of the Port, and the state of the port's MUX state machine.

Viewing and Editing 802.3ad Port Parameters
To view the 802.3ad related port parameters of any port displayed on the screen, proceed as

follows:

1. Usethe arrow keysto highlight the port number of interest under the Port field.

2. PressENTER. The 802.3ad Port Details screen described in Section 5.8.1.1 isdisplayed. Once
in this screen, the parameters of any selected 802.3ad port can be edited and saved.
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5.8.1.1 802.3ad Port Details Screen

When to Use

To view and configure all the port-related LACP parameters of any port instance shown in the
802.3ad Port screen described back in Section 5.8.1.

How to Access

Use the arrow keysto highlight the line with the port of interest to display the details about that
port and press ENTER. The 802.3ad Port Details screen, Figure 5-10, is displayed, showing the
details of the port parameters (in this example for Port Instance 2) that can be modified.

Screen Example

Figure 5-10 802.3ad Port Details Screen

Port Instance 2

ActorSystemPriority: 1 ActorPort: 2
ActorSystemID: 00:00:1d:b5:41:bb ActorPortPriority: 1
ActorAdminKey: 1 PartnerAdminPort: 2
ActorOperKey: 1 PartnerOperPort: 12
PartnerAdminSysPriority: 1 PartnerAdminPortPriority: 1
PartnerOperSysPriority: 1 PartnerOperPortPriority: 1
PartnerAdminSysID: 00:00:00:00:00:00 ActorAdminState (hex): 05
PartnerOperSysID: 00:€0:63:9d:87:a2 ActorOperState: 0x3d --DCSAIA
PartnerAdminKey: 2 PartnerAdminState (hex): 38
PartnerOperKey: 1 PartnerOperState: 0x3d --DCSAIA

SelectedAggID 23 AttachedAggID: 23

LAGID:[(0001,00001db541bb,0001,00,0000),(0001,00e0639d87a2,0001,00,0000)]

SAVE STATS RETURN

3650-011_16
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Field Descriptions

Refer to Table 5-9 for afunctional description of each screen field.

Table 5-9 802.3ad Port Details Screen Field Descriptions

Use this field...

To...

Port I nstance

See the port number, which correlates to the port numbersin

(Read-Only) other screens.

Actor SystemPriority Set the system priority associated with this port for use used
(Modifiable) in the construction of the LAG ID of the port.

Actor Port See the identifier for this port (identical to Port Instance).
(Read-Only)

Actor SystemID See the System Identifier for the system in which this port
(Read-Only) resides.

Actor PortPriority

Set the priority value of this port (not used in this

(Modifiable) implementation).
Actor AdminKey See the administratively assigned key value for this port.
(Read-Only) Only ports with matching keys may aggregate.

Partner AdminPort

Enter adefault value for PartnerOperPort when no protocol

(Modifiable) partner is available.

ActorOperKey See the current operation key for this port. Only ports with
(Read-Only) matching operation keys may aggregate.

Partner Oper Port See ActorPort on the partner switch that we are currently
(Read-Only) attached to.

Partner AdminSysPriority
(Modifiable)

Set a default value to use for the PartnerOperSysPriority
when no protocol partner is available.

Partner AdminPortPriority
(Modifiable)

Set a default value to use for the PartnerOperPortPriority
when no protocol partner is available.

Partner Oper SysPriority
(Read-Only)

See the system priority of the partner port used to construct
thisport’s LAGID.

Partner Oper PortPriority
(Read-Only)

See the port priority of the partner port (not used in this
implementation).
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Table 5-9 802.3ad Port Details Screen Field Descriptions (Continued)

Use this field... To...

Partner AdminSysl D Set adefault value to use for PartnerAdminSyslD when no

(Modifiable) protocol partner is available.

Actor AdminState (hex) Set the administrative value for this port’s Actor_State.

(Modifiable) Allows administrative control over the values of
LACP_Activity, LACP_Timeout and Aggregation.

Partner Oper SysID See system ID of this port’s partner.

(Read-Only)
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Table 5-9 802.3ad Port Details Screen Field Descriptions (Continued)

Use this field... To...
Actor Oper State The current (operational) value of the port’s Actor_State.
(Read-Only) The hex value is displayed as well asthe individual bit

fields. Thefields are as follows.
bit 0 LACP_Activity, 1 indicates Active, O indicates passive.

If aportisActive, it will alwaystransmit LACP PDUs.
If itispassive, it will only transmit LACP PDUsif it
sees LACP PDUs coming from its partner. If thebitis
set, an ‘A’ isdisplayed, otherwisea‘p’ isdisplayed.

bit 1 LACP_Timeout, 1 indicates Short timeout, O indicates
long timeout.

A Short timeout indicates that this port will time out
information if an LACP PDU isnot received for 3
seconds, along timeout indicates that this port will
time out information if an LACP PDU is not received
for 90 seconds. If thisbitisset, an ‘S isdisplayed,
otherwise, an ‘I’ is displayed.

bit 2 Aggregation, 1 indicates that a port is Aggregable, O
indicates that a port isindividual.

If aport iscapable of being aggregated with other ports
then this bit will be 1, otherwise this port will be 0. If
thisbhitislan ‘A’ isdisplayed, otherwisean ‘i’ is
displayed.
bit 3 Synchronization, 1 indicates we are Syncronized, O
indicates that we are not synchronized.

If aport has selected and attached to the correct
aggregator then a port is said to be synchronized. If
thisbhitistruean ‘S isdisplayed, otherwisea‘-’' is
displayed for this bit position.
bit 4 Collecting, 1 indicates we are Collecting, 0 indicates
that this port is not collection.
“Collecting” means that a port is ready to receive traffic.
If Collecting istruea‘C’ isdisplayed, otherwise, a“‘-’ is
displayed in this bit position.
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Table 5-9 802.3ad Port Details Screen Field Descriptions (Continued)

Use this field...

To...

Actor Oper State
(Read-Only) (Continued)

bit 5 Distributing, 1 indicates that we are Distributing.

“Distributing” means that a port is ready to transmit
traffic. If Distributingistruea‘D’ isdisplayed,
otherwisea ‘-’ is displayed in this bit position.

bit 6 Defaulted, 1 indicates that we have deFaulted.

If no protocol partner is available a port will resort to
using default information about its partner. When this
happensaport is said to be defaulted. If thisbitis1 an
‘F isdisplayed, otherwisea ‘-’ isdisplayed in this bit
position.

bit 7 Expired, 1 indicates that we have Expired.

Thisindicatesthat no LACP PDUshave been received
for a sufficient length of time so the partner
information has expired. If thisistrue, an‘E’ is
displayed, otherwise a“‘-’ isdisplayed in this bit
position.

Partner AdminKey
(Modifiable)

Set a default value to use for PartnerOperKey when no
protocol partner is available.

Partner AdminState (hex)
(Modifiable)

Set adefault value to use for PartnerOperState when no
protocol partner is available.

Partner OperKey See a default value to use for PartnerOperState when no
(Read-Only) protocol partner is available.
Partner Oper State See current state value of the partner port (same bits as the
(Read-Only) ActorOperState).
SelectedAggl D See the instance of the aggregator that this port has selected.
(Read-Only)
AttachedAggl D See the instance of the aggregator to which this port is
(Read-Only) attached.
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Table 5-9 802.3ad Port Details Screen Field Descriptions (Continued)

Use this field... To...

LAGID See the complete link aggregation group identifier for the

(Read-Only) port. Ports with identical LAGIDs will be connected to the
same aggregator. The various PartnerAdmin values are
copied into the corresponding PartnerOper fields when no
protocol partner is present (see RecordDefault in the AD
spec). This allows for manual configuration of groups when
no protocol partner is present.

STATS Open the 802.3ad Port Statistics screen described in

(Command) Section 5.8.1.2 to display the current statistics of the port

displayed in the Port Instance field.

Viewing and Editing 802.3ad Port Parameters
To change a parameter, proceed as follows:

1. Usethe arrow keysto highlight the parameter field to be modified and type in the new value.
PressENTER. Repeat this step to change other parameter settings as necessary before saving the

new settings.

2. Usethe arrow keysto highlight the SAVE command at the bottom of the screen.
3. PressENTER. The message “SAVED OK” displays. All settings are saved.

Displaying Port Statistics

To display statistical information about the port displayed in the Port Instance field, proceed as

follows:

1. Usethe arrow keysto highlight the STATS command at the bottom of the screen.

2. PressENTER. The 802.3ad Port Statistics screen described in Section 5.8.1.2 is displayed,
showing the current port statistics.
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5.8.1.2 802.3ad Port Statistics Screen

When to Use

To view all the port-related L ACP parameters about a port instance shown in the 802.3ad Port
Details screen described back in Section 5.8.1.1.

How to Access

Use the arrow keysto highlight the STATS command in the 802.3ad Port Details screen and press
ENTER. The 802.3ad Port Statistics screen (Figure 5-11) displays. The figure shows an example
of how the details are displayed (in this example for Port Instance 2).

Screen Example

Figure 5-11 802.3ad Port Statistics Screen

Port Instance 2

LACPDUsRx: 5457 llegalRx: 0

MarkerPDUsRx: 0 LACPDUsTx: 5456
MarkerResponsePDUsRXx: 0 MarkerPDUsTx: O
UnknownRx: 0 MarkerResponsePDUsTx: 0

RxState: current LastRxTime (delta): 11.53 Sec
ActorChurnState: noChurn PartnerChurnState: noChurn
ActorChurnCount: 0 PartnerChurnCount: 1
AsyncTransCount: 2 PsyncTransCount: 1

ActorChangeCount: 1 PartnerChangeCount: 0
MuxState: Distrib
MuxReason: SELECTED & PSync & PColl

3650-011_17

Field Descriptions
Refer to Table 5-10 for afunctional description of each screen field.
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Table 5-10 802.3ad Port Statistics Screen Field Descriptions

Use this field...

To...

Port I nstance

See aunique number used to identify this port. This corresponds

(Read-Only) to the port numbering scheme seen in other screens.
LACPDUSRXx See the number of valid Marker PDUs that this Aggregation Port
(Read-Only) can receive.
IllegalRx See the number of received frames carrying the Slow Protocol’s
(Read-Only) Ethernet Type value (34B.4), and also contain a badly formed
PDU or avalue of Protocol Subtype (43B.4) that isillegal.
Mar ker PDUsSRX See the number of valid Marker Response PDUs that this
(Read-Only) Aggregation Port can receive.
LACPDUSTx See the number of LAC PDUs that this Aggregation Port can
(Read-Only) transmit.
Marker ResponsePDUsRXx  See the number of Marker Response PDUs that this Aggregation
(Read-Only) Port can transmit.
Marker PDUST x See the number of Marker PDUs that this Aggregation Port can
(Read-Only) transmit.
UnknownR See the number of Unknown frames that can be received that
(Read-Only) either
* carry the Slow Protocols Ethernet Type value but contain an
unknown PDU, or
* are addressed to the Slow Protocols group MAC Address but
do not carry the Slow Protocols Ethernet Type.
Thisisa 32-bit counter of the number of Unknown frames
received, so the value can range from 0 to 2°32-1 (or O to
4,294,967,296) frames.
Marker ResponsePDUsSTx  See the number of Marker Response PDUs that this Aggregation
(Read-Only) Port can transmit.
RxState See the state of the Receive state machine for this port.
(Read-Only)
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Table 5-10 802.3ad Port Statistics Screen Field Descriptions (Continued)

Use this field... To...

LastRxTime(delta) See the amount of time since the last LACP PDU has been

(Read-Only) received on this port.

Actor ChurnState See the state of the Actor Churn state machine for this port.

(Read-Only) Values can be noChurn, churn, or churnMonitor. Churn indicates
that the port is unable to find an aggregator to attach to.

Partner ChurnState See the state of the Partner Churn state machine for this port.

(Read-Only)

Actor ChurnCount See the number of times this port’s Actor Churn machine has

(Read-Only) entered the churn state.

Partner ChurnCount See the number of times this port’s Partner Churn machine has

(Read-Only) entered the churn state.

AsyncTransCount See a count of how many times the Actor’'s Mux state machine

(Read-Only) enters the IN-Sync state.

PsyncTransCount See a count of how many times the Partner’s Mux state machine

(Read-Only) enters the IN-Sync state.

Actor ChangeCount See a count of how many times the Actor’s perception of the

(Read-Only) LAG ID changesfor this Aggregation Port.

Partner ChangeCount See a count of how many times the Partner’s perception of the

(Read-Only) LAG ID (see 43.3.6.1) changes for this Aggregation Port.

MuxState See the state of the Mux state machine for this port.

(Read-Only)

M uxReason See the string of text describing why the Mux machineisin its

(Read-Only) current state.
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5.8.2 802.3ad Aggregator Screen

When to Use

To see asummary of all the available aggregators and other basic information, including the
aggregator interface instance, operational key, system priority, and the number of ports currently
attached to the aggregator.

How to Access

Use the arrow keysto highlight the AGGREGATOR menu item in 802.3ad Main Menu screen
and press ENTER. The 802.3ad Aggregator screen, Figure 5-12, displays.

Screen Example

Figure 5-12 802.3ad Aggregator Screen

Agglnst OperKey NumPorts
23 3
24
25
26

27
28

3650_18

Field Descriptions
Refer to Table 5-11 for afunctional description of each screen field.
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Table 5-11 802.3ad Aggregator Screen Field Descriptions

Use this field... To...

Agalnst See dot3adAgglndex, a unique number that identifies this aggregator.
(Read-Only)

OperKey See dot3adAggA ctorOperKey, the associatedoperational key value.
(Read-Only)

SysPri See dot3adAggActorSystemPriority, the priority value associated with
(Read-Only) this aggregator.

NumPorts See the number of ports that are currently attached to this aggregator.
(Read-Only)

Viewing and Editing 802.3ad Aggregator Parameters
To view or change Aggregator parameters, proceed as follows:

1. Usethe arrow keysto highlight the parameter field to be modified and type in the new value.
PressENTER. Repeat this step to change other parameter settings as necessary before saving the

new settings.

2. Usethe arrow keysto highlight the SAVE command at the bottom of the screen.
3. PresseENTER. The message “SAVED OK” displays. All settings are saved.

Displaying Aggregator Details
To display detail information about an Aggregator, proceed as follows:

1. Usethe arrow keysto highlight the line containing the Aggregator of interest.

2. PressENTER. The802.3ad Aggregator Detail s screen, described in Section 5.8.2.1, isdisplayed
showing the details of the selected Aggregator.
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5.8.2.1 802.3ad Aggregator Details Screen

When to Use

To seethe current parameter details of the Aggregator Instance selected on the 802.3ad Aggregator
screen described in Section 5.8.2.

How to Access

Use the arrow keys to highlight the line containing the Aggregator of interest on the 802.3ad
Aggregator screen and press ENTER. The 802.3ad Aggregator Details screen, Figure 5-13,

displays.

Screen Example

Figure 5-13 802.3ad Aggregator Details Screen

Aggregator Instance:
Actor Partner

System Identifier: 00:00:1d:b5:41:bb 00:e0:63:9d:87:a2
System Priority: 1 1
Admin Key: 1
Oper Key: 1 1
Collector Max Delay:
Attached Ports

3650-011_19

Field Descriptions
Refer to Table 5-12 for afunctional description of each screen field.
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Table 5-12 802.3ad Aggregator Details Screen Field Descriptions

Use this field... To...
Aqggregator See the instance of the aggregator being viewed. Theinstance isa
Instance numerical value used to uniquely identify an aggregator in a system
and matches the aggregator’slogical port number.
Actor
System See the System associated with the aggregator.
I dentifier
(Read-Only)
System See the system priority value of this aggregator.
Priority
(Read-Only)
Admin Key See the Key assigned by management.
(Read-Only)
Oper Key See the current Key being used by the aggregator.
(Read-Only)

Collector Max

See the value of this 16-bit read-write attribute, which defines the

Delay maximum delay, in tens of microseconds, that may be imposed by the

(Read-Only) Frame Collector between receiving aframe from an Aggregator Parser,
and either delivering the frameto its MAC Client or discarding the
frame.

Partner

System See which system belongs to the remote (partner) aggregator.

Identifier

(Read-Only)

System See the system priority of the remote aggregator.

Priority

(Read-Only)

Oper Key See the operational Key of the remote aggregator.

(Read-Only)
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5.8.3 802.3ad System Screen

When to Use

To see basic system-level information, such as System Identifier, Number of Ports and Number of
Aggregators.

How to Access

Use the arrow keysto highlight the SY STEM menu item in 802.3ad Main Menu screen and press
ENTER. The 802.3ad System screen, Figure 5-14, displays.

Screen Example

Figure 5-14 802.3ad System Screen

System Identifier: 00:00:1d:b5:41:bb
Number of Ports: 17

Number of Aggregators: 6

3650_20

Field Descriptions
Refer to Table 5-13 for afunctional description of each screen field.
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Table 5-13 802.3ad System Screen Field Descriptions

Use this field... To...

System | dentifier See the uniquely identified system-to-protocol partner.
(Read-Only)

Number of Ports See the number of portsthat are participating in 802.3ad on this switch.
(Read-Only)

Number of See the number of aggregators that exist on this switch.

Aggregators

(Read-Only)

5.9 BROADCAST SUPPRESSION CONFIGURATION SCREEN

NOTE: Broadcast frames received above the threshold setting are dropped.

When to Use
To set the limit on received broadcast frames that are switched out to other ports.

How to Access

Use the arrow keysto highlight the BROADCAST SUPPRESSION CONFIGURATION menu
item in the Port Configuration Menu screen and press ENTER. The Broadcast Suppression
Configuration screen, Figure 5-15, displays.
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Screen Example

Figure 5-15 Broadcast Suppression Configuration Screen

PORT # Total RX Peak Rate Time Since Peak Threshold Reset Peak
12345678910 150000 999:23:59 150000 [NO]
12345678910 150000 999:23:59 150000 [NO]
12345678910 150000 999:23:59 150000 [NO]
12345678910 150000 999:23:59 150000 [NO]
12345678910 150000 999:23:59 150000 [NO]
12345678910 150000 999:23:59 150000 [NO]
12345678910 150000 999:23:59 150000 [NO]
12345678910 150000 999:23:59 150000 [NO]
12345678910 150000 999:23:59 150000 [NO]
12345678910 150000 999:23:59 150000 [NO]
12345678910 150000 999:23:59 150000 [NO]
12345678910 150000 999:23:59 150000 [NO?

PREVIOUS NEXT EXIT RETURN

1
2
3
4
5
6
7
8
9

30691_26

Field Descriptions
Refer to Table 5-14 for afunctional description of each screen field.

Table 5-14 Broadcast Suppression Configuration Screen Field Descriptions

Use this field... To...

PORT # Identify the number of the port.

(Read-Only)

Total RX See the total number of broadcast frames received.
(Read-Only)
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Table 5-14 Broadcast Suppression Configuration Screen Field Descriptions (Continued)

Use this field... To...

Peak Rate See the highest number of broadcast frames received in a one-second

(Read-Only) interval.

Time Since Peak See the time since peak rate was achieved.

(Read-Only)

Threshold Set the desired limit of receive broadcast frames that will be forwarded

(Modifiable) per port per second. For details on how to set the threshold, refer to
Section 5.9.1.

Reset Peak Reset the Peak Rate. Resetting the Peak Rate also resetsthe Time Since

(Toggle) Peak field. The Reset Peak field toggles between YES and NO. For

details, refer to Section 5.9.2.

5.9.1 Setting the Threshold
To set the Threshold, proceed as follows:

1. Usethe arrow keysto highlight the Threshold field for the selected port.

2. Typein the numbersfor the desired limit. Only enter valuesin increments of ten (for example;
10, 20, 30, etc.).

3. Usethe arrow keysto highlight the SAVE command at the bottom of the screen.
4. PressENTER. The message “SAVED OK” displays.

5.9.2 Setting the Reset Peak
To set the Reset Peak field to YES or NO, proceed as follows:

1. Usethe arrow keys to highlight the Reset Peak field for the selected port.

2. Pressthe SPACE bar to select YES or NO.

3. Usethe arrow keysto highlight the SAVE command at the bottom of the screen.

4. PressENTER. Themessage “ SAVED OK” displays and the Time Since Peak field isalso reset.

5-46  Port Configuration Menu Screens



6

802.1 Configuration Menu Screens

This chapter discusses the Enterasys Networks Rapid Reconvergence Spanning Tree
implementation as well as the implementation of |EEE 802.3ad. The following screens are
discussed:

802.1 Configuration Menu screen (Section 6.1)

802.3ad Configuration screens (Chapter 5)

Spanning Tree Configuration Menu screen (Section 6.2)

* Spanning Tree Configuration screen (Section 6.3)

* Spanning Tree Port Configuration screen (Section 6.4)
* PVST Port Configuration screen (Section 6.5)
802.1Q VLAN Configuration Menu screen (Chapter 7)
802.1p Configuration Menu screen (Chapter 8)

Screen Navigation Path
Password > Device Menu > Device Configuration Menu > 802.1 Configuration Menu

802.1 Configuration Menu Screens  6-1



802.1 Configuration Menu Screen

6.1 802.1 CONFIGURATION MENU SCREEN

When to Use

To access the Spanning Tree Configuration Menu, 802.1Q VLAN Configuration Menu, or 802.1p
Configuration Menu screen.

How to Access

Use the arrow keysto highlight the 802.1 CONFIGURATION MENU item on the Device
Configuration Menu screen and press ENTER. The 802.1 Configuration Menu screen, Figure 6-1,

displays.

Screen Example

Figure 6-1 802.1 Configuration Menu Screen

SPANNING TREE CONFIGURATION MENU

802.1Q VLAN CONFIGURATION MENU

802.1p CONFIGURATION MENU

RETURN

30691_27
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Menu Descriptions
Refer to Table 6-1 for afunctional description of each menu item.

Table 6-1 802.1 Configuration Menu Screen Menu Item Descriptions

Menu ltem

Screen Function

SPANNING TREE
CONFIGURATION
MENU

Used to select the Spanning Tree Configuration and Spanning Tree
Port Configuration screens. These screens are used for the following
functions:

* Create a separate Spanning Tree topology for each VLAN
configured in the SmartSwitch device. Thistype of Spanning is
referred to as Per VLAN Spanning Tree (PVST).

* Configure the switch for Rapid Reconvergence Spanning Tree,
which provides faster topology changes, provides less transitioning
time to the forwarding state when the SmartSwitch device boots,
compatible with PV ST, and backwards compatible with traditional
|EEE 802.1D.

* Enable or disable Spanning Tree on a per port/per VLAN basis.
For details, refer to Section 4.2.

802.1Q VLAN
CONFIGURATION
MENU

Used to select the screens for configuring and managing VLANS.
Details about VLANS, how to configure them, and examples showing
how to configure the switch for VLANSsto solve a given problem are
described in Chapter 12. For details about the 802.1Q VLAN
Configuration screens, refer to Chapter 7.

802.1p
CONFIGURATION
MENU

Used to select the Port Priority Configuration, Traffic Class
Information, Transmit Queues Configuration, Priority Classification
Configuration, and Rate Limiting Configuration screens. For details,
refer to Chapter 8.
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6.2 SPANNING TREE CONFIGURATION MENU SCREEN

knowledgeable about Spanning Trees and how to develop them. Otherwise, the proper

it CAUTION: These screens should be used only by personnel who are very
operation of the network could be at risk.

Screen Navigation Path

Password > Device Menu > Device Configuration Menu > 802.1 Configuration Menu > Spanning
Tree Configuration Menu

When to Use
To access the Spanning Tree Configuration, or Spanning Tree Port Configuration screen.

How to Access

Usethe arrow keysto highlight the SPANNING TREE CONFIGURATION MENU item onthe
802.1 Configuration Menu screen and press ENTER. The Spanning Tree Configuration Menu
screen, Figure 6-2, displays.

Screen Example

Figure 6-2 Spanning Tree Configuration Menu Screen

SPANNING TREE CONFIGURATION

SPANNING TREE PORT CONFIGURATION

RETURN

30691_28
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Menu Descriptions
Refer to Table 6-2 for afunctional description of each menu item.

Table 6-2 Spanning Tree Configuration Menu Screen

Menu ltem Screen Function

SPANNING TREE  Used to create a Per VLAN Spanning Tree (PV ST) instance for each
CONFIGURATION  VLAN currently configured on the switch.

For details about the Spanning Tree Port Configuration screen, refer to
Section 6.3.

SPANNING TREE  Used to enable or disable Spanning Tree on a per port, per VLAN
PORT basis.
CONFIGURATION

For details about the Spanning Tree Port Configuration screen, refer to
Section 6.4.

PVST PORT Used to allow Multiple Spanning Trees.
CONFIGURATION

This screen displays when you select aport of interest on the Spanning
Tree Port Configuration screen. For details about the PV ST Port
Configuration screen, refer to Section 6.5.

6.3 SPANNING TREE CONFIGURATION SCREEN

about Spanning Trees and how to develop them. Otherwise, the proper operation of the

f CAUTION: This screen should be used only by personnel who are very knowledgeable
network could be at risk.

When to Use

To create a separate Spanning Tree topology for each VLAN configured in the SmartSwitch device
and enabl e/disable the Quick Convergence function on the switch.

How to Access

Use the arrow keys to highlight the SPANNING TREE CONFIGURATION menu item from the
Spanning Tree Configuration Menu screen, and press ENTER. The Spanning Tree Configuration
screen, Figure 6-3, displays.
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Screen Example

Figure 6-3 Spanning Tree Configuration Screen

AgeTime VLAN AgeTime
300
250

Current STP Mode: [IEEE]
VLAN: 2 Operation: [ Add ]

SAVE ADD ALL CONFIGURED VLAN

Field Descriptions
Refer to Table 6-3 for afunctional description of each screen field.

Table 6-3 Spanning Tree Configuration Screen

3650_04

Use this field... To...

VLAN See alist of the VLAN or Spanning Tree Instances. Thisfield also
—top of screen enables you to add or delete other VLAN Instances.

(Read-Only)

AgeTime Enter the age time (10 to 1 million seconds) for the associated VLAN.
(Modifiable) Thisis the amount of time that the entry remainsin the bridge

forwarding table. The default is 300.
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Table 6-3 Spanning Tree Configuration Screen

Use this field...

To...

Current STP Mode
(Selectable)

Select the current STP mode using the SPACE bar. You can select one
of the following: |IEEE, PVSTP, NONE, and DEC. The default setting
is|EEE.

It is recommended that all switches in the network be configured for
the same STP mode setting.

|EEE = 802.1w Spanning Tree protocol — A single spanning tree for
the entire network. Redundant links are placed in standby mode. States
are predetermined to ensure an accelerated failover.

PVSTP = Per VLAN Spanning Tree Protocol — PVSTP is also known
as the Spanning Forest. PV STP alows each VLAN to haveits own
spanning tree, which allows multiple links to be active, each assigned
to adifferent VLAN.

NONE = Spanning treeis not enabled.
DEC = DEC spanning tree protocol.

VLAN
— bottom of screen
(Modifiable)

Enter the number of the VLAN to be added or deleted from the VLAN
list.

The default valueis 2.

Operation
(Toggle)

Add or Delete the VLAN entered in the VLAN field. Thisfieldis
toggled using the SPACE bar.

The default value is Add.

ADD ALL
CONFIGURED
VLAN (Toggle)

Implement the new configuration to all static VLANSs and update the
VLAN list to include the new static VLANS.

6.3.1 Configuring a VLAN Spanning Tree
To configureaVLAN Spanning Tree, proceed as follows:

1. Usethe arrow keysto highlight the Current STP Mode field near the bottom of the screen.
2. Usethe SPACE bar to select one of the following: IEEE, PV STR, NONE, and DEC. The default

setting is |EEE.

3. Usethe arrow keysto highlight the VL AN field near the bottom of the screen.
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4. Typeinthe number of the VLAN that you want to add or delete from the Spanning Tree. This
establishesthe STPVLAN ID of the VLAN.

5. Usethe arrow keysto highlight the Oper ation field near the bottom of the screen.
6. Usethe SPACE bar to select Add or Delete.

7. PressENTER. The VLAN entered inthe VLAN field is added or deleted from the list
accordingly. When aVLAN isadded, the age time default value of 300 secondsisautomatically
Set.

8. If you want to change the age time of the VLAN, use the arrow keysto highlight the Age Time
field.

9. Typein the appropriate age time. A time from 10 to 1 million seconds may be entered.

10.1f more than one VLAN isto be added/del eted, repeat steps 4 through 10 until all VLANs are
configured before saving the settings.

11.Usethe arrow keysto highlight the SAVE command and press ENTER to save all your settings
at once.

12.1f you want to add all the VLANSs configured on the switch to the screen with adefault agetime
of 300 seconds, use the arrow keys to highlight the ADD ALL CONFIGURED VLAN
command and press ENTER.

6.4 SPANNING TREE PORT CONFIGURATION SCREEN

CAUTION: This screen should be used only by personnel who are very knowledgeable
about Spanning Trees and how to develop them. Otherwise, the proper operation of the
network could be at risk.

When to Use

To view the switch address of the selected STPVLAN ID, its VLAN age time, the total number of
ports, and the current MAC Address of a switch residing of each port.

The Spanning Tree Port Configuration screen is also used to alow or prevent ports from
participating in the default STP VLAN.

This screen also provides access to the PV ST Configuration screen.
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How to Access

Use the arrow keysto highlight the SPANNING TREE PORT CONFIGURATION menu item on
the Spanning Tree Configuration Menu screen, and press ENTER. The Spanning Tree Port

Configuration screen, Figure 6-4, displays.

Screen Example

Figure 6-4 Spanning Tree Port Configuration Screen

Switch Address:  00-00-1D-00-00-00
STP VLAN ID:

SAVE

MAC Address
00-00-1D-00-00-00
00-00-1D-00-00-01
00-00-1D-00-00-02
00-00-1D-00-00-03
00-00-1D-00-00-04
00-00-1D-00-00-05
00-00-1D-00-00-06
00-00-1D-00-00-07

[ Default ]

PREVIOUS

Field Descriptions
Refer to Table 6-4 for afunctional description of each screen field.

State
forwarding
forwarding
forwarding
forwarding
forwarding
forwarding

forwarding
forwarding

Table 6-4 Spanning Tree Port Configuration Screen

Status
[Enable]
[Enable]
[Enable]
[Enable]
[Enable]
[Enable]
[Enable]
[Enable]

Age Time: 300
Number of Ports: 26

EXIT RETURN
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Use this field... To...

Port # See the port numbers of each link associated with the STPVLAN ID
(Read-Only) selected inthe STPVLAN ID field.

MAC Address See the Mac address of the switch residing of each port.The first MAC
(Read-Only) Addressis always associated with the VLAN 1D selected in the

STPVLAN ID field. The default isthe MAC Address of the Default

VLAN.

State (Read-Only)

See the current state of each port; listening, learning, or forwarding.
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Spanning Tree Port Configuration Screen

Table 6-4 Spanning Tree Port Configuration Screen

Use this field...

To...

Status
(Toggle/Read-Only)

Enable or disable the physical state of the ports. The Status field
toggles between Enable and Disable using the SPACE bar.

When you step to an STP VLAN ID other than Default, thisfield
becomes aread-only field that shows the status of the ports associated
with the VLAN shown inthe STP VLAN ID field.

Switch Address See the MAC address of the switch.

(Read-Only)

AgeTime See the age time of learned entries.

(Read-Only)

STPVLANID Select the STPVLAN ID. You can step thisfield to the STP VLAN
(Selectable) IDs of each existing VLAN by using the SPACE bar. The default

setting is Default, which represents the Default VLAN, 1.

When you highlight the STPVLAN ID field and press ENTER, the
number of ports of the STP VLAN ID and their current status are

displayed.

Number of Ports
(Read-Only)

See thetotal number ports associated with the VLAN ID selected in the
STPVLAN ID field. Thisfield changes when you highlight the STP
VLAN ID field and press ENTER.

6.4.1 Enabling/Disabling the Default Spanning Tree Ports

very knowledgeable about Spanning Trees and how to develop them. Otherwise, the

it CAUTION: The Spanning Tree configuration should be done only by personnel who are

proper operation of the network could be at risk.

Ports associated with the Default STP VLAN can be enabled or disabled, as follows:
1. Toenableor disable aport, use the arrow keysto highlight the Statusfield associated with that

port.

2. Usethe SPACE bar to toggle to either Enable or Disable the port.
3. Usethearrow keysto highlight the SAVE command and press ENTER to save all your settings

at once.
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6.4.2 Viewing Status of Spanning Tree Ports
Ports and their status associated with an STP VLAN can be viewed, as follows:

1. Usethe arrow keysto highlight the STP VLAN ID field near the bottom of the screen.

2. Usethe SPACE bar to step to the appropriate STPVLAN ID and pressENTER. The ports, MAC
Address, port state, port status, age time, and number of ports associated with the STPVLAN
ID are displayed.

3. If there are more than eight ports associated with aVLAN, you can usethe NEXT command at
the button of the screen to see the next eight ports.

6.5 PVST PORT CONFIGURATION SCREEN

When to Use
To change the configuration parameters of a selected PV ST port.

How to Access

Use the arrow keysto highlight the port of interest on the Spanning Tree Port Configuration
screen, then press ENTER. The PV ST Port Configuration screen, Figure 6-5, displays.

Screen Example

Figure 6-5 PVST Port Configuration Screen

Port #: 1
Corresponding ifindex: 1
Corresponding ifDescr: Fast Ethernet Frontpanel
Port Designated Root: 80-00-00-00-1D-E6-71-08
Port Designated Bridge: 80-00-00-00-1D-E6-71-08

Port Priority: 128 Port Designated Cost: 0

Port State: blocking Port Designated Port: 80.01
Port Enable: enabled Port Forward Transmissions: 0
Port Path Cost: 100 STP Vlan ID: Default

SAVE TO ALL

3650-013_09
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Field Descriptions

Refer to Table 6-5 for afunctional description of each screen.

Table 6-5 PVST Port Configuration Screen Field Descriptions

Use this field... To...
Port # View the bridge port number of this port.
(Read-Only)

Corresponding
ifindex (Read-Only)

View the corresponding interface number for this port.

Corresponding
idDescr (Read-Only)

View the interface description for this port.

Port Designated Root
(Read-Only)

View the bridge ID of the bridge considered root by the designated
bridge of the segment to which this port is attached.

Port Designated
Bridge (Read-Only)

View the bridge ID of the bridge this port considers to be designated
bridge for this port’s segment.

Port Priority

View the value of the priority portion of the port ID.

(Modifiable)

Port Designated Cost  View the path cost of the designated port of this port’s segment.
(Read-Only)

Port State View the current Spanning Tree state of this port.

(Read-Only)

Port Designated Port

View the port id of the port on the designated bridge for this port’s

(Read-Only) segment.
Port Enable View the status of the port (enabled/disabled).
(Read-Only)

Port Forward
Transmissions
(Read-Only)

View the number of times this port has transitioned from the learning
state to the forwarding state.
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Table 6-5 PVST Port Configuration Screen Field Descriptions

Use this field... To...

Port Path Cost View the cost contribution of this port in the path to the Spanning
(Modifiable) Treeroot.

STPVlanID View the ID of the VLAN in which this port belongs.
(Read-Only)
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802.1Q VLAN Configuration Menu Screens

NOTE: Itis strongly recommended that you read Chapter 12 to gain an understanding
of VLANSs and the associated terminology; how to use the VLAN Configuration screens
to create VLANSs; examples of how to configure VLANS in switches to solve a problem;
and details on how frames are handled as they travel through the network.

This chapter describes the 802.1Q VLAN Configuration Menu screen (Section 7.2) and the
following screens that can be selected from its menu:

e Static VLAN Configuration screen (Section 7.3)
e Static VLAN Egress Configuration screen (Section 7.4)
e Current VLAN Configuration screen (Section 7.5)
e Current VLAN Egress Configuration screen (Section 7.6)
* VLAN Port Configuration screen (Section 7.7)
* VLAN Classification Configuration screen (Section 7.8)
* Protocol Port Configuration (Section 7.9)

Screen Navigation Path

Password > Device Menu > Device Configuration Menu > 802.1 Configuration Menu > 802.1Q
VLAN Configuration Menu
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Summary of VLAN Local Management

7.1 SUMMARY OF VLAN LOCAL MANAGEMENT

The VLAN configuration process is an extension of normal Local Management operations. A
series of Local Management screens provides access to the functions and commands necessary to
add, change, or delete VLANs and to assign ports to those VLANS.

The VLAN configuration screens are a standard part of the Local Management hierarchy when the
switch is configured to operate in 802.1Q Mode. The hierarchy of the Local Management screens
pertaining to 802.1Q VLAN configuration is shown in Figure 7-1.

Figure 7-1 802.1Q VLAN Screen Hierarchy

— Static VLAN Configuration
802.1Q VLAN L . _ _
Configuration Menu Static VLAN Egress Configuration

— Current VLAN Configuration
I— Current VLAN Egress Configuration
—— VLAN Port Configuration

— VLAN Classification Configuration

L Protocol Port Configuration
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7.1.1 Preparing for VLAN Configuration

Some forethought and planning is essential to agood VLAN implementation. Before attempting to
configure asingle switch for VLAN operation, consider the following:

e How many VLANswill be required?

*  What stationswill belong to them?

* What ports are connected to those stations?

*  What portswill be configured as GARP-aware ports?

It isalso helpful to sketch out adiagram of your VLAN strategy. The examples provided in
Chapter 12 are useful depictions of the planning process.
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802.1Q VLAN Configuration Menu Screen

To configure the switch for VLAN operation, proceed as follows:
* Access Local Management as described in Chapter 3.
* Perform all required initial setup operations.

* Navigate to the 802.1Q VLAN Configuration Menu screen to begin the VLAN configuration
process for the switch.

7.2 802.1Q VLAN CONFIGURATION MENU SCREEN

When to Use

To select screens to assign switched network ports to static VLANS, define new VLANS, and
configure port filtering according to a VLAN list. Network users can be logically grouped into
VLANseven if they span long physical distances over avadt, intricate physical network.

The VLAN Loca Management menu items listed on the 802.1Q VLAN Configuration Menu
screen alow such VLANS to be configured on anetwork at the switched port of the SmartSwitch
device. Each port mode of operation can also be configured to handle untagged frames (Hybrid
Mode), tagged frames (1Q Trunk Maode), or frames of alegacy 802.1D switch fabric (1D Trunk
Mode). Also, some or all of the ports on the switch can be configured as GV RP ports, which
enables dynamic VLAN registration. This keeps the traffic associated with aparticular VLAN and
protocol to be isolated from the other parts of the network.

NOTE: There is a global setting for GVRP that is enabled by default. Refer to Table 7-6
for more information.
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802.1Q VLAN Configuration Menu Screen

How to Access

Use the arrow keysto highlight the 802.1Q VLAN CONFIGURATION MENU item on the
802.1 Configuration Menu screen and press ENTER. The 802.1Q VLAN Configuration Menu
screen, Figure 7-2, displays.

Screen Example

Figure 7-2 802.1Q VLAN Configuration Menu Screen

STATIC VLAN CONFIGURATION

CURRENT VLAN CONFIGURATION
VLAN PORT CONFIGURATION

VLAN CLASSIFICATION CONFIGURATION

RETURN

30691_32
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802.1Q VLAN Configuration Menu Screen

Menu Descriptions

Refer to Table 7-1 for afunctional description of each menu item.

Table 7-1 802.1Q VLAN Configuration Menu Screen Menu Item Descriptions

Menu Item

Screen Function

STATIC VLAN
CONFIGURATION

Used to view, add, name, enable, or disable static VLANs within the
SmartSwitch device, and also display the Filter Database ID (FDB 1D)
associated with each VLAN. This screen also allows you to accessthe
Static VLAN Egress Configuration screen.

The Static VLAN Egress Configuration screen enables you to set one
or more ports associated withaVLAN to transmit frames according to
an egress setting (UNTAGGED, TAGGED, or NO).

For more information on the Static VLAN Configuration screen, refer
to Section 7.3.

For more information on the Static VLAN Egress Configuration
screen, refer to Section 7.4.

CURRENT VLAN
CONFIGURATION

Displays alist of the current VLANs along with their VLAN IDs,
FDB IDs, VLAN Type, and if they have ports on the egress list.

Each VLAN ID on the list may be highlighted to access the Current
VLAN Egress Configuration screen. This screen provides alist and
Egress status of each port associated with the selected VLAN.

For more information on the Current VLAN Configuration screen,
refer to Section 7.5.

For more information on the Current VLAN Egress Configuration
screen, refer to Section 7.6.

VLAN PORT
CONFIGURATION

Used to view alist of ports and enables you to configure each port to
either receive al frames or only tagged frames, set the PVID, enable
or disable ingress filtering on each port, and enable or disable GVRP
on each port.

For more information on the VLAN Port Configuration screen, refer
to Section 7.7.

For more information on GV RP, refer to Appendix A.
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Static VLAN Configuration Screen

Table 7-1 802.1Q VLAN Configuration Menu Screen Menu Item Descriptions (Continued)

Menu Item Screen Function

VLAN Used to display the current entries of VLAN ID (VID), protocol

CLASSIFICATION  classification, and description of each classification; assign VLANSs

CONFIGURATION  according to Classification rules; add/delete a VID and associated
classification entry; and access the Protocol Port Configuration
screen. Refer to Section 7.8 for additional information.

7.3 STATIC VLAN CONFIGURATION SCREEN

When to Use

To create, modify, and/or delete one or more Static VLANSs and associated VLAN names. This
screen al so provides access to the Static VLAN Egress Configuration screen to modify the port list
of aVLAN selected from this screen, as described in Section 7.3.2.

NOTE: Static VLANSs are those VLANS that you create manually using this screen and
can only be deleted using this screen.

How to Access

Use the arrow keys to highlight the STATIC VLAN CONFIGURATION menu item on the
802.1Q VLAN Configuration Menu screen, and press ENTER. The Static VLAN Configuration
screen (Figure 7-3) displays.
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Static VLAN Configuration Screen

Screen Example

Figure 7-3 Static VLAN Configuration Screen

VLAN ID FDB ID VLAN Name

1 Default VLAN
2 Engineering

VLAN ID: 1 VLAN Name: [ Default VLAN ]
ADD DEL MARKED NEXT RETURN
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Field Descriptions

Refer to Table 7-2 for a functional description of each screen field. Refer to Section 7.3.1 through
Section 7.3.5 for the application of these fields.

Table 7-2 Static VLAN Configuration Screen Field Descriptions

Use this field... To...

VLANID See the assigned VLAN IDsthat are configured in the SmartSwitch
—top of screen device. Initialy, only the Default VLAN (VLAN ID: 1) islisted. Up to
(Read-Only) ten VLANS can be displayed in the screen.

If there are more than ten VLANS, the NEXT command appears at the
bottom of the screen to allow stepping to the next screen.

FDB ID See the Filter Database ID (FDB ID) numbers of the associated

(Read-Only) VLAN IDs. Thisvaueis alocated automatically by the device when
the VLAN is created: either dynamically by GVRP, or when a Static
VLAN iscreated using this screen.
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Static VLAN Configuration Screen

Table 7-2 Static VLAN Configuration Screen Field Descriptions (Continued)

Use this field... To...

VLAN Name See the VLAN Name of the associated VLAN ID. If a name has not

—top of screen been assigned to aVLAN, no nameisdisplayed in the VLAN Name

(Read-Only) field.

VLANID Enter aVLAN ID (VID) number (2 to 4094) for the new VLAN. Up to

— bottom of screen 1024 VLANSs are supported by the SmartSwitch device.

(Modifiable)

VLAN Name Assign or change names of VLANS. The VLAN Name (with up to 32

— bottom of screen characters) isan optiona attribute of aVVLAN, and is not required for

(Modifiable) VLAN operation.

ADD Add the new VLAN to the SmartSwitch device. If thisis successful,

(Command) the screen refreshes and the new VLAN is added to the list in the
screen.

DEL MARKED Delete the VLANS shown in the screen marked with an asterisk to the

(Command) left of the VLAN ID number. The Default VLAN cannot be marked

and deleted.

7.3.1 Creating a Static VLAN
To create aVLAN, proceed as follows:

1. Usethe arrow keysto highlight the VLAN 1D field near the bottom of the screen.

2. Enter the VLAN ID using a unique number between 2 and 4094. The VLAN IDsof 0O, 1, and
4095 may not be used for user-defined VLANS.

NOTE: Each VLAN ID must be unique. If a duplicate VLAN ID is entered, the switch
assumes that the Administrator intends to modify the existing VLAN.

3. PressENTER. If anillegal number is entered, the Event Message Line will display:
“PERMISSIBLE RANGE FOR VLAN IDS: 2 to 4094” and the field will refresh with the

previous value.
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4. Usethe arrow keysto highlight the VL AN Namefield.

5. Typeaname of up to 32 ASCII charactersinthe VLAN Namefield. Thisisan optional attribute
and is not required for VLAN operation.

6. PressENTER.
7. Usethe arrow keysto highlight the ADD field near the bottom of the screen.

8. PressENTER. If the VLAN is successfully created, the screen refreshes and shows the newly
created VLAN. If the VLAN is not created successfully, an error is displayed in the Event
Message Line at the top of the screen.

7.3.2 Displaying the Current Static VLAN Port Egress List

To see the ports associated with a particular VLAN, the Static VLAN Egress Configuration screen
must be displayed. This screen isalso used to change the Egress setting for each port of the VLAN.
For more information about the Static VLAN Egress Configuration screen, refer to Section 7.4.

To access the Static VLAN Egress Configuration screen, proceed as follows:
1. Usethe arrow keysto step to the line with the VLAN of interest.

2. PressENTER. The Static VLAN Egress Configuration screen displays, showing alist of the
current portsassociated withthe VLAN selected in step 1. For moreinformation about the Static
VLAN Egress Configuration screen and how to useit, refer to Figure 7-4.

7.3.3 Renaming a Static VLAN
To change the name of an existing VLAN, proceed asfollows:

Use the arrow keys to highlight the VLAN 1D field near the bottom of the screen.
Typethe VLAN ID number of the VLAN to be changed. Press ENTER.

Use the arrow keys to highlight the VL AN Name field near the bottom of the screen.
Type the new VLAN name of up to 32 ASCII charactersinthe VLAN Namefield.
PressENTER.

Use the arrow keys to highlight the ADD field and press ENTER. The new nameis now
displayed.

o o b~ w0 NP
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7.3.4 Deleting a Static VLAN
TodeleteaVLAN from the VLAN list, proceed as follows:
1. Usethearrow keysto highlight thelinecontainingthe VLAN ID, FDB ID, and VLAN Name

information. The following message is displayed at the top of the screen:
“Hit <RETURN> key to edit port list, or <M> to mark.”

NOTE: The default VLAN cannot be deleted from the list.

2. PresstheM (not case sensitive) key, and an asterisk (*) appearsto theleft of the highlighted line.

If more than one VLAN isto be deleted, repeat steps 1 and 2 to highlight and mark each line.
Otherwise, go to step 4.

NOTE: If for some reason you want to remove a mark, perform steps 1 and 2 to mark
the line. Then press M to delete the mark.

3. After thelines are marked, use the arrow keys to highlight the DEL MARKED command.
4. Press ENTER. The VLANs and marked line items are deleted from the list.

7.3.5 Paging Through the VLAN List

To display additional VLANSsthat do not display in the current VLAN List as shown on the screen,
usethe NEXT or PREVIOUS commands |located at the bottom of the screen, as follows:

€ NOTE: The NEXT and PREVIOUS fields will only display if there are further VLAN List
entries to page through.

1. Todisplay the next screen, use the arrow keysto highlight NEXT. Press ENTER to view the
entries on the next screen.

2. Todisplay the previous screen, use the arrow keysto highlight PREVIOUS. Press ENTER to
view the entries on the previous screen.
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7.4 STATIC VLAN EGRESS CONFIGURATION SCREEN

When to Use

To set the type of egress (tag status) for each or all ports associated with aVLAN selected from the
Static VLAN Configuration screen. The ports can be set using the following selections:

* UNTAGGED - setsthe port to transmit frames without atag header. This setting is usually set
to configure a port connected to an end user device.

* TAGGED - setsthe port to transmit frames with atag header to associate the frame
with the VLAN. This setting is usually to configure a port as atrunk port to another switch.

* NO —setsthe port so it does not transmit frames (tagged or untagged) of the VLAN.

How to Access

Use the arrow keys to highlight the lineitem with the VLAN ID of interest on the Static VLAN
Configuration screen and press ENTER. The Static VLAN Egress Configuration screen,
Figure 7-4, displays.

Screen Example

Figure 7-4 Static VLAN Egress Configuration Screen

VLAN ID: 2 FDB ID: 4 VLAN NAME: Test

Port  Egress

9 [UNTAGGED]
[ TAGGED ] 10 [UNTAGGED ] 18  [TAGGED] 26 [UNTAGGED ]
[NO] [ UNTAGGED ] 19 [NO] 27 [ TAGGED ]
[ TAGGED ] [ TAGGED ] 20 [TAGGED]
[ TAGGED ] [NO] 21 [TAGGED]
[ TAGGED ] [ TAGGED ] 22 [TAGGED]
[ UNTAGGED ] [ TAGGED ] 23 [UNTAGGED]
[ UNTAGGED ] [ TAGGED ] 24 [UNTAGGED]

1
2
3
4
5
6
7
8

SETALL PORTS: [UNTAGGED]

PREVIOUS RETURN
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Static VLAN Egress Configuration Screen

Field Descriptions

Refer to Table 7-3 for afunctional description of each screen field.

Table 7-3 Static VLAN Egress Configuration Screen Field Descriptions

Use this field... To...

VLANID Seethe VLAN ID of the VLAN selected in the Static VLAN

(Read-Only) Configuration screen.

FDBID See the Filter Database ID (FDB ID) number associated with the

(Read-Only) VLAN ID.

VLAN Name Seethe VLAN Name associated with the VLAN ID.

(Read-Only)

Port Seealist of ports associated with the VLAN ID. Up to 32 ports may be

(Read-Only) listed on the screen. If more than 32 ports are associated with a
VLAN ID, the NEXT command is displayed to step to the next screen.

Egress Select the type of VLAN frame transmission (egress) for each port.

(Selectable) You can select UNTAGGED, TAGGED or NO using the SPACE bar.

UNTAGGED - the port will only transmit the VLAN frames as
untagged.

TAGGED —the port will only transmit the VLAN frames as tagged.

NO —the port is removed from the VLAN Egress List, so that the port
will not transmit the VLAN frames.

If NO appears without brackets and not in bold type, the port setting
cannot be changed directly using this screen, but has virtual ports such
asthat of aphysical ATM port (i.e., an ATM physical port can have
more than one virtual port, which can be configured using itsown local
management).

Initially, the default setting is UNTAGGED.
When anew VLAN is created, the default setting is NO on all ports.

SET ALL PORTS
(Selectable)

Set al ports to the same setting. You can select UNTAGGED,
TAGGED, or NO, using the SPACE bar.

The default setting is UNTAGGED.
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7.4.1 Setting Egress Types on Ports

The following procedures describe how to assign the egress type to one or more ports, or set one
egress type to all ports simultaneously.

Setting the Egress Type on One or More Ports Individually

1

Use the arrow keys to highlight the Egress field adjacent to the Port number. The port typeis
displayed (i.e., Fast Ethernet Frontpanel, Gigabit Ethernet VHSIM, etc.) at the top of the screen.

Press the SPA CE bar to step to the appropriate Egressfield (UNTAGGED, TAGGED, or NO)
for the port.

UNTAGGED - sets the port to transmit the VLAN frames without a tag header.

TAGGED - sets the port to transmit frames with a tag header to associate the frame with the
VLAN.

NO —the port supports tagging, but is shut down so that no frames of the VLAN are transmitted.

3. To change the egress type on more than one port, repeat the first two steps for each port.

After the changes are compl ete, use the arrow keys to highlight the SAVE command at the
bottom of the screen.

Press ENTER. The message “ SAVED OK” displays and the settings are saved.

Setting the Same Egress Type on All Ports Simultaneously

1

Use the arrow keysto highlight the SET ALL PORT Sfield. The following message displays
at the top of the screen:

TOGGLE TO DESIRED SELECTION AND HIT <RETURN> TO PROPAGATE
SELECTION TO PORTS

Press the SPA CE bar to step to the appropriate egress type (UNTAGGED, TAGGED, or NO).
and press ENTER.

3. Usethe arrow keysto highlight the SAVE command at the bottom of the screen.
4. PressENTER. The message “SAVED OK” displays and the screen refreshes showing all ports

associated with the VLAN that are set to the selected egress type.
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7.4.2 Displaying the Next Group of Ports

Up to 32 ports can be displayed on the screen. If there are more than 32 ports associated with the
VLAN, additional screenswill contain the additional list of ports.

NOTE: The NEXT and PREVIOUS fields will only display if there are further egress lists
to page through.

To display the additional port settings that do not display in the current screen, use the NEXT or
PREVIOUS commands, as follows:

1. Todisplay the next screen, use the arrow keysto highlight NEXT. Press ENTER to view the
entries on the next screen.

2. Todisplay the previous screen, use the arrow keysto highlight PREVIOUS. Press ENTER to
view the entries on the previous screen.

7.5 CURRENT VLAN CONFIGURATION SCREEN

When to Use

To see the current VLANS and the associated FDB 1D, VLAN type, and if the ports are on the
egress list. The egresslist isthe way the switch keeps track of all VLANSs that it will recognize.

How to Access

Use the arrow keysto highlight the CURRENT VLAN CONFIGURATION menu item on the
802.1Q VLAN Configuration Menu screen, and press ENTER. The Current VLAN Configuration
screen, Figure 7-5, displays.
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Screen Example

Figure 7-5 Current VLAN Configuration Screen

VLAN ID FDB ID VLAN Type Ports On Egress

Static Yes
Static No
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Field Descriptions
Refer to Table 7-4 for afunctional description of each screen field.

NOTE: These fields are read-only fields, however, highlighting a line using the arrow
keys and pressing ENTER causes the Current VLAN Egress Configuration screen to
display. That screen shows the egress setting for each port associated with the VLAN ID
in the highlighted line.

Table 7-4 Current VLAN Configuration Screen Field Descriptions

Use this field... To...

VLANID See alist of the VLANS currently recognized by the switch.
(Read-Only)

FDB ID See the Filter Database ID (FDB ID) of the associated VLAN.
(Read-Only)

VLAN Type Seethe VLAN Type of the associated VLAN (Static or Dynamic).
(Read-Only) An example of adynamic VLAN isaGVRP VLAN.
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Table 7-4 Current VLAN Configuration Screen Field Descriptions (Continued)

Use this field... To...
Ports On Egress Seeif the ports associated with each VLAN are on the egress list.
(Read-Only)

7.6 CURRENT VLAN EGRESS CONFIGURATION SCREEN

When to Use

To see the egress settings of al ports associated with the VLAN ID selected from the Current
VLAN Configuration screen.

How to Access

Use the arrow keysto highlight the line item with the VLAN ID of interest on the Current VLAN
Configuration screen and press ENTER. The Current VLAN Egress Configuration screen,
Figure 7-6, displays showing the egress setting of each port associated with the VLAN ID.

Screen Example

Figure 7-6 Current VLAN Egress Configuration Screen

VLAN ID: 1 FDB ID: 4 VLAN Type: Static
Port Egress

UNTAGGED UNTAGGED 21 UNTAGGED
UNTAGGED UNTAGGED 22 UNTAGGED
UNTAGGED UNTAGGED 23 UNTAGGED
UNTAGGED UNTAGGED 24 UNTAGGED
UNTAGGED UNTAGGED 25 UNTAGGED
UNTAGGED UNTAGGED 26 UNTAGGED
UNTAGGED UNTAGGED 27 UNTAGGED
UNTAGGED UNTAGGED

UNTAGGED UNTAGGED

UNTAGGED UNTAGGED

1
2
3
4
5
6
7
8
9
0

_

RETURN
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Field Descriptions
Refer to Table 7-5 for afunctional description of each screen field.

Table 7-5 Current VLAN Egress Configuration Screen Field Descriptions

Use this field... To...

Port See alist of the ports associated with the VLAN ID shown in the line
(Read-Only) above the Port and Egressists.

Egress See the current egress setting (UNTAGGED, TAGGED, or NO) for
(Read-Only) each port.

7.7 VLAN PORT CONFIGURATION SCREEN

When to Use
To see and/or make changes to the port parameters affecting
* thePort VLAN ldentification (PVID) to reassign the port to adifferent PVID,

* the acceptable frame type that the port will transmit or receive frames of VLANSs other than the
static VLANS created on the switch,

* theingressfiltering on the port, which can be enabled or disabled to filter out (drop) frames that
are not on the switch Egress list, or

* the GARP VLAN Registration Protocol (GVRP) status, which can be enabled or disabled.

How to Access

Usethe arrow keysto highlight the VLAN PORT CONFIGURATION menu item on the 802.1Q
Configuration Menu screen and press ENTER. The VLAN Port Configuration screen, Figure 7-7,

displays.
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Screen Example

Figure 7-7 VLAN Port Configuration Screen

| Policy PVID Override is 2 : '

Global GVRP State [ ENABLED ]

Ingress GVRP
Port  PVID Port Mode Acceptable Frame Types Filtering Status

[HYBRID]
[HYBRID]
[1D TRUNK]
[HYBRID]
[HYBRID

[ ADMIT ALL FRAMES [ DISABLED [ ENABLED
[ ADMIT ALL FRAMES [ DISABLED [ ENABLED
[ ADMIT ALL FRAMES [ DISABLED [ ENABLED
[ ADMIT ALL FRAMES [ DISABLED [ ENABLED
[ ADMIT ALL FRAMES [ DISABLED [ ENABLED
[ ADMIT ALL FRAMES [ DISABLED [ ENABLED
[ ADMIT ALL FRAMES [ DISABLED [ ENABLED
[ ADMIT ALL FRAMES [ DISABLED [ ENABLED
[ ADMIT ALL FRAMES ] [ DISABLED [ ENABLED

[HYBRID
[HYBRID
[HYBRID]
[TQTRUNK]  [ADMIT TAGGED FRAMES ONLY] [ DISABLED [ ENABLED
[HYBRID] [ ADMIT ALL FRAMES ] [ DISABLED [ ENABLED
[HYBRID] [ ADMIT ALL FRAMES ] [ DISABLED [ ENABLED

©OoO~NOO O~ WN = |

1
1
1
1
1 ]
1 [HYBRID]
1 ]
1 ]
1
1
1
1

SAVE NEXT PREVIOUS EXIT RETURN

36502_05

Field Descriptions
Refer to Table 7-6 for afunctional description of each screen field.

Table 7-6 VLAN Port Configuration Screen Field Descriptions

Use this field... To...

Palicy PVID See the active override to aport as aresult of an application policy.
Overrideis When a port number has an asterisk next to it, selecting that Port field
(Read-Only) will cause thisfield to display with the application policy number.

There are two sources of an override; 1) default policy, and 2)
authentication policy.

Authentication using 802.1X is not possible on a port in this mode.

In Figure 7-7, the override shown is 2.
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Table 7-6 VLAN Port Configuration Screen Field Descriptions (Continued)

Use this field...

To...

Global GVRP State
(Toggle)

Enable or Disable the GVRP Status. GVRP and PV ST are not
interoperable. When ENABLED, GVRP isturned on for the entire
switch. When DISABLED, the VLANs are not learned on a given port.

Port See alist of the switch ports.
(Read-Only) NOTE: In some cases this field may have an asterisk next to
it. It indicates that the port is currently overridden by a policy.

If aport with an asterisk is highlighted using the curser, the policy
override setting is displayed in the upper | eft-hand corner of the screen,
as shown in Figure 7-7.

PVID Change the PVID of one or more ports. The value must be typed in the

(Modifiable) field. This associates the port to the VLAN associated with the PVID.

Port Mode See the current operational port mode and select one of the modes:

(Selectable) HYBRID, 1Q TRUNK, or 1D TRUNK. The default isHYBRID.

Acceptable Frame Set the port to receive al frames or only tagged frames. The selection

Types can betoggled to either ADMIT ALL FRAMES or ADMIT TAGGED

(Toggle) FRAMES ONLY.

If aport isto be connected directly to the computer of auser, printer, or
other device, set thisto ADMIT ALL FRAMES.

If aport isgoing to be used for atrunk port connection to another
switch, set thisto ADMIT TAGGED FRAMES ONLY.

IngressFiltering
(Toggle)

Enable or disable the ingress filtering on a port.

When ENABLED, the device discardsincoming frames for VLANSs
that do not include the selected port in its Member set. When
DISABLED, the port will accept all incoming frames.

This control does not affect VLAN independent BPDU frames, such as
GVRP and STP. It does affect VLAN dependent BPDU frames.

GVRP Status
(Toggle)

Enable or disable a port to support dynamic VLANS created by the
GARP VLAN Registration Protocol (GVRP). For more information
about GVRP, refer to Appendix A.
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7.7.1 Changing the Port Mode
To change the operational mode of a port, proceed as follows.

1. Usethe arrow keysto highlight the Port M ode field for the port you wish to change.

2. Usethe SPACE bar or BACKSPACE key to step through the available selections. A port may
be configured for any of the following modes:

HYBRID — Thisisthe default mode for al ports on the switch. Theinitial Port VLAN List
includes the PVID with aframe format of untagged. Any other VLANSs desired for the Port
VLAN List need to be manually configured. By changing the default mode to 1Q Trunk or
1D Trunk, the Port VLAN List and the associated frame type are automatically configured.

1Q TRUNK - This mode sets the port for transmitting to another 802.1Q aware device. In
this mode, all frames are transmitted with a tag header included in the frame (excluding
BPDUSs). The switch will drop all untagged framesit receives on the 1Q Trunk port. The Port
VLAN List for the port includes all VLANS.

1D TRUNK - This mode sets the port for transmitting to alegacy 802.1D switch fabric. In
this mode, all incoming frames are classified into the default VLAN and all frames are
transmitted untagged. The switch expects to receive only untagged frames through the

1D Trunk port. This mode also updates the Port VLAN List and makes the port eligible to
transmit framesfor all VLANS.

3. When the desired operational mode for the port is displayed, use the arrow keysto highlight the
SAVE command at the bottom of the screen.

4, PressENTER. The message “SAVED OK” displays.

7.7.2 Configuring the VLAN Ports
To configurea VLAN port, proceed as follows:

NOTE: In the following steps, you only need to step to the fields that you are going to
change.

A WD P

Use the arrow keys to highlight the PVID field.

Type the PVID number to be assigned to the port.

Use the arrow keys to highlight the Port M ode field.

Pressthe SPACE bar to select appropriate Port Mode: HYBRID, 1Q TRUNK, or 1D TRUNK.

The default isHYBRID.
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5. Usethe arrow keysto highlight the port’s Acceptable Frame Typesfield.

6. Pressthe SPACE bar to toggle the field to the correct setting: ADMIT ALL FRAMES or
ADMIT TAGGED FRAMESONLY.

7. Usethe arrow keysto highlight the port’s Ingress Filtering field.

8. Pressthe SPACE bar to togglethe field to the correct setting: ENABLED or DISABLED. This
will either enable or disable the filtering set in the Acceptable Frame Type field in step 5.

9. Usethe arrow keysto highlight the port’'s GVRP Statusfield.
10.Press the SPACE bar to toggle the field to the correct setting: ENABLED or DISABLED.

11.To configure more than one port, repeat step 1 through step 10. Then go to step 12 to save your
Settings.

12.Use the arrow keys to highlight the SAVE command at the bottom of the screen.
13.Press ENTER. The message “SAVED OK” displays and all settings are saved.

7.8 VLAN CLASSIFICATION CONFIGURATION SCREEN

When to Use
To perform the following:

* Display the VLAN ID (VID), Protocol Classification, and Description of each classification of
the current entries.

* Assign VLANSs according to Classification rules.
* Add/delete aVID and associated classification entry.
* Accessthe Protocol Port Configuration screen.

When aframeis received that already contains an 802.1Q frame tag, frame classification is not
implemented. Instead, the frame is processed by the SmartSwitch device according to the
information contained in the 802.1Q frame tag. When the frame is transmitted, it is sent to the
ports associated with the VLAN as established using the Protocol Port Configuration screen
described in Section 7.9.
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How to Access

Usethe arrow keysto highlight the VL AN CLASSIFICATION CONFIGURATION menu item
on the 802.1Q VLAN Configuration Menu screen and press ENTER. The VLAN Classification
Configuration screen, Figure 7-8, displays.

Screen Example

Figure 7-8 VLAN Classification Configuration Screen

Classification Description

Bilateral 1P Address IP: 123.123.030.006 Mask: 255.255.255.255
Dest IP Address IP: 123.123.030.007 Mask: 255.255.255.255
Ethernet Il Type 0x8137
Ethernet Il Type 0x0800
802.3 SAP 0x9999

CLASSIFICATION: IP Address: MASK:

[Bil IP Address] 123.123.030.006 255.255.255.255 |
DEL ALL PREVIOUS NEXT EXIT RETURN

30692_38

Classification Rule

Field Descriptions
Refer to Table 7-7 for afunctional description of each screen field.

Table 7-7 VLAN Classification Configuration Screen Field Descriptions

Use this field ... To ...

VID Seethe VLAN Identifications (VI1Ds) currently associated with a

—top of screen protocol classification. To see which ports are assigned to a

(Selectable) VID/Classification, or to add/remove a port from aVID/Classification,
use the Protocol Port Configuration screen. For details, refer to
Section 7.8.2.
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Table 7-7 VLAN Classification Configuration Screen Field Descriptions (Continued)

Use this field ... To ...

Classification See the classification associated with the VLAN in the VID column.
—top of screen Thisfield may be selected after the screen is saved to call up the
(Selectable) Protocol Port Configuration screen.

Description See a brief description of the classification.

(Selectable)

VID Enter aVLAN ldentification (VID) to be associated with the

— bottom of screen classification selected in the Classification field. For details on how to
(Modifiable) enter the VID/Classification, refer to Section 7.8.3.

CLASSIFICATION
— bottom of screen
(Selectable)

Select the classification that will be associated with the VLAN entered
inthe VID field. There can be up to three fields involved
(CLASSIFICATION, IP ADDRESS, and MASK), depending on the
classification selected. At the time of this printing, the selections
availablein each field are listed in Table 7-8.

=

For details on how to use the VLAN Classification Configuration
screen to select the classification rule, refer to Section 7.8.3.

NOTE: Besides the VID selected, the order in which a frame is
transmitted also depends on the Classification Precedence
Rules discussed in Section 7.8.1. These rules come into effect
when there are multiple classifications configured in the
SmartSwitch device.

ADD
(Command)

Add the current Classification Rule (VID and Classification selections)
to the screen. For details about how to add an entry, refer to
Section 7.8.3.

DEL ALL/DEL
MARKED
(Command)

Delete al or one or more marked Classification Rule entries on the
screen. The DEL ALL command isthe default and it is used to
simultaneously delete al the configured Classification Rules. The DEL
MARKED command appearsin place of the DEL ALL command
when one or more lines are marked for deletion. For details on using
the two commands, refer to Section 7.8.4.
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Table 7-8 provides alist of the Classifications that can be selected in the Classification field and
the associated subclassifications.

Table 7-8 Classification List

Subclassification
Classification and Options Custom or Mask Value

Ethernet Il Type> Ethernet |1 Type:

- IPX
-DOD IP

- ARP

- RARP

- AppleTalk

- Banyan Vines

- DECNET

- CUSTOM > Type Value: 0x0000%

802.3 SAP> SSAP/DSAP (802.3):

Same -1P
- IPX
- IPX RAW
- BANYAN
- SNA
- CUSTOM > DSAP/SSAP Type: 0x0000

IPTOS Type of Service:
0x0000
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Table 7-8 Classification List (Continued)

Classification

Subclassification
and Options

Custom or Mask Value

IP Protocol Type

IP Protocol Type:

TCP

- UDP

- ICMP

- IGMP

- OSPF

- CUSTOM >

Protocol Type: 000

IPX COS

IPX Class Of Service:

000

IPX Packet Type

IPX Packet Type:

- Hello or SAP
-RIP

- Echo Packet
- Error Packet

- Netware 386/SAP
- Seqg. Pkt Protocol

- Netware 286
- CUSTOM >

IPX Packet Type: 00

Src IP Address

IP Address:
000.000.000.000

Mask:
000.000.000.000

Dest |P Address

IP Address:
000.000.000.000

Mask:
000.000.000.000

Bil IP Address

IP Address:
000.000.000.000

Mask:
000.000.000.000

Src IPX Network

IPX Network Num:

0x00000000
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Table 7-8 Classification List (Continued)

Subclassification

Classification and Options Custom or Mask Value

Dest IPX Network IPX Network Num:

0x00000000

Bil IPX Network IPX Network Num:

0x00000000

Src UDP Port IP UDP Port:

- FTP Data

-FTP

- BOOTP Server

- BOOTP Client

-RIP

- Telnet

-TFTP

-HTTP

- DNS

- SMTP

- POP3

- IMAP2

- IMAP3

- NETBIOS Name Serv
- NETBIOS Datagram
- NETBIOS Sess Serv
- CUSTOM > UDP Port Number: 00000

Dest UDP Port IP UDP Port:

Same selection as for Src
UDP Port Classification UDP Port Number: 00000

Bil UDP Port IP UDP Port:

Same selection as for Src
UDP Port Classification UDP Port Number: 00000
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Table 7-8 Classification List (Continued)

Classification

Subclassification
and Options Custom or Mask Value

Src TCP Port

TCP Port:

- FTP Data

-FTP

- BOOTP Server

- BOOTP Client

-RIP

- Telnet

-TFTP

-HTTP

- DNS

- SMTP

- POP3

- IMAP2

- IMAP3

- NETBIOS Name Serv
- NETBIOS Datagram
- NETBIOS Sess Serv
- CUSTOM > TCP Port Number: 00000

Dest TCP Port

TCP Port:

Same selection as for Src
TCP Port Classification TCP Port Number: 00000

Bil TCP Port

TCP Port:

Same selection asfor Src
TCP Port Classification TCP Port Number: 00000

802.1Q VLAN Configuration Menu Screens  7-27



VLAN Classification Configuration Screen

Table 7-8 Classification List (Continued)

Classification

Subclassification
and Options

Custom or Mask Value

Src IPX Socket

IPX Socket:

-NCP

- SAP

-RIP

- NETBIOS
- Diagnostics
- NLSP

- IPX WAN

- CUSTOM >

IPX Socket Type: 00000

Dest IPX Socket

IPX Socket:

Same selection asfor Src IPX
Socket Classification

IPX Socket Type: 00000

Bil 1PX Socket

IPX Socket:

Same selection asfor Src |PX
Socket Classification

IPX Socket Type: 00000

Src MAC Address

MAC Address:
00-00-00-00-00-00

Dest MAC Address

MAC Address:
00-00-00-00-00-00

Bil MAC Address

MAC Address;
00-00-00-00-00-00

IP Fragments®

Src UDP Range® Start: End:
00000 00000

Dest UDP Range® Start: End:
00000 00000

Bil UDP Range® Start: End:
00000 00000
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Table 7-8 Classification List (Continued)

Subclassification

Classification and Options Custom or Mask Value
Src TCP Range® Start: End:
00000 00000
Dest TCP Range® Start: End:
00000 00000
Bil TCP Range® Start: End:
00000 00000

1. Bold type indicates a user entry.

2. Any fragmented IP frame received is Classified to the priority identification (PID) and
forwarded out the ports configured in the Protocol Port Configuration screen.

3. This allows the classification of a packet, depending on if the udp/tcp socket falls within the range of the
user-entered “Start” and “End” values.

7.8.1 Classification Precedence Rules

NOTE: Itis important that you have a comprehensive understanding of the precedence
concept before configuring the SmartSwitch device, as these rules can have a
significant impact on the network operation.

When there are multiple classifications assigned to a SmartSwitch device, the SmartSwitch device
must determine which classification takes precedence according to the Classification Precedence
Rules. The order of precedence is predefined in the SmartSwitch device and cannot be changed.

Table 7-9 lists the I SO Layer, associated classification, and precedence levels.

NOTE: In Table 7-9, the following applies:

- Highest precedence is la.

- Lowest precedence is 6.

- Exact Match indicates a match of an explicitly defined address.

- Best Match indicates a match of an entire subnet, or range of addresses within a
subnet.
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Table 7-9 Classification Precedence

Classification Type Precedence Level
Layer 2

Source MAC Address Best Match la
Destination MAC Address Best Match 1b
EtherType 6
SAP 6
Layer 3

IPTOS 5a
IP Type 5b
IPX COS ba
IPX Type 5b
Source |P Address Exact Match 2a
Source |P Address Best Match 2b
Destination | P Address Exact Match 2c
Destination |P Address Best Match 2d
Source IPX Network Number 2a
Destination |PX Network Number 2b
IP Fragments 3
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Table 7-9 Classification Precedence (Continued)

Classification Type Precedence Level

Layer 4
UDP Port Source da
UDP Port Destination 4b
TCP Source Port 4a
TCP Destination Port 4b
IPX Socket Source 4a
IPX Socket Destination 4b
UDP Source Port 4a
UDP Source Port Range 4ab
UDP Dest Port 4c
UDP Dest Port Range 4d
TCP Source Port da
TCP Source Port Range 4b
TCP Dest Port 4c
TCP Dest Port Range 4
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The following example shows how the precedence concept can be applied:

Example
A network administrator has defined the following two classifications involving VLANS:

* All frameswith aUDP Port Source number of 55 (Layer 4, precedence level 4a) are assigned to
the Red VLAN.

* All frames sourced from the 134.141.28.xx subnet (Layer 3, Source |P Address Best Match,
level 2b) are assigned to the Blue VLAN.

In this example, aframe that is received with a source address of 134.141.28.99 and contains a
UDP port number of 55 will be assigned to the Blue VLAN because aLayer 3 IP Addressrule
takes precedence over alLayer 4 rule.

The key thing to remember is that the SmartSwitch devices will classify frames based on one of
the classification options.

7.8.2 Displaying the Current Classification Rule Assignments
To see which ports are set to a particular Classification Rule, the Protocol Port Configuration

screen must be displayed.
To access the Protocol Port Configuration, proceed as follows:
1. Usethe arrow keysto highlight the line with the Classification Rule of interest.

2. PressENTER. The Protocol Port Configuration screen displays, showing all ports and those
associated with the Classification Rule selected in step 1. These portsareidentified on the screen
by a YES setting in the Classify columns. For more information about the Protocol Port
Configuration screen and how to useit, refer to Section 7.9.
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7.8.3 Assigning a Classification to a VID

NOTE: It is strongly recommended that you read Section 7.8.1 for more information
concerning classification before configuring the SmartSwitch device. Incorrect
configuration will affect network operation.

To assign aClassificationto aVID, proceed as follows:

1

2
3.
4. Pressthe SPACE bar to step to the appropriate Classification. Table 7-8 lists the

Use the arrow keys to highlight the VID (VLAN identification) field.
Typein the appropriate VID. Press ENTER.
Use the arrow keys to highlight the Classification field.

subclassification associated with each Classification (examples of classifications:
Ethernet 11 Type, 802.3 SAP, IP TOS, IP Protocol Type, etc.).

Use the arrow keys to highlight the subclassification field to the immediate right of the
Classification field. The name of the field changes depending on the selected Classification, as
shownin Table 7-8 (examplesof subclassification: Ethernet |1 Type, SSAP/DSAP (802.3), Type
of Service, |P Protocol Type, etc.).

Press the SPACE bar to step to the appropriate protocol. In some cases, there is only one
selection and a value needs to be entered. Thisisindicated by bold zeros. Table 7-8 lists the
possible selections associated with each subclassification (examples: IPX, AppleTalk,
NetBIOS, Banyan Vines, 000.000.000.000, 0x00000000, etc.).

In some cases, a selection in the subclassification field requires avalue to be entered in a third
field to the right of the subclassification field. If so, use the arrow keys to highlight that third
field and type in the appropriate value. Otherwise, go to step 8.

Use the arrow keys to highlight the ADD command field.

PressENTER to save the VID and Classification settings. After abrief delay, the Classification
Rule will display in the top half of the screen.

NOTE: After creating a classification rule you must assign it to the appropriate ports
using the Protocol Port Configuration screen described in Section 7.9.
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7.8.4 Deleting Line Iltems
All, or one or more, line items can be deleted as follows:

Deleting All Classification Rules

To delete adl the Classification Rulesin the top half of the screen, use the arrow keys to highlight
the DEL ALL command field and press ENTER.

Deleting One or More Classification Rules
To delete one or more Classification Rules, mark each one and then delete them, as follows:

1. Usethe arrow keysto highlight the line with the Classification Ruleto be deleted.

2. PresstheM key and an asterisk (*) appearsnext to the highlighted lineto mark it. The DEL ALL
command is changed to DEL MARKED.

3. If more than one Classification Ruleis to be deleted, repeat steps 1 and 2 to mark each line.
NOTE: If for some reason you want to remove a mark, perform steps 1 and 2. Pressing

the M key when a marked line is highlighted will remove the mark. If all marks are
removed, the DEL MARKED command is changed back to DEL ALL.

4. After thelines are marked, use the arrow keysto highlight the DEL M ARKED command field.

5. PressENTER. The marked lineitems are del eted and the DEL MARKED command is changed
back to DEL ALL.

7.9 PROTOCOL PORT CONFIGURATION SCREEN

When to Use
To perform the following:

e Display the ports.

* Show which portsare set to the lineitem containing the VI D/Classification (Classification Rule)
of interest in the VLAN Classification Configuration screen described in Section 7.8.

* Add or remove ports from being associated with the Classification Rule.
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* Add portsto the VLAN Forwarding List of the SmartSwitch device.

NOTE: The ports can only be added to the VLAN Forwarding List of an existing VLAN.
If the VLAN does not exist, it must be created before the ports can be assigned to the
VLAN Forwarding List. VLANSs are created using the Static VLAN Configuration screen
described in Section 7.3.

How to Access

Usethe arrow keysto highlight the lineitem of interest on the VLAN Classification Configuration
screen and press ENTER. The Protocol Port Configuration screen (Figure 7-9) displays.

Screen Example

Figure 7-9 Protocol Port Configuration Screen

Classification Rule Field

1 Ether Il Type 0x0800 (DOD IP)
Classify Port Classify Classify Classify

[NO] 9 [NO] 17 [NO] 25  [NO]
[NO] 10 [NO] 18 [NO] 26 [NO]
[NO] 11 [NO] 19 [NO] 27  [NO]
[NO] 12 [NO] 20  [NO] 28 [NO]
[NO] 13 [NO] 21 [NO] 29 [NO]
[NO] 14 [NO] 22 NO 30  [NO]
[NO] 15 [NO] 23 [NO] 31 [NO]
[NO] 16 [NO] 24  [NO] 32  [NO]

0 N OO OB~ WN = | ;?
=3

SETALL PORTS: [NO ] SET PORTS TO VLAN FORWARDING [NO ]

SAVE NEXT PREVIOUS EXIT RETURN

30691_39
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Field Descriptions

Refer to Table 7-10 for afunctional description of each screen field.

Table 7-10 Protocol Port Configuration Screen Field Descriptions

Use this field ...

To ...

Classification Rule
Field

Seethe VID, Classification, and Definition of the line selected in the
VLAN Classification Configuration screen. For example, in

(Read-Only) Figure 7-9, VID 1, Ether |1 Type, 0x0800 (DOD IP) was selected in the
VLAN Classification Configuration screen to access the Protocol Port
Configuration screen. All portswith YES in the Classify columns
indicate that they are associated with VID 1 and the Ether |1 Type
Classification. This causesthe VLAN 1, Ether Il Type framesthat are
received to be classified into VID 1.
Thiswill cause Ether |1 of type 0x0800 (DOD IP) framesto be
transmitted out all ports set to YES as frames belonging to VLAN 1.

Port See the number of each port.

(Read-Only)

Classify See which ports are set to the VID/Classification displayed in the

(Toggle) Classification Rulefield above the Port and Classify column headings.

Thisfield toggles between Y ES and NO, which determines whether or
not the associated port is set to the VID/Classification indicated in the
Classification Rule field.

NOTE: As each Classify field is highlighted, the Event
Message Line (not shown) at the top of the screen indicates
the port type. For example: Fast Ethernet Front Panel, FTM
Backplane Port 3, and Gigabit Ethernet VHSIM.

If a port cannot be configured, NO will be displayed without
brackets.

In some cases the Classify field [NO] may have an asterisk
next to it. The asterisk indicates this classification rule is
active as a result of application by policy.

SET ALL PORTS
(Toggle)

Set all portsto the VLAN and Classification shown in the
Classification Rule field. The SET ALL PORTS field toggles between
NO and Y ES with NO as the default setting. Y ES associates all ports
set to YES to the VID/Classification shown in the Classification Rule
field.

7-36  802.1Q VLAN Configuration Menu Screens



Protocol Port Configuration Screen

Table 7-10 Protocol Port Configuration Screen Field Descriptions (Continued)

Use this field ... To ...

SET PORTSTO Add the VLAN and classification shown in the Classification Rule
VLAN field to the Port VLAN List of al ports set to YES. The SET PORTS
FORWARDING TO VLAN FORWARDING field toggles between NO and Y ES with
(Toggle) NO asthe default setting. Y ES adds all the ports set to YES to the

VLAN Forwarding list of the SmartSwitch device.

7.9.1 Assigning Ports to a VID/Classification
The following procedures describe how to

assign one or more ports to a Classification Rule,
set all ports simultaneously to a Classification Rule, or

enable all selected portsto forward frames with the Classification Rule by adding that
Classification Rule to the Port VLAN List of each port.

Assigning One or More Ports Individually

1
2.

Use the arrow keys to highlight the Classify field adjacent to the Port number.

Press the SPACE bar to toggle the Classify field to YES or NO. YES assigns the port to the
VID/Classification shown in the Classification Rule field. NO removes the port from the
Classification Rule.

If more than one port isto be added to the Classification Rule, repeat the first two steps for each
port.

4. Usethe arrow keysto highlight the SAVE command at the bottom of the screen.
5. PressENTER. The message “SAVED OK” displays and the settings are saved.

Assigning All Ports Simultaneously

1
2.

Use the arrow keysto highlight the SET ALL PORTS command field.

Press the SPACE bar to toggle the SET ALL PORTSfieldto YES or NO and press ENTER.
YES will set dl the portsto the VID/Classification shown in the Classification Rule field. NO
will remove all ports from the Classification Rule.

3. Usethe arrow keysto highlight the SAVE command at the bottom of the screen.
4. PressENTER. The message “SAVED OK” displays and the setting is saved.
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Assigning VID/Classification to Port VLAN Lists
1. Usethearrow keysto highlight the SET PORTSTO VLAN FORWARDING command field.

2. Pressthe SPACE bar to toggle the SET PORTS TO VLAN FORWARDING command field to
YESor NO. PressENTER.

Y ESwill add the Classification Ruleto the Port VLAN List of each port that hasbeen setto YES
using one of the two procedures previously described. NO will remove the Classification Rule
from all the ports selected.

3. Usethe arrow keysto highlight the SAVE command at the bottom of the screen.
4. Press ENTER. The message “SAVED OK” displays and the setting is saved.
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802.1p Configuration Menu Screens

This chapter describes the 802.1p Configuration Menu screen and the following screens that may
be selected from its menu:
* Port Priority Configuration screen (Section 8.2)
* Traffic Class Information screen (Section 8.3)
» Traffic Class Configuration screen (Section 8.4)
e Transmit Queues Configuration screen (Section 8.5)
* Priority Classification Configuration screen (Section 8.6)
* Protocol Port Configuration screen (Section 8.7)
* Rate Limiting Configuration screen (Section 8.8)

Screen Navigation Paths

Password > Device Menu > Device Configuration Menu > 802.1 Configuration Menu >
802.1p Configuration Menu
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802.1p Configuration Menu Screen

8.1 802.1p CONFIGURATION MENU SCREEN

When to Use

To select the screens used for setting port priority, priority classifications, or configuring rate
limiting.

How to Access

Use the arrow keysto highlight the 802.1p CONFIGURATION MENU item on the 802.1
Configuration Menu screen and press ENTER. The 802.1p Configuration Menu screen,
Figure 8-1, displays.

Screen Example

Figure 8-1 802.1p Configuration Menu Screen

PORT PRIORITY CONFIGURATION

TRAFFIC CLASS INFORMATION

TRANSMIT QUEUES CONFIGURATION
PRIORITY CLASSIFICATION CONFIGURATION
RATE LIMITING

RETURN

3650-011_06
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802.1p Configuration Menu Screen

Menu Descriptions

Refer to Table 8-1 for afunctional description of each menu item.

Table 8-1 802.1p Configuration Menu Screen Menu Item Descriptions

Menu ltem

Screen Function

PORT PRIORITY
CONFIGURATION

Used to view or change the port default transmit priority (O through 7)
of each port for frames that are received (ingress) without priority
information in their tag header. For additional information, refer to
Section 8.2.

TRAFFIC CLASS

Used to display the current traffic class mapping-to-priority of each

INFORMATION port. For details, refer to Section 8.3.
This screen is also used to select a port to display the Traffic Class
Configuration screen, where the current setting for that port or all
ports may be changed simultaneously. For details, refer to Section 8.4.
TRANSMIT Used to set each port individually, or al ports simultaneously, to either
QUEUES transmit frames according to the priority transmit queues set in the

CONFIGURATION

Advanced Port Priority Configuration screen, or transmit frames
according to a priority based on a percentage of port transmission
capacity for each transmit queue. For details, refer to Section 8.5.

PRIORITY
CLASSIFICATION
CONFIGURATION

Used to assign transmit prioritiesto protocol types of received frames.
For details, refer to Section 8.6.

This screen is also used to access the Protocol Port Configuration
screen to add or delete transmitting ports associated with a specific
priority. For details about the Protocol Port Configuration screen, refer
to Section 8.7.

RATE LIMITING

Used to configure arate limit for a given port and list of priorities.
Thisisatraffic rate policing feature used to control the rate of traffic
on a per port/priority basis. Thelist of priorities can include one,
some, or all of the eight 802.1p priority levels. For details, refer to
Section 8.8.
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Port Priority Configuration Screen

8.2 PORT PRIORITY CONFIGURATION SCREEN

When to Use

To set the priority (0 through 7) on each port. A port receiving aframe without priority information
in itstag header is assigned a priority according to the priority setting on the port. For example, if
the priority of aport isset to 5, the frames received through that port without a priority indicated in
their tag header are classified as a priority 5.

A frame with priority information in its tag header is transmitted according to that priority.

NOTE: The priority is only changed while the SmartSwitch device is processing the
frame. Frames received by the SmartSwitch device with a 1p priority value are
transmitted with that same value.

How to Access

Use the arrow keysto highlight the PORT PRIORITY CONFIGURATION menu item on the
802.1p Configuration Menu screen and press ENTER. The Port Priority Configuration screen,
Figure 8-2, displays.
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Screen Example

Figure 8-2 Port Priority Configuration Screen

Port#  Priority

1

2
3
4
5
6
7
8
9
0

1

NOTE: The Set field toggles from INDIVIDUAL to ALL PORTS. When ALL PORTS is selected, the Priority field displays
to the right of the Set field and the SAVE command changes to SAVE ALL as shown below.

(o]
[2]
[2]
[31
[31
[4]
[41]
[0]
[51
[61

Set:

SAVE ALL

Field Descriptions

Set :

Policy Override

NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE

[ INDIVIDUAL ]

NEXT

[ALL PORTS]

NEXT

Priority

[4]
[4]
[4]
[4]
[4]
[6]
[6]
[6]
[11
[11

PREVIOUS

Priority : [0 ]

PREVIOUS

Refer to Table 8-2 for afunctional description of each screen field.

802.1p Configuration Menu Screens

Policy Override

NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
NONE
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Port Priority Configuration Screen

Table 8-2 Port Priority Configuration Screen Field Descriptions

Use this field... To...
Port # See the port number. Up to 10 rows of port numbers can be displayed
(Read-Only) per screen with amaximum of 4 columns. Thelist of ports can include

both physical and virtual ports. If the number of ports exceed these
limits, one or more other screens may be accessed using the NEXT
and PREVIOUS commands.

Priority Select adefault priority from 0 to 7 for each port. When the screenis

(Selectable) displayed the current default priority settings are shown for each port.
For details, refer to Section 8.2.1.

Policy Override View any active policy override.

(Read-Only)

Set Set the priority for one port or set al the ports to the same priority.

(Toggle) This field toggles between INDIVIDUAL and ALL PORTS.

INDIVIDUAL isthe default setting.

When set to INDIVIDUAL, the priority of various ports may be
changed individually and saved.

When set to ALL PORTS, a Priority field displaysto the right of the
Set field, and the SAV E command changesto SAVE ALL. Thisalows
you to select one priority and apply it to all ports. For details, refer to
Section 8.2.2.

8.2.1 Setting Switch Port Priority Port-by-Port
To set the default port priority on a particular port, proceed as follows:

1. Usethe arrow keysto highlight the Set field.

Press the SPACE bar to step to the INDIVIDUAL setting.

Use the arrow keysto highlight the Priority field for the particular port.
Press the SPACE bar to step to the appropriate value: 0 through 7.

o~ w N

If more than one port isto be changed, repeat steps 3 and 4 to change the setting for each port,
then perform step 6 to save all the changes.

o

Use the arrow keys to highlight the SAVE command at the bottom of the screen.
7. PressENTER. The message “SAVED OK” displays and the setting is saved.
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8.2.2 Setting Switch Port Priority on All Ports
To set the port priority on all ports simultaneously, proceed as follows:

1. Usethe arrow keysto highlight the Set field.

2. Pressthe SPACE bar to steptothe ALL PORT Ssetting. A Priority field displaysto theright of
the Set field.

Use the arrow keys to highlight the Priority field.
Press the SPACE bar to select a priority from 0 through 7 (0 is the lowest priority).
Use the arrow keys to highlight the SAVE ALL command at the bottom of the screen.

PressENTER. The message “ SAVED OK” displays and all ports are set to the priority selected
in step 4 and saved.

o 0~ »

8.3 TRAFFIC CLASS INFORMATION SCREEN

When to Use

To view the current mapping of the Traffic Class-to-priority for each port, which can include both
physical and virtual ports. If the number of ports exceeds 12 ports, then other ports can be
displayed using the NEXT command.

With this screen, you can also select a port and access the Traffic Class Configuration screen,
which allows you to change the Traffic Class (0 -3, with 0 being the lowest level) for each priority
of the selected port. Then you can apply the new settings to either the selected port or to al the
ports.

NOTE: The priority is only changed while the SmartSwitch device is processing the
frame. Frames received by the SmartSwitch device with a 1p priority value are
transmitted with that same value.

Priority-to-Traffic Class Mapping is used to assign 802.1p priority values to a Traffic Class
(0 through 3 with 0 being the lowest level Traffic Class) for each frame priority.

For example, if the Traffic Classis set to 3 for those frames with a priority 7, then those frames
would be transmitted before any frames contained in Traffic Classes 2 through O.
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How to Access

Use the arrow keysto highlight the TRAFFIC CLASS INFORMATION menu item on the
802.1p Configuration Menu screen and press ENTER. The Traffic Class Information screen,
Figure 8-3, displays.

Screen Example

Figure 8-3 Traffic Class Information Screen

Priority to Traffic Class Mapping
Port Numbers

Priority 1

wwmm-oo-|n
wwmm—noo—n|w
mmmr\)—‘oo—-|h
oooar\:r\)-oo-|ur
wwmm—noo—s|m
wwmm—noo—n|~|
mmmm—‘oo—‘|m
oooal\:m-soo-s|w
oooomr\)—noo—n|'°‘
mmmm—-oo—-|:
mmmr\)—too—t|;,‘

1
0
0
1
2
2
3
3

30692_42
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Field Descriptions

Refer to Table 8-3 for afunctional description of each screen field.

Table 8-3 Traffic Class Information Screen Field Descriptions

Use this field... To...

Priority View eight priority levels of a port that can be associated with Traffic

(Read-Only) Class settings. When the screen is displayed the current default Traffic
Class-to-priority settings are shown for each port.
This screen is also used to select a port to display its Traffic Class
Configuration screen, where the current setting for that port or al
ports may be changed simultaneously. The Traffic Class Configuration
screen is described in Section 8.4.

Port View up to 12 port numbers along with their Traffic Class-to-priority

(Read-Only) settings. If the number of ports on the SmartSwitch device exceed 12,

one or more screens may be viewed using the NEXT and PREVIOUS
commands.

The port fields can also be used to accessiits Traffic Class
Configuration screen, where the current Traffic Class-to-priority
settings may be changed and applied to that port only or to al ports.
For details, refer to How to Accessin Section 8.4.
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Traffic Class Configuration Screen

8.4 TRAFFIC CLASS CONFIGURATION SCREEN

When to Use

To change the Traffic Class setting of one or more priorities on each port. The new Traffic Class
settings may be applied only to the port selected or to all ports, simultaneously.

How to Access

Usethe arrow keysto highlight the appropriate port number field above the column of the Traffic
Class settingsin the Traffic Class Information screen. Press ENTER. The Traffic Class
Configuration screen, Figure 8-4, for the selected port is displayed, showing its current Traffic
Class assignment for each Port Priority.

Screen Example

Figure 8-4 Traffic Class Configuration Screen

Number of port selected in the Traffic Class Information screen.

Port x  802.1p Priority Configuration

Priority Traffic Class
(11
[0]
[0]
(11
[2
[2]
[31
[3]

0
1
2
3
4
5
6
7

SAVE TO ALL PORTS RETURN

30691_43
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Traffic Class Configuration Screen

Field Descriptions

Refer to Table 8-4 for afunctional description of each screen field.

Table 8-4 Traffic Class Configuration Screen Field Descriptions

Use this field... To...
Priority Seethelist of eight priority levels (O through 7) that can be associated
(Read-Only) with the Traffic Class settings. Priority O is the lowest priority. When
the screen is displayed, the current default Traffic Class-to-priority
settings are shown for the selected port.
Traffic Class Enable the frames with a certain priority to be mapped to transmit
(Selectable) according to one of four Traffic Classes (0 through 3) with 0 being the
lowest transmit level. Refer to the following table for the Traffic Class
default values according to port priority.
Port Priority 0(1/2]|3{4|5/6|7
Traffic Class 1/0/0(1{2]|2 3|3
For details on how to set the Traffic Class for each priority, refer to
Section 8.4.1.
SAVE Save the Traffic Class selections for each priority and apply them only
(Command) to the selected port.
SAVE TO ALL Save the Traffic Class selections for each priority and apply themto all
PORTS ports.
(Command)

8.4.1 Assigning the Traffic Class to Port Priority

To map the Traffic Classto Priority and apply it to either the selected port only or to all front panel
Ethernet ports, proceed as follows:

1

Priority list.

Use the arrow keysto highlight the Traffic Class field next to the appropriate priority in the

Press the SPACE bar to step to the appropriate value, 0 through 3. The 0 selection isthe lowest

level Traffic Class setting.

If more than one Traffic Class setting is to be changed, repeat steps 1 and 2 until all of the

changes in the Traffic Class settings have been made.
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4. To save and apply the settings to only the port shown on the screen, proceed to step 5. To save
the Traffic Class selections and apply them to all front panel Ethernet ports, proceed to step 6.

5. Usethe arrow keysto highlight the SAVE command at the bottom of the screen and press
ENTER. The message “SAVED OK” displays and the settings are saved.

6. Usethearrow keysto highlight the SAVE TO ALL PORTS command at the bottom of the
screen and press ENTER. The message “SAVED OK” displays and the settings are saved.

8.5 TRANSMIT QUEUES CONFIGURATION SCREEN

When to Use

To configure the operational mode of the transmit queuesto either STRICT 802.1 or WEIGHTED.
Thisenablesindividual portsor all portsto be set to either transmit frames according to the priority
transmit queues set in the Advanced Priority Configuration screen, or transmit frames according to
apriority based on a percentage of the port transmission capacity allocated for each transmit
queue.

In the STRICT 802.1 mode, frames are transmitted strictly according to the priorities set in the
Advanced Priority Configuration screen. In this mode all frames with atransmit queue of Q3 are
transmitted first, followed by those with transmit queue of Q2, then Q1, and finally QO.

In the WEIGHTED mode, a percentage (weighted value) is user assigned to establish the amount
of transmission capacity assigned to frames associated with each priority transmit queue

(QO through Q3 with QO being the lowest priority transmit queue). This allows the modification of
the strict priority queues so that frames with the lower priority queue are guaranteed some access
time to the transmitter.

For example, the transmit queues could be set as follows:

* (Q31to50%, so at least 50% of the Q3 frames are transmitted.

e Q210 25%, so at least 25% of the Q2 frames are transmitted.

* Q1to 25%, so at least 25% of the Q1 frames are transmitted.

¢ QO0to 0%, no QO frameswill be transmitted until Q3, Q2, and Q1 frames are transmitted.
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Transmit Queues Configuration Screen

How to Access

Use the arrow keysto highlight the TRANSMIT QUEUES CONFIGURATION menu item on
the 802.1p Configuration Menu screen and press ENTER. The Transmit Queues Configuration
screen, Figure 8-5, displays.

Screen Example

Figure 8-5 Transmit Queues Configuration Screen

Current Queueing Mode:  [WEIGHTED]

Qo Q1 Q2 Q3
(Weights: [0%] + [25%] + [38%] + [31%] = 94% >

Must add up to 100% !

Port: [11 Ethernet Frontpanel Number of Queues: 4

SET ALL PORTS RETURN

These fields display only when the Current Queueing Mode is set to WEIGHTED.
The "Must add up to 100%!" message displays as long as the total percentage is not
100%, as shown.

30691_45
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Transmit Queues Configuration Screen

Field Descriptions

Refer to Table 8-5 for afunctional description of each screen field.

Table 8-5 Transmit Queues Configuration Screen Field Descriptions

Use this field ...

To...

Current Queueing
Mode

(Toggle)

Toggle between the STRICT 802.1 and WEIGHTED mode. The
default setting is STRICT 802.1. To set the mode, refer to
Section 8.5.1.

Weights QO, Q1,

Q2,Q3
(Selectable)

Allocate the percentage of port transmission capacity according to
transmit queues QO through Q3 (with QO being the lowest priority
transmit queue).

s NOTE: These selectable fields (Q0 through Q3) do not display
w when the Current Queueing Mode is set to STRICT 802.1.

The weights selected must equal 100% or the values cannot be saved.

Default weight distribution is 25% per transmission queue. Selectable

percent weight values per priority transmit queue QO through Q3 are as

follows: 00, 06, 12, 19, 25, 31, 38, 44, 50, 56, 62, 69, 75, 81, 88, 94,
100. To set the weight per priority, refer to Section 8.5.1.

Port
(Selectable)

Step to the port to be configured. As each port is stepped to, the port
type (e.g., Ethernet front panel) displaysto the right of the selected port
number. To display the current weight settings for the selected port,
press ENTER.

Number of Queues

See the number of Queues.

(Read-Only)
SET ALL PORTS Set all available ports to the current screen settings.
(Command) NOTE: These selectable fields (Q0 through Q3) do not display
when the Current Queueing Mode is set to STRICT 802.1.
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8.5.1 Setting the Current Queueing Mode
To set the current queueing mode for a particular port, proceed as follows:

1. Usethe arrow keysto highlight the Port field.

2. Pressthe SPACE bar to step to the appropriate port number. The port type displays to the right
of the Port number field.

I> TIP: To display the current port settings, press ENTER after selecting the port number.

3. Usethe arrow keysto highlight the Current Queueing M ode field.

4. To select the Current Queueing Mode for the port selected in step 1, press the SPACE bar to
toggle to either STRICT 802.1 or WEIGHTED. The default is STRICT 802.1.

If STRICT 802.1isselected, theframeswill betransmitted out the selected port according to the
frame transmit priority queue set in the Advanced Priority Configuration screen. The weight
priority transmit queue fields, QO through Q3, do not display. Go to step 8 to save the setting.

If WEIGHTED is selected, the weight priority transmit queue fields, QO through Q3, display.
The frames will be transmitted out the port according to the percent of transmit capacity
allocated for each transmit queue. The default percentages are 25% for each transmit queue (QO
through Q3). To set the priority transmit queue fields, go to step 5.

5. Usethe arrow keysto highlight the QO field.

6. Usethe SPACE bar to step to the appropriate percent value for the priority transmit queue, QO.
QO isthe lowest priority transmit queue. Repeat this step for Q1, Q2, and Q3.

NOTE: Total percentage of transmit queues QO through Q3 must add up to 100% or the
values cannot be saved.

For example: QO, 0%+ Q1, 25% + Q2, 25% + Q3, 50% = 100%

7. To savethe settings so they apply to the port selected in step 1, go to step 8. To save the settings
so they apply to all available ports, proceed to step 9.

8. Usethe arrow keysto highlight the SAVE command at the bottom of the screen. Then press
ENTER. The message“ SAVED OK” displays and the settings are saved for the port selected in
step 1.

9. Usethe arrow keysto highlight the SET ALL PORT S command. Then press ENTER. The
message “SAVED OK” displays and the settings are saved for available ports.
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8.6 PRIORITY CLASSIFICATION CONFIGURATION SCREEN

When to Use
To perform the following functions:

* Digplay the current Priority, Classification, and Description entries of each classification rule.
* Assign priorities according to Classification Rules.

* Add/delete a priority and associated protocol entry.

* Accessthe Protocol Port Configuration screen.

* Assign an 8-bit TOS (also known as DF) value to incoming I P frames. For more information on
the IP TOS Function, refer to Section 8.6.2.

* Write over an existing TOS value.

When aframeis received that already contains an 802.1Q frame tag, frame classification is not
implemented. Instead, the frame is processed by the SmartSwitch device according to the
information contained in the 802.1Q frame tag.

How to Access

Usethearrow keysto highlight the PRIORITY CLASSIFICATION CONFIGURATION menu
item on the 802.1p Configuration Menu screen and press ENTER. The Priority Classification
Configuration screen, Figure 8-6, displays.
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Priority Classification Configuration Screen

Screen Example

Figure 8-6 Priority Classification Configuration Screen

Classification Description

Bilateral IP Address IP: 123.123.030.006 Mask: 255.255.255.255
Dest IP Address IP: 123.123.030.007 Mask: 255.255.255.255
Ethernet Il Type 0x8137
Ethernet Il Type 0x0800
802.3 SAP 0x9999

CLASSIFICATION: IP ADDRESS: MASK:

[ BilIP Address ] 123.123.030.006 255.255.255,255
New IP TOS: [NO CHANGE]

DEL ALL PREVIOUS NEXT EXIT RETURN

Classification Rule 30793_97w

Field Descriptions
Refer to Table 8-6 for afunctional description of each screen field.

Table 8-6 Priority Classification Configuration Screen Field Descriptions

Use this field ... To...

PID Display the Priority Identifiers (PIDs) currently associated with

— top of screen protocol classifications. To see which ports are assigned to a

(Selectable) PID/Classification, or to add/remove a port from a PID/Classification,
used in the Protocol Port Configuration screen. For details, refer to
Section 8.6.3.

Classification Display the classification associated with the priority in the PID

—top of screen column and may be selected to call up the Protocol Port Configuration

(Selectable) screen.

Description Provide a brief description of the classification.

(Selectable)
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Priority Classification Configuration Screen

Table 8-6 Priority Classification Configuration Screen Field Descriptions (Continued)

Use this field ... To...
PID Enter the priority value that will be associated with the classification
— bottom of screen selected in the Classification field. A PID from 0 to 7 may be typed
(Modifiable) into thefield, where O isthe lowest priority and 7 isthe highest priority.
For details on how to enter the PID/Classification, refer to
Section 8.6.4.
Classification Select the classification that will be associated with the priority
— bottom of screen selected in the PID field. Depending on the classification selected,
(Selectable) there can be up to three fields involved (CLASSIFICATION,
IPADDRESS, and MASK). At the time of this printing, the selections
availablein each field are listed in Table 8-7.
NOTE: Besides the PID selected, the order in which a frame is
transmitted also depends on the Classification Precedence
Rules discussed in Section 8.6.1. These rules come into effect
when there are multiple classifications configured in the
SmartSwitch device.
For details on how to use the Priority Classification Configuration
screen to select the classification rule, refer to Section 8.6.4.
ADD Add the current Classification Rule (PID and Classification selections)
(Toggle) to the screen. For details about how to add an entry, refer to

Section 8.6.4.

DEL ALL/DEL
MARKED

(Toggle)

Delete al or one or more marked entries, simultaneously. The DEL
ALL command isthe default and it is used to simultaneously delete all
the configured information Classification Rules. The DEL MARKED
command appearsin place of the DEL ALL command when one or
more lines are marked for deletion. For details on using the two
commands, refer to Section 8.6.5.
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Table 8-7 provides alist of the Classifications that can be selected in the Classification field and
the associated subclassifications.

Table 8-7 Classification List

Subclassification and

Classification Options Custom or Mask Value
Ethernet Il Type> Ethernet 11 Type:
- IPX
-DOD IP
- ARP
- RARP
- AppleTalk
- Banyan Vines
- DECNET
- CUSTOM > Type Value: 0x0000*
802.3 SAP> SSAP/DSAP (802.3):
New IP TOS: -1P
- NO CHANGE
- TOS=PID
- CUSTOM> TOS: Value = 0x00
(Range: 0 - 255)
Same - IPX
Same - IPX RAW
Same - BANYAN
Same - SNA
Same - CUSTOM > DSAP/SSAP Type: 0x0000

For more information
about IP TOS, refer to

Section 8.6.2.

IPTOS Type of Service:
New IP TOS: 0x0000

- NO CHANGE

- TOS=PID

- CUSTOM> TOS: Value = 0x00

(Range: 0 - 255)
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Table 8-7 Classification List (Continued)

Subclassification and

Classification Options Custom or Mask Value
IP Protocol Type IP Protocol Type:
New IP TOS: TCP
- NO CHANGE
- TOS=PID
- CUSTOM> TOS: Value = 0x00
(Range: 0 - 255)
Same - UDP
Same -ICMP
Same - IGMP
Same - OSPF
Same - CUSTOM > Protocol Type: 000
IPX COS IPX Class of Service:
000
IPX Packet Type IPX Packet Type:
- Helloor SAP
-RIP
- Echo Packet
- Error Packet
- Netware 386/SAP
- Seg. Pkt Protocol
- Netware 286
- CUSTOM > IPX Packet Type: 00
Src IP Address IP Address: Mask:
New IP TOS: 000.000.000.000 000.000.000.000
- NO CHANGE
- TOS=PID
- CUSTOM> TOS: Value = 0x00

(Range: 0 - 255)
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Table 8-7 Classification List (Continued)

Classification

Subclassification and
Options

Custom or Mask Value

Dest IP Address IP Address: Mask:
New IP TOS: 000.000.000.000 000.000.000.000
- NO CHANGE
- TOS=PID
- CUSTOM> TOS: Value = 0x00
(Range: 0 - 255)
Bil IP Address IP Address: Mask:
New IPTOS: 000.000.000.000 000.000.000.000
- NO CHANGE
- TOS=PID
- CUSTOM> TOS: Value = 0x00

(Range: 0 - 255)

Src IPX Network

IPX Network Num:
0x00000000

Dest IPX Network

IPX Network Num:
0x00000000

Bil IPX Network

IPX Network Num:
0x00000000
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Table 8-7 Classification List (Continued)

Classification

Subclassification and
Options

Custom or Mask Value

Src UDP Port IP UDP Port:

New IPTOS: - FTP Data

- NO CHANGE

- TOS=PID

- CUSTOM> TOS: Vaue = 0x00
(Range: 0 - 255)

Same -FTP

Same - BOOTP Server

Same - BOOTP Client

Same -RIP

Same - Telnet

Same -TFTP

Same -HTTP

Same - DNS

Same -SMTP

Same - POP3

Same - IMAP2

Same - IMAP3

Same - NETBIOS Name Serv

Same - NETBIOS Datagram

Same - NETBIOS Sess Serv

Same - CUSTOM > UDP Port Number: 00000

Dest UDP Port IP UDP Port:

Same selections as for Same selection as for Src

Src UDP Port UDP Port Classification UDP Port Number: 00000

Bil UDP Port IP UDP Port:

Same selections as for Same selection as for Src

Src UDP Port

UDP Port Classification

UDP Port Number: 00000
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Table 8-7 Classification List (Continued)

Subclassification and

Classification Options Custom or Mask Value
Src TCP Port TCP Port:
New IP TOS: - FTP Data
- NO CHANGE
- TOS=PID
- CUSTOM> TOS: Vaue = 0x00
(Range: 0 - 255)
Same -FTP
Same - BOOTP Server
Same - BOOTP Client
Same -RIP
Same - Telnet
Same -TFTP
Same -HTTP
Same - DNS
Same -SMTP
Same - POP3
Same - IMAP2
Same -IMAP3
Same - NETBIOS Name Serv
Same - NETBIOS Datagram
Same - NETBIOS Sess Serv
Same - CUSTOM > TCP Port Number:; 00000
Dest TCP Port TCP Port:
Same selections as for Same selection as for Src
Src TCP Port TCP Port Classification TCP Port Number: 00000
Bil TCP Port TCP Port:
Same selections as for Same selection as for Src
Src TCP Port TCP Port Classification TCP Port Number:; 00000
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Table 8-7 Classification List (Continued)

Subclassification and

Classification Options Custom or Mask Value
Src IPX Socket IPX Socket:

-NCP

- SAP

-RIP

- NETBIOS

- Diagnostics

- NLSP

- IPX WAN

- CUSTOM > IPX Socket Type: 00000
Dest IPX Socket IPX Socket:

Same selection as for Src

IPX Socket Classification  1PX Socket Type: 00000
Bil IPX Socket IPX Socket:

Same selection as for Src

IPX Socket Classification  1PX Socket Type: 00000
Src MAC Address MAC Address.

00-00-00-00-00-00
Dest MAC Address MAC Address.

00-00-00-00-00-00
Bil MAC Address MAC Address.

00-00-00-00-00-00
|P Fragments?
New IP TOS:
- NO CHANGE
- TOS=PID
- CUSTOM> TOS: Value = 0x00

(Range: 0 - 255)
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Table 8-7 Classification List (Continued)

Subclassification and

Classification Options Custom or Mask Value
IP Fragments? Start: End:
New IP TOS: 00000 00000
- NO CHANGE
- TOS=PID
- CUSTOM> TOS: Vaue = 0x00

(Range: 0 - 255)
Dest UDP Range Start: End:
New IP TOS: 00000 00000
- NO CHANGE
- TOS=PID
- CUSTOM> TOS: Value = 0x00

(Range: 0 - 255)
Bil UDP Range Start: End:
New IPTOS: 00000 00000
- NO CHANGE
- TOS=PID
- CUSTOM> TOS: Vaue = 0x00

(Range: 0 - 255)
Src TCP Port Start: End:
New I[P TOS: 00000 00000
- NO CHANGE
- TOS=PID
- CUSTOM> TOS: Value = 0x00

(Range: 0 - 255)
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Table 8-7 Classification List (Continued)

Subclassification and

Classification Options Custom or Mask Value
Dest TCP Port Start: End:
New IPTOS: 00000 00000
- NO CHANGE
- TOS=PID
- CUSTOM> TOS: Value = 0x00

(Range: 0 - 255)
Bil TCP Port Start: End:
New IPTOS: 00000 00000
- NO CHANGE
- TOS=PID
- CUSTOM> TOS: Vaue = 0x00

(Range: 0 - 255)

1. Bold type indicates a user entry.
2. Any fragmented IP frame received is Classified to the priority identification (PID) and
forwarded out the ports configured in the Protocol Port Configuration screen.

8.6.1 Classification Precedence Rules

””””” NOTE: Itis important that you have a comprehensive understanding of the precedence
concept before configuring the SmartSwitch device, as these rules can have a significant
impact on the network operation.

When there are multiple classifications assigned to a SmartSwitch device, the SmartSwitch device
must determine which classification takes precedence according to the Classification Precedence
Rules. The order of precedence is predefined in the SmartSwitch device and cannot be changed.
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Table 8-8 lists the I SO Layer, associated classification and precedence levels.

% NOTE: In Table 8-8, the following applies:

- Highest precedence is la.
- Lowest precedence is 6.

- Exact Match indicates a match of an explicitly defined address.
- Best Match indicates a match of an entire subnet, or range of addresses within a

subnet.

Table 8-8 Classification Precedence

Classification Type

Precedence Level

Layer 2
Source MAC Address Best Match la
Destination MAC Address Best Match 1b
EtherType 6
SAP 6
Layer 3
IPTOS 5a
IP Type 5b
IPX COS 5a
IPX Type 5b
Layer 3
Source |P Address Exact Match 2a
Source IP Address Best Match 2b
Destination IP Address Exact Match 2c
Destination |P Address Best Match 2d
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Table 8-8 Classification Precedence (Continued)

Classification Type Precedence Level

Layer 3 (Continued)
Source IPX Network Number 2a
Destination IPX Network Number 2b
IP Fragments 3

Layer 4
UDP Port Source 4a
UDP Port Destination 4b
TCP Source Port 4a
TCP Destination Port 4b
IPX Socket Source 4a
IPX Socket Destination 4b
UDP Source Port 4a
UDP Source Port Range 4ab
UDP Dest Port 4c
UDP Dest Port Range 4ad
TCP Source Port 4a
TCP Source Port Range 4b
TCP Dest Port 4c
TCP Dest Port Range 4d
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The following example shows how the precedence concept can be applied:

Example
A network administrator has defined the following two classifications involving priorities:

* All frameswith an IP TOSvalue of AA (Layer 3, precedence level 5a) are assigned to priority 7.

* All frameswith a TCP source port number of 80 (Layer 4, precedence level 4a) are assigned to
priority 3.

In this example, aframe that is received with a TOS value of AA, and a TCP port number of 80,
will be assigned to priority 3. Thisis because the TCP port number classifications take precedence
over |P TOS classifications.

It isimportant to remember that the SmartSwitch device will classify frames based on one of the
classification options.

8.6.2 Aboutthe IP TOS Rewrite Function

The Type of Service (TOS) field [also known asthe Differential Services (DF) field in RFC 2474]
isan 8-bit field. It islocated in the I P packet and used by a device to indicate the precedence or
priority of agiven frame (see Figure 8-7). The TOS layer-3 priority indicator enables the ability to
signal the frame priority from end to end as the frame makes its way through the network.

Figure 8-7 Datagram, Layer 2 and Layer 3

Layer 2 Layer 3

Destination | Source | VVLAN Version | Addr Type of
Address Address | Priority Length | Service
(DA) (SA) (8-bits)

3559_1

This IP TOS Rewrite feature enables a Network Administrator to assign Layer 3 TOS
characteristics to incoming frames and setting the switch to rewrite the 8-bit TOS valuein the
Layer 3 information portion of incoming frames.

The IP TOS Rewrite feature enables you to configure the switch to:
* Insert auser-defined 8-bit value into the layer-3 TOS field.

* Write over an existing TOS value. Thisis useful when the Network Administrator wants to
enforce a specific priority policy in the network.
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The IP TOS Rewrite parameters are set using the Priority Classification screen. The screen enables
you to configurethe new IP TOSfield for any | P frame classification. A selection field isdisplayed
for al supported classification rules. The default valueis“NO CHANGE”. You can optionally
specify TOS=PID, whereby the precedence sub-field in the TOS field to match the value of the
priority in the classification rule. You can aso specify a CUSTOM TOS value between 0 and 255.
This alows you to specify an IP TOS value for a particular need.

8.6.3 Displaying the Current PID/Classification Assignments

To see which ports are set to a particular PID/Classification (Classification Rul€), the Protocol Port
Configuration screen must be displayed.

To access the Protocol Port Configuration, proceed as follows:
1. Usethe arrow keysto step to the line with the Classification Rule of interest.

2. PressENTER. The Protocol Port Configuration screen displays, showing alist of the current
ports and those associated with the Classification Rule selected in step 1. These ports are
identified on the screen by a Y ES setting. For more information about the Protocol Port
Configuration screen and how to useit, refer to Section 8.7.

8.6.4 Assigning a Classification to a PID

NOTE: Itis strongly recommended that you read Section 8.6.1 for more information
concerning classification before configuring the SmartSwitch device. Incorrect
configuration will affect network operation.

To add a Classification Rule, proceed as follows:
1. Usethe arrow keysto highlight the PID (priority identification) field.

2. Typeinthe appropriate priority (0 through 7), where O isthe lowest priority and 7 isthe highest
priority. Press ENTER.

3. Usethearrow keysto highlight the Classification field.

4. Pressthe SPACE bar to step to the appropriate Classification. Table 8-7 lists the
subclassification associated with each Classification (examples of classifications: Ethernet 11
Type, 802.3 SAP, IPTOS, IP Protocol Type, etc.).

5. Usethe arrow keysto highlight the subclassification field to the immediate right of the
Classification field. The name of the field changes depending on the selected Classification, as
shownin Table 8-7 (examples of subclassification: Ethernet 11 Type, SSAP/DSAP (802.3), Type
of Service, IP Protocol Type, €tc.).
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6. Pressthe SPACE bar to step to the appropriate protocol. In some cases, thereis only one
selection and a value needs to be entered. Thisisindicated by bold zeros. Table 8-7 lists the
possible selections associated with each subclassification (examples: IPX, AppleTalk,
NetBIOS, Banyan Vines, 000.000.000.000, 0x00000000, etc.).

7. In some cases, a selection in the subclassification field requires avalue to be entered in athird
field to the right of the subclassification field. If so, use the arrow keys to highlight that third
field and type in the appropriate value. Otherwise, go to step 8.

8. Usethe arrow keysto highlight the ADD command field.

9. PressENTER to save the PID and Classification settings. After abrief delay, the Classification
Rule (PID, Classification, and Description) displaysin the top half of the screen.

NOTE: After creating a classification rule you must assign it to the appropriate ports
using the Protocol Port Configuration screen described in Section 8.7.

8.6.5 Deleting PID/Classification/Description Line Items
All, or one or more, line items can be deleted as follows:

Deleting All Line Items

To delete all configured Classification Rules, use the arrow keysto highlight the DEL ALL
command field and press ENTER.

Deleting One or More Line Items
To delete one or more Classification Rules, mark each entry and then delete them, as follows:

1. Usethe arrow keysto highlight aline to be deleted.

2. PresstheM key and an asterisk (*) appears next to the highlighted linetomark it. The DEL ALL
command is changed to DEL MARKED.

3. If morethan onelineitemisto be deleted, repeat steps 1 and 2 to mark each line.
NOTE: To remove a mark, perform steps 1 and 2. Pressing M when a marked line is

highlighted will remove the mark. If all marks are removed, the DEL MARKED command
is changed back to DEL ALL.
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4. After thelinesare marked, usethe arrow keysto highlight the DEL MARKED command field.

5. PressENTER. The marked lineitems are deleted and the DEL MARKED command is changed
back to DEL ALL.

8.7 PROTOCOL PORT CONFIGURATION SCREEN

When to Use

To display the ports associated with the line item (Classification Rule) selected in the Priority
Classification Configuration screen described in Section 8.6. Each port can be changed so it will or
will not transmit frames according to the Classification Rule.

How to Access

Usethe arrow keysto highlight the line of interest (Classification Rule) under the Priority/Protocol
Type/Configured Ports columns on the Priority Classification Configuration screen and press
ENTER. The Protocol Port Configuration screen, Figure 8-8, displays. The Classification Rule
used to access this screen is displayed in the Classification Rule field shown in Figure 8-8.

Screen Example

Figure 8-8 Protocol Port Configuration Screen

Classification Rule Field

1 Ether Il Type 0x0800 (DOD IP)

Classify Port Classify Classify Classify
[NO] 9 [NO] 17 [NO] [NO]
[NO] 10 [NO] 18 [NO] [NO]
[NO] 11 [NO1] 19 [NO] [NO]
[NO] 12 [NO] 20 [NO] [NO]

[NO] 13 [NO] 21 [NO] [NO]
[NO] 14 [NO] 22 NO [NO]
[NO] 15 [NO] 23 [NO] [NO]
[NO] 16 [NO] 24  [NO] [NO]

N O WN = | E?
=3

SETALL PORTS: [NO ]

PREVIOUS

30691_47
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Field Descriptions
Refer to Table 8-9 for afunctional description of each screen field.

Table 8-9 Protocol Port Configuration Screen Field Descriptions

Use this field... To...

Classification Rule  Seethe Classification Rule (Priority, Classification, and Definition) of

(Read-Only) theline selected in the Priority Classification Configuration screen. For
example, in Figure 8-8, the Classification Rule — 1, Ether 11 Type,
0x0800 (DOD 1P) —was selected in the Priority Classification
Configuration screen to access the Protocol Port Configuration screen.
All portswith YES in the Classify columns would be those ports
associated with PID 1 with an Ether 11 Type Classification. This causes
Ether 11 Type frames received by those ports to be transmitted with a
priority value of 1 and according to the Classification Precedence

Rules.
Port See the number of each port.
(Read-Only)
Classify See which ports are set to the PID/Classification indicated in the
(Toggle) Classification Rule field (see Figure 8-8). The Classify field toggles

between Y ES and NO, which determines whether or not the associated
port is set to the Classification Rule.

NOTE: As each Classify field is highlighted, the Event Message
Line (not shown) at the top of the screen indicates the port type.
For example: Fast Ethernet Front Panel, FTM Backplane Port 3,
and Gigabit Ethernet VHSIM.

If a port cannot be configured, “NO” displays without brackets.

For details about assigning ports, refer to Section 8.7.1.

SET ALL PORTS Toggle between YES and NO. This determines whether or not all ports

(Toggle) will be assigned to the classification rule shown in the Classification
Rule field. NO isthe default. For details about setting al ports
simultaneoudly, refer to Section 8.7.1.

802.1p Configuration Menu Screens  8-33



Protocol Port Configuration Screen

8.7.1 Assigning Ports to a PID/Classification

To assign one or more ports, or al ports simultaneously, to a PID/Classification (Classification
Rule), proceed as follows:

Assigning One or More Ports Individually
1. Usethe arrow keysto highlight the Classify field adjacent to the Port number.

2. Pressthe SPACE bar to toggle the Classify field to either NO or YES. Y ES associates the port
to the priority shown in the Classification Rule field.

3. If morethan one port is being set, repeat the first two steps for each port.
4. Usethe arrow keysto highlight the SAVE command at the bottom of the screen.
5. PressENTER. The message “SAVED OK” displays and the settings are saved.

Assigning All Ports Simultaneously
1. Usethe arrow keysto highlight the SET ALL PORTS command field.

2. Pressthe SPACE bar to togglethe SET ALL PORTSfield to YES or NO and press ENTER.
This setting determineswhether or not all the ports are set to the PID/Classification shownin the
Classification Rulefield.

3. Usethe arrow keysto highlight the SAVE command at the bottom of the screen.
4. PressENTER. The message “SAVED OK” displays and the setting is saved.
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Example
This example illustrates how to prioritize network traffic using classification rules.

In thisexample, illustrated in Figure 8-9, the ABC Company wantsto prioritize traffic to their SAP
server and Malil server, so that the SAP Server has the highest priority, and the Mail Server, the
lowest priority.

Figure 8-9 Prioritizing Network Traffic According to Classification Rule

123.123.30.6
SAP
123.123.30.1 ——— Server
123.123.30.2 ——
123.123.30.3 —— S1
123.123.30.4 ——
123.123.30.5 — Mail
Server
123.123.30.7
123.123.35.1 ————
123.123.35.2——
123.123.35.3———— S2
123.123.354——
123.123.35.5—

8.7.2 Solving the Problem

In this example, switches S1 and S2 have aready been configured and are operating. The

following covers only the additional steps needed to configure each switch to establish the priority
for each server.

NOTE: For optimal operation of the prioritizing function, the connection between S1
and S2 is set for 802.1Q tagging.
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Switch 1

Thefollowing settings are done using the Priority Classification Configuration screen to assign the
classification to the priority. Then the Protocol Port Configuration screen isused to assign the ports
to the appropriate priority and classification.

NOTE: In the two settings below, the subnet mask is set to 255.255.255.255. This
means that frames with a source or destination address of 123.123.30.6 or
123.123.30.7 will be mapped as a priority 7 or 0, respectively.

1. To set the SAP Server (1P 123.123.30.6) to the highest priority (7), the following settings will
be made using the Priority Classification Configuration screen:

PID: 7

Classification: Bil IP Address
IP Address: 123.123.30.6
Data Mask: 255.255.255.255

2. Assign all ports on the SmartSwitch device to use this classification setting.

3. TosettheMail Server (1P 123.123.30.7) to the lowest priority (0), the following settingswill be
made using the Priority Classification Configuration screen:

PID: 0

Classification: Bil IP Address
IP Address: 123.123.30.7
Data Mask: 255.255.255.255

4. Assign all ports on the SmartSwitch device to use this classification setting.

Switch 2
The Switch 1 setup instructions are repeated to set up Switch 2.

NOTE: For optimal operation of the prioritizing function, the connection between S1
and S2 is set for 802.1Q tagging.
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8.8 RATE LIMITING CONFIGURATION SCREEN

NOTE: The Inbound Rate Limiting function is not supported on ports connected to
SmartTrunk segments.

When to Use

To limit the rate of traffic entering and leaving the SmartSwitch device on a per port/priority basis.
Up to three inbound rules and three outbound rules can be programmed per port to control traffic
according to the priority entries. The rules also contain the programmed traffic rate. The allowable
range for therate limit is 1 Kbpsto 1 Gbps.

The outbound and inbound rate limit is configured for a given port and list of priorities. Thelist of
priorities can include one, some, or al of the eight 802.1p priority levels. The combined rate of all
traffic entering and exiting the port with the priorities configured to that port is not allowed to
exceed the programmed limit. If the rate exceeds the programmed limit, frames are dropped until
the rate falls below the limit.

For moreinformation about the application of Rate Limiting and an example of how it can be used,
refer to Section 8.8.3.

How to Access

Usethe arrow keysto highlight the RATE LIMITING menu item on the 802.1p Configuration
Menu screen and press ENTER. The Rate Limiting Configuration screen, Figure 8-10, displays.
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Screen Example

Figure 8-10 Rate Limiting Configuration Screen

Maximum

Priority List Max Traffic Rate Direction «¢Dropped Events
01,234 500 kbps Inbound | 4294967295 ]
0,1,2,3,4 500 kbps Outbound 0
56,7 500 kbps Inbound 1638067
5,6,7 500 kbps Outbound 0
1,2,3 500 kbps Outbound 0
1,2,3 500 kbps Outbound

5,6,7 1000 kbps Inbound

Feature: [ Port Number ] Priority List: Direction: Max Rate: kbps
ENABLED Port: 1 [ ALL] [ Inbound ] 1000000

ADD DEL ALL NEXT PREVIOUS EXIT RETURN

30691_49

Field Descriptions
Refer to Table 8-10 for afunctional description of each screen field.

Table 8-10 Rate Limiting Configuration Screen Field Descriptions

Use this field... To...
Port # See the number of each configured port. The same port number may
(Read-Only) appear four times, but with different priorities assigned.

ey, NOTE: If the configuration for a port needs to be changed,
== delete the line containing the incorrect configuration, and then
—="| enter a new configuration with the correct settings.

Priority List See the priorities associated with each port entry.
—top of screen
(Read-Only)
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Table 8-10 Rate Limiting Configuration Screen Field Descriptions (Continued)

Use this field...

To...

Max Traffic Rate

See the maximum traffic rate set for each port entry. There can be up to

(Read-Only) four entries (two for Inbound and two for Outbound traffic) for the
same port. However, there must be a different priority for each Inbound
entry on a port, and the same holds true for two Outbound entries.

Direction Show if the port is configured to limit traffic Inbound or Outbound.

—top of screen

(Read-Only)

Dropped Events

See the number of frames dropped on each port. Up to 4,294,967,295

(Read-Only) dropped frames may be displayed. When the maximum count is
reached, the count will roll over to zero. (This screen does not refresh
automatically, so you must re-enter the screen to refreshit.)

Feature Enable or disable the Rate Limiting feature on all configured ports.

(Toggle) Thisfield displays the current feature status (ENABLED or
DISABLED) and can be toggled between ENABLED and
DISABLED. When ENABLED is highlighted, pressing ENTER
disables the screen function and the field changesto DISABLED.
DISABLED isthe default value.

NOTE: This field must be enabled for the Rate Limiting feature
to function.

Port Number Enter the number of the port to be configured using the Port Number

(Modifiable) field, or use the Port Type field to select al the 10 Mbps Ethernet, all

or the 100 Mbps Ethernet or al the 1 Gbps Ethernet type ports for
configuration.

Port Type . —_

(Selectable) The Port Number field may be highlighted and toggled to Port Type

using the SPACE bar.

When the Port Number field is displayed (default value), the Port field
below it may be highlighted and a port number typed in that field.

When Port Typeis displayed, the field below may be highlighted and a
port type: [all 10Mbps enet], [all 100Mbps enet] or [all Gbps enet] may
be selected using the SPACE bar.

For details on configuring a port, refer to Section 8.8.1.
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Table 8-10 Rate Limiting Configuration Screen Field Descriptions (Continued)

Use this field...

To...

Priority List
— bottom of screen
(Selectable)

Assign one or more prioritiesto the port being configured. The settings
availableare 0, 1, 2, 3,4, 5,6, 7, or ALL. When the Priority List is
highlighted, the SPACE bar is used to step to the priority, which must
be marked with an asterisk (*) using the M key. More than one priority
may be selected and marked for each port.

NOTE: If there are two entries for Inbound traffic with the same
Port number (for example, Port 2 and Port 2), you cannot assign
the same priority to both Port Inbound entries. This also holds
true for two entries for Outbound traffic on the same port.

The selected priorities can be cleared by stepping to each one and
pressing the M key.

For details on configuring a port, refer to Section 8.8.1.

Direction
— bottom of screen

(Toggle)

Toggle between Inbound and Outbound rate limiting. Inbound is the
default value. Up to four rate limit rules (entries) may be set per port,
two for Inbound and two for Outbound or any combination of the four
Inbound or Outbound. Inbound refers to traffic being received by the
SmartSwitch device and Outbound refers to traffic leaving the
SmartSwitch device.

Inbound configures the rate limit to drop frames when the traffic rate
(Kbps) received by the switch port exceeds the setting in the Max Rate:
Kbpsfield for aparticular entry. If there are two or three priority port
entries set to Inbound, each entry functions independently. So, if the
Max Rateis exceeded in one entry, the framesin that entry are
dropped. However, if the traffic associated with another other entry on
the same port is transmitting within its maximum rate setting, the
frames on that port are not affected.

Outbound functions the same as the Inbound, except that the port is
configured to drop frames when the traffic rate (Kbps) out of the port
exceeds the setting in the Max Rate: Kbpsfield for a particular entry.

8-40 802.1p Configuration Menu Screens



Rate Limiting Configuration Screen

Table 8-10 Rate Limiting Configuration Screen Field Descriptions (Continued)

Use this field... To...
Max Rate: kbps Enter the maximum transmission rate for this entry. The maximum
(Modifiable) transmission rate includes all frames associated with the priorities

selected in the Priority List field. The default is the high setting of
100 Kbps maximum interface speed. The high range setting is 100
Kpbsto 1 Gbps. The low range setting is 50 to 40000 K pbs.

For details on rate limiting, refer to Section 8.8.1.

NOTE: For further details on configuring the rate limiting range
on a port, refer to the rate_limit_mode command in
Section 11.2.

ADD Add the current port, priority, and maximum rate selections to the

(Command) screen. For details about how to configure and add an entry, refer to
Section 8.8.1.

DEL ALL/DEL Delete al or one or more marked entries. The DEL ALL command is

MARKED the default and it is used to simultaneously delete all the lines of

(Toggle) configured information. The DEL MARKED command appearsin

place of the DEL ALL command when one or more lines are marked
for deletion. For details on using the two commands, refer to
Section 8.8.2.

8.8.1 Configuring a Port
The following describes how to configure a port using the Rate Limiting Configuration screen:

1. Toenter aPort Type, proceed to step 2. To enter a port number, proceed as follows:
a. Usethe arrow keysto highlight the field (1) below the Port Number field.
b. Typein the port number and press ENTER.
c. Proceedto step 3.
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2. Toenter a Port Type, proceed as follows:

a. Usethearrow keysto highlight the Port field (near the bottom of the screen) and press the
SPACE bar. Port Number changesto Port Type and the field below it changesto [all
10Mbps enet].

b. Usethe arrow keysto highlight the [all 10M bps enet] field below the Port Type field.

c. If the port type[all 10M bpsenet] is hot the selection needed, press the SPACE bar to select
either [all 100M bps enet] or [all 1Gbps enet].

3. Usethe arrow keysto highlight the field below the Priority List field, near the bottom of
the screen.

4. Select the priority setting(s) for the port as follows:
a. Usethe SPACE bar to step to apriority setting: ALL, 0, 1,2, 3,4,5,6, 0or 7.
b. Pressthe M key to mark the desired priority with an asterisk.

c. If morethan one priority isto be selected for the port being configured, repeat stepsaand b
for each additional selection.

NOTE: At least one priority must be marked to create an entry.

Use the arrow keys to highlight the Direction field, near the bottom of the screen.
Use the SPACE bar to toggle to either Inbound or Outbound.
Use the arrow keys to highlight the field below the M ax Rate: kbpsfield.

© N o u

Type in the maximum rate in Kbps (minimum: 50 Kbps, maximum is dependent on the speed
capability of the port). For further information, refer to therate_limit_ command in Chapter 11.

9. To add the new port configuration to memory, highlight the ADD command field and press
ENTER. The new entry displaysin the screen.

10.Repeat steps 1 through 9 of this procedure to configure additional ports Inbound or Outbound
limits on the same port.
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11.1f Inbound or Outbound rate limiting entries are to be configured on other ports on the device,
repeat steps 1 through 10 to configure each port. Any combination of Inbound and Outbound
entriesmay be configured per port with alimit of threefor Inbound and three for Outbound. (For
example, two inbound/two outbound, one inbound/two outbound, two inbound/one outbound
and one inbound/one outbound.)

12. After configuring the entry(ies) on the ports, enable the screen function for all the configured
ports by highlighting DISABLED in the Featurefield and pressing ENTER. The screen function
is enabled and the Feature field changesto ENABLED.

8.8.2 Changing/Deleting Port Line Iltems

All, or one or more, line items containing the configured port and its priority, maximum rate, and
associated dropped frames can be changed/replaced or deleted as follows:

Changing One or More Line Items

To change the configuration values in alineitem, that line item must be deleted and replaced with
anew entry with the correct configuration values. The new settings can then be configured and
added.

Deleting All Line Items

To delete all configured line items, use the arrow keysto highlight the DEL ALL command field
and press ENTER.

Deleting One or More Line Items
To delete one or more line items, mark each entry and then delete them, as follows:

1. Usethe arrow keysto highlight aline to be deleted.

2. PresstheM key and an asterisk (*) appears next to the highlighted lineto mark it. The DEL ALL
command is changed to DEL MARKED.

3. If more than one line item is to be deleted, repeat steps 1 and 2 to mark each line.
NOTE: To remove a mark, perform steps 1 and 2. When a marked line is highlighted,

pressing M will remove the mark. If all marks are removed, the DEL MARKED command
is changed back to DEL ALL.

4. After thelinesare marked, usethe arrow keysto highlight the DEL M ARKED command field.

5. PressENTER. The marked line items are deleted and the DEL MARKED command is changed
back to DEL ALL.
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8.8.3 More About Rate Limiting

Rate Limiting enables Service Providersin Multi-Dwelling-Unit (MDU) and similar environments
to offer varied bandwidth to customers using low cost Ethernet connections. Another solution for
the enterprise, isto provide high priority bandwidth on the network for guaranteed service level
agreements.

NOTE: When allocating the maximum rate per port, the maximum bandwidth of the
uplink must be kept in mind. For example, if the ports are all set to 10 Mbps and there
are 24 ports, this equals 240 Mbps of bandwidth. If the uplink is only 100 Mbps, there is
an obvious problem if the network administrator guaranteed more bandwidth than the
uplink can support.

In Multi-Dwelling Unit (MDU) or similar environments, the Rate Limiting feature can be activated
per port to adjust the usable bandwidth on a 10 Mbps Ethernet or other type of physical
connection. In residential housing, the service provider may offer multiple internet service
packages, each offering different bandwidth at a different price. These offerings can be supported
using low cost 10 Mbps Ethernet ports wired to each dwelling.

In the enterprise network, this feature (combined with Layer 3/4 prioritization) can provide
guaranteed delivery of high priority traffic through a congested network fabric. Thisis
accomplished through the construction of a committed information rate (CIR) fabric within the
traditional best effort enterprise LAN fabric.

Example

Thisisasimple example intended to show how the Rate Limiting feature can be applied to solve a
problem.

Assume that a network was built using SmartSwitch 6000 chassis in each wiring closet and
interconnected with SmartSwitch Routers using Gigabit Ethernet links. Also, assume that 100
users are attached to each SmartSwitch 6000 chassis through 100 M bps Ethernet ports. If each user
attempted to transfer data out of the wiring closet at the maximum possible rate, there could be up
to 10 Gbps (100 users x 100 Mbps) of traffic attempting to leave the chassis over a single gigabit
link. In this situation, much of the traffic will be arbitrarily dropped.

Now assume that the system administrator wants to guarantee the delivery of SAP R/3 traffic by
prioritizing it above al other incoming traffic to the chassis. (Unless the inbound rate of the SAP
traffic can be controlled, the guarantee still cannot be made because of the potential for
oversubscription of the inbound gigabit link by high priority traffic.)
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To solve this problem, the Rate Limiting feature can be configured on each port to provide each
user with 5 Mbps of high priority bandwidth into the fabric. Now the maximum possible amount of
traffic attempting to leave the chassis at high priority is5 x 100 = 500 Mbps. The gigabit link has
ample capacity to carry thisload out of the chassis. Similar provisioning calculations must be
carried throughout the network all the way to the particular resources to which the service
guarantee applies. The sum of the rate limits on all user ports cannot exceed the capacity of the
weakest point in the delivery path to the resource.
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Layer 3 Extensions Menu Screens

This chapter describes the Layer 3 Extensions Menu screen and the IGMP/VLAN Configuration
screen (Section 9.2).

Screen Navigation Path
Password > Device Menu > Device Configuration Menu > L ayer 3 Extensions Menu

9.1 LAYER 3 EXTENSIONS MENU SCREEN

When to Use
To access the IGMP/VLAN Configuration screen.

How to Access

Usethe arrow keysto highlight the LAYER 3 EXTENSIONS MENU item on the Device
Configuration Menu screen and press ENTER. The Layer 3 Extensions Menu screen, Figure 9-1,

displays.
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Screen Example

Figure 9-1 Layer 3 Extensions Menu Screen

IGMP/VLAN CONFIGURATION

RETURN

30691_50

Menu Descriptions
Refer to Table 9-1 for afunctional description of each menu item (at this time thereis only one
menu item).

Table 9-1 Layer 3 Extensions Menu Screen Menu Item Descriptions

Menu Item Screen Function

IGMP/VLAN Used to enable or disable IGMP (Internet Group Management
CONFIGURATION  Protocol) on selected VLANS. For details, refer to Section 9.2.

9-2 Layer 3 Extensions Menu Screens



IGMP/VLAN Configuration Screen

9.2 IGMP/VLAN CONFIGURATION SCREEN

When to Use

The IGMP/VLAN Configuration screen, Figure 9-2, is used to enable or disable IGMP (Internet
Group Management Protocol, RFC 2236) on selected VLANS, or globally on al VLANSsthat are
available.

IGMP Snooping provides a solution for handling multicast streamsin layer 3 routers. IGMP isfor
hosts on multi-access networks to inform locally attached switches of their Multicast group
membership information. Thisis performed by hosts multicasting IGMP Host Membership
Reports. Multicast switches listen for these messages and then pass them to other switches. This
allows distribution trees to be formed to deliver multicast datagrams.

Information from the IGMP packets is used to send the multicast stream only to the end stations
that request it.

IGMPisenabled or disabled by VLAN, not port by port.

NOTE: Certain versions of firmware will not allow the switch to be a querier. Please
check your release notes for further information. Refer to RFC 2236, Section 8, for more
information on IGMP.

The following multicast routing protocols are transparently supported and are used only to detect
the location of routers (See the Release Notes for any changes or additions to thislist):

* DVMRP (Distance Vector Multicast Routing Protocol, RFC 1075)
* PIM (Protocol Independent Multicast) version 1 and 2

* CBT (Core Based Trees)

* MOSPF (Multicast OSPF, RFC 1583)

For additional information about IGMP, refer to Appendix B.

How to Access

Usethe arrow keysto highlight thelGMP/VLAN CONFIGURATION menuitem on the Layer 3
Extensions Menu and press ENTER. The IGMP/VLAN Configuration screen, Figure 9-2,

displays.
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Screen Example

Figure 9-2 IGMP/VLAN Configuration Screen

IGMP/VLAN Configuration

Configuration Statistics

IGMP Version: [ 2] Querier Address: XXX.XXX.XXX.XXX
Query Interval: 120 Querier Uptime: 0D 10 H 16 M

Query Response Time: 10 Querier Expire Time: 219 S
Interface Robustness: 2
Last Member Query Interval: 1

Switch Query IP: 123.123.123.123

VLAN ID: [ XXX ]
IGMP State: [ ENABLED ]

RETURN
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Field Descriptions
Table 9-2 describes each field of the IGMP/VLAN Configuration screen.

Table 9-2 IGMP/VLAN Configuration Screen Field Descriptions

Use this field... To...
IGMP Version See the current configured IGMP version running on the VLAN
(Toggle) selectedinthe VLAN ID field (version 1 or 2). The default isversion 2.

The IGMP Version field can be toggled to configure the switch in
either version 1 or 2 to match the router configuration. For IGMP to
function correctly, al switchesonaL AN must be configured to run the
same version of IGMP. All VLANs available to the switch will be
affected if ALL ischosen asthe option under VLAN ID. Thefield will
initialy display an asterisk (*).
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Table 9-2 IGMP/VLAN Configuration Screen Field Descriptions (Continued)

Use this field... To...
Query Interval See or change the query interval time. If the switch is the querier, the
(Modifiable) valuein the Query Interval field indicates how often IGMP Host-Query
frames are transmitted on the VLAN selected inthe VLAN ID field.
Thisvalueisaso used in calculations for other timers. The default
valueis 125 seconds. The range of possible entriesis 1 to 300 seconds.
An entry outside of the range will cause the error message
“PERMISSIBLE RANGE: 1...300" to display in the Event Message
field. The field will initialy display an asterisk (*).
Query Response Enter the maximum query response time advertised in IGMPv2 genera
Time guerieson this VLAN. Thisvalueis used in calculations for other
(Modifiable) timers. The default valueis 10 seconds. The range of possible entriesis
1 to 300 seconds. The value entered in this field cannot be bigger than
the Query Interval. The field will initially display an asterisk (*).
Interface Tune the expected frame loss on a subnet. If a subnet is expected to be
Robustness high loss, the Robusthess Variable may be increased. IGMP isrobust to
(Modifiable) (Robustness Variable-1) packet losses. Thisvalueisalso usedin
calculations for other timers. The default value is 2. The field will
initialy display an asterisk (*).
TIP: If the Interface Robustness is adjusted higher than the
I> default value, depending on the network, this may be an
indication of problems with the network that need to be
resolved.
Last Member Query  Modify the leave latency of the network.The Last Member Query
Interval Interval isthe Max Response Time inserted into Group-Specific
(Modifiable) Queries sent in response to L eave Group messages, and is also the

amount of time between Group-Specific Query messages. Thisvalue
may be tuned to modify the leave latency of the network. A reduced
value results in reduced time to detect the loss of the last member of a
group. Theinterval isin tenths of seconds. Thisvalueis not used if the
switch is not the querier. The field will initially display an asterisk (*).
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Table 9-2 IGMP/VLAN Configuration Screen Field Descriptions (Continued)

Use this field... To...
Switch Query IP Enter the IP address that the switch will use to source IGMP query
(Modifiable) frames when the switch is the designated querier onthe VLAN. The IP

address must be a valid address associated with the VLAN. Thefield
will initially display an asterisk (*).
NOTE: To prevent the switch from participating in the IGMP

querier election, this IP address must be set to
000.000.000.000.

Querier Address
(Read-Only)

See the address of the IGMP Querier on the IP subnet to which this
VLAN isattached. The field will initially display an asterisk (*).

Querier Uptime
(Read-Only)

See the number of seconds that the current IGMP Querier has been
operational since the last change in Queriers. The field will initially
display an asterisk (*).

Querier Expire
Time
(Read-Only)

See the number of seconds remaining before the Other Querier Present
Timer expires. If thelocal system (current device displayed) isthe
guerier, the value of this object is zero. The field will initially display
an asterisk (*).

VLAN ID
(Modifiable)

Enter the Identifying number of the VLAN to be modified. If there are
no VLANSs configured for IGMP, NONE is displayed in thisfield and
asterisks (*) will display in the Configuration, Statistics, and IGMP
Statefields. The information under Configuration and Statistics applies
only to thisVLAN ID. Use the SPACE bar to step through all available
VLAN IDs.

Thefields that are selectable or modifiable will initially display
asterisks (*), then the SPACE bar can be used to display the selectable
fields, and the numeric keys can be used to change the modifiable
fields.

To update the Configuration and Statistics fields for a selected
VLAN ID, use the SAVE command.

IGMP State
(Selectable)

See the current state of the VLAN indicated in the VLAN ID field,
which can be modified. Use the SPACE bar to step through the choices:
ENABLED, DISABLED, and DELETE. The commands will act only
onthe VLAN whose ID isinthe VLAN ID field.
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9.2.1 IGMP/VLAN Configuration Procedure
To set up IGMP protocol for VLANS, proceed as follows:

1. Usethearrow keysto highlight the VL AN ID field, and use the SPACE bar to step through the
VLAN choicesto find the correct VLAN to configure.

""""" NOTE: The VLAN IDs are those of the VLANSs created using the Static VLAN
Configuration screen described in Chapter 8.

However, a VLAN ID of a VLAN not yet created can be entered, and the parameters can
be configured and saved using the SAVE command. However, the VLAN and its
configuration is not functional until that VLAN is created using the Static VLAN
Configuration screen. Parameters not modified default according to the MIB.

2. Usethe arrow keysto highlight the IGM P State field.

3. Usethe SPACE bar to select ENABLED, DISABLED, or DELETE. If aspecific VLAN was
chosenin Step 1, ENABLED and DISABLED are used to enable or disable the IGMP
configuration of the chosen VLAN. (DELETE will remove the IGMP configuration of the
VLAN.)

4. Usethe arrow keysto highlight the IGM P Version field. Then use the SPACE bar to select the
proper IGMP version for the VLAN shown inthe VLAN ID field.

NOTE: When configuring IGMP, it is advisable to follow the IGMP configuration rules in
RFC 2236 concerning switches, and routers.

5. Usethe arrow keysto highlight the remaining fields: Query Interval, Query Response Time,
Interface Robustness, L ast Member Query Interval, and Switch Query | P. Enter thedesired
numbersin each field.

6. Usethe arrow keysto highlight the SAVE command and press the ENTER key to save the
information in al the fields that were changed. Repeat this procedure for each VLAN that you
want to configure for IGMP.
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Device Statistics Menu Screens

This chapter describes how to use the Device Statistics Menu screen and the following screens that
may be selected from its menu:

» Switch Statistics screen (Section 10.2)
* |nterface Statistics screen (Section 10.3)
* RMON Statistics screen (Section 10.4)

* AnHSIM or VHSIM Statistics screen may be selected from the Device Statistics Menu screen
when an optional HSIM or VHSIM isinstaled in the SmartSwitch device. For a description of
the screen and how to useiit, refer to the user’s guide for that HSIM or VHSIM.

Screen Navigation Path
Password > Device Menu > Device Statistics Menu

10.1 DEVICE STATISTICS MENU SCREEN

When to Use
To obtain the following information:

 Statistics concerning frame traffic through each switch port.
* MIB Il statistics for each switched interface.
» Statistics gathered by the embedded RMON agent on the switch.

» Statistics on any optional Fast Ethernet or Gigabit Ethernet HSIM or VHSIM installed in the
device.

NOTE: An HSIM or VHSIM Statistics menu item does not display for non-Ethernet
HSIMs or VHSIMs. If a non-Ethernet HSIM or VHSIM is installed, refer to its user’s guide
for more information.
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How to Access

Use the arrow keysto highlight the DEVICE STATISTICS menu item on the Device Menu and
press ENTER. The Device Statistics Menu screen, Figure 10-1, displays.

Screen Example

Figure 10-1 Device Statistics Menu Screen

SWITCH STATISTICS

INTERFACE STATISTICS
RMON STATISTICS
HSIM/VHSIM STATISTICS

3650-01_07

Menu Descriptions
Refer to Table 10-1 for afunctional description of each menu item.

Table 10-1 Device Statistics Menu Screen Menu Item Descriptions

Menu Item Screen Function

SWITCH Lists the number of frames received, transmitted, filtered, and
STATISTICS forwarded by each switch port. For details, refer to Section 10.2.
INTERFACE Provides the MIB-II statistics for each switched interface, on an
STATISTICS interface-by-interface basis. For details, refer to Section 10.3.

10-2 Device Statistics Menu Screens



Switch Statistics Screen

Table 10-1 Device Statistics Menu Screen Menu Item Descriptions (Continued)

Menu Item Screen Function

RMON Displays all the statistics gathered by the embedded RMON agent built
STATISTICS into the SmartSwitch device. For details, refer to Section 10.4.
HSIM/VHSIM Displays the statistics screen when an optional Fast Ethernet or Gigabit
STATISTICS Ethernet HSIM or VHSIM isinstalled in the device. An HSIM or

VHSIM Statistics menu item does not display for non-Ethernet HSIM s
or VHSIMs. If anon-Ethernet HSIM or VHSIM isinstalled, refer to its
user’s guide for more information.

10.2 SWITCH STATISTICS SCREEN

When to Use

To obtain switch statistics about the number of frames received, transmitted, filtered, and
forwarded by each switch port.

How to Access

Use the arrow keysto highlight the SWITCH STATISTICS menu item on the Device Statistics
Menu screen and press ENTER. The Switch Statistics screen, Figure 10-2, displays.
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Screen Example

Figure 10-2 Switch Statistics Screen

Frames Rcvd Frames Txmtd Frames Fltrd Frames Frwded
100 100 0 100
100 100 100
100 100 100
100 100 100
100 100 100
100 100 100
100 100 100
100 100 100
100 100 100
100 100 100
100 100 100
100 100 100
100 100 100

CLEAR COUNTERS PREVIOUS NEXT

—_

2
3
4
5
6
7
8
9

O O O O O OO0 O o o o o
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Field Descriptions
Refer to Table 10-2 for afunctional description of each screen field.

Table 10-2 Switch Statistics Screen Field Descriptions

Use this field... To...

Port # Identify the port number. Thetotal number of portsis dependent on the

(Read-Only) number of fixed10/100-Mbps front panel ports and the optional HSIM
or VHSIM installed.

Frames Rcvd See the number of frames received by the interface since the last

(Read-Only) power-up or reset.

Frames Txmtd See the number of frames transmitted by the interface since the last

(Read-Only) power-up or reset.

FramesFltrd See the number of framesfiltered by the interface since the last

(Read-Only) power-up or reset.
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Table 10-2 Switch Statistics Screen Field Descriptions (Continued)

Use this field... To...

Frames Frwded See the number of frames forwarded by the interface since the last
(Read-Only) power-up or reset.

CLEAR Temporarily reset all counters of a screen to zero, allowing the user to
COUNTERS observe counter activity over aperiod of time. For details on how to use
(Command) thisfield, refer to Section 3.1.4.

10.3 INTERFACE STATISTICS SCREEN

When to Use

To obtain the MIB-I1 statistics of all the switch interfaces with the exception of an installed HSIM
or VHSIM.

NOTE: Enterasys Networks’ HSIMs that support FDDI or WAN gather their own
statistics, and may be viewed via the Local Management screens of the applicable
HSIM. Refer to your HSIM documentation for information on how to access these
screens.

How to Access

Use the arrow keysto highlight the INTERFACE STATISTICS menu item on the Device
Statistics Menu screen and press ENTER. The Interface Statistics screen, Figure 10-3, displays.
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Screen Example

Figure 10-3 Interface Statistics Screen

Interface: 1 Name: Fast Ethernet Frontpanel

InOctets: 7500456
InUnicast: 6789
InNonUnicast:
InDiscards:
InErrors:
InUnknownProtos:
OutOctets:
OutUnicast:
OutNonUnicast:
OutDiscards:
OutErrors:
OutQLen:

O O O ©O O O o o o o

Address:
Last Change:

Admin Status:

Oper Status:

MTU:
Speed:

Interface: [nn] CLEAR COUNTERS

Field Descriptions

00-00-00-00-00-00
xx days 00:00:00
Up

Down

1514
100000000
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Refer to Table 10-3 for afunctional description of each screen field.

Table 10-3 Interface Statistics Screen Field Descriptions

Use this field... To...

Interface See the Interface number for which statistics are currently being

(Read-Only) displayed. Figure 10-3 shows the Interface field displaying 1. This
represents Port 1 of the device. To view other interface statistics, refer
to Section 10.3.1.

Name See the type of interface for which statistics are being displayed.

(Read-Only)

InOctets See the total number of octets (bytes) that have been received on the

(Read-Only) Interface. Thisincludes all octets including bad frames, and framing
characters.
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Table 10-3 Interface Statistics Screen Field Descriptions (Continued)

Use this field... To...

InUnicast Seethe total number of framesthat have been received that were sent to

(Read-Only) asingle address.

InNonUnicast See the total number of frames that have been received that were

(Read-Only) delivered to a broadcast or multicast address.

InDiscards See the total number of inbound frames that were discarded, even

(Read-Only) though the frames contained no errors. Thisfield may increment
because the device was receiving frames during initialization and was
not ready to forward them, or the switch was being overutilized.

InErrors See the total number of inbound frames that have been discarded

(Read-Only) because they contained errors. Thisfield represents the total number of
errored frames, regardless of the cause of the error.

InUnknownProtos See the total number of frames that were discarded because the frames

(Read-Only) were in an unknown or unsupported format.

OutOctets See the total number of octets (bytes) that have been transmitted from

(Read-Only) the Interface.

OutUnicast See the total number of frames transmitted that were sent to asingle

(Read-Only) address.

OutNonUnicast See the total number of frames transmitted to a broadcast or multicast

(Read-Only) address.

OutDiscards See the total number of outbound frames that were discarded, even

(Read-Only) though the frames contained no errors. This field may increment,
because the switch was being overutilized.

OutErrors See the total number of outbound frames discarded because they

(Read-Only) contained errors. Thisfield represents the total number of errored
frames, regardless of the cause of the error.

OutQLen See the length of the frames queue. The field represents the total

(Read-Only) number of frames that can be contained in queue.

Address See the MAC address of the interface that is currently being displayed.

(Read-Only)
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Table 10-3 Interface Statistics Screen Field Descriptions (Continued)
Use this field... To...
Last Change See the last time that the interface was reset.
(Read-Only)
Admin Status See the current status of the interface. If thisfield displays “ Testing”,
(Read-Only) no frames may be passed on thisinterface.
Oper Status See the current status of the interface. If thisfield displays “Testing”,
(Read-Only) no frames may be passed on thisinterface.
MTU See the maximum frame size (in octets) that aframe may contain to be
(Read-Only) received or transmitted from this interface.
Speed See the theoretical maximum of the interface’s bandwidth in bits per
(Read-Only) second.
I nterface [nn] Enter an interface number for viewing statistics. For instructions on
(Command) how to use this command, refer to Section 10.3.1.
CLEAR Temporarily reset al counters of a screen to zero to allow the user to
COUNTERS observe counter activity over aperiod of time. For details on how to use
(Command) thisfield, refer to Section 3.1.4.

10.3.1 Displaying Interface Statistics
To display the statistics for any interface, proceed as follows:

1
2.

10-8

number.

pressed).

Use the arrow keysto highlight the I nterface [nn] field at the bottom of the screen.
Press the SPACE bar to increment (or press the DEL [delete] key to decrement) the interface

Press ENTER (neither the I nterface # fields nor the statistics will change until ENTER is
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10.4 RMON STATISTICS SCREEN

When to Use
To obtain RMON statistics for each interface, on an interface-by-interface basis.

NOTE: The RMON Statistics screen provides statistics for all front panel Ethernet
Interfaces, and any Ethernet HSIM/VHSIM installed in the SmartSwitch device.

How to Access

Use the arrow keysto highlight the RM ON STATISTICS field on the Device Statistics Menu
screen and press ENTER. The RMON Statistics screen, Figure 10-4, displays.

Figure 10-4 RMON Statistics Screen

RMON Index: X Owner: monitor

Data Source: iflndex.1 Status: valid

Drop Events: Total Packets:

Total Octets:

64 Octets:

65 - 127 Octets:
128 - 255 Octets:
256 - 511 Octets:
512 - 1023 Octets:

1024 - 1518 Octets:

Collisions:
Broadcast Pkts:
Multicast Pkts:
CRC Align Errors:
Undersized Pkts:
Oversized Pkts:

Fragments:

O O O O © O o o

Jabbers:

O O O O © © o o o

Index: [nn] CLEAR COUNTERS RETURN
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Field Descriptions
Refer to Table 10-4 for afunctional description of each screen field.
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Table 10-4 RMON Statistics Screen Field Descriptions

Use this field... To...
RMON Index See the current Ethernet interface for which statistics are being shown.
(Read-Only) The SmartSwitch device has an embedded RMON agent that gathers
statistics for each interface on the device.
Data Source See the source of the statistics datathat is currently being displayed on
(Read-Only) the screen. Figure 10-4 shows that the data source for this RMON
index is Port 1 by displaying the name IfIndex.1. If the screen was
displaying RMON statistics for Port 4, the name displayed would be
IfIndex.4.
Owner See the name of the entity that configured this entry.
(Read-Only)
Status See the current operating status of the displayed interface. Thisfield
(Read-Only) displays“valid” or “invalid”.
Drop Events See the total number of times that the RMON agent was forced to
(Read-Only) discard frames due to the lack of available switch resources.
NOTE: The Drop Events field does not display the number of
frames dropped, it only displays the number of times that the
RMON agent was forced to discard frames.
Coallisions See the total number of collisions that have occurred on this interface.
(Read-Only)
Broadcast Pkts Seethetotal number of good framesthat were directed to the broadcast
(Read-Only) address. The value of thisfield does not include multicast frames.
Multicast Pkts See the total number of good frames received that were directed to a
(Read-Only) multicast address. The value of this field does not include frames

directed to the broadcast address.

CRC Align Errors
(Read-Only)

See the number of frames with bad Cyclic Redundancy Checks (CRC)
received from the network. The CRC is a4-bytefield in the dataframe
that ensures that the data received is the same as the data that was
originally sent.

Undersized Pkts

See the number of frames received whose size was |l ess than the

(Read-Only) minimum Ethernet frame size of 64 bytes, not including preamble, but
have avalid CRC.
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Table 10-4 RMON Statistics Screen Field Descriptions (Continued)

Use this field...

To...

Oversized Pkts

See the number of frames recelved whose size exceeded 1518 data

(Read-Only) bytes, not including preamble, but have avalid CRC.
Fragments See the number of received framesthat are not the minimum number of
(Read-Only) bytesin length or received frames that had a bad or missing Frame
Check Sequence (FCS), were less than 64 bytesin length (excluding
framing bits, but including FCS bytes), and have an invalid CRC.
NOTE: Itis normal for the Fragments field to increment.
Fragments are a normal result of collisions in a half-duplex
network.
Jabbers See the total number of frames that were greater than 1518 bytes and
(Read-Only) had either abad FCS or abad CRC.
Total Packets See the total number of frames (including bad frames, broadcast
(Read-Only) frames, and multicast frames) received on this interface.
Total Octets See the total number of octets (bytes) of data, including those in bad
(Read-Only) frames, received on this interface.
64 Octets See the total number of frames, including bad frames, received that
(Read-Only) were 64 bytesin length (excluding framing bits, but including FCS
bytes).
65— 127 Octets See the total number of frames, including bad frames, received that
(Read-Only) were between 65 and 127 bytesin length (excluding framing bits, but

including FCS bytes).

128 — 255 Octets
(Read-Only)

See the total number of frames, including bad frames, received that
were between 128 and 255 bytesin length (excluding framing bits, but
including FCS bytes).

256 — 511 Octets
(Read-Only)

See the total number of frames, including bad frames, received that
were between 256 and 511 bytesin length (excluding framing bits, but
including FCS bytes).

512 — 1023 Octets
(Read-Only)

See the total number of frames, including bad frames, received that
were between 512 and 1023 bytes in length (excluding framing bits,
but including FCS bytes).
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Table 10-4 RMON Statistics Screen Field Descriptions (Continued)

Use this field... To...

1024 — 1518 Octets  Seethetotal number of frames, including bad frames, received that
(Read-Only) were between 1024 and 1518 bytes in length (excluding framing bits,
but including FCS bytes).

Index [nn] Enter a port number to view its statistics. For instructions on how to use
(Command) this command, refer to Section 10.4.1.

CLEAR Temporarily reset all counters of a screen to zero to allow the user to
COUNTERS observe counter activity over aperiod of time. For details on how to use
(Command) this command, refer to Section 3.1.4.

10.4.1 Displaying RMON Statistics
To display the statistics for any index, proceed as follows:

1. Usethe arrow keysto highlight the Index [nn] field at the bottom of the screen.

2. Pressthe SPACE bar to increment (or press the DEL [delete] key to decrement) the index
number (number of the port interface).

3. PressENTER (neither the RMON Index field nor the statistics will change until ENTER is
pressed). The RMON interface index of statistics for the port is displayed.

10-12 Device Statistics Menu Screens



11

Network Tools Screens

This chapter describes the Network Tools Help screen and how to use it and the Network Tools
commands to access and manage network devices. An example of each command is aso included.

Screen Navigation Paths
Password > Device Menu > Network Tools

11.1 NETWORK TOOLS

When to Use
To access and manage network devices using the Network Tools command set.

How to Access

Use the arrow keysto highlight the NETWORK TOOL S menu item in the Device Menu screen
and press ENTER. The Network Tools Help screen, Figure 11-1, displays.

operational mode. A command used incorrectly (wrong syntax) will prompt a display of
the correct usage. Use lowercase characters when entering commands in Network
Tools.

I> TIP: Type help at the prompt to list all the commands that are available in the current
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Network Tools

Welcome to Network Tools
-> help

Commands Available to the User:
Built in Commands:

arp
netstat
show

ev
telnet

arp_learn

timed_reset

stpEdgePort
stpRealTimeMsgAge
stpStandby
loopback_detect
dynamic_egress

MAC _lock status
suppress_topology_traps

SPECIAL:

Screen ExampleNetwork Tools Help Screen

bridge
ping
traceroute

radius

link_trap
non_bridge_if_num
gigabit_port_mode
stpForceVersion
passiveStp
Ig_frame_admin
rate_limit_mode
MAC_lock enable
MAC_lock trap enable
stpLegacyPathCost

done, quit, or exit - Exit from the Network Tools.

For help with a specific command, type 'help <command>".

->

defroute
reset

soft_reset

cdp

timed_soft_reset
stpPort
stpPointToPointMAC
vrrpPort

sat_size

alias

MAC_lock disable
MAC_lock trap disable

36502_01

The Network Tools functions are performed using a series of commands. Entering commandsin
Network Tools involves typing the command to be executed at the Network Tools prompt, adding
any desired or required extensions, and pressing ENTER.

There are two categories of commands in the command set: Built-in and Special, which are
described below and detailed in Sections 11.2 and 11.5.

* Built-in Commands — Allow you to access and manage network devices.

NOTE: The atm_stp_state command only displays when an HSIM or VHSIM is installed
that supports ATM, such as the HSIM-A6DP or VHSIM2-A6DP.

Refer to Table 11-1 for alist of the commands.
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Table 11-1 Built-in Commands

alias arp arp_learn atm stp_state!
bridge cdp defroute dynamic_egress
ev gigabit _port_mode2 Ig_frame_admin link_trap

loopback_detect

MAC _lock disable

MAC_lock enable

MAC _lock status

MAC _lock trap MAC lock trap netstat non_bridge if num
disable enable
passiveStp ping radius rate_limit_mode
reset sat size suppress _topology  show

traps
show mac soft_reset stpEdgePort stpForceVersion
stpPointToPointMAC  stpL egacyPathCost stpPort stpReal TimeMsgAge
stpStandby telnet timed_reset timed_soft_reset
traceroute vrrpPort

1. Theatm_stp_state command only displays when an HSIM or VHSIM isinstalled that supports ATM, such asthe
HSIM-A6DP or VHSIM2-A6DP.
2. The gigabit_port_mode command only displayswhen a gigabit interface module isinstalled.

e Special Commands— Allow the user to exit from Network Tools. The commands are done, quit,

and exit.

follows:

Arguments enclosed by < > are optional.

Arguments enclosed by [ ] are required.

NOTES: The conventions used in describing the commands in Network Tools are as

In the following command examples, the information entered by the user is shown in

bold font.

To abort the output or interrupt a process, press the CONTROL key and c key

simultaneously, designated as ~C here.
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The commands are presented in the following format:

command

Description: Briefly describes the command and its uses.

Syntax: Shows the required command format. It indicates where arguments, if any,
must be specified.

Options: Lists any additional fields in the appropriate format that may be added to the
command.

Example: Shows an example of the command.

11.2 BUILT-IN COMMANDS

The built-in commands listed in this section activate functions on the LM managed device or
devices being accessed through Network Toals.

alias
Description: Used to enable and disable snooping (per Port). Also clears retrieval and
clearing of stats along with listing and setting of various configuration items.
Syntax: alias[enable | disable | status] [ALL | port # | port range, i.e., 1-5]
dias[stats]
dias[clear_stats]
alias [fwd_list]
alias [fwd_set] [rate | burst] [value]
Options: enable — Enables alias snooping on specific port or port range.

disable — Disables alias snooping on specified ports or port range

status — Displays the current alias snooping state (enabled or disabled) on a
port or port range.

stats— Displays current alias snooping state statistics.
clear_stats— Clears all alias snooping statistics.

fwd_list — Lists current configuration settings including max frame size, max
host queue, max PPS, and max burst.

fwd_set — Allows setting of max PPS and/or max burst configuration settings.
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alias (Continued)

Example:

-> a
Snoo
Snoo
Snoo
Snoo

-> a
Snoo

-> a
Pkts
Pkts
Pkts
Pkts
Pkts
Pkts
Pkts
Pkts
Pkts
Port
Port
Host
Host
Host
-> a
Max

Max

Max

Max

lias disable 1-4
ping is disabled
ping is disabled
ping is disabled
ping is disabled

lias status 1
ping is disabled

lias stats

on
on
on
on

on

Sent [ <= 64]:
Sent [ 65...128]:
Sent [129...256]:
Sent [257...512]:
Sent [512..1024]:
Sent [ > 1024]:
Dropped (Q full):
Dropped (Rate):

Truncated
State Deltas

State No Change :

Enqueue Drop

Enqueue Success :
Bad Release Cnt :

lias fwd_list

Frame Size :
Host Queue Usage:
PPS :
Burst :

port 1.
port 2.
port 3.
port 4.

port 1.

O O OO O o o o o

©
w

o O O O

1500
32
100
64

-> alias fwd_set rate 200

Max
Max
Max
Max

Frame Size :
Host Queue Usage:
PPS :
Burst :

1500
32
200
64

Network Tools Screens
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arp

Description: Provides access to the ARP (Address Resolution Protocol) cache, enabling
you to view cache data, delete entries, or add a static route. Super-user access
isrequired to delete an entry or add a static route.
Each ARP cache entry lists the network interface that the switch moduleis
connected to, the device's network address or | P address, the device's physical
address or MAC address, and the media type of connection to the device.
Mediatypes display as numbers, which stand for the following states:
1 - Other
2 —Invalid entry (cannot ping device, timed out, etc.)
3 — Dynamic route entry
4 — Static route entry (not subject to change)
You must specify the arp command with one of the Options specified in this
table.

Syntax: arp<options>

Options: -a— Views cache data
-d — Deletes an | P address entry. Requires additional arguments: [Interface

Number] [IP address]
-s— Adds a static entry. Requires additional arguments: [Interface Number]
[IP address] [MAC address]

-f — Flushesthe ARP cache

Example:

-> arp-a

#interface Network Address Physical Address Media Type

#30 122.144.40.111 00.00.0e.12.3c.04 3(dynamic)

#30 122.144.48.109 00.00.0e.13.3d.14 3(dynamic)

#30 122.144 .52 .68 00.00.0e.12.3c.04 3(dynamic)

#30 122.144.21.43 00.00.0e.03.1d-3c 3(dynamic)

-> arp-d 1 122.144.52.68
-> arp-s 1 22.44.2.3 00:00:0e:1d:3c

-> arp-f
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arp_learn

Description: Used to set (normal or limited) how the ARP cache entry will be affected
under different conditions as described in Options below. The command can
also be used to display its current setting.

Syntax: arp_learn [normal | limited | status]

Options: nor mal — Changes the ARP cache entry for agiven |P Address, if the source

address (SA) in the entry does not match that of any received | P Packet.
limited — Causes the ARP entry to change only by ARP request and ARP
response packets. Other |P packets will be ignored.

status— Displays the current status information about ARP Cache.

Example: -> arp_learn status
Current ARP Cache Learn status: NORMAL
-> arp_learn limited
Setting ARP Cache Learning to LIMITED.
11 Don"t forget to set a Default Gateway !!
-> arp_Jlearn normal
Setting ARP Cache Learning to NORMAL.

bridge

Description: Allows the bridge interface to be enabled or disabled at the user’s request,
either one at atime or all at once. Specifying a single interface number will
affect the bridging status of that interface, while specifying ALL will affect
every interface.

Syntax: bridge [ENABLE/DISABLE] [IFNUM/ALL]

Options: None

Example: -> bridge disable all

-> bridge enable 1

-> bridge disable 1
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cdp
Description: Allows management of the Discovery Protocol (CDP) on this module. The
user may enable, disable, or see the current status of CDP.
Syntax: cdp [enabl e/disable/status]
Options: None
Example: -> cdp status
CDP is Enabled
-> cdp disable
-> cdp status
CDP 1is Disabled
-> cdp enable
-> cdp status
defroute
Description: Allowsyou, in the syntax order shown below, to view, set, or delete the default
I P route to a managed device through the specified interface.
Syntax: defroute
defroute [interface number] [I1P address]
defroute delete [interface number] [1P address]
Options: None
Example: -> defroute

# Default route is 147.152.42_.32 on interface 2
-> defroute 2 147.152.42.32

# Default route is 147.152.42_.32 on interface 2
-> defroute delete

# Default route is not currently set.
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dynamic_egress

Description:

Enables the dynamic_egress control function to be enabled, disabled, or the
status viewed to see if the function is enabled or disabled. The command
requires a corresponding VLAN Identifier (VID).

The dynamic_egress control function allows or disallows VLANSsto be
dynamically added to the dynamic Port VLAN Lists of a port. The default is
that no dynamic Port VLAN Lists will be modified. The lists are modified
based on the inbound traffic on a port. After aframeisclassified intoaVLAN
(viaPVID, L2/L3/L4 classification, etc.), that VLAN is added to the dynamic
Port VLAN List of that port. The following three conditions must be met
before the VLAN is added to the dynamic Port VLAN List.

1. Thefeatureisenabled for that VLAN.
2. Theframe was not Q-tagged (priority tagged or untagged is okay).

3. The SmartSwitch device is not currently in STP blocking or listening on
that port.

After aVLAN has been added to the dynamic Port VLAN List, theentry is
subject to time out (age out) if the port does not receive another frame for that
VLAN within the aging time. The dynamic-egress aging timeis equal to the
Spannl ng Tree aging time (default is 300 seconds).

@ NOTE: Devices that do not source frames regularly (such as

printers), may not operate properly with dynamic egress enabled. In
these cases, it is recommended to manually create Port VLAN Lists.

For an example of how dynamic_egress functions, refer to Section 11.3.

Syntax:

dynamic_egress [action] [vid]
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dynamic_egress (Continued)

Options: action:
status— Allowsthe status of the dynamic_egress function to be checked to
seeif itisenabled or disabled.
enable — Allows dynamic egress modification for the vid.
disable — Disallows dynamic egress modification for the vid.
vid:
The VID of the VLAN to be acted on. The VLAN must be one that has been

configured in the switch before it can be selected. The maximum VID vaue
that can be entered is 4095.

Example: -> dynamic_egress status 1
Dynamic Egress Disabled for VLAN ID 0x0001
-> dynamic_egress enable 1
Dynamic Egress Enabled for VLAN 1D 0x0001
-> dynamic_egress disable 1

Dynamic Egress Disabled for VLAN 1D 0x0001
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ev

Description: Enables and disables groups of events or all events concerning logging
functions.

Syntax: Enable [Group]

Disable [Group] [Trap] [#/ALL]
Commandsto Control Logging Functions:

ev STARLt [Logging] [ Trapping] — begin logging events/

ev STOp [Logging] [Trapping] — stop logging events/trap

ev Clear — clear thelog

ev SEverity <severity level> — set/show current logging severity

ev filter [get | set <string>] — get/set search string

ev logsize [get|set <#(50-5000)>] — get/set dynamic log buffer size
Commands for Listing Events:

ev List [ENabled] [GROUPS|Traps|EVents|Log] —list various items

If the argument enabled is used, then only the enabled events, traps,
or groups are listed.

ev List GROUP_Event # — list events for group #
Commands for Miscellaneous L og/Event Functions:

ev STus — status of log system

ev SCreensize [#] — set # of listed events/screenful#
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ev (Continued)

Options: ENABLE — Enables Group or events or all
DISABLE - Disables Group or events or all
Commandsto Control Logging Functions:
ev STARt [Logging] [Trapping] — begin logging events/traps
ev STOp [Logging] [Trapping] — stop logging events/traps
ev Clear — clear the log
ev SEverity <severity level> — set/show current logging severity
ev filter [get | set <string>] — get/set search string
ev logsize [get|set <#(50-5000)>] — get/set dynamic log buffer size
Commands for Listing Events:
ev List [ENabled] [GROUPS|Traps|EVents|L og] — list various items
If the argument enabled is used, then only enabled events
or traps or groups are listed.
ev List GROUP_Event #—list eventsfor group #
Commands for Miscellaneous L og/Event Functions:
ev STus— status of log system
ev SCreensize [#] — set # of listed events/screenful#

Example: ev disable all

logging(E) - Trapping(D) - Trapped(F) - LogWrapped - #logged
4/74)
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gigabit_port_mode

Description:

Used to configure the Gigabit Ethernet ports. The user may configure the

ports or see the current status of the gigabit configuration. Changing the

mode will cause areset and loss of all datain NVRAM with the exception of

the |P Address and Subnet |P Address.

NOTE: This field is displayed only when the switch module
supports an installed Gigabit Ethernet VHSIM.

Syntax:

gigabit_port_mode [active | redundant | status]

Options:

Active — Enables both gigabit ports.

Redundant — Causes Port 1 to be active and Port 2 to be set up asa
redundant port.

Status— Displays the current status of the gigabit port.

Example:

-> gigabit_port_mode status
gigabit_port_mode is redundant
-> gigabit_port_mode active

This will reset board and cause loss of persistent objects
except IP Address and Subnet: Are you *SURE* ?

Network Tools Screens

11-13



Built-in Commands

Ig_frame_admin

Description:

Enables the changing of large frame support on a per port basis. This enables
the user to determine if large frames can be forwarded out a particular port.

Syntax:

Ig_frame_admin [ set] [ LARGE | FRAG_IF_POSS|SMALL |AUTO]
[ PORT | ALL_BPLANE |ALL_FDDI ]

Ilg_frame_admin [ status] [ port #]

Options:

set — Sets the size of transmitted frames for a port or a group of ports.

status — Causes the display of the current settings for one port or agroup of
ports (e.g., 1- 15).

LARGE - Setsthe port to allow al valid large frames to be transmitted out
the port.

FRAG_IF_POSS-Thisisaspecia setting. Setsthe port, so that all large IP
frames that can be fragmented will be fragmented before being
transmitted out the port. If the large frame cannot be fragmented, then it
will be transmitted out the port as alarge frame.

SMALL —Setsthe port so that frameswill be transmitted as either fragmented
(if possible), or dropped if they cannot be fragmented.

AUTO —Sameas SMALL.

PORT — Enablesthe mib Il port number to change the settings.
ALL_BPLANE — Causes dl the backplane ports to have the same setting.
ALL_FDDI — Causes al FDDI HSIMs to have the same setting.

NOTE: Only backplane and FDDI HSIMs can be configured
beyond the default settings.

Example:

-> lg_frame_admin set FRAG_IF_POSS all_bplane

The Status for large interfaces has been changed to
FRAG_IF_POSS on all BACK PLANE interfaces.

-> Ig_frame_admin status 19

Large frame port status is FRAG_IF_POSSAUTO on Port 19.
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link_trap

Description: Allowslink traps to be enabled or disabled when specifying a single port, or
simultaneously when specifying “al” or no ports. When one or al ports are
specified to enable, disable, or find their status, their current condition is
displayed.

Syntax: link_trap [enable/disable/status] <PORT/all>

Options: None

Example: -> link_trap status

LINK TRAP STATUS:

Port 1 is ENABLED Port 2 is DISABLED
Port 3 is ENABLED Port 4 is ENABLED

-> link_trap disable 2

Link traps have been DISABLED on port 2

-> link_trap disable all

Link traps have been DISABLED on all ports (1-24)
-> link_trap status 3

Link traps are ENABLED on port 3

loopback_detect

Description: Allows the user to enable, disable or check the current state of loopback
detection on Ethernet front panel ports.

The user must specify the state as enable, disable or status.
The state field is mandatory.

Syntax: loopback_detect [enable | disable]

Options: enable — Enables loopback detection on Ethernet front panel ports.
disable — Disables loopback detection on Ethernet front panel ports.
status— Indicates if loopback detection is enabled or disabled.

Example: -> loopback_detect enable

-> loopback_detect disable

-> loopback_detect status

Loopback_detect is disabled.
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MAC lock disable

Description:

Disables MAC locking by either individual port or on al ports of the module.

MAC Locking Disabled and Authentication Disabled

When authentication is disabled, MAC locking is released (or unlocked)
when the link transitions to a down state; there is a spanning tree topol ogy
change; or the user explicitly releasesthe MAC by disabling MAC locking
for agiven port.

MAC Locking Disabled and Authentication Enabled

When authentication is enabled, MAC locking is released when the
supplicant is unauthenticated on the port. Refer to Chapter 3 of this
document for the different ways that a supplicant may become
unauthenticated. The MAC isalso released if MAC locking is disabled on
the port.

When amodule isreset, the MAC is released without affecting the
administrative state of the port function. States assigned through LM CLI
tools must be persistent across resets. (If you set port MAC locking to either
globally or on aper port basis and the module is reset, the ports will revert to
the last state prior to the reset.

Syntax:

MAC_lock disable[ port# | all ]

Options:

port# — Port number of a port to have MAC locking disabled.
all — Disables MAC locking on all ports of the module.

Example:

-> MAC_lock disable 5
-> MAC_lock disable all
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MAC lock enable

Description:

Enables MAC locking on either an individual port or on all ports of the
module.

MAC Locking with No Authentication

When thefirst source MAC addressisreceived on aport, it is“locked” to
that port preventing all other MAC addresses from being learned on that
port. After the receipt of the first MAC, the switch fabric discards all
subsequent frames not containing the configured source MAC address.
The only frames that are forwarded on a“locked” port are those with the
“locked” MAC addressfor that port, multicast frames, or broadcast frames.

MAC Locking with Authentication

The first source MAC address received on a port with authentication
enabled islocked to that port. After the completion of authentication, the
MAC used during the authentication process becomes locked on the port
and thefirst MAC, if different isremoved. Thisalgorithm is used
regardless of whether or not a default policy isin place.

Syntax:

MAC_lock enable [ port# | al |

Options:

port# — Port number of aport to have MAC locking enabled.
all — Enables MAC locking on al ports of the module.

Example:

-> MAC_lock enable
-> MAC_lock all

Network Tools Screens  11-17



Built-in Commands

MAC lock status

Description: Displaysalist of al ports on the module and their MAC locking status
(locked or unlocked), MAC locked to a port, and MAC lock trap (enabled or

disabled).

Syntax: MAC lock status

Options: None

Example: -> MAC_lock status
PorT Status MAC Trap
1 UNLOCKED Enabled
2 UNLOCKED Enabled
3 LOCKED 00001d123456 Enabled
4 LOCKED 00001dabcdef Disabled
5 UNLOCKED Enabled
6 UNLOCKED Enabled
7 LOCKED 00C0C6125467 Enabled

MAC_lock trap disable

Description: Disables the sending of MAC violation traps by either individual port or on
all ports of the module.

Syntax: MAC_lock trap disable [port# | al ]

Options: port#— Number of aport to have MAC lock trap disabled.
all — DisablesMAC lock trap on all ports of the module.

Example: -> MAC_lock trap disable 6
-> MAC_lock trap disable all
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MAC lock trap enable

Description:

Enablesthe sending of MAC violation traps by either individual port or on all
ports of the module.

If the MAC lock trap is enabled on a port, the switch sends atrap when the
port receives a frame containing a source MAC address that is different from
the currently locked MAC address. Thistrap is sent only once. It is not sent
again until the trap has been reset by alink-state change, trap disable/enable
toggle, MAC authentication/unauthentication, or MAC locking
enable/disable. Traffic is not stopped when a violation occurs. Frames with
source MACs different from the currently “locked” MAC are discarded.

Syntax:

MAC_lock trap enable [ port# | al ]

Options:

por t# — Number of the port that will have MAC lock trap enabled.
all — Enables MAC locking on all ports of the module.

Example:

-> MAC_lock trap enable 3
-> MAC_lock trap enable all
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netstat

Description: Provides a display of general network statistics for the managed device. The

netstat command must be used with one of the following two display options.

Syntax: netstat [option]

Options: -i — Displays status and capability information for each interface.
-r —Displays routing information for each interface.

Example:

-> netstat -i

Interface + DescriptionMTU Speed Admin Oper MAC Addr

#1 (ethernet - csmacd) 1514 10000000 up up 0x00 Ox00 0Ox1d 0x07 0x50 OxOe
#2 (ethernet - csmacd) 1514 10000000 up up 0x00 0Ox00 0Ox1d 0x07 Ox50 OxOf
#3 (ethernet - csmacd) 1514 10000000 up up 0x00 Ox00 0Ox1d 0x07 Ox50 0x10
#4 (ethernet - csmacd) 1514 10000000 up up 0x00 Ox00 Ox1ld 0x07 0x50 Ox11
-> netstat -r

Destination Next-hop Interface

# Default Route DirectConnection 1

# 134.141.0.0 DirectConnection 2

# 134.141.0.0 DirectConnection 3

non_bridge_if_ num

Description: Allows configuration of the interface number assigned to non-bridge ports.

Current settings alowed are 0 or 9999. Changing of the interface number
assigned to non-bridge ports will lead to areset of the board.

Syntax: non_bridge if_num [ 0]9999 | status]
Options: None
Exanuﬂe: ->non_bridge_if_num_status
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passiveStp

Description: Allows management of PassiveStp on this device. The user may
enable/disable or see the current status of PassiveStp.

Passive Mode Spanning tree allows ports on leaf bridges to transition very
quickly and not invoke a global network re-span through requesting root
elections by:

* Not allowing switches to become the root node;

¢ Not allowing switches to send configuration BPDUS;

e Expiring the message age timer when alink transitions to a down state;
* Moving the 802.1D Blocked state directly to forwarding; and

* Using adefault or locally defined Passive STP Max Agetime.

Syntax: passiveStp [ enable | disable | status ]

Options: enable — Enables PassiveStp on this device.
disable — Disables PassiveStp on this device.
status — Indicates the current status of Passive STP.

Exanwﬂe; ->PassiveStp disable
Disabled
->PassiveStp status
Passive is disabled
Passive Maxage = 2000

ping

Description: Generates an outbound ping request to check the status (alive/not alive) of a
device at a specified |P address.

Syntax: ping [IP address]
Options: None
Example: -> ping 122.144.40.10

122.144.40.10 is alive
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radius

Description: Used to enable, disable, and configure the radius function. RADIUS
authentication is only used when the client has been properly configured and
enabled. When the RADIUS Client is not enabled, the legacy password
authentication will run as before. For more about Radius Client, refer to
Section 3.4.1.

Syntax: radius
radius status
radius [enable | disabl€]
radius prim_ip <server ip>
radius sec_ip <server ip>
radius prim_ip <server ip>
radius sec_ip <server ip>
radius timeout <n>
radius retry <n>
radius clear
radius prim_auth_port <n>
radius sec_auth_port <n>
radius prim_acct_port <n>
radius sec_acct_port <n>
radius last_resort < [local [remote] [accept|reject|challenge] >
radius prim_secret
radius sec_secret

11-22  Network Tools Screens



Built-in Commands

radius (Continued)

Options:

radius
Shows Radius help

radius status
Shows all Radius client settings

radius [enable | disabl€]
Enables or disables the Radius Client

radius prim_ip <server ip>
Shows <sets> the primary Radius server’s IP, in decimal-dotted format

radius sec_ip <server ip>
Shows <sets> the secondary Radius server’s | P, in decimal-dotted format

radius timeout <n>
Shows <sets> Radius server timeout in seconds

radius retry <n>
Shows <sets> number of Radius server retries

radius clear
Resets all Radius client settings

radius prim_auth_port <n>
Shows <sets> the primary Radius server’s UDP authentication port

radius sec_auth_port <n>
Shows <sets> the secondary Radius server’s UDP authentication port

radius prim_acct_port <n>
Shows <sets> the primary Radius server’s UDP accounting port

radius sec_acct_port <n>
Shows <sets> the secondary Radius server’s UDP accounting port

radius last_resort < [local[remote] [accept|reject|challenge] >
Shows <sets> the last-resort action to takeif all radius serverstimeout, for
either local (COM port) or remote (TELNET) sessions:

Accept — accept user with no further authentication

Re ect — reject user unconditionally

Challenge — challenge the user for the system password (i.e., revert to
legacy module passwords)
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radius (Continued)

Options:
(Cont’d)

radius prim_secret

Sets the primary Radius server’s shared secret.

radius sec_secret

Sets the secondary Radius server’s shared secret.

NOTES: The secretis NOT encrypted in transit; if this command is
used over TELNET then the secret may be compromised.

For maximum security, it is recommend to use a 16 to 32 character

string for the shared secret code. For security reasons, the entered
code appears as asterisks (*) on the screen.

Example:

-> radius client

RADIUS Configuration Cli

Command Format :

status

clear

timeout
last_resort
retry

enable

disable
prim_secret
prim_ip
prim_auth_port
prim_acct_port
sec_secret
sec_ip
sec_auth_port
sec_acct_port

->

radius

(shows Radius status)

(clears all entries)

(server timeout, seconds)

<local |remote> <accept]reject]challenge>
<number of retry attempts>

(enables radius client)

(disables radius client)

(sets primary secret)

<primary server IP>

<primary server authentication port>
<primary server acct port>

(sets secondary secret)

<secondary server IP>

<secondary server authentication port>

<secondary server acct port>
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radius (Continued)

Example:
(Cont’d)

characters are entered as the secret code (16 to 32 characters are

mﬁj NOTE: The following shows examples of when 3, 7, and 32

recommended).
-> radius sec_secret
Enter Secret (max 32): ***

Confirm Secret: ***

# ERROR : secret minimum length is 6

-> radius sec_secret

Enter Secret (max 32): *****x**

Confirm Secret: ***xx*x*

Warning: rfc2865 recommends min length of 16

ok

-> radi us sec_secret
Enter Secret (n-ax 32) khkkhkhkkkhhhkhkhkhkdkhkhkhdkhkhkhkhkdkhkhrhkdhxkhdkxx

COﬂfl rm Secret . RE R R R b I O R R I I kO R

ok
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rate_limit_mode

Description:

Allows configuration of the exit-rate limit range to either the default
high_range (100 Kbpsto 1 Gbps) or the low range (50 Kbps to 400 Mbps).
Status for this command will return the current mode. This modeis stored in
non-volatile memory and is retained by normal resetting. Changing from one
mode to the other mode may result in current settings being removed if their
range is no longer valid. Changing mode will require areset.

Syntax:

rate limit_mode[ status] [ high_range (default) ] [ low_range]

Options:

None

Example:

rate limit_mode status
rate_limit_mode low_range
rate_limit_mode high_range

-> rate_limit_mode status

Rate Limit Mode is: High Range (100Kbps - 1 Gbps).
-> rate_limit_mode low_range

This will reset board : Are you *SURE* ?

-> rate_limit_mode high_range

This will reset board : Are you *SURE* ?

reset

Description:

Initiates a hardware reset of the device. The reset command initializes the
CPU processor, runs the onboard diagnostics, and restarts the software image,
which restores the user configuration settingsfrom NVRAM. The user will be
queried to confirm the reset command to ensure against unwanted resets.

NOTE: The Network Tools connection to the device will be
terminated upon execution of this command.

Syntax:

reset

Options:

None

Example:

-> reset
RESET: Are you *SURE
->Y
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sat_size

Description: Allows configuration of the size off the Source Address Table (Forwarding
Database) on the device to either 8000 or 16000 entries. The default is 8000
entries. When set to 16000, 400 Layer 2/3/4 VLAN Classification and Priority
Assignment entrieswill be supported. The default is 1000 Layer 2/3/4 VLAN
Classification and Priority Assignment entries. Changing of sat_size will lead
to areset of the board.

Syntax: sat_size [ 8|16 | status]

Options: None

Example: -> sat_size_ status

suppress_topology_traps

Description: Enables or disables the generation of topology traps on ports, which rapid
spanning tree defines to be edge ports. Only non-edge ports that transition to
forwarding or blocking cause the switch to issue a topology trap.

By defaullt, this feature is enabled to suppress the generation of topol ogy

traps.
Syntax: suppress _topology _traps|[ enable | disable]
Options: enable — Suppresses the generation of topology traps.

disable — Allows the generation of topology traps.

Exanuﬂe: -> suppress_topology traps enable

-> suppress_topology traps disable
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show
Description: Displaysinformation concerning various components of the device. Protocols
currently supported are IP, IPX, DECnet, and AppleTalk. Components of
those protocols that are currently supported are ARP caches, route tables, FIB
tables, server tables, and interface tables. The number of valid entriesin the
table will be outputted at the end of the table display.
NOTE: The Network Tools connection to the device will be
terminated upon execution of this command.
Syntax: show <PROTOCOL> [TABLE]
Options: None
Example:

-> show Appletalk interfaces

# Interface AdminStatus OperStatus MTU Forwarding Framing
# 1 enabled enabled 1500 enabled ethernet
# 2 disabled disabled 1500 disabled ethernet

> show IP ARP

# Interface MediaType Physical |Address NetworkAddress
#3 3(dynamic) 00:00:1d:04:40:5d 123.456.40.1
#4 3(dynamic) 08:00:20:0e:d8:31 123.456.40.30

# Number of valid entries: 2
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show mac
Description: The show mac command displays all MAC addresses for the device.
Syntax: show mac <fid> [fdbld] <address> [mac] <port> [portNumber]
<type> [<other|tp_learned|sr_|earned|sel f|management>]
[<priorityg|multi cast|broadcast|stati cfil tjagedout>]
Options: fid — Show MAC addresses for the filter database identifier (fdbld).
address— Show the address (mac) if it is known by the device.
port — Show the addresses for the port (portNumber) only.
type— Show addresses of the specified type only. Valid types are:
other, tp_learned, sr_learned, self, management, priorityq, multicast,
broadcast, staticfilt, agedout
Default — Show all MAC addresses for the device.
Exanuﬂe; MAC Address FID Port Type

00:00:1D:00:00:20 1 0010 tp_learned
1 0010 tp_learned

00:00:1D:C3:BE:53 0 0001 self
0]

00:00:1D:C3:BE:63 0017 self

00:00:1D:00:03:20

more? (y or n)
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soft_reset
Description: Restarts the software image, which restores the user configuration settings
from NVRAM. The user will be queried to confirm the reset command to
ensure against unwanted resets.
TIP: The Network Tools connection to the device will be terminated
I> upon execution of this command.
Syntax: soft_reset
Options: None
Example: ->soft_reset
RESET: Are you *SURE* ?
->Y
stpEdgePort
Description: Sets a port to EDGE PORT (enable) or BRIDGE PORT (disable).
Syntax: stpEdgePort [ status |
stpEdgePort [ enable ] [ vlanid] [ port range ]
stpEdgePort [ disable] [ vlanid] [ port range ]
Options: stpEdgePort enable
stpEdgePort disable
stpEdgePort status
Example: To enable EdgePort on VLAN 1, port 5:

-> stpEdgePort enable 1 5

To enable EdgePort on VLAN ports 5-10:
-> stpEdgePort enable 1 5-10

11-30 Network Tools Screens



Built-in Commands

stpForceVersion

Description: Puts Spanning Tree into STP compatibility mode (0) or the default RSTP

mode (2).
Syntax: stpForceVersion [ 0| 2 | status ]
Options: stpForceVersion 0 — Indicates STP compatibility.

Enable stpForceVersion 0 only if the user does not want to “run 802.1w,”
which does not allow transmission of RSTP BPDUSs. The bridge will only
transmit config BPDUs and TCNs. Therefore, to another bridge, it looks like
itisrunning 802.1D (with few exceptions). Thisisonly used if the potential of
looping for 3 seconds (the time it takes a bridge to determineit is connected to
alegacy device) could not be tolerated. The necessity of using this
configuration israre.

stpForceVersion 2 — Indicates RSTP support.
Status — Gives current value.

Example: -> stpForceVersion 2

ForceVersion set to 2
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stpPointToPointMAC

Description: Allows you to set the value of stpPointToPointMAC to TRUE, FALSE or
AUTO.

Syntax: stpPointToPointMAC [ status] [ value]
stpPointToPointMAC [ value ] [ vlanid] [ port range ]
Where 'value' is'true’, 'false' or 'auto'.

Options: None

Exan“ﬂe; Shows all VLAN ports with a value of true:
-> stpForceVersion MAC status true
Shows all VLAN ports with a value of false:
-> stpForceVersion MAC status false
Shows all VLAN ports with a value of auto:
-> stpForceVersion MAC status auto

Changes the value of stpForceVersion MAC for a port or range of
ports.

-> stpForceVersion MAC auto 2 1-32
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stpLegacyPathCost

Description:

Enables or disables the use of 802.1D or 802.1t Path Cost bridging values on
the device. The default islegacy 802.1D standard Path Cost values.

NOTE: When connecting ports between devices, it is
recommended that the devices are all set to run either 802.1D or
802.1t. The path costs must be consistant between bridge ports of
all the devices.

Table 11-2 shows the path cost values when running 802.1t bridging.

Table 11-2 Path Cost Parameter Values

Link Recommended Recommended Range

Speed Value Range

10 Mb/s 2,000,000* 200,000- 1-200,000,000
20,000,000

100 Mb/s 200,000* 20,000- 1-200,000,000
2,000,000

1 Gb/s 20,000 2,000- 200,000 1-200,000,000

10 Gb/s 2,000 200-20,000 1-200,000,000

*Bridges conforming to IEEE Std 802.1D, 1998 Edition, i.e., that support only 16-bit
values for Path Cost, must use 65,535 as the Path Cost for these link speeds when
used in conjunction with Bridges that support IEEE Std 802.1t (32 bit) Path Cost
values.

Syntax:

stpLegacyPathCost [ enable | disable | status]

Options:

enable — Enables the device to use spanning tree legacy 802.1D Path Cost
values.

disable — Returns the device to the default setting of using the spanning tree
802.1t Path Cost values.

status — Displays the current status of the Path Cost setting (enabled or
disabled).
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stpLegacyPathCost (Continued)

Example: To set the device to use the 802.1D legacy path costs, enter:
-> stplLegacyPathCost enable
To set the device to use the 802.1t path costs (default setting), enter:
-> stplLegacyPathCost disable
To determine if the deviceis currently operating using 802.1t or 802.1D path
costs values, enter:
-> stplLegacyPathCost status

stpPort

Description: Used to enable, disable, or show which spanning tree ports on the physical
ports are enabled. This command does not apply to virtual interfaces such as
ATM. To enable, disable, or view the status of ATM ports, use the
am_stp_state command.

Syntax: stpPort [status]
stpPort [enable] [port#]
stpPort [disable] [port#]

Options: status—displays alist of the physical ports that are enabled.
enable port# — enables a specific port.
disable port# — disables a specific port.

Exanuﬂe; -> stpPort status

The following ports are STP ENABLED:

1 2 3 4 5 6 7 8 9 10
11 12 13 14 15 16 17 18 19 20
21

-> stpPort enable 1
Enabling STP on Port 2.

-> stpPort disable 2
Disabling STP from Port 2.
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stpRealTimeMsgAge

Description: Sets the BPDU MESSAGE AGE time mechanism to either IEEE or REAL
TIME.

Syntax: stpRea TimeMsgAge [ enable | disable | status ]

Options: enable — Enables the BPDU MESSAGE AGE time mechanism.

disable — Disables BPDU MESSAGE AGE time mechanism.
status — Shows status of the BPDU MESSAGE AGE time mechanism.

Exanuﬂe: stpReal TimeMsgAge disable
disabled
stpStandby
Description: Allows the user to control the behavior of the Spanning Tree Protocol (STP)

during link state change. The user may enable, disable, or see the status of the
stpStandby. The enable command causes the STP to go through the standby
states for the port that received avalid link. The disable command causes the
STPto stay in the forwarding state regardless of the link state change.

Syntax: stpStandby [enabl e/disable/status]

Options: None

Example: -> stpStandby status
Disabled.

-> stpStandby enable
-> stpStandby status

Enabled.

-> stpStandby disable
-> stpStandby status

Disabled.

->
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telnet

Description: Allows the user to communicate with another host (that supports Telnet
connections) using the Telnet protocol. The user must specify the remote host
using its 1P address. The [IP address] field is mandatory. If no Port number is
specified, telnet will attempt to contact the host at the default port.

Syntax: telnet [IP address] <Port #>

Options: None

Example: -> telnet 134.141.12.345
Trying 134.141.12.345
Connected to 134.141.12_345
SunOS UNIX (server 1)
login:

timed_reset

Description: Allows configuration of atimed_reset in number of seconds. Status for this
command will return the time until areset will occur and whether or not a
non-volatile reset will occur when the reset happens. The reset_nv and
dont_reset_nv commands tell the timed reset if non-volatile memory should
be reset or not. If reset non_volatile is chosen, ip will be retained. Entering a
time of O will disable any currently enabled timed_reset.

Syntax: timed_reset [ status] [ t (seconds) |
[ reset_nv|dont_reset nv]

Options: None

Example: timed_reset status

timed_reset 10
timed_reset 30 status

timed_reset 60 reset_nv
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timed_soft_reset

Description: Allows configuration of atimed_soft_reset in number of seconds. Status for
this command will return the time until areset will occur and whether or not a
non-volatile reset will occur when the reset happens. The reset_nv and
dont_reset_nv commandstell the timed reset if non-volatile memory should
be reset or not. If reset non_volatile is chosen, ip will be retained. Entering a
time of O will disable any currently enabled timed_soft reset.

Syntax: timed_soft_reset [ status] [ t (seconds) ]

[ reset_nv | dont_reset_nv ]

Options: None

Exanuﬂe: timed_soft _reset status
timed_soft_reset 10
timed_soft_reset 30 status
timed_soft_reset 60 reset_nv

traceroute

Description: Generates a TRACEROUTE request to a specified | P address and provides a
display of al next-hop routers in the path to the device. If the device is not
reached, the command displays all next-hop routersto the point of failure.

Syntax: traceroute [1P address]

Options: None

Exan“ﬂe; -> traceroute 122.144.11.52

# next-hop[0]:122.144.60.45
# next-hop[1]:122.144.8.113
# next-hop[2]:122.144.61.45
# 122.144.11.52 is alive:3 hops away.
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vrrpPort

Description:

Enables the user to choose the Virtual Router Redundancy Protocol (VRRP)
Port(s), front panel Ethernet or Fast Ethernet ports.

When the link on a VRRP Port goes down or up, the database is purged. Then
anotification is sent out to all LAN emulation clients (LECs) connected to the
local HSIM/VHSIM to clear their LEARP cache. Clearing the databases
causes the removal of old information and forces the SmartSwitch devices to
establish new virtual connections based on the new router paths.

NOTE: This command is only valid when the switch supports the
installed HSIM or VHSIM.

Syntax:

vrrpPort [ get |

vrrpPort [ set] [ port# ]
vrrpPort [ unset ] [ port# ]
vrrpPort [ set] [ al ]
vrrpPort [ unset ] [ all |

Options:

get —displaysalist of al port numbers of VRRP Ports currently set.

set port# — sets a specific port as a VRRP Port.

set all —setsall front panel as VRRP Ports.

unset port# —terminates the VRRP setting on a specific port.

unset all —terminates the VRRP setting on al front panel ports.

NOTE: Setting the VRRP Port(s) to 0 will disable this application.

Example:

-> vrrpPort get
VRRP Port is set to O.

-> vrrpPort set 1
VRRP Port is set to 1.
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11.3 EXAMPLE, EFFECTS OF AGING TIME ON DYNAMIC EGRESS
This section provides an example of how aging time affects the dynamic recognition of frames
from a user device on a port.

In this example, assume that arule set on Port 1 of the switch module classifies all IP framesto a
Red VLAN. Once Port 1 receives aframe from auser device, the frameis classified to the
Red VLAN and added to the dynamic Port VLAN List of Port 1.

If after 300 seconds another IP frameis not received on Port 1 (by any station), the Red VLAN is
removed from the dynamic Port VLAN List for Port 1. When Port 1 receives another frame, the
Red VLAN is added again to the dynamic Port VLAN List of Port 1 and the process continues.

The dynamic Port VLAN List isatemporary list used in the dynamic egress function to keep track
of the VLANSs and the associated users that reside off a dynamic-egress enabled port.

11.4 EXAMPLE, USING DYNAMIC EGRESS TO CONTROL TRAFFIC

In this simple example (Figure 11-1), assume that there are four ports on the switch module
attached to PCs supporting both protocols AppleTalk (809B and 80F3) and | P. Two PCs support |P
only. The AppleTak frame traffic is to be contained so only the users running the AppleTalk
protocol can communicate with each other and not flood the network with AppleTak frames.
However, al users are to have access to aweb server connected to Port 7.

Figure 11-1 Example, Dynamic Egress Application
PCs
IPI:I I:IlP
AppleTalk AppleTalk
PP IP I:I IP

AppleTalk AppleTalk
1P P

123456

S1

Web
Server

3069_106
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Solving the Problem

In this example, Switch 1 (S1) has aready been configured with adefault VLAN 0001 associated
with Filter Database Identifier (FDB D) 0001 as the Port VLAN ldentifier (PVID) on all ports.
The following additional steps are required to configure the switch to solve this problem.

1. Defineanew VLAN (VLAN ID 2) using the Static VLAN Configuration screen.

2. Createal ayer 2 ruleto associate the protocol AppleTalk 809B and 80F3to VLAN ID 2 (VID 2)
using the VLAN Classification Configuration screen. Thisruleis assigned to all ports.

3. Enable the dynamic egress control on VLAN 2 using the Network Tools command
(dynamic_egress enable 2).

With the above configuration, an AppleTalk frame received on any port will be classified into
VLAN 2 (the AppleTalk VLAN), and the Port VLAN List of that port is updated to include
VLAN 2.

For instance, if Port 1 or 2 is connected to a new AppleTalk user, the AppleTalk frames received on
that port are dynamically associated with VLAN 2 and VLAN 2 is added to the Port VLAN List of
that port. The Port VLAN List contains alist of al VLANs whose frames can be transmitted out
that port.

In thisexample, the AppleTalk traffic is routed only to AppleTak users (Ports 1, 2, 5, and 6), while
IPtrafficisalowed to be seen by IP users (Ports 3, 4, and 7) and by IP/AppleTalk users (Ports 1, 2,
5, and 6).

11.5 SPECIAL COMMANDS

done, quit, exit

Description:  Thedone, quit, or exit command enables the user to exit from Network Tools
and return to the Main Menu screen.

Syntax: done, quit, or exit
Options: None
Example: -> done

Connection closed
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12

VLAN Operation and Network Applications

NOTE: Itis recommended to read this chapter to gain an understanding of VLANSs
before configuring the switch.

This chapter provides the following information:

* Definition of VLANSs (Section 12.1)

Types of VLANS (Section 12.2)

* Benefits and Restrictions (Section 12.3) of VLANS

* VLAN Terms (Section 12.4)

* VLAN Operation (Section 12.5)

* Configuration Process (Section 12.6)

* VLAN Switch Operation (Section 12.7)

* VLAN Configuration (Section 12.8)

e Summary of VLAN Loca Management (Section 12.9)
* Quick VLAN Walkthrough (Section 12.10) setting up a Static VLAN using Local Management

e Examples (Section 12.11) showing how VLAN-aware switches can be configured based on a
given problem
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Defining VLANS

12.1 DEFINING VLANSs

A Virtual Local AreaNetwork is agroup of devices that function as asingle Local Area Network
segment (broadcast domain). The devices that make up a particular VLAN may be widely
separated, both by geography and location in the network.

The creation of VLANs allows users located in separate areas or connected to separate ports to
belong to asingle VLAN group. Users that are assigned to such a group will send and receive
broadcast and multicast traffic as though they were all connected to a common network.

VLAN-aware switches isolate broadcast, multicast, and unknown traffic received from VLAN
groups, so that traffic from stationsin a VLAN are confined to that VLAN.

When stations are assigned to a VLAN, the performance of their network connection is not
changed. Stations connected to switched ports do not sacrifice the performance of the dedicated
switched link to participate in the VLAN. AsaVLAN isnot aphysical location, but a
membership, the network switches determine VLAN membership by associating a VLAN with a
particular port or frame type.

Figure 12-1 shows a simple example of a port-based VLAN. Two buildings house the Sales and
Finance departments of a single company, and each building has its own internal network. The
stations in each building connect to a SmartSwitch in the basement. The two SmartSwitches are
connected to one another with a high speed link.

Figure 12-1 Example of a VLAN

Building One Building Two

pan || || mam
NN | 2

109
2 3 R
A | frunk ] B
SmartSwitch SmartSwitch

/]

E Member of Sales Network ﬂ Member of Finance Network soss1 ss
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In this example, the Sales and Finance workstations have been placed on two separate VLANS. In
aplain Ethernet environment, the entire network is a broadcast domain, and the SmartSwitches
follow the IEEE 802.1D bridging specification to send data between stations. A broadcast or
multicast transmission from a Sales workstation in Building One would propagate to all the switch
ports on SmartSwitch A, cross the high speed link to SmartSwitch B, and then propagated out all
switch ports on SmartSwitch B. The SmartSwitchestreat each port as being equivalent to any other
port, and have no understanding of the departmental memberships of each workstation.

InaVLAN environment, each SmartSwitch understands that certain individual ports or frames are
members of separate workgroups. In this environment, a broadcast or multicast data transmission
from one of the Sales stations in Building One would reach SmartSwitch A, be sent to the ports
connected to other local members of the Sales VLAN, cross the high speed link to SmartSwitch B,
and then be sent to any other ports and workstations on SmartSwitch B that are members of the
SalesVLAN.

12.2 TYPES OF VLANS

There are anumber of different strategies for creating Virtual Local Area Networks, each with
their own approaches to defining a station’s membership in aparticular VLAN.

12.2.1 802.1Q VLANS

An 802.1Q VLAN switch determines the VLAN membership of adata frame by its Tag Header,
described later in this chapter. If the frame received is not tagged, the switch classifies the frame
into the VLAN that is assigned as the default VLAN of the switch.

Some or all ports on the switch may be configured to operate as GARP VLAN Registration
Protocol (GVRP) ports. If aframe received is tagged, the frame is forwarded to the GV RP ports
that are configured to transmit frames associated with the frame VLAN ID and protocol. If the
received frame is not tagged, the frame is examined and tagged as belonging to the default VLAN.
Then the frame is forwarded to the GV RP ports that are configured to transmit frames associated
with the default VLAN and the frame protocol.

12.2.2 Other VLAN Strategies

VLANs may aso be created by avariety of addressing schemes, including the recognition of
groups of MAC addresses or types of traffic. One of the best-known VLAN-like schemesisthe use
of |P Subnets to divide networks into smaller subnetworks.
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12.3 BENEFITS AND RESTRICTIONS

The primary benefit of the 802.1Q VLAN technology isthat it provideslocalization of traffic. This
function also offers improvementsin security and performance to stations assigned to aVLAN.

While thelocalization of traffic to VLANS can improve security and performance, it imposes some
restrictions on network devices that participate in the VLAN. Through the use of Filtering
Database IDs (FDB 1Ds) security can be implemented to enable or prevent users from one or more
VLANSs from communicating with each other.

One or more VLANS can be assigned to an FDB ID so that all the users that share acommon
FDB ID can communicate with each other regardless of their VLAN affiliation. However, for the
sake of security, the members of one FDB ID cannot communicate with the members of another
FDB ID.

TosetupaVLAN, al the network switch devices that are assigned to the VLAN must support the
|EEE 802.1Q specification for VLANS. Before you attempt to implement aVLAN strategy, ensure
that the switches under consideration support the |EEE 802.1Q specification.

12.4 VLAN TERMS

To fully understand the operation and configuration of port based VLANS, it is essential to
understand the definitions of severa key terms.

Table 12-1 VLAN Terms and Definitions

VLAN Term Definition

VLANID A unique number (between 1 and 4094) that identifies a
particular VLAN. Up to 1000 VLANSs can be created on one
SmartSwitch.

VLAN Name A 32-character a phanumeric name associated witha VLAN ID.

The VLAN Name isintended to make user-defined VLANS
easier to identify and remember.

Egress Output direction of data from a network device.

Ingress Incoming direction of data to a network device.
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Table 12-1 VLAN Terms and Definitions (Continued)

VLAN Term

Definition

Filtering Database
Identifier (FDB 1D)

Addressing information that the device learns about aVLAN is
stored in the filtering database assigned to that VLAN. Severd
VLANS can be assigned to the same FDB D to allow those
VLANSsto share addressing information. This enables the devices
inthe different VLANSsto communicate with each other when the
individual ports have been configured to allow communication to
occur.

The configuration is accomplished using the Local Management
VLAN Forwarding Configuration screen. By default aVLAN is
assigned to the FDB ID that matchesits VLAN ID.

Tag Header (VLAN Tag)

Four bytes of data inserted in aframe that identifies the
VLAN/frame classification. The Tag Header is inserted into the
frame directly after the Source MAC addressfield. Twelve bits of
the Tag Header represent the VLAN ID. The remaining bits are
other control information.

Tagged Frame

A dataframe that contains a Tag Header. A VLAN-aware device
can add the Tag Header to any frame it transmits.

Untagged Frame

A data frame that does not have a Tag Header.

Default VLAN

The VLAN to which all ports are assigned upon initialization.
The Default VLAN hasaVLAN ID of 1 and cannot be deleted or
renamed.

Forwarding List

A list of the ports on a particular device that are eligible to
transmit frames for a selected VLAN.

Port VLAN List

A per port list of all eligible VLANswhose frames can be
forwarded out one specific port and the frame format (tagged or
untagged) of transmissions for that port. The Port VLAN List
specifieswhat VLANSs are associated with asingle port for frame
transmission purposes.

Filtering Database

A database structure within the switch that keeps track of the
associations between MAC addresses, VLANS, and interface
(port) numbers. The Filtering Database is referred to when a
switch makes a forwarding decision on aframe.
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Table 12-1 VLAN Terms and Definitions (Continued)

VLAN Term

Definition

1Q Connection
(previoudly referred to asa
1Q Trunk)

A connection between 802.1Q switches that passes only traffic
withaVLAN Tag Header inserted in each frame. All VLANsin
the port’'s Port VLAN List are configured to transmit all frames
astagged frames. The port will drop all incoming frames that do
not have aVLAN tag.

1D Connection

Thisisareference to aconnection from a switch that passes only
untagged traffic. By default, a port designated to pass only
untagged frames has all VLANs onits Port VLAN List andis
configured to transmit all frames as untagged frames.

NOTE: You cannot configure an interface to receive

only untagged frames.

Per VLAN Spanning Tree
Protocol (PVSTP)

A protocol used to create a separate Spanning Tree topology for
each VLAN configured in aswitch.

Quick Convergence STP
(QCSTP)

A protocol that is compatible with PV STP and provides
automatic topology changes at 1/10th the speed of PVSTP.
QCSTP is aso backwards compatible with IEEE 802.1D.

Generic Attribute
Registration Protocol
(GARP)

A protocol used to propagate state information throughout a
switched network.

GARP VLAN
Registration Protocol
(GVRP)

A GARP application used to dynamically create VLANSs acrossa
switched network.

GARP Multicast
Registration Protocol
(GMRP)

A GARP application that functionsin asimilar fashion as GVRP,
except that GM RP registers multicast addresses on ports to
control the flooding of multicast frames.

NOTE: GMRP is not supported in this device.
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12.5 VLAN OPERATION

The following sections describe the operation of a VLAN switch and discusses the operations that
aVLAN switch performsin response to both normal and VLAN-originated network traffic.

12.5.1 Description

The 802.1Q VLAN operation is slightly different than the operation of traditional switched
networking systems. These differences are due to the importance of keeping track of each frame
and its VLAN association as it passes from switch to switch or from port to port within a switch.

12.5.2 VLAN Components

Before describing the operation of an 802.1Q VLAN, it isimportant to understand the basic
elements that are combined to make up an 802.1Q VLAN.

Stations

A station is any end unit that belongs to a network. In the vast mgjority of cases, stations are the
computers through which the users access the network.

Switches

In order to configure agroup of stationsinto a VLAN, the stations must be connected to
VLAN-aware switches. It isthe job of the switch to classify received framesinto VLAN
memberships and transmit frames, according to VLAN membership, with or without aVLAN Tag
Header.

12.6 CONFIGURATION PROCESS

Before aVLAN can operate, steps must be performed to configure the switch to establish and

configure aVLAN. Enterasys Networks VLAN-aware SmartSwitches default to operate in the
802.1Q VLAN mode. However, further configuration is necessary to establish multiple logical
networks.

NOTE: The actual steps involved in VLAN configuration using Local Management are
presented in Section 12.8. This brief section describes the actions that must be taken in
very general terms, and is intended only to aid in the Administrator’'s understanding of

VLAN switch operation.
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12.6.1 Defining a VLAN

A VLAN must exist and have a unique identity before any ports or rules can be assigned to it. The
Administrator definesaVLAN by assigning it a unique identification number (the VLAN ID), a
filter database association, and an optional name. The VLAN 1D isthe number that will identify
data frames originating from, and intended for, the ports that will belong to this new VLAN.

12.6.2 Classifying Frames to a VLAN

Now that aVLAN has been created, rules are defined to classify all framesin aVLAN. Thisis
accomplished through management by associating aVLAN ID with each port on the switch.
Optionally, frames can be classified according to layer 2/3/4 information contained in the frame.

At the same time, the Administrator configures the trunk ports that need to consider themselves
members of every VLAN. The configuration of trunk portsisvery important in multiswitch VLAN
configurations where aframe’s VLAN membership needs to be maintained across several
switches.

12.6.3 Customizing the VLAN Forwarding List
Each port on a VLAN-aware switch hasaVLAN forwarding list that contains, as a minimum, the

Port VLAN Identifier (PVID) of the VLAN configured. Additionally, the Port VLAN Forwarding
List of each port can be configured to allow any number of VLANSsto be added to itslist.

12.7 VLAN SWITCH OPERATION

IEEE 802.1Q VLAN switches act on the classification of framesinto VLANSs. Sometimes, VLAN
classification is based on tags in the headers of data frames. These VLAN tags are added to data
frames by the switch as the frames are transmitted out certain ports, and are later used to make
forwarding decisions by the switch and other VL AN-aware switches.

In the absence of aVLAN tag header, the classification of aframeinto aparticular VLAN depends
upon the configuration of the switch port that received the frame.

The operation of an 802.1Q VLAN switch is best understood from a point of view of the switch
itself. Toillustrate this concept, the examples that follow view the switch operations from inside
the switch.
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Figure 12-2 depictsthe inside of a switch with six ports, numbered one through six. The switch has
been configured to associate VLAN A and B with Filtering Database I dentifier (FDB ID) 2,
VLAN C and D with FDB ID 3, and VLAN E with FDB ID 4. Port 6 has been classified to serve
asaVLAN trunk connection (will only transmit and receive tagged frames). This classification
establishes that all VLANSs are members of the Port VLAN List for Port 6 and the frames
transmitted for all VLANswill contain atag header. Also the PVID for Port 6 is set to the default
VLAN with its corresponding relationship to FDB ID 1. Although untagged frames are not usually
present on aVVLAN trunk connection, any untagged frames received would need to be classified if
the port has not been configured to drop all untagged frames.

Figure 12-2 View from Inside the Switch

30691_59

NOTE: The example in Figure 12-2 shows ports sharing the same FDB ID, which is
supported by the switch. However, this feature cannot be configured using Local
Management at this time, but it can be configured using an SNMP management
application.
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12.7.1 Receiving Frames from VLAN Ports

When a switch is placed in 802.1Q Operational Mode, every frame received by the switch must
belong, or be assigned, to aVLAN.

Untagged Frames

The switch receives aframe from Port 1 and examines the frame. The switch notices that this
frame does not currently have aVLAN tag. The switch recognizes that Port 1 is a member of
VLAN A and classifies the frame as such. In this fashion, all untagged frames entering aVLAN
switch assume membershipin aVLAN.

NOTE: A VLAN ID is always assigned to a port. By default, it is the Default VLAN
(VLAN ID = 1).

The switch will now make a forwarding decision on the frame, as described in Section 12.7.2.

Tagged Frames

In this example, the switch receives atagged frame from Port 4. The switch examines the frame
and notices the frame istagged for VLAN C. This frame may have aready been through a
VLAN-aware switch, or originated from a station capable of specifyingaVLAN membership. If a
switch receives a frame containing a tag, the switch will classify the frame in regard to its tag
rather than the PVID for its port.

The switch will now make a forwarding decision on the frame, as described in Section 12.7.2.

12.7.2 Forwarding Decisions

The type of frame under consideration and the filter setting of a VLAN switch determines how the
switch forwards VLAN frames.

12.7.2.1 Broadcasts, Multicasts, and Unknown Unicasts

If aframe with a broadcast, multicast, or other unknown addressiis received by an 802.1Q
VLAN-aware switch, the switch checksthe VLAN classification of the frame. The switch then
forwards the frame out all ports that are identified in the Egress List for that VLAN. For example,
if Port 3, shown in Figure 12-2, received the frame, the frame would then be sent to al ports that
had VLAN Cintheir Port VLAN List.
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12.7.2.2 Known Unicasts

When aVLAN switch receives a frame with a known MAC address as its destination address, the
action taken by the switch to determine how the frame is transmitted depends on the VLAN, the
VLAN associated FDB 1D, and if the port identified to send the frame is enabled to do so.

When aframeisreceived it is classified into aVVLAN. The destination address islooked up in the
FDB ID associated with the VLAN. If amatch isfound, it isforwarded out the port identified in
the lookup if, and only if, that port is allowed to transmit frames for that VLAN. If amatch is not
found, then the frame is flooded out all ports that are allowed to transmit frames belonging to that
VLAN.

For example, assume that aframeis received by the switch depicted back in Figure 12-2. This
frame is a unicast untagged frame received on Port 3. The frame is then classified for VLAN C.
The switch then makes its forwarding decision by comparing the destination MAC address to its
filtering database. In this case, the MAC addressislooked up in the filtering database FDB ID 3,
which is associated with VLAN C and VLAN D. The switch recognizes the destination MAC
address of the frame as being located out Port 4.

Having made the forwarding decision, the switch now examines the Port VLAN List of Port 4 to
determineif it may transmit aframe belonging to VLAN C. If so, the frame is transmitted out Port
4. If Port 4 has not been configured to transmit frames belonging to VLAN C, the frameis
discarded.

12.8 VLAN CONFIGURATION

This section describes how to set up the switch for local or remote management, and the VLAN
Local Management screens used to create and configure VLANSs in a SmartSwitch.

12.8.1 Managing the Switch

The switch may be managed locally viaaterminal connected to the COM port, or remotely
(SNMP or Telnet sessions) from a management station connected to a switch port that is amember
of the same VLAN as the switch’s Host Data Port. (By default, thisis the default VLAN.) When
the switch is configured with VLANS, special precautions must be taken to use remote
management.
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12.8.2 Switch Without VLANS

When the switch is powered up, the switch usesits default settings to switch frameslike an 802.1Q
switch. In this default configuration, all ports are a member of the default VLAN (VLAN 1)
including the virtual Host Data Port of the switch, so any port can be used to manage the device as
shown in Figure 12-3.

Figure 12-3 Switch Management with Only Default VLAN

- 802.1Q Switch -
— - —
Port
2 5
== =
| [PEE SNy |
= p—

NOTE: All ports, including the virtual Host Data Port, are
members of the default VLAN. Therefore, any station
shown may be used as the management station.
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12.8.3 Switch with VLANSs

If the switch isto be configured for multiple VLANS, it may be desirable to configure a
management-only VLAN. This allows a management station connected to the management VLAN
to manage al ports on the switch and make management secure by preventing management via
ports assigned to other VLANS.

NOTE: The switch’s virtual Host Data Port, like any other port, has VLAN membership
that is configurable. For manageability of the device to be maintained, this port must be
a member of the same VLAN as the port to which the management station is connected.

Figure 12-4 shows an example of a switch configured with port 1 on the Management VLAN port
and the other users belonging to VLANSA, B, and C.
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Figure 12-4 Switch Management with VLANSs
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To set up the switch shown in Figure 12-4 to establish a management VLAN on port 1, use the
following process:

1

Use the Static VLAN Configuration screen to define anew VLAN named “ Management
VLAN?” (or other suitable name) and its VLAN ID. In this example, the VLAN ID isset to 2.

An FDB ID isautomatically assigned by the switch, so that the Management VLAN hasiits
filtering database to make the VLAN secure. In this example, the FDB ID is 2 and no other
VLAN isassigned tothisFDB ID. Thiskeepsthe new VLAN from sharing itsfiltering database
with other VLANS in the switch.

Use the Static VLAN Egress Configuration screen to associate the ports to particular VLANS.
For details on defining a Static VLAN, refer to Section 7.3.1.

Usethe Static VLAN Egress Configuration screen to select the type of Egress setting for each
port. When aport is set as Tagged, a VLAN tag isinserted into each frame transmitted out the
port to associate it with the VLAN specified at the top of the screen.

Usethe VLAN Port Configuration screen to enter the VLAN ID, 2, of the new Management
VLAN asthePort VLAN ID (PVID) to aport. Inthisexample, itisport 1. Leave the Acceptable
Frame Types setting in the default value, ADMIT ALL FRAMES.

NOTE: Itis not necessary to configure a physical port for management on each switch.
Only those switches that will have a management station attached to it need a physical
port assigned to the Management VLAN.
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5. Usethe VLAN Port Configuration screen to enter the VLAN 1D, 2, of the new Management
VLAN asthe Port VLAN ID (PVID) to the Host Data Port. The port number will depend on the
device. This port isnot aphysical port and will usually be one number above the maximum
number of physical ports on the device, including the ports on any optional interfacesinstalled.
In thisexample, it will be port 8. Set the Acceptable Frame Types setting to the setting: ADMIT
VLAN ALL FRAMES. For details on assigning a PVID, refer to Section 7.7.

This process would be repeated on every switch that is connected in the network to ensure that
each switch has a secure Management VLAN for switch management.

If the switch was connected to another switch via port 7, which was set to pass only tagged frames,
then the management station connected to the Management VLAN port of either switch could
manage both switches

NOTE: The management stations at each switch must be on the same Management
VLAN.

No matter how many switches are connected, a management station connected to any port on the
same Management VLAN can be used to remotely manage any Enterasys Networks 802.1Q
switch in the network as long as the Host Data Port of all the switches are members of the same
Management VLAN.
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12.9 SUMMARY OF VLAN LOCAL MANAGEMENT

The VLAN configuration process is an extension of normal Local Management operations. A
series of Local Management screens provides access to the functions and commands necessary to
add, change, or delete VLANSs and to assign portsto those VLANS.

A switch supporting 802.1Q VLANSs provides the VLAN Configuration screens as a standard part
of its Local Management hierarchy when the switch is configured to operatein 802.1Q Mode. The
hierarchy of the Local Management screens pertaining to 802.1Q VLAN configurationis shownin
Figure 12-5.

Figure 12-5 802.1Q VLAN Screen Hierarchy

— Static VLAN Configuration
802.1Q VLAN L ) _ _
Configuration Menu Static VLAN Egress Configuration

— Current VLAN Configuration
I— Current VLAN Egress Configuration
—— VLAN Port Configuration

— VLAN Classification Configuration

L Protocol Port Configuration son01_62
For details about each screen and how to use them, refer to Chapter 7.

12.9.1 Preparing for VLAN Configuration

A little forethought and planning is essential to agood VLAN implementation. Before attempting
to configure asingle switch for VLAN operation, consider the following:

e How many VLANswill be required?

*  What stations will belong to them?

* What ports are connected to those stations?

*  What portswill be configured as GARP-aware ports?

*  Will Per VLAN Spanning Tree or Quick Convergence Spanning Tree be used?

It may also be helpful to sketch out a diagram of your VLAN strategy. The examples provided
starting with Section 12.11 may be useful for a depiction of the planning process. Section 12.10
provides a quick walkthrough on how to use the screens to configure the switch for VLANS.
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12.10 QUICK VLAN WALKTHROUGH

The procedures below provide a short tutorial walkthrough that presents each of the steps
necessary to configure anew Static VLAN. These steps include the following:

AssigningaVLAN ID and VLAN Name
Assigning portsto the VLAN Egresslist

Configuring the port parameters

You may want to follow this walkthrough from start to finish before attempting to configure your
own VLANSs. Thiswalkthrough begins at the 802.1Q VLAN Configuration Menu screen.

Assigning a VLAN ID and VLAN Name

1

Onthe802.1Q VLAN Configuration Menu screen, usethe arrow keysto highlight the STATIC
VLAN CONFIGURATION menu item. Press ENTER. The Static VLAN Configuration
screen displays.

. Onthe Static VLAN Configuration screen, use the arrow keysto highlight the VLAN ID field

at the bottom of the screen. Assign a number for anew VLAN by typing the number “2” in the
VLAN ID field. A Filtering Database |dentified (FDB ID) will automatically be assigned to the
VLAN ID.

Usethearrow keysto highlight the VL AN Namefield at the bottom of the screen. Type“TEST
VLAN” inthe VLAN Namefield. Press ENTER.

Use the arrow keysto highlight the ADD command field at the bottom of the screen. Press
ENTER. The new VLAN iscreated and added to the list in the screen as shown in Figure 12-6.
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Figure 12-6 Walkthrough Stage One, Static VLAN Configuration Screen

VLAN ID FDB ID VLAN Name

Default VLAN
Test VLAN

VLAN ID: 2 VLAN Name: [ Test VLAN ]
ADD DEL MARKED NEXT RETURN
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Assigning Ports to the VLAN Egress list

1. Usethearrow keysto highlight thelineinthelist that hasVLAN ID 2. Asshownin Figure 12-6,
the Static VLAN Egress Configuration screen displays showing al ports.
Itis now time to assign a port to this new VLAN.

NOTE: When a Static VLAN is created, all ports on the Static VLAN Egress
Configuration screen are set to the default setting of NO for that VLAN. This means that
none of the ports are on the Egress list for that VLAN and will not transmit its frames.

2. Usethe arrow keysto highlight the Egressfield of Port 3.

NOTE: For the purposes of this walkthrough, Port 3 will be configured. As this port will
connect to a single workstation, and is not to be used for switch-to-switch
communications, the Egress will be set to UNTAGGED.

3. Usethe SPACE bar to step to UNTAGGED.

4. Usethearrow keysto highlight the SAVE command at the bottom of the screen. PressENTER.
Port 3 is added to the Egresslist of VLAN 2 with aframe format of UNTAGGED. The screen
should now look like Figure 12-7.
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Figure 12-7 Walkthrough Stage Two, Port 3 Egress Setting
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Now that Port 3 belongsto VLAN 2, we will designate one port as atrunk port for a connection to
another VLAN-aware switch. Thistrunk port will carry tagged frames from all VLANS, allowing
VLAN framesto maintain their VLAN ID across multiple switches.

NOTE: For the purposes of this walkthrough, port 10 will be configured as the trunk
port.

5. Usethearrow keysto highlight the Egressfield for port 10 in the Static VLAN Egress
Configuration screen.

6. Usethe SPACE bar to step to TAGGED.

7. Usethearrow keysto highlight the SAVE command at the bottom of the screen. PressENTER.
Port 10 will now serve asatrunk port connection. The screen should now look like Figure 12-8.
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Figure 12-8 Walkthrough Stage Three, Port 10 Egress Setting

VLAN ID: 2 FDBID: 2 VLAN NAME: Test
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Configuring the Port Parameters

Now that the TEST VLAN and the trunk connection are set up, we can proceed to set the port
parameters for ports 3 and 10, as follows:

1. Onthe 802.1Q Configuration Menu screen, use the arrow keysto highlight the
VLAN PORT CONFIGURATION menu item and press ENTER. The VLAN Port
Configuration screen, Figure 12-9, displays.

2. Usethe arrow keysto highlight the PVID field for Port 3.

3. Typein 2, whichisthe VLAN ID of the Test VLAN. Thiswill associate Port 3 with the
VLAN ID, thus making the port PVID of 2.

NOTE: Since Port 3 will connect to a single workstation, and is not to be used for
switch-to-switch communications, the acceptable frame types allowed through this port
will be all frame types (tagged and untagged). Since Port 3 will not receive VLAN frames
from the work station, it is not necessary to filter frames.

4. Usethe arrow keysto highlight the Acceptable Frame Typesfield for Port 3.
5. Usethe SPACE bar to step to ADMIT ALL FRAMES.

6. Leavethe INGRESSFILTERING field for Port 3 in the default setting of DISABLED. This
prevents frames from being filtered out according to the Port VLAN List.
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7. Leavethe GVRP STATUSfield for Port 3 in the default setting of ENABLED. This sets
Port 10 as a GVRP port to receive registrations of dynamically created VLANS.

8. LeavethePVID field for Port 10 set in the default setting of 1.

NOTE: Since Port 10 will be used for switch-to-switch communications, the PVID is left
set on the default VLAN value of 1. This associates Port 10 with all VLANs on the
switch. Since Port 10 will be used as a trunk port, only tagged frames will be allowed
through the port.

9. Usethe arrow keysto highlight the Acceptable Frame Typesfield for Port 10.

10.Use the SPACE bar to step to ADMIT VLAN TAGGED ONLY. This causes Port 10 to drop
al frames received that are untagged.

11.Leavethe INGRESS FILTERING field for Port 3 in the default setting of DISABLED.

12.L eavethe GVRP STATUSfield for Port 3 in the default setting of ENABLED. This sets
Port 10 as a GVRP port to pass tagged frames of dynamically created VLANS.

13.Usethe arrow keysto highlight the SAVE command at the bottom of the screen. PressENTER.
The screen should now look like Figure 12-9.

Figure 12-9 Walkthrough Stage Four, VLAN Port Configuration
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This effectively completes the configuration of asingle VLAN, assigning it to a port, and
configuring the switch to forward the frames received on that port to atrunk port. The trunk port in
turn forwards the frames as tagged to another switch.

You can now use the VLAN Classification Configuration and Port Protocol Configuration screens
to transmit frames according to classification rules and associated ports, as described in Chapter 7.

12.11 EXAMPLES

NOTE: Due to the complexity of Local Management, the following simple examples are
not meant to cover the full potential of Local Management.

The following sections provide some examples of how VLAN-aware SmartSwitches can be
configured to group users at the port level to create VLANS in existing networks. Each example
presents a problem and shows how it is solved by configuring the switches using the VLAN Local
Management screens. The actual procedures and screens used to configure a VLAN-aware switch
are covered in Chapter 7. Also provided in the discussion of each example is a description of how
the frames transmitted from one user would traverse the network to its target device.

12.12 EXAMPLE 1, SINGLE SWITCH OPERATION

Thisfirst example looks at the configuration of a single Ethernet switch for VLAN operation. In
this example, two groups of three users are to be assigned to two VLANSto isolate them from one
another. The blue users (B1, B2, B3) areto be kept completely separate from thered users (R1, R2,
R3). Figure 12-10 shows theinitia state of the switch.

Figure 12-10 Example 1, Single Switch Operation
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12.12.1 Solving the Problem

To set up this switch, users will be assigned to two new VLANS, red stations to the Red VLAN,
and blue stations to the Blue VLAN. The information below describes how the switch is
configured to create these two VLANSs and how users are assigned to them.

1. Theswitch isset for 802.1Q operation.

2. VLAN ID 2 (Red VLAN) and VLAN ID 3 (Blue VLAN) are created using the Static VLAN
Configuration screen. Thefilter database FDB ID 2 and FDB ID 3 are automatically assigned to
the Red VLAN and Blue VLAN, respectively.

3. The Egresstype for each port associated with aVLAN is set using the Static VLAN Egress
Configuration screen. In this example, the settings are as follows:

» FortheRed VLAN
Ports 1, 2, and 3; Egress;, UNTAGGED

* For the Blue VLAN
Ports 4, 5, and 6; Egress; UNTAGGED

4. The ports 1 through 6 are configured as follows using the VLAN Port Configuration screen:
e Ports1, 2, and 3 are set asfollows:

PVID: 2

Acceptable Frame Types: ADMIT ALL FRAMES
Ingress Filtering: ENABLED

GVRP Status: DISABLED

e Ports4, 5, and 6 are set asfollows:

PVID: 3

Acceptable Frame Types: ADMIT ALL FRAMES
Ingress Filtering: ENABLED

GVRP Status: DISABLED

5. TheVLANsand portsare now configured and enabled. Figure 12-11 showstheresulting VLAN
assignment to each port.
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Figure 12-11 Switch Configured for VLANSs
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The switch will now classify each frame received as belonging to either the Red or Blue VLANS.
Traffic from one VLAN will not be forwarded to the members of the other VLAN, and all frames
transmitted by the switch will be normal, untagged Ethernet frames.

12.12.2 Frame Handling

This section describes the operations of the switch when two frames are received. The first frame
is abroadcast sent by station R1.

1

Station R1 transmits the broadcast frame. The switch receivesthisframe on Port 1. Astheframe
isreceived, the switch classifiesit. Theframeisuntagged, sothe switch classifiesit asbelonging
to the VLAN that Port 1 is assigned to, the Red VLAN.

At the same time, the switch adds the source MAC address of the frame and the VLAN
associated with port 1 to its Source Address Tablein FDB ID 2. In thisfashion it learns that
station R1 islocated out Port 1.

Oncetheframeisclassified, itsdestination MAC addressis examined. The switch discoversthat
the frame is abroadcast, and treatsit as it would any other unknown destination MAC address.
The switch forwards the frame out all portsin the Red VLAN’s Forwarding List except for the
one that received the frame. In this case, the frameis sent to Ports 2 and 3.

The second frame is a unicast, where station R2 responds to station R1’'s broadcast.

Station R2, having received and recognized the broadcast from R1, transmits a unicast frame as
aresponse. The switch receives this frame on Port 2. The switch classifies this new untagged
frame as belonging to the Red VLAN.
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5. Theswitch addsthe source MAC addressand VLAN for station R2 to its Source Address Table
in FDB ID 2, and checks the Source Address Table for the destination MAC address given in
the frame. The switch finds the MAC address and VLAN in this table, and recognizes that the
MAC address and VLAN match for R1 islocated out Port 1.

6. Theswitch examinesitsVLAN configuration information and determinesthat theframefor Red
VLAN isallowed to be forwarded out Port 1 and that it must be sent in an untagged format.

7. The switch forwards the frame out Port 1. Any other unicast transmissions between stations R1
and R2 will be handled identically.

12.13 EXAMPLE 2, VLANs ACROSS MULTIPLE SWITCHES

This second exampl e investigates the steps that must be taken to set up VLANS across multiple
802.1Q VLAN switches. This includes the configuration and operation of trunk ports (port set for
TAGGED frames only) between 802.1Q VLAN switches.

Asshownin Figure 12-12, two companies, “Redco” and “Blue Industries,” share floors2 and 4 in
a building where the network infrastructure is supplied by the building owner. The objectiveisto
completely isolate the network traffic of the two companies by limiting the user’s traffic through
the ports of two switches, thus maintaining security and shielding the network traffic from each
company. Thisexample will show the use and configuration of atrunk connection and the creation
of VLANSs across multiple switches.
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Figure 12-12 Example 2, VLANs Across Multiple Switches
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12.13.1 Solving the Problem

To solve the prablem in this example, the users are assigned to VLANSs using Switch 4 and Switch
2 asshown in Figure 12-12. Redco users are assigned to the Red VLAN and Blue Industries users
to the Blue VLAN. The following information shows how Switch 4 and Switch 2 are configured to
create the two VLANS to isolate the users of the two companies from one another on the network

using the existing infrastructure.

Switch 4
Switch 4 is set as follows:

1. Two VLANSsare added to the list of VLANSs in the Static VLAN Configuration screen. An
FDB ID is automatically assigned to each VLAN. In this example, the following VLANs are
created:

* VLANID 2,FDB ID 2, withaVLAN Name of Red
* VLANID 3,FDB ID 3, withaVLAN Name of Blue

Because the VLANS are assigned to two separate FDB |Ds, the userson VLAN ID 2 and
VLAN ID 3 cannot communicate with each other.

2. The Egresstype for both VLAN ID 2, Port 1, and VLAN ID 3, Port 3, are set to UNTAGGED
using the Static VLAN Egress Configuration screen. This means that these ports will transmit
only untagged VLAN frames.

3. Ports 1 and 3 are configured as follows using the VLAN Port Configuration screen:
* Port1lisset asfollows:

PVID: 2

Acceptable Frame Types: ADMIT ALL FRAMES
Ingress Filtering: ENABLED

GVRP Status. DISABLED

¢ Port 3isset asfollows:

PVID: 3

Acceptable Frame Types: ADMIT ALL FRAMES
Ingress Filtering: ENABLED

GVRP Status. DISABLED

This causes the switch to classify all untagged frames received as belonging to the VLAN
specified by each port PVID and to replace the previous PVID information in the port VLAN
List with the new PVID information. This makes Port 1 part of the Red VLAN, Port 3 part of
the Blue VLAN, and both are set to the VLAN frame format of untagged.
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4. Port 4 is configured as atrunk port by setting the Egress type for both VLAN ID 2, Port 4 and
VLAN ID 3, Port 4 to TAGGED using the Static VLAN Egress Configuration screen. This
means that these ports will only transmit tagged VLAN frames.

* Port 4, Egress: TAGGED
5. Port 4 is configured as follows using the VLAN Port Configuration screen:

* Port4isset asfollows:

PVID: 1

Acceptable Frame Types: ADMIT TAGGED FRAMES ONLY

Ingress Filtering: ENABLED

GVRP Status: ENABLED
Port 4isset asatrunk port and all framesforwarded out thisport are forwarded astagged frames.
By default the port remains as amember of the Default VLAN. With the original classification
information inserted in the frame Tag Header, the receiving switch will maintain the original
frame classification. GVRP isenabled on this port and will support dynamic VLANS created by
GVRP.

Switch 2

Switch 2 is set asfollows:

1. Two VLANSsare added to thelist of VLANsin the Static VLAN Configuration screen. An
FDB ID is automatically assigned to each VLAN. In this example, the following VLANs are
created:

* VLANID 2, FDB ID 2, withaVLAN Name of Red
* VLANID 3,FDB ID 3, withaVLAN Name of Blue

2. The Egresstype for both VLAN ID 3, Port 1, and VLAN ID 2, Port 3, are set to UNTAGGED
using the Static VLAN Egress Configuration screen. This means that these ports will transmit
only untagged VLAN frames.

3. Ports 1 and 3 are configured as follows using the VLAN Port Configuration screen:

* Port 1isset asfollows:

PVID: 3

Acceptable Frame Types: ADMIT ALL FRAMES
Ingress Filtering: ENABLED

GVRP Status: DISABLED
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¢ Port 3isset asfollows:

PVID: 2

Acceptable Frame Types: ADMIT ALL FRAMES
Ingress Filtering: ENABLED

GVRP Status: DISABLED

This causes the switch to classify all untagged frames received as belonging to the VLAN
specified by each port PVID and to replace the previous PVID information in the port VLAN
List with the new PVID information. This makes Port 1 part of the Blue VLAN, Port 3 part of
the Red VLAN, and both are set to the VLAN frame format of untagged.

4. Port 2 isconfigured as atrunk port by setting the Egress type for both VLAN ID 2, Port 2, and
VLAN ID 3, Port 2, to TAGGED using the Static VLAN Egress Configuration screen. This
means that these ports will only transmit tagged VLAN frames.

* Egress. Port 2: TAGGED
5. Port 2 is configured as follows using the VLAN Port Configuration screen:
* Port 2isset asfollows:

PVID: 1

Acceptable Frame Types: ADMIT TAGGED FRAMES ONLY
Ingress Filtering: ENABLED

GVRP Status: ENABLED

Port 2 isset asatrunk port and all framesforwarded out thisport are forwarded astagged frames.
By default the port remains as amember of the Default VLAN. With the original classification
information inserted in the frame Tag Header, the receiving switch will maintain the original
frame classification. GVRPis enabled on this port and will support dynamic VLANS created by
GVRP. The operation of GVRP is described in Appendix A.
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12.13.2 Frame Handling

The following describes how, when User A attempts to log on to the File Server on Bridge 4, the
frames from User A are classified on Switch 4 and traverse the network. In this example, the MAC
address of User A is“Y” and the MAC address for the File Server is“Z”. The following
description includes illustrations to help understand how the frames flow through the network.

1. User A sends aframe with a Broadcast Destination Addressin an attempt to locate the File
Server. Theframeisreceived on User A's port of Bridge 1 and, because the frameis abroadcast
frame, it is transmitted out al ports of Bridge 1 as shown in Figure 12-13.

Figure 12-13 Bridge 1 Broadcasts Frames
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2. Switch 4 receivestheframe from Bridge 1 and immediately classifiesit as belonging to the Red
VLAN. After the frameis classified, Switch 4 checks the Destination Address and, upon
discovering that it is a Broadcast Destination Address, forwards the frame out al portsin the
Red VLAN Forwarding List excluding Port 1, which received the frame. In this example, it is
only Port 4.

Switch 4 updatesits Source Address Tablein FDB ID 2if it didn’t already have adynamic entry
for MAC address“Y” in FDB ID 2. Because Switch 4 received the frame on Port 1, it does not
forward the frame out that port, but does forward the frame to Port 4.

Theframeistransmitted to Switch 2withaVLAN Tag Header inserted intheframe. TheVLAN
Tag Header indicates that the frame is classified as belonging to the Red VLAN. Figure 12-14
shows the path taken to this point to reach Switch 2.

The VLAN Tag Header isinserted because Switch 4, Port 4 is set to transmit tagged frames.
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Figure 12-14 Transmitting to Switch 4
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3. When Switch 2 receivesthetagged frame onits Port 2, it checkstheframe’sVLAN Tag Header
and determines that the frameis classified as belonging to the Red VLAN, and that the frameis
abroadcast frame. Switch 2 forwards the frame to all portsin the Red VLAN Forwarding List
excluding Port 2, which received the frame. In this example, the only eligible port is Port 3,
which connectsto Bridge 4. Switch 2 checksits Forwarding List, which specifiesthat the VLAN
frametype for that port is untagged. Switch 2 then updatesits Source Address Tablein FDB ID
2for MAC address “Y” if necessary. The untagged frame is then transmitted out Port 3 to
Bridge 4. Bridge 4 forwards the frame out all its ports because it is a broadcast frame, and the
server receivesit as shown in Figure 12-15.
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Figure 12-15 Transmitting to Bridge 4
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4. The File Server responds with a unicast frame to User A. All switches between the File Server
and User A have an entry in their respective Source Address Tables identifying which port to
use for forwarding the frame to User A, MAC address“Y” in FDB ID 2. All switches update
their Source Address Tablesfor the File Server's MAC address “Z” asthe frameis forwarded
through the switch fabric to User A. The 802.1D switches update their Source Address Tables
based on the source MAC address and receive port and the 802.1Q switches update their
databases based on the source MAC address, VLAN, and receive port.

5. Theframe from the File Server isreceived on Switch 2, and forwarded to Switch 1 as atagged
frame classified as belonging to the Red VLAN. Switch 1 removes the tag and forwards the
frameto Bridge 1, which in turn forwards the frame out of the port attached to User A. All
subsequent frames between User A and the File Server are forwarded through the switch fabric
in the same manner.
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12.14 EXAMPLE 3, FILTERING TRAFFIC ACCORDING TO A LAYER 4
CLASSIFICATION RULE

This example illustrates how to filter out broadcast transmissions at Layer 4 from other parts of a
network.

In this example, illustrated in Figure 12-16, Switches S1 and S2 have already been configured and
are operating. However, it was discovered that the Routing Information Protocol (RIP) broadcast
frames from routers R1 and R2 were flooding the subnetwork of Switches S1 and S2.

Figure 12-16 Example 3, Filtering Traffic According to a Classification
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12.14.1 Solving the Problem

To prevent the RIP broadcasts from flooding the users terminals connected to S1 and S2, a new
VLAN will be added to each switch, but not assigned to any ports (creating a Null VLAN). Then
each switch will be configured with a Layer 4 classification rule that will classify each RIP
broadcast frame received on Port 25 of each switch to the Null VLAN. Sincethe Null VLAN isnot
associated with any ports, the frame will be dropped and not transmitted out any port.

In this example, the switches have aready been configured and operating. The following covers
only those steps needed to configure each switch to eliminate the problem.

Switches 1 and 2
Each switch is set as follows:

1. AVLAN isaddedtothelist of VLANsin the Static VLAN Configuration screen and assigned
toan FDB ID. In this example, the switch is set as follows:

* VLANID 99, FDB ID 99, withaVLAN Name of Null VLAN
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2. The VLAN Classification Configuration screen is used to configure the switch to detect and
classify theincoming RIP broadcast frames on Port 25 to the Null VLAN. Sincethe Null VLAN
is not assigned to any port, the frame is dropped (not transmitted out any port). The VLAN
Classification Configuration screen is set as follows:

* VID: 99
* Classification: Dest UDP Port
e |PUDP Port: 520
Port 520 isawell known port number used by RIP.

12.15 EXAMPLE 4, SECURING SENSITIVE INFORMATION ACCORDING
TO SUBNET

The ABC Company wants to confine the sensitive information being transmitted by their Finance
Department to its users only.

In this example, illustrated in Figure 12-17, the usersin the Finance Department are members of
the Finance VLAN and are also on subnet 28 as shown in bold type.

Figure 12-17 Example 4, Securing Traffic to One Subnet
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12.15.1 Solving the Problem
In this example, Switch 1 (S1) has aready been configured and is operating.

To isolate the Finance Department traffic, Subnet 28 will be isolated from the Engineering
Department subnet 50 and other users on the company’s network (123.123.XX.XX).

The following covers only those steps needed to configure the switch to solve the problem.

Switch 1

To isolate the network traffic of the Finance Department to the users on the Finance VLAN (20),
which are on subnet 28, S1 will be configured as follows using the VLAN Classification
Configuration screen:

* VID: 20

* Classification: Bil IP Address
* |PAddress: 123.123.28.0

* DataMask: 255.255.255.0

Asaresult of this setting, any frame with a source or destination | P address of 123.123.28.xx
(where xx can be avaue of 0 to 255) will be classified to the Finance VLAN (20) and will remain
within subnet 28. Any frame from another network or subnet will not be allowed access to subnet
28 because of the datamask 255.255.255.0.

12.16 EXAMPLE 5, USING DYNAMIC EGRESS TO CONTROL TRAFFIC

In this simple example (Figure 12-18), assume that there are four ports on the SmartSwitch device
attached to PCs supporting both protocols AppleTalk (809B and 80F3) and I P. Two PCs support 1P
only. The AppleTalk frame traffic isto be contained so only the users running the AppleTalk
protocol can communicate with each other and not flood the network with AppleTalk frames.
However, all users are to have access to aweb server connected to port 7.
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Figure 12-18 Example 5, Dynamic Egress Application
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Solving the Problem

In this example, Switch 1 (S1) has already been configured with a default VLAN 0001 associated
with FDB 1D 0001 as the PVID on all ports.

The following additional steps are required to configure the switch to solve this problem.

1. Defineanew VLAN (VLAN ID 2) and filtering database (FDB ID 2) using the Device VLAN
Configuration screen.

2. Createal ayer 2ruleto associate the protocol AppleTalk 809B and 80F3to VLANID 2 (VID 2)
using the VLAN Classification Configuration screen. Thisruleis assigned to all ports.

3. Enable the Dynamic Egress control on VLAN 2 using the Network Tools command
(dynamic_egress enable 2).

With the above configuration, an AppleTak frame received on any port will be classified into
VLAN 2 (the AppleTalk VLAN), and the Port VLAN List of that port is updated to include
VLAN 2.

For instance, if port 1 or 2 is connected to anew AppleTalk user, the AppleTalk frames received on
that port are dynamically associated with VLAN 2 and VLAN 2 is added to the Port VLAN List of
that port. The Port VLAN List containsalist of all VLANs whose frames can be transmitted out
that port.
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In thisexample, the AppleTalk traffic isrouted only to AppleTak users (ports 1, 2, 5, and 6), while
IPtrafficisalowed to be seen by 1P users (ports 3, 4, and 7) and by IP/AppleTalk users (ports1, 2,
5, and 6).

12.17 EXAMPLE 6, LOCKING A MAC ADDRESS TO A PORT USING
CLASSIFICATION RULES

The following example illustrates how to add security by “locking” an individual MAC addressto

aport on the SmartSwitch device (S1). Thiswould typicaly be done to ensure that only a

particular device can gain access to the network from a specific port. Traffic received by the switch
from any MAC address other than the one assigned to the “locked” port will be discarded.

In this example, illustrated in Figure 12-19, Switch S1 will be configured to lock ports 1 and 2 to
the source address 00.00.00.00.00.0A and 00.00.00.00.00.0B of Workstation 1 and 2, respectively.

Figure 12-19 Example 6, Locking Ports According to Classification Rule
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12.17.1 Solving the Problem

Switch S1 needs to be configured with two 802.1Q VLANS. Since the switch, by default, already
hasone VLAN created (the Default VLAN), only one new VLAN will need to be created. In this
example, the new VLAN will be named the Red VLAN.
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The objective hereisto configure S1 so that when it receives aframe on Port 1 from MAC address
00.00.00.00.00.0A, the frame is classified into the Red VLAN. When S1 receives a frame on Port
1 from aMAC address other than 00.00.00.00.00.0A, the frame is associated with the Default
VLAN. To accomplish this, Sl is configured so that the frames originating from the Red VLAN
are eligible to be forwarded out the desired ports. The frames associated with the Default VLAN
are not forwarded to any ports and are discarded by S1. Frames received on Port 2 will be handled
in the same way except that S1 will only alow frames with the MAC address 00.00.00.00.00.0B
frames to be forwarded out the desired ports and discard al other frames received on Port 2 that
are not MAC address 00.00.00.00.00.0B frames.

Thisis accomplished using the screens as follows:

* The Static VLAN Configuration screen to create one VLAN, which will be named Red VLAN
in this example.

* The Static VLAN Egress Configuration screen to set Ports 1 and 2 to transmit only untagged
frames and add them to the VLAN Egress list of the switch.

* The Static VLAN Egress Configuration screen to remove all portsfrom the Default VLAN List.

* TheVLAN Port Configuration screen to associate Ports 1 and 2 with Red VLAN and enable the
port to receive al frames.

* TheVLAN Classification Configuration screen to create two src MAC address classification
rules and assign them to the appropriate new VLAN.

* TheProtocol Ports Configuration screen to assign the new classification rules to Ports 1 and 2
and add the new VLANSs o their port VLAN forwarding list.

Switch 1
To secure Port 1, you would configure Switch 1 as follows:

1. Createthe static Red VLAN and add it to the module VLAN list by entering the following
settings using the Static VLAN Configuration screen:

e VLANID: 2
* VLAN NAME: Red
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2. Assign Port 1 and 2 to the Red VLAN and set the ports to handle untagged frames as follows:

* TheRed VLAN isselected from the Static VLAN Configuration screen to display the Static
VLAN Egress Configuration screen.

* Thefollowing are set using the Static VLAN Egress Configuration screen:
—Port 1, Egress: UNTAGGED
—Port 2, Egress: UNTAGGED

No other ports are assigned to the Red VLAN and the exiting ports are left in the default
setting of NO.

3. Removeall portsfrom the Default VLAN Egress List asfollows:

* The Default VLAN is selected from the Static VLAN Configuration screen to display the
Static VLAN Egress Configuration screen. The following is set using the Static VLAN
Egress Configuration screen:

SET ALL PORTS: NO

This configuration setting will cause the untagged frames sent to the Default VLAN from Ports
1 and 2 to be dropped because Ports 1 and 2 have been deleted from the Egress list of the Default
VLAN.

4. Cresate two source (src) MAC address classification rules and apply them to the Red VLAN
(VID 2), thefollowing settings are entered using the VL AN Classification Configuration screen:

For the Red VLAN and Port 1:

* VID:2

* Classification: src MAC Address

* Subclassification/MAC Address: 00.00.00.00.00.0A

* ADD therule. It will display inthetop half of the VLAN Classification Configuration screen.
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5. Enter the following settings on the Protocol Port Configuration screen to assign two src MAC
address classification rules to Port 1 and add the classification to the Port VLAN List of Port 1:

* Port 1: YESto assign the classification rule to Port 1

e SET PORTSTO VLAN FORWARDING: YESto add the VLAN and classification rule to
the Port VLAN List of Port 1

For the Red VLAN and Port 2 set the following:

* VID:2

* Classification: src MAC Address

* Subclassification/MAC Address: 00.00.00.00.00.0B

* ADD therule. Itwill display inthetop half of the VLAN Classification Configuration screen.

6. Enter the following settings on the Protocol Port Configuration screen to assign the new
classification rule to Port 2 and add the classification to the Port VLAN List of Port 2:

* Port 2: YESto assign the classification rule to Port 2

e SET PORTSTO VLAN FORWARDING: YES to add the VLAN and classification rule to
the Port VLAN List of Port 2.
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Generic Attribute Registration Protocol
(GARP)

This appendix describes the switch operation when its ports are operating under the Generic
Attribute Registration Protocol (GARP) application — GARP VLAN Registration Protocol
(GVRP).

NOTE: There is a global setting for GVRP that is enabled by default. Access to these
settings is only available through a MIB.

A.1 OVERVIEW

The process of the forwarding decision and tagging frames is the same as for 802.1Q as described
in Chapter 12. However, the GV RP protocol frames will not have atag even when transmitted out
an 802.1Q Trunk Port.

The purpose of GVRPisto dynamically create VLANSs across a switched network. When aVLAN
is declared, the information is transmitted out GV RP configured ports on the switch in a GARP
formatted frame using the GVRP multicast MAC address. A switch that receives this frame,
examines the frame, and extractsthe VLAN IDs. GVRP then creates the VLANSs and adds the
receiving port to its tagged member list for the extracted VLAN ID(s). The information is then
transmitted out the other GV RP configured ports of the switch. Figure A-1 shows an example of
how VLAN blue from end station A would be propagated across a switch network.
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A.2 HOW IT WORKS

In Figure A-1, Switch 4, port 1 isregistered as being a member of VLAN Blue and then declares
thisfact out all its ports (2 and 3) to Switch 1 and Switch 2. These two switches register thisin the
Port VLAN Lists of the ports (Switch 1, port 1 and Switch 2, port 1) that received the frames with
the information. Switch 2, which is connected to Switch 3 and Switch 5 declares the same
information to those two switches and the Port VLAN List of each port is updated with the new
information, accordingly.

Figure A-1 Example of VLAN Propagation via GVRP
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Configuring aVLAN on an 802.1Q switch creates a static GVRP entry. The entry will aways
remain registered and will not time out. However, dynamic entries will time-out and their
registrations are removed from the member list if the end station A isremoved. This ensuresthat if
switches are disconnected, or if end stations are removed, the registered information remains
accurate.

The end result isthat the Port VLAN List of a port is updated with information about VL ANSs that
reside off that port, even if the actual station on the VLAN is several hops away.
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About IGMP

This appendix provides information about the following:
* |IGMP Overview (Section B.1)

» Supported Features and Functions (Section B.2)

» Detecting Multicast Routers (Section B.3)

B.1 IGMP OVERVIEW

Internet Group Management Protocol (IGMP) isamulticast protocol used by routers. This
protocol is supported by Enterasys Network SmartSwitches when operating in the 802.1Q modeto
“snoop” the IGMP frames. The multicast information is gleaned from the IGMP frame and afilter
is created to send the stream of data only to those end stations that will receive it.

IGMP queries are sent periodically from routers. An end station that will receive a multicast
stream will send a“query response” back to the router. If the router does not receive any response
from the end station, it stops forwarding the multicast streams to that station.

IGMP messages use an | P protocol number of 2. Routers send queriesto the all-hosts group of
224.0.0.1. End stations send query responses to the multicast address of the stream they are
reguesting to receive.

Routers need to be discovered and all multicast packets need to be sent to all routers.
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B.2 SUPPORTED FEATURES AND FUNCTIONS
The following lists the features and functions supported when using IGMP:

Runs only when the switch is operating in the 802.1Q mode.
Supports multiple multicast and non-multicast routers on the same VLAN.
Supports stand alone multicast servers only if arouter is present on the network.

Multicast forwarding rate is dependent on the number of portsthe multicast streamisforwarded
to. More ports degrade the performance.

Supports IGMP version 1 and 2 only. Default is version 2.

Ports that are directly connected to routers are discovered dynamically through snooping for
routing protocols.

IGMP is enabled or disabled per VLAN, and not per port.

NOTE: Certain versions of firmware will not allow the switch to be a querier. Please
check your release notes for further information. Refer to RFC 2236, Section 8, for more
information on IGMP.

B-2

The switch will “snoop” on all incoming multicast addresses to detect query responses, as well
asqueries. Query responses are sent to the multicast address detected in the stream from the host
reguesting to receive queries. The frameis an IP frame of protocol type 2. If theframeisa
response frame, IGMP will take the multicast addressand VLAN 1D, and program afilter onthe
receive port. The response is then forwarded out upstream ports so that the router will receiveit.
Portsthat receive queries are marked as upstream ports. It isassumed arouter exists somewhere
off this port, and responses are sent here. If the switch detects arouter protocol on a port, that
port is also marked as arouter port. This keeps the switch from blocking traffic to other routers.
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B.3 DETECTING MULTICAST ROUTERS

The location of arouter needs to be known in order to forward IGMP report frames back to the
router. The router(s) send multicast routing protocol frames which get flooded throughout the
network. By snooping on these protocol, the switch will mark ports as connected to arouter. The
portisputina*“forward all” modewhere all multicast frameswill beflooded. Thisallowsall types
of IP multicast traffic (including IGMP streams) to go to the router.

There are many multicast routing protocols that the switch supports. These include the following:
* PIM version1and 2

e CBT (core based trees)

* MOSPF

* DVMRP

The routing protocols are detected as follows:

* All the multicast routing protocols have a destination address of 01-00-5E.

* DVMRPand PIM version 1 run over IGMP. If the IGMP frame type is not a REPORET,
QUERY, OR LEAVE, then the frame is assumed to be one of these.

* PIM version 2 is|P protocol type 0x67.

* OSPFislPprotocol type 0x59. To detect that the frameisamulticast OSPF (M OSPF), the OSPF
datamust belooked at. The data starts after the | P header. Byte 31 (options) needsto be checked.
If bit 2 is set (0x02 the MC bit), the frame is a MOSPF frame.

e CBT isIP protocol type 0x07.

* |GMP frames are detected by checking the IP protocol type. If the typeis-x02, itisIGMP. The
first bytefollowing the P header isthe IGMP frame type and version. (Note that the lower 4 bits
of thefirst byte in the IP header is the length of the IP header in 32 bit words) The version is
always 1, so the entire byte (version +type) may be used to check the IGMP type as follows:

0x11 = query
0x12 = report version 1
0x16 = report version 2

0x17 = leave
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input 1-5
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screen fields
Current Queueing Mode 8-14
Number of Queues 8-14
Port 8-14
SET ALL PORTS 8-14
Weights QO0, Q1, Q2, Q3 8-14
Trap table configuration 4-22
Traps
enable 4-22

U
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Source VLAN [n] 5-21
Status 5-21
VLAN Spanning Tree
configuring a 6-7
VLAN Spanning Tree ports
configuration of 6-10-6-11

W

Weighted Queueing Mode
setting of 8-15

Index-11






	Title
	Notice
	Contents
	1
	2
	3
	4
	5
	6
	7
	8
	9
	10
	11
	12
	A
	B

	Figures
	Tables
	About This Guide
	Using This guide
	Structure of This Guide
	Related Documents
	Document Conventions
	Typographical and Keystroke Conventions

	Introduction
	1.1 Overview
	1.1.1 The Management Agent
	1.1.2 In-Band vs. Out-of-Band

	1.2 Navigating Local Management Screens
	1.3 Local Management Requirements
	1.4 Local Management Screen Elements
	1.5 Local Management Keyboard Conventions
	1.6 Getting Help

	Local Management Requirements
	2.1 Management Terminal Setup
	2.1.1 Console Cable Connection
	2.1.2 Management Terminal Setup Parameters

	2.2 Telnet Connections
	2.3 Monitoring an Uninterruptible Power Supply

	Accessing Local Management
	3.1 Navigating Local Management Screens
	3.1.1 Selecting Local Management Menu Screen Items
	3.1.2 Exiting Local Management Screens
	3.1.3 Using the NEXT and PREVIOUS Commands
	3.1.4 Using the CLEAR COUNTERS Command

	3.2 Password Screen
	3.3 Device Menu Screen
	3.4 Overview of Security Methods
	3.4.1 Host Access Control Authentication (HACA)
	3.4.2 802.1X Port Based Network Access Control
	3.4.2.1 Definitions of Terms and Abbreviations
	3.4.2.2 802.1X Security Overview

	3.4.3 MAC Authentication Overview
	3.4.3.1 Authentication Method Selection
	3.4.3.2 Authentication Method Sequence
	3.4.3.3 Concurrent Operation of 802.1X and MAC�Authentication

	3.4.4 MAC Authentication Control

	3.5 Security Menu Screen
	3.6 Passwords Screen
	3.6.1 Setting the Module Login Password

	3.7 Radius Configuration Screen
	3.7.1 Setting the Last Resort Authentication
	3.7.2 Setting the Local and Remote Servers

	3.8 Name Services Configuration Screen
	3.9 System Authentication Configuration Screen
	3.10 EAP (Port) Configuration Screen
	3.11 EAP Statistics Menu Screen
	3.11.1 EAP Session Statistics Screen
	3.11.2 EAP Authenticator Statistics Screen
	3.11.3 EAP Diagnostic Statistics Screen

	3.12 MAC Port Configuration Screen
	3.13 MAC Supplicant Configuration Screen

	Device Configuration Menu Screens
	4.1 Device Configuration Menu Screen
	4.2 General Configuration Screen
	4.2.1 Setting the IP Address
	4.2.2 Setting the Subnet Mask
	4.2.3 Setting the Default Gateway
	4.2.4 Setting the TFTP Gateway IP Address
	4.2.5 Setting the Module Name
	4.2.6 Setting the Device Date
	4.2.7 Setting the Device Time
	4.2.8 Entering a New Screen Refresh Time
	4.2.9 Setting the Screen Lockout Time
	4.2.10 Configuring the COM Port
	4.2.10.1 Changing the COM Port Application

	4.2.11 Clearing NVRAM
	4.2.12 Enabling/Disabling IP Fragmentation

	4.3 SNMP Configuration Menu Screen
	4.4 SNMP Community Names Configuration Screen
	4.4.1 Establishing Community Names

	4.5 SNMP Traps Configuration Screen
	4.5.1 Configuring the Trap Table

	4.6 Access Control List Screen
	4.6.1 Entering IP Addresses
	4.6.2 Enable/Disable ACL

	4.7 System Resources Information Screen
	4.7.1 Setting the Reset Peak Switch Utilization

	4.8 FLASH Download Configuration Screen
	4.8.1 Image File Download Using Runtime
	4.8.2 Configuration File Download Using TFTP
	4.8.3 Configuration File Upload Using TFTP


	Port Configuration Menu Screens
	5.1 Port Configuration Menu Screen
	5.2 Ethernet Interface Configuration Screen
	5.3 Ethernet Port Configuration Screen
	5.3.1 Selecting Field Settings
	5.3.2 Setting the Advertised Ability

	5.4 HSIM/VHSIM Configuration Screen
	5.5 Redirect Configuration Menu Screen
	5.6 Port Redirect Configuration Screen
	5.6.1 Changing Source and Destination Ports

	5.7 VLAN Redirect Configuration Screen
	5.7.1 Changing Source VLAN and Destination Ports

	5.8 Link Aggregation Menu Screen (802.3ad Main Menu Screen)
	5.8.1 802.3ad Port Screen
	5.8.1.1 802.3ad Port Details Screen
	5.8.1.2 802.3ad Port Statistics Screen

	5.8.2 802.3ad Aggregator Screen
	5.8.2.1 802.3ad Aggregator Details Screen

	5.8.3 802.3ad System Screen

	5.9 Broadcast Suppression Configuration Screen
	5.9.1 Setting the Threshold
	5.9.2 Setting the Reset Peak


	802.1 Configuration Menu Screens
	6.1 802.1 Configuration Menu Screen
	6.2 Spanning Tree Configuration Menu Screen
	6.3 Spanning Tree Configuration Screen
	6.3.1 Configuring a VLAN Spanning Tree

	6.4 Spanning Tree Port Configuration Screen
	6.4.1 Enabling/Disabling the Default Spanning Tree Ports
	6.4.2 Viewing Status of Spanning Tree Ports

	6.5 PVST Port Configuration Screen

	802.1Q VLAN Configuration Menu Screens
	7.1 Summary of VLAN Local Management
	7.1.1 Preparing for VLAN Configuration

	7.2 802.1Q VLAN Configuration Menu Screen
	7.3 Static VLAN Configuration Screen
	7.3.1 Creating a Static VLAN
	7.3.2 Displaying the Current Static VLAN Port Egress List
	7.3.3 Renaming a Static VLAN
	7.3.4 Deleting a Static VLAN
	7.3.5 Paging Through the VLAN List

	7.4 Static VLAN Egress Configuration Screen
	7.4.1 Setting Egress Types on Ports
	7.4.2 Displaying the Next Group of Ports

	7.5 Current VLAN Configuration Screen
	7.6 Current VLAN Egress Configuration Screen
	7.7 VLAN Port Configuration Screen
	7.7.1 Changing the Port Mode
	7.7.2 Configuring the VLAN Ports

	7.8 VLAN Classification Configuration Screen
	7.8.1 Classification Precedence Rules
	7.8.2 Displaying the Current Classification Rule Assignments
	7.8.3 Assigning a Classification to a VID
	7.8.4 Deleting Line Items

	7.9 Protocol Port Configuration Screen
	7.9.1 Assigning Ports to a VID/Classification


	802.1p Configuration Menu Screens
	8.1 802.1p Configuration Menu Screen
	8.2 Port Priority Configuration Screen
	8.2.1 Setting Switch Port Priority Port-by-Port
	8.2.2 Setting Switch Port Priority on All Ports

	8.3 Traffic Class Information Screen
	8.4 Traffic Class Configuration Screen
	8.4.1 Assigning the Traffic Class to Port Priority

	8.5 Transmit Queues Configuration Screen
	8.5.1 Setting the Current Queueing Mode

	8.6 Priority Classification Configuration Screen
	8.6.1 Classification Precedence Rules
	8.6.2 About the IP TOS Rewrite Function
	8.6.3 Displaying the Current PID/Classification Assignments
	8.6.4 Assigning a Classification to a PID
	8.6.5 Deleting PID/Classification/Description Line Items

	8.7 Protocol Port Configuration Screen
	8.7.1 Assigning Ports to a PID/Classification
	8.7.2 Solving the Problem

	8.8 Rate Limiting Configuration Screen
	8.8.1 Configuring a Port
	8.8.2 Changing/Deleting Port Line Items
	8.8.3 More About Rate Limiting


	Layer 3 Extensions Menu Screens
	9.1 Layer 3 Extensions Menu Screen
	9.2 IGMP/VLAN Configuration Screen
	9.2.1 IGMP/VLAN Configuration Procedure


	Device Statistics Menu Screens
	10.1 Device Statistics Menu Screen
	10.2 Switch Statistics Screen
	10.3 Interface Statistics Screen
	10.3.1 Displaying Interface Statistics

	10.4 RMON Statistics Screen
	10.4.1 Displaying RMON Statistics


	Network Tools Screens
	11.1 Network Tools
	11.2 Built-in Commands
	11.3 Example, Effects of Aging Time on Dynamic Egress
	11.4 Example, Using Dynamic Egress to Control Traffic
	11.5 Special Commands

	VLAN Operation and Network Applications
	12.1 Defining VLANs
	12.2 Types of VLANs
	12.2.1 802.1Q VLANs
	12.2.2 Other VLAN Strategies

	12.3 Benefits and Restrictions
	12.4 VLAN Terms
	12.5 VLAN Operation
	12.5.1 Description
	12.5.2 VLAN Components

	12.6 Configuration Process
	12.6.1 Defining a VLAN
	12.6.2 Classifying Frames to a VLAN
	12.6.3 Customizing the VLAN Forwarding List

	12.7 VLAN Switch Operation
	12.7.1 Receiving Frames from VLAN Ports
	12.7.2 Forwarding Decisions
	12.7.2.1 Broadcasts, Multicasts, and Unknown Unicasts
	12.7.2.2 Known Unicasts


	12.8 VLAN Configuration
	12.8.1 Managing the Switch
	12.8.2 Switch Without VLANs
	12.8.3 Switch with VLANs

	12.9 Summary of VLAN Local Management
	12.9.1 Preparing for VLAN Configuration

	12.10 Quick VLAN Walkthrough
	12.11 Examples
	12.12 Example 1, Single Switch Operation
	12.12.1 Solving the Problem
	12.12.2 Frame Handling

	12.13 Example 2, VLANs Across Multiple Switches
	12.13.1 Solving the Problem
	12.13.2 Frame Handling

	12.14 Example 3, Filtering Traffic According to a Layer 4 Classification Rule
	12.14.1 Solving the Problem

	12.15 Example 4, Securing Sensitive Information According to Subnet
	12.15.1 Solving the Problem

	12.16 Example 5, Using Dynamic Egress to Control Traffic
	12.17 Example 6, Locking a MAC Address to a Port Using Classification Rules
	12.17.1 Solving the Problem


	Generic Attribute Registration Protocol (GARP)
	A.1 Overview
	A.2 How It Works

	About IGMP
	B.1 IGMP Overview
	B.2 Supported Features and Functions
	B.3 Detecting Multicast Routers

	Index
	Numerics
	A
	B
	C
	D
	E
	F
	G
	H
	I
	K
	L
	M
	N
	P
	Q
	R
	S
	T
	U
	V
	W


