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Preface

This manual provides comprehensive information to help you administer your SilkWorm switch and
storage area network (SAN). This manual was developed to help technical experts operate, maintain, and
troubleshoot networked SAN products. This manual can be used with the other product user manuals
referenced or as a standalone document. A list of additional SAN resource reference materialsis also
included. Thank you for purchasing our product(s). The sections that follow provide:

e A summary of updates to this document.

¢ Theintended audience for this document.

¢ |nformation to help you use Brocade documentation.
¢ Information on additional SAN resources.

* How to get Technical Support.

| What's New in This Book

| The following changes have been made since this book was last released (part number 53-0000195-02):

¢ |Information that was added:

Examples of command output

Information about the new Secure Shell feature

Recommendation to set the Boot PROM and Recovery passwords (Fabric OS v4.1.0 only)
Information about restrictions when downloading firmware in Secure Mode
List of commands restricted to the FCS switches when Secure Mode is enabled
Procedure for setting up Secure Fabric OS on a SilkWorm 12000

Procedure for removing Secure Fabric OS capability from the switch

PKI Certificate Utility version 1.0.5 is supported

How to auto install digital certificates

How to create a PKI Certificate Utility Report

How to access PKI Cert Help

Secure Fab OS Quick Start Guide is a new reference book

¢ |nformation that was modified:

The book was reorganized for greater ease of use

¢ Information that was removed:

The specific steps for downloading items from the Web site; contact the switch supplier for the
required steps
The glossary is now provided as a separate document
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Intended Audience

This document is intended for use by systems administrators and technicians experienced with
networking, Fibre Channel, and SAN technologies.

Manual Conventions

This section lists text formatting conventions and important notices formats used in this document.

Formatting

The following table describes the formatting conventions that are used in this book:

Convention | Purpose

bold text *  jdentifies command names

* identifies GUI elements

* identifies keywords/operands

* jdentifiestext to enter at the GUI or CLI

italic text * provides emphasis

* identifiesvariables

* identifies paths and internet addresses

* identifies book titles and cross references

code text * identifies CLI output
* identifies syntax examples

Notes, Cautions, and Warnings

The following notices appear in this document:

Note: A note provides atip, emphasizes important information, or provides a reference to related
information.

Caution: A caution alerts you to potential damage to hardware, firmware, software, or data.

Warning: A warning alerts you to potential danger to personnel.

viii Brocade Secure Fabric OS User’s Guide 3.1.0/4.1.0



Related Publications

This section lists additional documentation that you may find helpful.

Brocade Documentation

The following related publications are provided on the Brocade Documentation CD-ROM and on the
Brocade Partner Web site:

* Brocade Fabric OS documentation
- Brocade Diagnostic and System Error Message Reference
- Brocade Fabric OS Procedures Guide
- Brocade Fabric OS Reference
* Brocade Fabric OS optional features documentation
- Brocade Advanced Performance Monitoring User's Guide
- Brocade Advanced Web Tools User's Guide
- Brocade Advanced Zoning User's Guide
- Brocade Distributed Fabrics User's Guide
- Brocade Fabric Watch User’s Guide
- Brocade ISL Trunking User's Guide
- Brocade QuickLoop User's Guide (v 3.1 only)
- Secure Fabric OS QuickStart Guide
* Brocade Hardware documentation
- Brocade SIkWbrm 12000 Hardware Reference (for v.4.1 software)
- Brocade SIkWbrm 12000 QuickSart Guide (for v4.1 software)
- Brocade S1kWbrm 3900 Hardware Reference (for v.4.1 software)
- Brocade SIkwbrm 3800 Hardware Reference (for v.3.1 software)
- Brocade SIkwbrm 3200 Hardware Reference (for v.3.1 software)

Release notes are available on the Brocade Partner Web site and are also bundled with the Fabric OS.

Additional Resource Information

For practical discussions about SAN design, implementation, and maintenance, Building SANs with
Brocade Fabric Switches is available through:

http: //www.amazon.com

For additional Brocade documentation, visit the Brocade SAN Info Center and click the Resource
Library location:

http: //mwww.brocade.com

For additional resource information, visit the Technical Committee T11 Web site. This Web site
provides interface standards for high-performance and mass storage applications for fibre channel,
storage management, as well as other applications:

http: //Aww.t11.0rg
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For information about the Fibre Channel industry, visit the Fibre Channel Industry Association Web site:

http: //www.fibrechannel .org
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How to Get Technical Support

Contact your switch support supplier for hardware, firmware, and software support, including product
repairs and part ordering. To assist your support representative and to expedite your call, have the
following three sets of information immediately available when you call:

1. General Information

* Technical Support contract number, if applicable

* switch model

¢ switch operating system version

*  error messages received

¢ supportshow command output

* detailed description of the problem and specific questions

®  description of any troubleshooting steps already performed and results

2. Switch Serial Number

The switch serial number and corresponding bar code are provided on the serial number |abel, as
shown below.

*FTOOX0054E9
FTOOX0054E9

The serial number label islocated as follows:

¢ SlkWbrm 2000 series switches: Bottom of chassis

e SIkWborm 3200 and 3800 switches. Back of chassis

¢ SlkWorm 3900 switches. Bottom of chassis

¢ SlkWbrm 6400 and 12000 switches. Inside front of chassis, on wall to left of ports

3. Worldwide Name (WWN)

e SlkWbrm 3900 and 12000 switches: Provide the license ID. Use the licenseidshow command
to display thelicense ID.

* All other SIkWorm switches: Provide the switch WWN. Use the wwn command to display the

switch WWN.

Brocade Secure Fabric OS User's Guide 3.1.0/4.1.0
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| Introducing Secure Fabric OS 1

Secure Fabric OS® is an optionally licensed product that provides customizable security restrictions
through local and remote management channels on a SilkWorm® fabric. Secure Fabric OS provides the
ability to do the following:

* Create policies to customize fabric management access

*  Specify which switches and devices can join the fabric

* View statistics related to attempted policy violations

* Manage the fabric-wide Secure Fabric OS parameters through a single switch
* Create temporary passwords specific to alogin account and switch

* Enable and disable Secure Fabric OS as desired.

Secure Fabric OS uses digital certificates based on PK1 to provide switch-to-switch authentication.

Overview

| This chapter contains the following sections:

e Security of Management Channels on page 1-1

*  Switch-to-Switch Authentication Using PKI on page 1-3
¢ Fabric Management Policy Set on page 1-4

¢ Fabric Management Policy Set on page 1-4

Security of Management Channels

| Secure Fabric OS can be used to increase the security of the local and remote management channels,
including Fabric Manager, Web Tools, standard SNMP applications, Management Server, SES, and a
supported command line interface (CL1) client such as sectelnet.

| The access through a channel can be restricted by customizing the Secure Fabric OS policy for that
channel. Secure Fabric OS policies are available for telnet (includes sectelnet and Secure Shell), SNMP,
Management Server, SES, HTTP, and API.

Fabric Manager, Web Tools, and API al use both HTTP and API to access the switch. To use any of
these management tools to access a fabric that has Secure M ode enabled, ensure that the workstation
computers can access the fabric by both APl and HTTP. If an APl or HTTP policy has been created, it
must include the IP addresses of all the workstation computers.

| Secure Fabric OS User’s Guide 3.1.0/4.1.0 1-1
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Introducing Secure Fabric OS

After adigital certificate has been installed on the switch, Fabric OSv2.6.1, v3.1.0, and v4.1.0 all
encrypt sectelnet, API, and HTTP passwords automatically, regardless of whether Secure Fabric OSis
enabled.

Note: TheTelnet buttoninWeb Tools can be used to launch telnet only (not Sectelnet or Secure Shell),
and is disabled when Secure Mode is enabled.

Secure Shell

Fabric OSv4.1.0 supports Secure Shell, which isafully encrypted protocol for CLI. Use of Secure Shell
requires installation of a Secure Shell client on the host computer. It does not require adigital certificate
on the switch.

Secure Shell accessis configurable by the Telnet Policy that is available through Secure Fabric OS.
However, Fabric OS v4.1.0 supports Secure Shell whether or not Secure Fabric OSislicensed.

To restrict CLI access over the network to Secure Shell, disable telnet as described in Telnet on page 1-2.

Secure Shell clients are available in the public domain, and can be located by searching on the internet.
Any client that supports Version 2 of the protocol is supported, such as PuTTy or F-Secure.

Fabric OS v4.1.0 also supports the following ciphers for session encryption and HMACs (hash function
based message authentication code):

¢ Ciphers: AES128-CBC, 3DES-CBC, Blowfish-CBC, Cast128-CBC, and RC4
¢ HMACs  HMAC-MD5, HMAC-SHA1, HMAC-SHA1-96, HMACMD5-96.

Note: ThefirsttimeaSecure Shell clientislaunched, amessageisdisplayed indicating that the server’'s
host key is not cached in the registry.

For more information about Secure Shell, refer to the Fabric OS Procedures Guide.

Sectelnet

Sectelnet is a secure form of telnet that encrypts passwords only. It isavailable in the public domain and
through the switch supplier. Fabric OS v4.1.0 includes the sectelnet server; the sectelnet client must be
installed on the workstation computer.

Sectelnet can be used as soon as adigital certificate isinstalled on the switch. Sectelnet accessis
configurable by the Telnet Palicy.

Telnet

Standard telnet is not available when Secure Mode is enabled.

To remove al telnet access to the fabric, disable telnet through the telnetd option of the configure
command. This configure option does not require disabling the switch. For more information about the
configure command, refer to the Fabric OS Reference.

Secure Fabric OS User’s Guide 3.1.0/4.1.0



Introducing Secure Fabric OS

Switch-to-Switch Authentication Using PKI

Secure Fabric OS uses digital certificates based on public key infrastructure (PK1) and switch WWNsto
identify the authorized switches and prevent the addition of unauthorized switchesto the fabric. A PKI
Certificate Installation utility (PKICERT) is provided for generating certificate signing requests (CSRS)
and installing digital certificates on switches. For information about how to use the PKICERT utility, see
Adding Secure Fabric OSto Switches that Require Upgrading on page 2-5.

Fabric Configuration Server Switches

Fabric Configuration Server (FCS) switches are one or more switches that are specified as “trusted”
switches (switches that are in a physically secure area) for use in managing Secure Fabric OS. These
switches should be both electronically and physically secure. At least one FCS switch must be specified
to act as the primary FCS switch, and one or more backup FCS switches are recommended to provide
failover ability in case the primary FCS switch fails.

FCS switches are specified by listing their WWNs in a specific policy called the FCS policy. The first
switch that is listed in this policy and is participating in the fabric acts as the primary FCS switch, and
distributes the following information to the other switchesin the fabric:

*  Zoning configuration

*  Secure Fabric OS policies

*  Fabric password database

*  SNMP community strings

e System date and time

Note: Therole of the FCS switch is separate from the role of the principal switch, which assigns
Domain IDs. Therole of the principle switch is not affected by whether Secure Modeis enabled.

When Secure Mode is enabled, only the primary FCS switch can propagate management changes to the
fabric. When a new switch joins the fabric, the primary FCS switch verifies the digital certificate then
provides the current configuration, overwriting the existing configuration of the new switch.

Since the primary FCS switch distributes the zoning configuration, zoning databases do not merge when
new switches join the fabric. Instead, the zoning info on the new switches is overwritten when the
primary FCS switch downloads zoning to these switches, if Secure Mode is enabled on all the switches.
For more information about zoning, refer to the Advanced Zoning User’s Guide. For more information
about merging fabrics, see Adding Switches and Merging Fabrics with Secure Mode Enabled on

page 4-14.

The remaining switches listed in the FCS policy act as backup FCS switches. If the primary FCS switch
becomes unavailable for any reason, the next switch in the list becomes the primary FCS switch. A
minimum of one backup FCS switch is strongly recommended to reduce the possibility of having no
primary FCS switch available. It is possible to designate as many backup FCS switches as desired;
however, al FCS switches should be physically secure.

Any switches not listed in the FCS policy are defined as non-FCS switches. The root and factory
accounts are disabled on non-FCS switches.

For information about customizing the FCS policy, see Enabling Secure Mode on page 3-2.

Secure Fabric OS User’s Guide 3.1.0/4.1.0 1-3
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Introducing Secure Fabric OS

For information about configuration download restrictions while in Secure Mode, refer to Enabling
Secure Mode on page 3-2.

Fabric Management Policy Set

Secure Fabric OS supports the creation of several types of policies that can be used to customize various
aspects of the fabric. By default, only the FCS policy exists when Secure Mode is first enabled. Secure
Fabric OS policies can be created and managed by CLI (serial or telnet) or Fabric Manager.

Secure Fabric OS policies can be created, displayed, modified, and deleted. They can also be created and
saved a policy without being activated immediately, to allow implementation at a future time. Saved
policies are persistent, meaning that they are saved in flash memory and remain available after switch
reboot or power cycle.

The group of existing policiesisreferred to as the fabric management policy set (FMPS), which contains
an active policy set and a defined policy set. The active policy set contains the policiesthat are activated
and currently in effect. The defined policy set contains all the policies that have been defined, whether
activated or not. Both policy sets are distributed to all switchesin the fabric by the primary FCS switch.
Secure Fabric OS recognizes each type of policy by a predetermined name.

Available Secure Fabric OS Policies

Secure Fabric OS supports the following policies:

* FCSpolicy: Useto specify the primary FCS and backup FCS switches. Thisisthe only required
policy.

¢ Management Access Control (MAC) policies: Use to restrict management access to switches.
The following specific MAC policies are provided:

- Read and Write SNMP policies: Useto restrict which SNMP hosts are allowed read
and write access to the fabric.

- Telnet policy: Useto restrict which workstations can use sectelnet or Secure Shell to
connect to the fabric (telnet is not available when Secure Fabric OS is enabled).

- HTTP policy: Useto restrict which workstations can use HT TP to access the fabric.
- APl policy: Useto restrict which workstations can use APl to access the fabric.
- SESpolicy: Useto restrict which devices can be managed by SES.

- Management Server policy: Use to restrict which devices can be accessed by
management server.

- Serial Port policy: Use to restrict which switches can be accessed by serial port.
- Front Panel policy: Use to restrict which switches can be accessed by front panel.
* Optionspolicy: Useto restrict the types of WWNSs that can be used for zoning.

*  Device Connection Control (DCC) policies: Useto restrict which fibre channel device ports can
connect to which fibre channel switch ports.

¢ Switch Connection Control (SCC) policy: Use to restrict which switches can join the fabric.

1-4 Secure Fabric OS User’s Guide 3.1.0/4.1.0



Chapter
Adding Secure Fabric OS to the Fabric 2

| Secure Fabric OS is supported by Fabric OSv2.6.1, v3.1.0, and v4.1.0, and can be added to fabrics that
contain any combination of these versions. The procedure for adding Secure Fabric OS to a switch
depends on whether the switch is shipped with one of these versions installed, or requires upgrading.

The following switches can be upgraded for use with Secure Fabric OS:

¢  SilkWorm 2000-series switches from Fabric OSv2.3+ to v2.6.1
*  SilkWorm 3200 or 3800 switches from Fabric OS v3.0+ to v3.1.0
e SilkWorm 12000 or 3900 switches from Fabric OS v4.0+ to v4.1.0

Overview

| This chapter contains the following sections:

* Adding Secure Fabric OSto a Fabric on page 2-1

* Identifying the Current Version of Fabric OSon page 2-2

*  Adding Secure Fabric OSto Switches Shipped with Fabric OSv3.1.0 or v4.1.0 on page 2-3
* Adding Secure Fabric OSto Switches that Require Upgrading on page 2-5

* Adding Secure Fabric OSto a SlkWorm 12000 on page 2-23

* Installing a Supported CLI Client on a Computer Wor kstation on page 2-26

Adding Secure Fabric OS to a Fabric

To implement Secure Fabric OS in afabric, each switch in the fabric must have the following:

* A compatible version of Fabric OS

* Anactivated Secure Fabric OS license

* Anactivated Zoning license (zoning is essential to Secure Fabric OS mechanisms)
* Therequired PKI objects

* A digital certificate

Note: Adding Secure Fabric OS to the fabric may require access to the website of the switch support
supplier. If the supplier is Brocade, navigate to www.brocade.com and click “partner login” at
the top of the page (if apartner login is not already assigned, follow the instructions to receive
ausername and password).

| Secure Fabric OS User’s Guide 3.1.0/4.1.0 2-1
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Adding Secure Fabric OS to the Fabric

The following steps are required to set up afabric for use with Secure Fabric OS:

* |dentify the versions of Fabric OS currently installed on each switch and determine which
switches require upgrading to support Secure Fabric OS. Instructions are provided in
I dentifying the Current Version of Fabric OSon page 2-2.

*  For each switch that was shipped with Fabric OSv3.1.0 or v4.1.0 installed, follow the
instructions provided in Adding Secure Fabric OSto Switches Shipped with Fabric OSv3.1.0

or v4.1.0 on page 2-3.

*  For each switch that must be upgraded for use with Secure Fabric OS, follow the instructions
provided in Adding Secure Fabric OSto Switches that Require Upgrading on page 2-5.

¢ For SilkWorm 12000 switches with any version of Fabric OS v4.x, follow the instructions
provided in Adding Secure Fabric OSto a SlkWorm 12000 on page 2-23.

* Instal asupported CLI client on each computer workstation that will be used to access the
fabric. Instructions are provided in Installing a Supported CLI Client on a Computer

Workstation on page 2-26.

Note:

may segment from the fabric.

If one or more switches are not capable of enforcing the Secure Fabric OS policies, then they

Identifying the Current Version of Fabric OS

Before continuing, identify the version of Fabric OS on each switch in the fabric and determine which
switches must be upgraded.

To identify the current version of Fabric OS installed on each switch in the fabric:

1
2.
3.

4. Repesat step 1 through step 3 for each switch in the fabric.

2-2

Open a CLI connection (serial or telnet) to one of the switchesin the fabric.

Log into the switch as admin. The default password is “password” .

Enter the ver sion command.
Example

Entering the ver sion command on a SilkWorm 3900:

swi t ch3900: adm n> versi on

Kernel : 2.4.2

Fabric OS: v4.1

Made on: Fri Jan 3 23:02: 08 2003
Fl ash: Jan 3 18:03:35 2003

Boot Prom 4.1.17

swi t ch3900: adm n>

Secure Fabric OS User’s Guide 3.1.0/4.1.0
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Adding Secure Fabric OS to the Fabric

Adding Secure Fabric OS to Switches Shipped with
Fabric OSv3.1.0 or v4.1.0

This section applies to the following switches:

¢ SilkWorm 3200 or 3800 switches shipped with Fabric OSv3.1.0
*  SilkWorm 3900 switches shipped with Fabric OSv4.1.0

All switches that are shipped with Fabric OSv3.1.0 or v4.1.0 installed already have the required PKI
objects and adigital certificate.

To set up Secure Fabric OS on a switch shipped with Fabric OSv3.1.0 or v4.1.0:

1. Change the account passwords from default values as described in Customizing the Account
Passwor ds on page 2-3.

2. If switches running Fabric OS v3.1.0 will be in same fabric as switches running Fabric OS v4.1.0,
set the Core PID on the v3.1.0 switches accordingly. Refer to the Fabric OS Procedures Guide for
instructions.

3. Ensure that the switch has an activated Secure Fabric OS and Zoning software license as described
in Verifying or Activating the Secure Fabric OSand Zoning Licenses on page 2-4.

Customizing the Account Passwords

The user is prompted to customize the account passwords at the first login. The prompts continue to
display at each log in and the passwd command remains disabled until the passwords are changed from
the default values. Changing the passwords immediately is recommended.

Note: Inaddition to customizing the passwords for the user, admin, factory, and root accounts, setting
both the Boot PROM and Recovery passwordsis strongly recommended. For instructions on
setting these passwords, refer to the Fabric OS Procedures Guide.

To log in and change the passwords:
1. OpenaCLI connection (serial or telnet) to the switch.

2. Log into the switch as admin. The default password is“ password”.
The firmware prompts to change al passwords.

3. Change dl the passwords to secure passwords, using between 8 to 40 a phanumeric characters for
each password, with a different password for each account.
The new passwords must be different from the default values.

Note: Record the passwords and storein a secure place. Recovering passwords can require significant
effort and result in fabric downtime.
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Verifying or Activating the Secure Fabric OS and
Zoning Licenses

The Secure Fabric OS and Zoning features are part of the Fabric OS and can be activated by entering a
corresponding license key, available from the switch supplier. A license must be activated on each
switch that will be implementing Secure Fabric OS.

Licenses can be activated through the CLI or through Web Tools. This section provides CLI instructions
only. For instructions on activating alicense through Web Toals, refer to the Advanced Web Tools
User’s Guide.

To verify or activate a software license through the CLI:

1
2.
3.

Open a CLI connection (serial or telnet) to the switch.
Log into the switch as admin. The default password is* password”.

Enter the licenseshow command to determine whether the license is already activated.
A list of all the activated licensesis displayed. The Secure Fabric OS licenseis displayed as
Security license.

Example

swi tch: adm n> | i censeshow
1A1AaAaaaAAAAla:
Web |icense
Zoning |icense
SES | i cense
Trunki ng |icense
Security |icense
swi tch: adm n>

If the Secure Fabric OS and Zoning licenses are aready listed, the features are already available and
the remaining steps are not required. If either licenseis not listed, continue with step 5.

Contact the switch supplier to purchase the required license key.
After the key isreceived, enter the following:

I i censeadd “key

key isthe license key string exactly as provided by the switch supplier, and is case sensitive. It
can be copied from the email in which it was provided directly into the CLI.

Example

swi tch: adm n> | i censeadd "aAaaaaAaAaAaAaA’
addi ng |icense key "aAaaaaAaAaAaAaA"

done

swi t ch: adm n>

Enter the licenseshow command to verify that the license was successfully activated.
If the licenseislisted, the feature isimmediately available (the Secure Fabric OS license is
displayed as Security license).

Secure Fabric OS User’s Guide 3.1.0/4.1.0
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Adding Secure Fabric OS to Switches that Require

Upgrading

This section applies to the following switches:

¢ SilkWorm 2000-series switches
¢ SilkWorm 3200 or 3800 switches running a Fabric OS previousto v3.1.0
*  SilkWorm 3900 switches running a Fabric OS previousto v4.1.0

To set up Secure Fabric OS on a switch that was not shipped with Fabric OSv3.1.0 or v4.1.0:

1

10.

If switches running Fabric OSv2.6.1 or v3.1.0 will be in same fabric as switches running Fabric OS
v4.1.0, set the Core PID on the v2.6.1 and v3.1.0 switches accordingly. Refer to the Fabric OS
Procedures Guide for instructions.

Back up the configuration and upgrade the switch to Fabric OSv2.6.1, v3.1.0, or v4.1.0, as
appropriate to the switch, as described in Upgrading to a Compatible Version of Fabric OSon

page 2-6.

Change the account passwords from the default values, as described in Customizing the Account
Passwords on page 2-7.

The remaining steps are determined by whether Secure Fabric OS was already in use on the switch
(such as on a 2000-series switch that was running Fabric OS v2.6).

¢ |f Secure Fabric OS was already in use on the switch, the upgrade is complete. To verify
the existing policy set, enter the secpolicyshow command.
* |If Secure Fabric OS was not aready in use on the switch, continue with step 5.

Verify or activate the Secure Fabric OS and Zoning licenses, as described in Verifying or Activating
the Secure Fabric OSand Zoning Licenses on page 2-7.

Download and install the PKICERT utility on the computer workstation, as described in Installing
the PKICERT Utility on page 2-7.

Create afile containing the certificate signing requests (CSRs) from all the switches that require
certificates, as described in Using the PKICERT Ultility on page 2-8.

Obtain digital certificates from the switch supplier, as described in Obtaining the Digital Certificate
File on page 2-13.

Distribute the certificates to the switches, as described in Distributing Digital Certificates to the
Switches on page 2-13.

Verify that digital certificates are installed on all the switches, as described in Verifying Installation
of the Digital Certificates on page 2-17.
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Upgrading to a Compatible Version of Fabric OS

Secure Fabric OSis supported by Fabric OSv2.6, v2.6.1, v3.1.0, and v4.1.0, and can be implemented in
fabrics that contain any combination of these versions.

The following switches can be upgraded for use with Secure Fabric OS:

*  SilkWorm 2000-series switches from Fabric OSv2.3+ to v2.6.1
*  SilkWorm 3200 or 3800 switches from Fabric OS v3.0+ to v3.1.0
¢ SilkWorm 12000 or 3900 switches from Fabric OS v4.0+ to v4.1.0

Note: Switchesrunning Fabric OSv2.6.1 or v3.1.0 must havethe Core PID set to 1 tojoin afabric with

switches running Fabric OS v4.1.0. For information on setting the Core PID, refer to the Fabric
OS Procedures Guide.

If aswitch aready has a Secure Fabric OS license (such as a switch running Fabric OS v2.6) and Secure
Mode is enabled, the switch can remain in Secure Mode during the firmware upgrade.

To install the required versions of Fabric OS on each switch in the fabric:

1
2.
3.

2-6

Obtain the required firmware from the switch provider, according to the type of switch.
Open a CLI connection (serial or telnet) to one of the switchesin the fabric.

Back up the configuration by entering the configupload command and completing the prompts.
This also backs up the security policies, if Secure Fabric OS was already in use on the switch (such
as on a 2000-series switch running 2.6).

Log into the switch as admin. The default password is* password”.
Download the firmware to the computer workstation or server.

Download the required firmware from the computer to the switch. The download process depends
on the type of switch and management interface. Refer to the Fabric OS Procedures Guide for
download instructions specific to the type of switch and management interface.

Note: If Secure Modeisaready enabled on the switch (such as on a 2000-series switch that was
running v2.6), Secure Mode can remain enabled during the download to preserve the
policies.

For information about merging fabrics that have Secure Mode enabled, refer to Adding
Switches and Merging Fabrics with Secure Mode Enabled on page 4-14.

Reboot the switch.
The required PKI objects are automatically generated when the switch is rebooted in the new
version of Fabric OS.

Repeat this procedure for each switch in the fabric.

Note: The PKI objectsthat are required by Secure Fabric OS are created automatically the first
time the switch is booted up.
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Customizing the Account Passwords

After installing a new version of Fabric OS, the user is prompted to customize the account passwords at
thefirst login. These prompts display at each log in and the passwd command remains disabled until the
passwords are changed from the default values.

Note: Inaddition to customizing the passwords for the user, admin, factory, and root accounts, setting
the Boot PROM and Recovery passwords is strongly recommended for Fabric OS v4.1.0 (does
not apply to v2.6.1 or v3.1.0). For instructions on setting these passwords, refer to the Fabric OS
Procedures Guide.

To log in and change the passwords:
1. OpenaCLI connection (serial or telnet) to the switch.

2. Log into the switch as admin. The default password is“ password”.
The firmware prompts the user to change all passwords.

3. Change al the passwords to secure passwords, using between 8 to 40 a phanumeric characters for
each password, with a different password for each account.
The new passwords must be different from the default values.

Note: Record the passwords and store in a secure place. Recovering passwords can require significant
effort and result in fabric downtime.

Verifying or Activating the Secure Fabric OS and
Zoning Licenses

Refer to the instructions provided in Verifying or Activating the Secure Fabric OSand Zoning Licenses
on page 2-4.

Installing the PKICERT Utility

The PKI Certificate Installation utility (named PKICert Utility) version 1.0.5 or later is provided by the
switch supplier and is used to generate certificate signing requests (CSRs) and install digital certificates
on switches. The utility must be installed on a computer workstation.

Toinstall the PKICERT utility on a Solaris workstation, follow the instructions provided in the
PKICERT utility ReadMefile.

Toinstall the PKICERT utility on a PC workstation, perform the following steps:
1. Obtain the PKICERT utility from the switch supplier.

2. Extract dl thefiles from the utility zip file into the same location. The default location is
c: \security. The utility isinstalled to a subdirectory named nt_pki. For example,
c: \security\nt_pki.

3. Review the ReadMefile for current information about the utility.

Secure Fabric OS User’s Guide 3.1.0/4.1.0 2-7



2

Adding Secure Fabric OS to the Fabric

Using the PKICERT Utility

The PKICERT utility makes it possible to retrieve certificate signing regquests (CSRs) from all the
switchesin the fabric and save them into aCSR filein XML format. PKICERT also allows the user to
create reports and provides online help.

Note: If thisprocedureisinterrupted by aswitch reboot, the CSR fileisnot generated and the procedure
must be repeated.
This procedure provides PC-specific examples.

To obtain the CSR file for the fabric:
1. Openthe PKICERT utility. On a PC, double-click on pkicert.exe.
The utility prompts for the events log file name.

2. Enter afilenamefor the eventslog and press Enter or just press Enter to accept the default. Thelog
fileisautomatically created in the same directory as pkicert.exe.

Example
PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki _v1.0.5
Al events and errors will be recorded in an event/error log file.
If the file already exists, new event/error information will be

appended to it.
Enter a log file name [or just press Enter to accept the default].

[ pki _events.log] => pki_events_fabricl.|og

The utility prompts for the desired function.
3. Enter 1to select CSR retrieval and press Enter.
Example

PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki_v1.0.5
FUNCTI ONS

1) Retrieve CSRs fromswitches & wite a CSR file

2) Install Certificates contained in a Certificate file

3) Generate a Licensed-Product/Installed-Certificates report
4) Hel p using PKI-Cert to get & install certificates

q) Quit PKI Certificate installation utility

Enter choice> 1

The utility prompts for the method of specifying fabric addresses.

4. Enter the desired method for entering the fabric addresses.
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Example

PKI CERTI FI CATE | NSTALLATI ON UTILITY pki_v1.0.5
Choose a method for providing fabric addresses

1) Manual 'y enter fabric address
2) Read addresses froma file (name to be given)
r) Return to Main nenu

Ent er choi ce>

¢ Tomanualy enter the fabric address:
a. Enter 1 and press Enter.

The utility prompts for the IP address or switch name of a switch in the fabric. Only one
switch name or IP addressis required for each fabric.

b. Enter the IP address or switch name of one of the switchesin the fabric and press Enter.
At least one valid IP address must be entered to continue, and the corresponding switch
must be operating and available. When al the | P addresses have been entered, press Enter
again to end thelist.

The utility prompts for the username and password for this switch.
c. Enter the username and password, then press Enter to continue.

Example

PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki _v1.0.5
Only one address per fabric is needed to get to all sw tches.
Enter a |list of one or nore | P or DNS addresses (aliases) you

wi sh to use (one per line). End the list with an enpty item

1 --> 10.32.142. 167
2 -->

Connecting to Fabric(s) ...
Login to fabric 1. principal switch WAN = 10: 00: 00: 60: 69: 80: 46: 00

User name: adnin
Passwor d:

Logged into fabric 1. principal switch WAN = 10: 00: 00: 60: 69: 80: 46: 00

Press Enter to continue >

¢ To read the fabric addresses from afile:
a. Enter 2 and press Enter.

The utility prompts for the path and filename of the file. The addresses in the file must be
| P addresses or switch names, each on a separate line.

b. Enter the path and filename of the file that contains the fabric addresses and press Enter.
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Example

Enter the file-nanme of the Fabric Address file.
Fil e Nane ===> \\server\Wrking\ Fabri cAddr esses. t xt

Connecting to Fabric(s)

Login to fabric 1. principal switch WAN = 10: 00: 00: 60: 69: 80: 46: 00
User nane: adni n

Passwor d:

Logged into fabric 1. principal switch WAN = 10: 00: 00: 60: 69: 80: 46: 00

Press Enter to continue >

The utility prompts for information about the CSR file to be created.

5. Enter the requested information.
a.  Enter path and filename for the CSR file to be created, then enter y if the address was entered

correctly. If not, enter n and reenter the address.

b. Entery toinclude licensed product datain the file. Otherwise, enter n.

c. Entery toretrieve CSRsfrom all switchesin the fabric or enter n to retrieve CSRs only from

switches that do not aready have a digital certificate.
Example

PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki_v1.0.5
GET CERTI FI CATE SI GNI NG REQUESTS

You nust enter the file-name of the CSR output file to create.

Not e:
* The nanmed file will be created
* The file-name may include a directory path
that nust already exist.

* An extension of '.xm' wll be appended to
the file name if not already present.
* |f the file already exists, it will be

overwitten.

File Nane ===> test.xnl

Is the filenane "test.xm" correct? (y/n): vy

**x%x WARNING, file, “test.sm”, already exists!! ****
Do you want to overwite it <y/n>? >y

Include (optional) licensed product data (y/n)? >y

Get CSRs even fromswitches with certificates (y/n)? >y

Note:

If CSRsareretrieved and digital certificates are requested for switches that already have
digital certificates, the same digital certificates are provided again. Thisis not a problem
except for the time that might be required to retrieve CSRs and load digital certificatesin a
very large fabric.

The utility prompts for which fabrics to retrieve CSRs from.

6. Enter 1 toretrieve CSRsonly from the fabric identified earlier or a to retrieve CSRs from all
discovered fabrics, then press Enter.
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Example

PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki _v1.0.5
Choose a Fabric On Which to Operate

Fabric World Wde Nane # Switches Principal

1) 10: 00: 00: 60: 69: 80: 46: 00 34 host 1_sw0
a) Al'l Fabrics
r) Return to Functions nenu

enter your choice> 1

The utility displays the success/failure of CSR retrieval.
7. PressEnter to continue.
Example

PKI CERTI FI CATE | NSTALLATI ON UTILITY pki_v1.0.5

Retrieving CSR s from1 fabric(s)

1. Got a CSR for Switch: Nanme="sw 129", |P="10.32.142.129"
2. Got a CSR for Switch: Nanme="sw 128", |P="10.32.142.128"
3. Got a CSR for Switch: Name="sw 139", |P="10.32.142. 139"
4. Cot a CSR for Switch: Name="sw_ 143", |P="10.32.142.143"
5. Cot a CSR for Switch: Name="sw 138", |P="10.32.142.138"
6. Got a CSR for Switch: Nane="sw 142", |P="10.32.142. 142"
7. Got a CSR for Switch: Nanme="Core_sw0", |P="10.32.142.166"

Wote 12824 bytes of switch data to file: "\\server\Wrking\CSR Fabricl. xm "
Success getting CSRs & witing themto a CSR file

Press Enter to continue >

The Functions screen is displayed.
8. To continueinstallation:

If the user is ready to install their digital certificate(s), select option #2 shown in the Functions
screen below. Do not quit PKICERT.

Example

PKI CERTI FI CATE | NSTALLATI ON UTILITY pki_v1.0.5
FUNCTI ONS

1) Retrieve CSRs fromswitches & wite a CSR file

2) Install Certificates contained in a Certificate file

3) Generate a Licensed-Product/|Installed-Certificates report
4) Hel p using PKI-Cert to get & install certificates

q) Quit PKI Certificate installation utility

Ent er choice> 2
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After selection 2 is entered, the following information is displayed.

Example
PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki _v1.0.5
Currently Connected Fabrics
Fabric World Wde Nane # Switches Principa
* 10: 00: 00: 60: 69: 11:f8:f9 15 sec237

Use Currently Connected Fabrics?

y) Yes, continue with current fabric(s)
n) No, input different Fabric addresses(es)

enter your choice>y

After selecting y (yes), the following information is displayed.
Example

PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki _v1.0.5
LOAD CERTI FI CATES

Enter the file-name of teh Certificate input file.
File Name ===> c:/6821. xm

Is the filenane “c:/6821.xm " correct? (y/n): y

After selecting y (yes) the following information is displayed.

Example

PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki _v1.0.5
Choose a Fabric On Which to Operate

Fabric World Wde Nane # Switches Principa

1) 10: 00: 00: 60: 69: 11: f8:f9 15 sec237
a) Al'l Fabrics
r) Return to Functions nenu

enter your choice> 1

9. To Quit Installation

Enter “g” to quit the utility, then enter y and press Enter to verify you want to quit.
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Example

PKI CERTI FI CATE | NSTALLATI ON UTILITY pki_v1.0.5
FUNCTI ONS

1) Retrieve CSRs fromswi tches & wite a CSR file

2) Install Certificates contained in a Certificate file

3) Generate a Licensed-Product/Installed-Certificates report
4) Hel p using PKI-Cert to get & install certificates

q) Quit PKI Certificate installation utility

Enter choice> q

QIT? (y/n) y

Obtaining the Digital Certificate File

The switch supplier provides the digital certificatesin an XML file that is generated in response to the
CSRs. Generdly, the digital certificate file is provided by email.

To obtain the digital certificate file, contact the switch supplier and provide the following information:

* The CSRfile generated in the previous procedure
* Emall address

* Technical contact

¢ Phone

e  Country

The switch supplier provides a confirmation number and the digital certificate file, which contains a
certificate for each CSR submitted.

Savethe digital certificate file on a secure workstation. The recommended location is in the Secure
Fabric OS directory, for example c:\security\nt_pki\<confirmation number>.xml. Making a backup copy
of the digital certificate file and storing it in a secure location is recommended.

Distributing Digital Certificates to the Switches

The PKICERT utility can be used to distribute the digital certificates to the switches in the fabric. The
utility ensures that each digital certificate isinstalled on the correctly corresponding switch.

If the utility is run without any task argument, it defaults to interactive mode, in which it prompts for the
required input.

Note: If thisprocedureisinterrupted by aswitch reboot, the certificateis not loaded and the procedure
must be repeated.

To automatically load digital certificates onto one or more switches while retrieving CSR’s go to step 8
of the previous section titled “Using the PK1 Cert Utility”.

To manually load digital certificates onto one or more switches:
1. Openthe PKICERT utility. On a PC, double-click on pkicert.exe.

The utility prompts for the events log file name.
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2. Enter afilenamefor the eventslog and press Enter or just press Enter to accept the default. Thelog
fileisautomatically created in the same directory as pkicert.exe.

Example
PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki _v1.0.5
Al events and errors will be recorded in an event/error log file.
If the file already exists, new event/error information will be

appended to it.
Enter a log file name [or just press Enter to accept the default].

[ pki _events.log] => pki_events_fabricl.|og

The utility prompts for the desired function.
3. Enter 2toinstal the certificates and press Enter.
Example

PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki_v1.0.5
FUNCTI ONS

1) Retrieve CSRs fromswitches & wite a CSR file

2) Install Certificates contained in a Certificate file

3) Generate a Licensed-Product/Installed-Certificates report
4) Hel p using PKI-Cert to get & install certificates

q) Quit PKI Certificate installation utility

Enter choice> 2
The utility prompts for the method of specifying fabric addresses.

4. Enter the desired method for entering the fabric addresses.

Example

PKI CERTI FI CATE | NSTALLATI ON UTILITY pki_v1.0.5
Choose a nmethod for providing fabric addresses

1) Manual 'y enter fabric address
2) Read addresses froma file (name to be given)
r) Return to Main menu

Ent er choi ce>

¢ Tomanualy enter the fabric address:
a. Enter 1 and press Enter.

The utility prompts for the IP address or switch name of a switch in the fabric. Only one
switch name or IP addressis required for each fabric.

b. Enter the IP address or switch name of one of the switchesin the fabric and press Enter.
At least one valid IP address must be entered to continue, and the corresponding switch
must be operating and available. When al the | P addresses have been entered, press Enter
again to end thelist.

The utility prompts for the username and password for this switch.
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c. Enter the username and password, then press Enter to continue.

Example

PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki _v1.0.5
Only one address per fabric is needed to get to all sw tches.
Enter a |list of one or nore |IP or DNS addresses (aliases) you

wi sh to use (one per line). End the list with an enpty item

1 --> 10.32.142. 167
2 -->

Connecting to Fabric(s)
Login to fabric 1. principal switch WAN = 10: 00: 00: 60: 69: 80: 46: 00

User name: adnin
Passwor d:

Logged into fabric 1. principal switch WAN = 10: 00: 00: 60: 69: 80: 46: 00

Press Enter to continue >

¢ To read the fabric addresses from afile:
a. Enter 2 and press Enter.

The utility prompts for the path and filename of the file. The addresses in the file must be
| P addresses or switch names, each on a separate line.

b. Enter the path and filename of the file that contains the fabric addresses and press Enter.

Example

Enter the file-name of the Fabric Address file.
Fil e Nane ===> \\server\Wrking\ Fabri cAddr esses. t xt

Connecting to Fabric(s)
Login to fabric 1. principal swtch WA = 10: 00: 00: 60: 69: 80: 46: 00
User nane: admi n
Passwor d:
Logged into fabric 1. principal switch WAN = 10: 00: 00: 60: 69: 80: 46: 00
Press Enter to continue >
The utility prompts for the path and filename of the digital certificate file provided by the switch
supplier.
5. Enter the path and filename of the digital certificate file and press Enter.

If the returned path and filename is correct, enter y and press Enter. If not, enter “n”, press Enter,
reenter the path and filename, then verify it is correct.
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Example

PKI CERTI FI CATE | NSTALLATI ON UTILITY pki_v1.0.5
LOAD CERTI FI CATES

Enter the file-nanme of the Certificates input file.

File Nane ===> \\server\Wrking\DC _Fabricl. xm
I's the filenane "\\server\Wrking\DC_Fabricl.xm" correct? (y/n): vy

The utility prompts for which fabrics to install digital certificates to.

6. Enter 1 to distribute certificates only to the fabric identified earlier, or ato install certificatesto al
discovered fabrics, then press Enter.

Example
PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki _v1.0.5

Choose a Fabric On Which to Operate

Fabric World Wde Nane # Switches Principal
1) 10: 00: 00: 60: 69: 80: 46: 00 7 host 1_sw0
a) Al'l Fabrics

r) Return to Functions nenu

enter your choice> 1

The new certificates are |oaded onto the switches and the success or fail of each certificateis
displayed.
7. PressEnter to continue.

Example

PKI CERTI FI CATE | NSTALLATI ON UTILITY pki_v1.0.5
Load Certificates onto 1 fabric(s)

Loaded Certificate on Switch primaryfcsswi tch: WW 10: 00: 00: 60: 69: 11: fc: 52
Loaded Certificate on Switch backupfcsswi tch: WW- 10: 00: 00: 60: 69: 11: fc: 53
Loaded Certificate on Swi tch backupfcsswitch: WW- 10: 00: 00: 60: 69: 11: fc: 54
Loaded Certificate on Switch nonfcssw tch: WA 10: 00: 00: 60: 69: 11: fc: 55
Loaded Certificate on Switch nonfcssw tch: WAW- 10: 00: 00: 60: 69: 11: fc: 56
Loaded Certificate on Switch nonfcssw tch: WA 10: 00: 00: 60: 69: 11: fc: 57
Loaded Certificate on Switch nonfcssw tch: WA 10: 00: 00: 60: 69: 11: fc: 58

NS>

~

Certificates were | oaded,
Certificate | oads failed

o

Press Enter to Conti nue.

Note: Sectelnet can be used as soon as adigital certificate is installed on the switch.

8. PressEnter.
The Functions screen is displayed.
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9. Enter “q” to quit the utility, then enter y and press Enter to verify you want to quit.

Example

1)
2)
3)
4)
a)

PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki_v1.0.5
FUNCTI ONS

Retrieve CSRs fromswi tches & wite a CSR file

Install Certificates contained in a Certificate file
Generate a Licensed-Product/Installed-Certificates report
Hel p using PKI-Cert to get & install certificates

Quit PKI Certificate installation utility

Enter choice> q

QIT? (y/n) y

Verifying Installation of the Digital Certificates

The installation of the digital certificates can be verified through the CLI.

To verify that digital certificates areinstalled on all the switchesin the fabric:

1. Log into one of the switchesin the fabric as admin.

2. Display the PKI objects:

For Fabric OSv4.1.0, enter pkishow. If the switch is a SilkWorm 12000, enter this
command on both logical switches.

For Fabric OSv2.6.1 and v3.1.0, enter configshow “ pki”.

The command displays the status of the PK1 objects.

2

Note:

“Root Certificate” isan internal PKI object. “ Certificate” isthe digital certificate.

Example

Displaying PKI objects on Fabric OSv4.1.0:

swi t ch: adm n> pki show

Passphrase : Exi st
Private Key : Exi st
CSR : Exi st
Certificate : Exi st

Root Certificate: EXist
swi tch: admi n>

Displaying PKI objects on Fabric OSv3.1.0:

swi t ch: adm n> confi gshow “pki”

Passphr ase : Exi st
Private Key : Exi st
CSR : Exi st
Certificate : Exi st

Root Certificate: Exist
swi t ch: adm n>
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3. Verify that Certificate shows Exist.

If the certificate shows Empty but the other objects show Exist, repeat the procedure provided in
Distributing Digital Certificates to the Switches on page 2-13.

If any of the other objects show Empty or the command displays an error message, recreate the
objects as described in Recreating PKI Objects If Required on page 2-18.

4. Repeat for the remaining switches in the fabric.

Recreating PKI Objects If Required

The PKI objects (except for the digital certificate) are automatically generated the first time Fabric OS
v2.6.0c, v2.6.1, v3.1.0, or v4.1.0 is booted. If any of the PKI objects appears to be missing, the switch
segments from the fabric. The PKI1 objects on Fabric OSv2.6.1, v3.1.0, and v4.1.0 can be regenerated by
rebooting the switch. The PKI objects on Fabric OS v4.1.0 can also be regenerated through the following
procedure.

To use the CLI to recreate the PK1 objects on Fabric OSv4.1.0:

Note: Secure Mode must be disabled to perform this procedure.

1. Loginto the switch as admin.

2. Enter the pkiremove command. If the switch is a SilkWorm 12000, enter this command on both
logical switches.

3. Enter the pkicreate command to create new PKI objects. New PKI objects are created without
digital certificates. If the switch isa SilkWorm 12000, enter this command on both logical switches.
The pkicreate command does not work if Secure Mode is already enabled

4. Enter the pkishow command. If the switch is a SilkWorm 12000, enter this command on both
logical switches.

The command displays the status of the PKI objects.
Example

Recreating PK|I objects on Fabric OS v4.1.0:

swi t ch: adm n> pkicreate

Installing Private Key and Csr...
Swi tch key pair and CSR generated...
Installing Root Certificate...

sw t ch: adm n>

swi t ch: adm n> pki show

Passphr ase : Exi st
Private Key : Exi st
CSR : Exi st
Certificate . Enpty

Root Certificate: EXist
swi t ch: adm n>

5. Repeat for any other switches, as required.

6. If the switch was segmented from the fabric, log into the switch and enter the switchdisable and
switchenable commands.
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Creating PKI Certificate Reports

Reports for PKI Certification provide information about the number of licenses and switches enabled on
your secured fabric. The reports can also be used to audit the fabric at any given time.

1. Tocreate aPKI report select option 3 shown in the example below, then follow the screen prompts.

Example

1)
2)
3)
4)
a)

PKI CERTI FI CATE | NSTALLATI ON UTILITY pki_v1.0.5
FUNCTI ONS

Retrieve CSRs fromswitches & wite a CSR file

Install Certificates contained in a Certificate file
Generate a Licensed-Product/Installed-Certificates report
Hel p using PKI-Cert to get & install certificates

Quit PKI Certificate installation utility

Enter choice> 3

2. Enter the desired method for entering the fabric addresses.

Example

PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki_v1.0.5
Choose a method for providing fabric addresses

1) Manual | y enter fabric address
2) Read addresses froma file (name to be given)
r) Return to Main nenu

Enter choice> 1

To manually enter the fabric address:
a  Enter 1 and press Enter.

The utility prompts for the IP address or switch name of a switch in the fabric. Only one
switch name or |P address is required for each fabric.

b. Enter the IP address or switch name of one of the switchesin the fabric and press Enter.
At least one valid IP address must be entered to continue, and the corresponding switch
must be operating and available. When all the IP addresses have been entered, press Enter
againto end the list.

The utility prompts for the username and password for this switch.
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c. Enter the username and password, then press Enter to continue.

Example

PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki _v1.0.5
Only one address per fabric is needed to get to all sw tches.
Enter a |list of one or nore |IP or DNS addresses (aliases) you

wi sh to use (one per line). End the list with an enpty item

1 --> 192.168.156.73_

Example

Connecting to Fabric(s)
Login to fabric 1. principal switch WAN = 10: 00: 00: 60: 69: 50: 0d: 9f

User nane: root
Passwor d:

Logged into fabric 1. principal switch WAN = 10: 00: 00: 60: 69: 50: 0d: 9f

Press Enter to continue >

The utility prompts for information about the report file to be created.
3. Enter the requested information.

a. Enter path and filename for the report file to be created, then enter vy if the address was entered
correctly. If not, enter n and reenter the address.

b. Entery toinclude licensed product datain the file. Otherwise, enter n.

c. Entery toretrievereportsfrom al switchesin the fabric or enter n to retrieve reports only from
switches that do not aready have adigital certificate.

Example

PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki_v1.0.5
CREATE REPORT ON LI CENSED PRODUCTS

You nmust enter the file-name of the report file to wite.

Not e:
* The nanmed file will be created
* The file-name may include a directory path
that nust al ready exist.

* An extension of '.xm' wll be appended to
the file name if not already present.
* |If the file already exists, it will be

overwitten.

File Name ===> SFOS_FAB
Is the filenane "SFOS_FAB.xm " correct? (y/n): vy

The utility prompts for which fabrics to write reports to.
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4. Enter 1to write certificate reports only to the fabric identified earlier, or a to write certificate reports
to all discovered fabrics, then press Enter.

Example

PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki _v1.0.5
Choose a Fabric On Which to Operate

Fabric World Wde Nane # Switches Principal

1) 10: 00: 00: 60: 69: 50: 0d: 9f 2 sec_edge_2
a) Al'l Fabrics
r) Return to Functions nenu

enter your choice> 1

Example
PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki _v1.0.5
Reporting on Licensed Products of these Fabrics:
Fabric World Wde Nane # Switches Principal
1> 10:00:00:60:69:50:00:9f 2 = sec_edge_2

Wote 545 bytes of Lic Prod info to file: “SFOS_FAB. xm "
Success conpiling and witing |icense report.
Press enter to continue.

5. PressEnter.
The Functions screen is displayed.

6. Enter “q” to quit the utility, then enter y and press Enter to verify you want to quit.
Example

PKI CERTI FI CATE | NSTALLATI ON UTILITY pki_v1.0.5
FUNCTI ONS

1) Retrieve CSRs fromswi tches & wite a CSR file

2) Install Certificates contained in a Certificate file

3) Generate a Licensed-Product/Installed-Certificates report
4) Hel p using PKI-Cert to get & install certificates

q) Quit PKI Certificate installation utility

Enter choice> q

Accessing PKI Certificate Help

The purpose of PK1 help is to obtain command line (CLI) information about PK| Cert and obtain advice
on advanced options for power users.
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1. Toaccess PKI help select option 4 as shown in the example below, then follow the screen prompts.
Example

PKI CERTI FI CATE | NSTALLATI ON UTI LI TY pki_v1.0.5
FUNCTI ONS

1) Retrieve CSRs fromswi tches & wite a CSR file

2) Install Certificates contained in a Certificate file

3) Generate a Licensed-Product/Installed-Certificates report
4) Hel p using PKI-Cert to get & install certificates

q) Quit PKI Certificate installation utility

Enter choice> 4

Example

HELP USI NG PKI - CERT TO GET & | NSTALL DI G TAL CERTI FI CATI ONS

NOTE: This utility will only work with switches running a FAB-OS version
that supports Fabric Security (e.g. >= v2.6, v3.1, v4.1)

1) Use PKI-Cert to get CSR's (Certificate Signing Requests) which will be
witten to a data file. The XML format file will contain CSR s for each
switch (identified by its WW).

2) Next, Upload the CSR file to the Brocade Security Upgrade website. A data
filewll be emailed to you containing a set of digital Certificates, one for
each switch, in XM format.

3) Finally, use PKI-Cert to install the Certificates. You will be pronpted for
the nane of the data file containing the certificates.

Sonme options may be given on the command |ine such as “Log-Level.”
Read hel p for Batch/ Conmand-Li ne nbode usage (y/n)? > y_

Example

HELP W TH COMVAND LI NE USEAGE OF PKI CERTI FI CATE UTI LI TY

pkicert [-gG 1] [_e log-file] [-d data-file] [-a addr-file] [-A switch-addr] [-L
log-level] [-u user-login -p password]

Task Options:

-g Get CSRs & generate a CSR data file

-G Get CSRs (even fromswitches with certificates)

-i Install Certificates froma data file

-l Licensed Product Report conpile & generate
I f none of the above “task” options is given, Pki-Cert will operate in
“Interactive” rather than “Batch” node.

Gt her OPtions:
Log-file: -e (events/errors | og)
Path/file-name of log file created and witten to (or if it already exists,

apprended to ) with event/error data
<Press Enter to Continue> y_
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Example

Data-file: -d
Pat h/fil e-name of input or output file
* |f the task is “Get-CSRs” or “License Rpt”, the file is an output file
created and witten to with CSR or License report data.
* |f the task is “Install Certificates”, dat is read fromit.

Address-file: -a

Pat h/fil e-nane of optional input file containing | P addresses or aliases of
fabrics to which sessions shoul d be established. If this argument is not provided,
this data is read fromthe file indicated by environnent variable
‘ FABRI C_CONFI G FI LE' .

Address--1P: -A
| P address of switch/fabric with which to connect for the given task.

Log-Level : -L
Level of information to wite to the event log file:
0 =Silent, 1 = Errors, 2 = Events + Errors, 3 = Debug-info +Events + ...

<Press Enter to Continue> _

2. Toend help press enter.

Example

User Login: -u
User nanme or account login for switch given with _A option or for use as
default for all sw tches given.

Password: -p
Password nust acconmpany “-u UserLogin” if provided. It nmust be nore than 5
characters.
————— END Of HELP with Batch Usage -----

<Press Enter to Continue> _

| Adding Secure Fabric OS to a SilkWorm 12000

This procedure appliesto al SilkWorm 12000 switches, whether they are shipped with Fabric OSv4.1.0
or require upgrading to Fabric OSv4.1.0.

Caution: If oneor both of the logical switchesin a SilkWorm 12000 isin Secure Mode, it is strongly
recommended that the logical switches bein the same fabric. Placing the two switchesfrom
the same SilkWorm 12000 in separate fabricsis not supported if Secure Modeisenabled on
one or both switches.

To set up Secure Fabric OS on a SilkWorm 12000:

| Note: The CLI messages from each logical switch may display in both CLI sessions.
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1. Open atelnet or Secure Shell session to the IP address of either of the logical switches.
Sectelnet can also be used if the switch was shipped with Fabric OS v4.1.0 (and therefore already
has adigital certificate).

Note: Fabric OSv4.1.0 maintains separate login accounts for each logical switch.

2. Enter the ver sion command.
This shows the firmware version installed on the active CP card.

If the firmware is Fabric OS v4.0.0c or later, the firmwar eshow command can be entered for more
detailed information about which firmware versions are installed.

Example

SW12000: admi n> ver si on

Kernel : 2.4.2

Fabric CS: v4.0.2

Made on: Fri Feb 1 23:02: 08 2002
Fl ash: Fri Feb 1 18:03: 35 2002
Boot Prom 4.1.13b

SW12000: admi n>

SWL2000: admi n> firnwar eshow
Local CP (Slot 5 CPO): Active
Primary partition: v4.0.2
Secondary Partition: v4.0.2
Rempte CP (Slot 6, CPl): Standby
Primary partition: v4.0.2
Secondary Partition: v4.0.2
SWL2000: adni n>

3. If thefirmware version is not Fabric OSv4.1.0 or later, back up the configuration and install
Fabric OSv4.1.0 on both CP cards. For instructions, refer to Upgrading to a Compatible Version of
Fabric OS on page 2-6.

4. Logintoonelogica switch and change the account passwords from the default values, as described
in Customizing the Account Passwords on page 2-7, then log into the other logical switch and
change the passwords from the default values.

5. If thelogical switches are in separate fabrics, synchronize the fabrics by connecting themto a
common external network time protocol (NTP) server.

Note: If thefabric contains any switches running Fabric OS v4.1.0, the server must support afull
NTP client. For switchesrunning Fabric OSv2.6.1 or 3.1.0, the server canbe SNTPor NTP.

a  Open atelnet or Secure Shell session to either of the logical switches.
b. Enter thefollowing:
tscl ockserver “|P address of NTP server”

c. ThelP address can be verified by reentering the command with no operand, which displays the
current setting.

d. Repeat for the other logical switch.
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Example

SWL2000swi t chO: admi n> tscl ockserver "132.163.135.131"
swi t ch: adm n> tscl ockserver

132.163. 135. 131

SWL2000swi t chO: admi n>

SWL2000swi t ch0: adni n>l ogi n

| ogin: admn

Passwor d: XXXXXX

12000swi t chl: adm n> tscl ockserver "132.163.135. 131"
12000swi t chl: adm n> tscl ockserver

132.163. 135. 131

SWL2000swi t chl: admi n>

6. Ensurethat both logical switches have a Secure Fabric OS license activated, as described in
Verifying or Activating the Secure Fabric OS and Zoning Licenses on page 2-4.

Note: Only onelicense key is required to enable the same feature on both logical switches.

7. Ensurethat both logical switches have a Zoning license activated, as described in Verifying or
Activating the Secure Fabric OSand Zoning Licenses on page 2-4.

8. If the firmware was upgraded, perform the following steps:

a. Download and install the PKICERT utility on the computer workstation, if not already
installed, as described in Installing the PKICERT Utility on page 2-7.

b. Usethe PKICERT utility to create afile containing the certificate signing requests (CSRs) of all
the switchesin the fabric, as described in Using the PKICERT Utility on page 2-8.

c. Obtain digital certificates from the switch supplier, as described in Obtaining the Digital
Certificate File on page 2-13.

d. Usethe PKICERT utility to load the certificates onto both logical switches, as described in
Distributing Digital Certificates to the Switches on page 2-13.

e. Verify that the digital certificates are installed on both logical switches, as described in
Verifying Installation of the Digital Certificates on page 2-17. The pkishow command
referenced in this procedure must be executed from both logical switches.
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Installing a Supported CLI Client on a Computer
Workstation

2-26

Standard tel net sessions work only until Secure Mode is enabled. The following telnet clients are
supported after Secure Mode has been enabled:

*  Sectelnet
Sectelnet is a secure form of telnet that is supported for switches running Fabric OSv2.6.1,
v3.1.0, or v4.1.0. For instructions on installing the sectelnet client, see Installing the Sectelnet
Client on a Computer Workstation on page 2-26.

e SSH
SSH is a secure form of telnet that is supported only for switches running Fabric OS v4.1.0.
Fabric OS v4.1.0 supports any SSH client that supports version 2 of the protocol (for example,
PuTTy or F-Secure). Refer to the Fabric OS Procedures Guide for client installation
instructions.

Installing the Sectelnet Client on a Computer
Workstation

Sectelnet is provided on the Brocade partner website. It can be used as soon as a digital certificateis
installed on the switch.

To install the sectelnet client on a Solaris workstation:

1. Obtainthe Solaris version of the sectelnet file from the switch supplier and copy the file onto the
workstation computer.

2. Decompressthetar fileand install it to alocation that is“known” to the computer, such asin the
directory containing the standard telnet file. The location must be defined in the path environmental
variable.

Sectelnet isimmediately available.
Toinstall the sectelnet client on a PC workstation:

1. Obtainthe PC version of the sectelnet file from the switch supplier and copy the file onto the
workstation computer.

2. Double-click the zipped file to decompressit.
3. Double-click the setup.exefile.

4. Install sectelnet.exe to alocation that is“known” to the computer, such asin the directory
containing telnet.exe. The location must be defined in the “path” environmental variable.

Sectelnet.exe is available as soon as Setup completes.
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The Secure Fabric OS policies make it possible to customize access to the fabric. The FCS policy isthe
only required policy; all other policies are optional .

Implementing Secure Fabric OS policies requires the following steps:

¢ Determining which trusted switches to use as FCS switches to manage Secure Fabric OS.
These switches should bein a physically secure area.

¢ Enabling Secure Mode in the fabric, and specifying the trusted switch and one or more backup
trusted switches. This automatically creates the FCS policy.

¢ Determining which additional Secure Fabric OS policiesto implement in the fabric, then
creating and activating those policies. An access policy must be created for each management
channel that will be used.

* Verifying that the Secure Fabric OS policies are operating as intended. Testing a variety of
scenarios to verify optimal policy settings is recommended. For troubleshooting information,
see Troubleshooting on page 4-18.

Overview

This chapter contains the following sections:

¢ Default Fabric and Switch Accessibility on page 3-2

¢ Enabling Secure Mode on page 3-2

*  Modifying the FCS Policy on page 3-6

* Creating Secure Fabric OS Policies Other Than the FCSPolicy on page 3-10
* Managing Secure Fabric OSPolicies on page 3-24
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Default Fabric and Switch Accessibility

Following is the default fabric and switch access when Secure Mode is enabled but no additional Secure
Fabric OS policies have been created:

* Switches:
- Only the primary FCS switch can be used to make Secure Fabric OS changes.

- Any SilkWorm switch can join the fabric, provided it is connected to the fabric and is
a SilkWorm 2000-series switch or later.

- All switchesin the fabric can be accessed through serial port.
- All switchesin the fabric that have front panels (SilkWorm 2000 series switches) can
be accessed through front panel.
e Computer hosts and workstations:
- Any computer can access the fabric by SNMP.

- Any computer can access any switch in the fabric by CLI (such as by sectelnet or
Secure Shell).

- Any computer can establish an HTTP connection to any switch in the fabric.
- Any computer can establish an API connection to any switch in the fabric.

- All device ports can access SES.
- All devices can access the management server.
- Any device can connect to any fibre channel port in the fabric.

e Zoning: Node WWNs can be used for WWN-based zoning.

Enabling Secure Mode

Secure Mode is enabled and disabled on a fabric-wide basis. Secure Mode can be enabled and disabled
as often as desired; however, all Secure Fabric OS policies, including the FCS policy, are deleted each
time Secure Modeis disabled, and they must be recreated the next timeiit is enabled. The Secure Fabric
OS database can be backed up using the configupload command. For more information about this
command, refer to the Fabric OS Reference.

Secure Mode is enabled using the secmodeenable command. This command must be entered through a
sectelnet, Secure Shell, or serial connection to the switch designated as the primary FCS switch. The
command failsif any switch in the fabric is not capable of enforcing Secure Fabric OS policies. If the
primary FCS switch fails to participate in the fabric, the role of the primary FCS switch movesto the
next available switch listed in the FCS policy.

The secmodeenable command performs the following actions:

* Regueststhe password for the current login

*  Reguests new passwords for Secure Mode

* Createsand activates the FCS policy

¢ Distributes the policy set (initially consisting only of FCS policy) to all switchesin the fabric
* Adctivates and distributes the local zoning configurations

* Fastboots al switchesin the fabric to bring the fabric up in Secure Mode (for the SilkWorm
12000, this causes the active CP card to fail over to the standby)
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No other policies are created except for the FCS policy, and no other Secure Fabric OS-related changes
occur to the fabric other than the implementation of the FCS policy. Other Secure Fabric OS policies can
be created after the fastboots are complete.

Caution: If oneor both of thelogica switchesin a SilkWorm 12000 isin Secure Mode, it is strongly
recommended that the logical switches bein the same fabric. Placing the two switchesfrom
the same SilkWorm 12000 in separate fabricsis not supported if Secure Modeis enabled on
one or both switches.

The following restrictions apply when Secure Mode is enabl ed:

e  Standard telnet cannot be used after Secure Mode is enabled. However, sectelnet can be used as
soon as adigital certificate isinstalled on the switch. Secure Shell can be used at any time.

¢ A number of commands can only be entered from the FCS switches. Refer to Command
Restrictions in Secure Mode on page A-5 for alist of these commands.

¢ If downloading a configuration to the switch:

- Download the configuration to the primary FCS switch. A configuration downloaded
to a backup FCS switch or non-FCS switch is overwritten by the next fabric-wide
update from the primary FCS switch.

- |If the configdownload file contains an RSNMP policy, it must also contain aWSNMP
policy.

- Thedefined policy set in the configdownload file must have the following
characteristics:

* Thedefined policy set must exist.
* TheFCSpoalicy must be the first policy.

* TheFCSpolicy must have at least one switch in common with the current
defined FCS policy in the fabric.

- Theactive palicy set in the configdownload file must have the following
characteristics:

* Theactive policy set must exist.
* TheFCSpolicy must be the first policy.
* TheFCS policy must beidentical to the active FCS policy in the fabric.

Note: If any part of the configuration download process fails, resolve the source of the problem
and repeat the configdownload command. For information about troubleshooting the
configuration download process, refer to the Fabric OS Procedures Guide.

For information about displaying the existing Secure Fabric OS policies, see Displaying Individual
Secure Fabric OSPolicies on page 4-3.
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To enable Secure Mode in the fabric:

Note: Enabling Secure Mode fastboots all the switches in the fabric.

1. Ensurethat all switchesin the fabric have the following items:

* FabricOSv2.6,v2.6.1,v3.1.0, or v4.1.0
* Anactivated Secure Fabric OS license
* Anactivated Zoning license
¢ Digital certificate
2. Ensurethat any zoning configuration downloads have completed on all switchesin the fabric. For
information specific to zoning, refer to the Advanced Zoning User’s Guide.

3. Open asectelnet or Secure Shell connection to the switch that will be the primary FCS switch.
Thelogin prompt is displayed.

Note: Most Secure Fabric OS commands must be executed on the primary FCS switch.
The secmodeenable command must be entered through a sectelnet or Secure Shell session.

4. Logintothe switch asadmin.

5. Terminate any other sectelnet or Secure Shell sessionsin the fabric (when using the secmodeenable
command, no other sessions should be active), and ensure that any other commands entered in the
current session have completed.

6. Enter the secmodeenable command with no operands to use the command'’s interactive mode, then
identify each FCS switch at the prompts (see example). Press Enter with no datato end the FCSlist.

Alternatively, enter the command followed by the FCS switches:
secnodeenabl e “fcsnenber;...;fcsmenber”

fcsmember isthe domain ID, WWN, or switch name of the primary and backup FCS switches,
with the primary FCS switch listed first.
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Example

Enabling Secure Mode and specifying three FCS switches, one each by domain ID, WWN, and
switch name, on Fabric OSv3.1.0 (v4.1.0 may differ dightly), using the command's interactive
mode

pri maryfcs: adnm n> secnpdeenabl e
This is an interactive session to create a FCS |ist.

Your use of the certificate-based security features of the software
installed on this equipnment is subject to the End User License Agreenent
provided with the equi pment and the Certification Practices Statenent,
whi ch you may review at http://ww. switchkeyactivation.conm cps. By using
these security features, you are consenting to be bound by the terns of
these docurments. |If you do not agree to the ternms of these docunents,
pronptly contact the entity from which you obtained this software and do
not use these security features.

Do you agree to these terms? (yes, y, no, n): [no] y

Current FCS list is empty
Enter WAN, Donmin, or sw tch name(Leave bl ank when done): 2
Switch WAN i s 10: 00: 00: 60: 69: 11: fc: 54

Current FCS list:
10: 00: 00: 60: 69: 11: fc: 54

3

Enter WAN, Donmin, or sw tch name(Leave bl ank when done): 10:00: 00: 60: 69: 11: fc: 55

Switch WAN i s 10: 00: 00: 60: 69: 11: fc: 55

Current FCS |ist:
10: 00: 00: 60: 69: 11: fc: 54
10: 00: 00: 60: 69: 11: fc: 55

Enter WAN, Donmin, or switch nane(Leave bl ank when done): SilkWrm 24
Switch WAN i s 10: 00: 00: 60: 69: 11: fc: 56

Current FCS list:
10: 00: 00: 60: 69: 11: fc: 54
10: 00: 00: 60: 69: 11: fc: 55
10: 00: 00: 60: 69: 11: fc: 56

Enter WAN, Donmin, or sw tch name(Leave bl ank when done):
Are you done? (yes, y, no, n): [no] y
Is the FCS correct? (yes, y, no, n): [no] y

The command requests active consent to the terms of the license, requests the identity of the FCS

switches, then requests the new passwords required for Secure Mode.
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7. Enter the following passwords at the prompts, using unique passwords that are different from the
default values and contain between 8 to 40 alphanumeric characters:

* Root password for the FCS switch

*  Factory password for the FCS switch

*  Admin password for the FCS switch

®  User password for the fabric

*  Admin password for the non-FCS switches

Note: Theroot and factory accounts are disabled on the non-FCS switches. If either of these
loginsis attempted on a non-FCS switch, an error message is displayed.

Example

Entering Passwords after Enabling Secure Mode

New FCS swi tch root password:
Re-enter new password:

New FCS switch factory password:
Re-enter new password:

New FCS swi tch admi n password:
Re- enter new password:

New FCS swi tch user password:
Re-enter new password:

New Non FCS switch adm n password:
Re-enter new password:

Savi ng passwd. .. done.

Savi ng Defined FMPS ...

done

Savi ng Active FMPS ...

done

Committing configuration...done.
Secure node is enabl ed.

Savi ng passwd. .. done.

Rebooti ng. . .

pri maryfcs: adm n>

All passwords are saved. The command distributes the new FCS policy and passwordsto all
switchesin the fabric, activatesthe local zoning configurations, then fastboots all the switchesin the
fabric.

Note: Record the passwords and store in a secure place. Recovering passwords may require
significant effort and result in fabric downtime.

Modifying the FCS Policy

Only one FCS policy can exist, and it cannot be empty or deleted if Secure Mode is enabled. The FCS
policy is named FCS _POLICY.

Changes made to the FCS policy are saved to permanent memory only after the changes have been saved
or activated, and can be aborted if desired (see Managing Secure Fabric OS Policies on page 3-24).
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The FCS policy can be modified through any of the following methods:

Using the secpolicyfcsmove command to change the position of a switch in thelist, as
described in Changing the Position of a Swvitch Within the FCS Policy on page 3-7.

Using the secfcsfailover command to fail over the primary FCS switch to the next switchin the
list, as described in Failing Over the Primary FCS Switch on page 3-8.

Using the secpolicyadd command to add members, as described in Adding a Member to an
Existing Policy on page 3-26.

Using the secpolicyremove command to remove members, as described in Removing a
Member from a Policy on page 3-27.

Note:

If the last FCS switch isremoved from the fabric, Secure Mode remains enabled but no primary
FCS switch is available. To specify a new primary FCS switch, enter the secmodeenable
command again and specify the primary and backup FCS switches. Thisisthe only instancein
which the secmodeenable command can be entered when Secure Mode is aready enabled.

The possible FCS policy states are shown in Table 3-10.

Table 3-1 FCS Policy States

Policy State Characteristics

No policy, or policy with no entries | Not possible if Secure Mode is enabled.

Policy with one entry A primary FCS switch is designated but no backup FCS

switches. If the primary FCS switch becomes unavailable for
any reason, the fabric isleft without an FCS switch.

Policy with multiple entries A primary FCS switch and one or more backup FCS switches

are designated. If the primary FCS switch becomes unavailable,
the next switch in the list becomes the primary FCS switch.

Changing the Position of a Switch Within the
FCS Policy

The secpolicyfcsmove command can be used to change the order in which switches arelisted in the FCS
policy. Thelist order determines which backup FCS switch becomes the primary FCS switch if the
current primary FCS switch fails.

To modify the order of FCS switches:

1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.

2. Enter the following:

secpol i cyshow “Defined”, “FCS_POLICY”

This displays the WWNSs of the current primary FCS switch and backup FCS switches.
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3. Enterthesecpol i cyf csnmove command, then provide the current position of the switch in the
list and the desired position at the prompts.

Alternatively, enter secpol i cyf csnove “From To”

Fromisthe current position in the list of the FCS switch.
To isthe desired position in thelist for this switch.
Example

Moving a backup FCS switch from position 2 to position 3 in the FCSlist using interactive mode.

pri maryfcs: adm n> secpol i cyf csnove

Pos Primary WAW Dl d swiNane.

1 Yes 10: 00: 00: 60: 69: 10: 02: 181 swi t chb5.
2 No 10: 00: 00: 60: 69: 00: 00: 5a2 swi t ch60.
3 No 10: 00: 00: 60: 69: 00: 00: 133 swi tch73.

Pl ease enter position you'd like to nove from: (1..3) [1] 2
Pl ease enter position you'd like to move to : (1..3) [1] 3

DEFI NED POLI CY SET

FCS_PQLI CY

Pos Primary W\WN Dl d swNane

1 Yes 10: 00: 00: 60: 69: 10: 02: 181 swi t chb5.
2 No 10: 00: 00: 60: 69: 00: 00: 133 swi tch73.
3 No 10: 00: 00: 60: 69: 00: 00: 5a2 swi t ch60.

pri maryfcs: adm n>

4. Enter the secpolicyactivate command.

Failing Over the Primary FCS Switch

The secfcsfailover command is used to fail over the role of the primary FCS switch to the backup FCS
switch from which the command is entered. This can be used to recover from events such as alost
ethernet connection to the primary FCS switch.

In addition to failing over the role of the primary FCS switch, this command moves the new primary
FCS switch to the top of thelist in the FCS policy.

Note: Disabling a switch or removing it from the fabric does not change the order of the FCS policy.

During FCS failover to abackup FCS switch, all transactionsin process on the current primary FCS
switch are aborted, and any further transactions are blocked until failover is complete.
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To fail over the primary FCS switch:

1. If desired, view the current FCSlist by logging in as admin to the current primary FCS switch from
a sectelnet or Secure Shell session and entering the following:

secpol i cyshow "active","FCS_POLI CY"
Exampl e

Entering secpolicyshow from the current primary FCS switch, “fcsswitcha’.

fcssw tcha: admi n> secPol i cyshow "active", " FCS_POLI CY"

ACTI VE POLI CY SET

FCS_PQLI CY

Pos Pri mary WAN Dl d swiNare

1 Yes 10: 00: 00: 00: 00: 00: 11: 1c1 fcsswitcha
2 No 10: 00: 00: 00: 00: 00: 22: 2c2 fcsswitchb
3 No 10: 00: 00: 00: 00: 00: 33: 3c3 fcssw tche
fcssw t cha: adm n> | ogout

2. From asectelnet or Secure Shell session, log in as admin to the backup FCS switch to be designated
as the new primary FCS switch and enter the secfcsfailover command.

Entering secfcsfailover from the backup FCS switch “fcsswitchc”, then secpolicyshow.

fcsswitche: adm n> secfcsfail over
This switch is about to become the primary FCS switch.

Al'l transactions of the current Primary FCS switch will be aborted.
ARE YOU SURE (yes, y, no, n): [no] y
WARNI NG ! !

The FCS policy of Active and Defined Policy sets have been changed.
Revi ew t hem before you i ssue secpolicyactivate again.

fcssw tche: admi n>

fcssw tche: admi n> secpol i cyshow "active", " FCS_POLI CY"

ACTI VE POLI CY SET

FCS_PQLI CY

Pos Pri mar yW\N Dl d swiNare

1 Yes 10: 00: 00: 00: 00: 00: 33: 3c3 fcsswitche
2 No 10: 00: 00: 00: 00: 00: 11: 1c1 fcssw tcha
3 No 10: 00: 00: 00: 00: 00: 22: 2c2 fcsswitchb
fcsswi tche: adnmi n>

The backup FCS switch becomes the new primary FCS switch, and the FCS policy is modified so
that the new and previous primary FCS switches have exchanged placesin thelist.
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Creating Secure Fabric OS Policies Other Than the
FCS Policy

3-10

The FCS policy is automatically created when Secure Mode is enabled, and other Secure Fabric OS
policies can be created after Secure Mode is enabled. The member list of each policy determines the
devices or switches to which the policy applies.

If apolicy does not exist, then no Secure Fabric OS controls are in effect for that aspect of the fabric. If a
policy exists but has no members, that functionality is disabled for all switchesin the fabric. As soon as
apolicy has been created, that functionality becomes disabled for all switches except the members listed
in the policy.

Note: Savepolicy changesfreguently; changesarelost if the switch isrebooted before the changes are
saved.

Each supported policy isidentified by a specific name, and only one policy of each type can exist except
for DCC policies. The policy names are case sensitive and must be entered in all upper case. Multiple
DCC policies can be created using the naming convention DCC_POLICY _nnn, with “nnn” representing
aunique string.

Note: Uploading and saving a copy of the Secure Fabric OS database after creating the desired Secure
Fabric OS policiesisstrongly recommended. The configupload command can be used to upload
acopy of the configuration file, which contains all the Secure Fabric OS information. For more
information about this command, refer to the Fabric OS Reference.
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Policy members can be specified by device port WWN, switch WWN, domain I1Ds, or switch WWN,
depending on the policy. The valid methods for specifying policy members are listed in Table 3-2.

Table 3-2  Valid Methods for Specifying Policy Members

Policy Name IP address | Device Switch Domain | Switch
Port WWN | WWN IDs names
FCS POLICY No No Yes Yes Yes
MAC Policies: No No No No No
RSNMP_POLICY Yes No No No No
WSNMP_POLICY Yes No No No No
TELNET_POLICY Yes No No No No
HTTP_POLICY Yes No No No No
API_POLICY Yes No No No No
SES POLICY No Yes No No No
MS POLICY No Yes No No No
SERIAL_POLICY No No Yes Yes Yes
FRONTPANEL_POLICY | No No Yes Yes Yes
OPTIONS_POLICY For information about valid input, see Creating an Options Policy on
page 3-20.
DCC_POLICY_nnn No Yes Yes Yes Yes
SCC_POLICY No No Yes Yes Yes

Note: If IPaddressesare used, “0” can be used in an octet to indicate that any number can be matched
for that octet. For example, 192.168.11.0 would allow access for all IP devices in the network
192.168.11.

If domain IDs or switch names are used, the corresponding switches must bein the fabric for the
command to succeed.

Creating a MAC Policy

Management Access Control (MAC) policies can be used to restrict the following management accessto
the fabric:

* Access by hosts using SNMP, tel net/sectel net/Secure Shell, HTTP, AP
* Access by device ports using SCSI Enclosure Services (SES) or Management Server
* Accessthrough switch serial ports and front panels

Theindividual MAC policies and how to create them are described in the following sections. By defaullt,
all MAC accessis allowed; no MAC policies exist until they are created.
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Note: Anempty MAC policy blocks all access through that management channel. When creating
policies, ensure that all desired members are added to each policy.

Providing fabric accessto proxy serversisstrongly discouraged. When aproxy server isincluded
inaMAC policy for |P-based management, such asthe HTTP_POLICY, all IP packetsleaving
the proxy server appear to originate from the proxy server. This could result in allowing any
hosts that have access to the proxy server to access the fabric.

Creating an SNMP Policy

Read and write SNMP policies can be used to specify which SNMP hosts are allowed read and write
access to the fabric. The SNMP hosts must be identified by |P address.

* RSNMP_POLICY (read access)
Only the specified SNMP hosts can perform read operations to the fabric.

¢  WSNMP_POLICY (write access)
Only the specified SNMP hosts can perform write operations to the fabric.

Any host granted write permission by the WSNMP policy is automatically granted read permission by
the RSNMP policy.

How to create SNMP policiesis described in Creating an SNMP Policy on page 3-13.

Note: If an SNMP policy iscreated, it must contain the primary FCS switch and backup FCS switches
to ensure consistent read/write access to the primary FCS switch, even in the event of afailover.

Table 3-3 lists the expected read and write behaviors resulting from combinations of the RSNMP and
WSNMP palicies.

Table 3-3 Read and Write Behaviors of SNMP Policies

RSNMP Policy | WSNMP Policy | Read Result Write Result
Non-existent Non-existent Any host can read Any host can write
Non-existent Empty Any host can read No host can write
Non-existent Host B in policy | Any host can read Only B can write
Empty Non-existent This combination is not supported. If the WSNMP
policy is not defined, the RSNMP policy cannot be
created.
Empty Empty No host can read No host can write
Empty Host B in policy | Only B can read Only B can write

Host A inpolicy | Non-existent This combination is not supported. If the WSNMP

policy is not defined, the RSNMP policy cannot be

created.
Host A inpolicy | Empty Only A can read No host can write
Host A inpolicy | Host B inpolicy | A and B canread Only B can write
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Creating an SNMP Policy
1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter the following:
secpol icycreate “policy_nanme”, “nenber;...;nenber”
Policy nameisWSNMP_POLICY or RSNMP_POLICY.

Member is one or more | P addresses in dot-decimal notation. “0” can be entered in an octet to
indicate that any number can be matched in that octet.

Example

Creating an WSNMP and an RSNMP policy to only allow |P addresses that match 192.168.5.0 to
read and write access to the fabric.

pri maryfcs: adm n> secpol i cycreate "WSNWVP_POLI CY", "192.168.5.0"
WBNMP_POLI CY has been creat ed.

pri maryfcs: adm n>

pri maryfcs: adm n> secpol i cycreate "RSNVP_POLI CY", "192.168.5.0"
RSNMP_POLI CY has been creat ed.

pri maryfcs: adm n>

3. Tosave or activate the new policy, enter the secpolicysave or the secpolicyactivate command.

If neither of these commands are entered, the changes are |ost when the session islogged out. For
more information about these commands, see Saving Changes to Secure Fabric OSPalicieson
page 3-25 and Activating Changes to Secure Fabric OS Policies on page 3-25.

Telnet Policy

The Telnet policy can be used to specify which workstations can use sectelnet or Secure Shell to connect
to the fabric. The policy isnamed TELNET _POLICY and contains alist of the IP addresses for the
trusted workstations (workstations that arein a physically secure area).

When a SilkWorm 12000 isin Secure Mode, sectelnet / SSH sessions cannot be opened to the active CP
card. This prevents potential violation of the Telnet policy, since the active CP card can be used to access
either of the logical switches on the SilkWorm 12000. However, sectelnet / SSH sessions can be
established to the I P addresses of the logical switches and to the standby CP card, if allowed by the
Telnet policy. If the active CP card fails over, any sectelnet / SSH sessions to the standby CP card are
automatically terminated when the standby CP card becomes the active CP card.

How to create a Telnet policy is described in Creating a Telnet Policy on page 3-14.

Note: Static host |P addresses are required to implement the Telnet policy effectively. Do NOT use
DHCP for hosts that are in the TELNET _POLICY, because as soon as the | P addresses change,
the hosts will no longer be able to access the fabric.

Restricting output (such as placing a session on “hold” by use of acommand or keyboard
shortcut) is not recommended.
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This policy pertains to sectelnet and Secure Shell. It does not pertain to telnet access, because telnet is
not available in Secure Mode. Sectelnet can be used as soon as adigita certificate isinstalled on the
switch.

Note: Anempty TELNET_POLICY blocks all telnet access. To prevent this, keep one or more
membersin the Telnet Policy. If an empty Telnet policy is absolutely required, leave a
meaningful entry in the API, HTTP, or SERIAL policies (or do not create these policies) to
ensure that some form of management access is available to the switch.

Torestrict CLI access over the network to Secure Shell, disable telnet as described in Telnet on
page 1-2.

The possible Telnet policy states are shown in Table 3-4.
Table 3-4 Telnet Policy States

Policy State Description

No policy Any host can connect by sectelnet or SSH to the fabric.
Policy with no entries | No host can connect by sectelnet or SSH to the fabric.

Policy with entries Only specified hosts can connect by sectelnet or SSH to the fabric.

Creating a Telnet Policy
1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter the following:
secpol icycreate “policy_nanme”, “nenber;...;nenber”
Policy nameis TELNET_POLICY.

Member is one or more | P addresses in dot-decimal notation. “0” can be entered in an octet to
indicate that any number can be matched in that octet.

3. Tosaveor activate the new policy, enter the secpolicysave or the secpolicyactivate command.

If neither of these commands are entered, the changes are lost when the session is logged out. For
more information about these commands, see Saving Changesto Secure Fabric OSPalicies on
page 3-25 and Activating Changes to Secure Fabric OS Policies on page 3-25.

Example

Creating a Telnet policy to allow anyone on anetwork “192.168.5.0/24" to access the fabric through
a sectelnet or Secure Shell session

pri maryfcs: adm n> secPol i cyCreate "TELNET _POLI CY", "192.168.5.0"
TELNET_POLI CY has been created.
pri maryfcs: adm n>

HTTP Policy

The HTTP policy can be used to specify which workstations can use HTTP to access the fabric. Thisis
useful for applications that use internet browsers, such as Web Toals.

The policy isnamed HTTP_POLICY and contains alist of 1P addresses for devices and workstations
that are allowed to establish HTTP connections to the switches in the fabric.
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How to create an HTTP policy is described in Creating an HTTP Policy on page 3-15.

The possible HTTP policy states are shown in Table 3-5.

Table 3-5 HTTP Policy States

Policy State Characteristics
No policy All hosts can establish an HTTP connection to any switch in the
fabric.

Policy with no entries | No host can establish an HTTP connection to any switch in the

fabric.

Note: An empty policy causes the message “The page cannot be
displayed” to display when HTTP access is attempted.

Policy with entries Only specified hosts can establish an HTTP connection to any switch

in the fabric.

Creating an HTTP Policy

1
2.

From a sectelnet or Secure Shell session, log into the primary FCS switch as admin.
Enter the following:
secpolicycreate “policy_nanme”, “nenber;...;nenber”
Policy nameisHTTP_POLICY.

Member is one or more | P addresses in dot-decimal notation. “0” can be entered in an octet to
indicate that any number can be matched in that octet.

To save or activate the new policy, enter the secpolicysave or the secpolicyactivate command.

If neither of these commands are entered, the changes are lost when the session is logged out. For
more information about these commands, see Saving Changesto Secure Fabric OSPalicies on
page 3-25 and Activating Changes to Secure Fabric OS Policies on page 3-25.

Example
Creating an HTTP policy to allow anyone on the network with | P address of 192.168.5.0 (where“0”
can be any number) to establish an HTTP connection to any switch in the fabric.

pri maryfcs: adm n> secPol i cyCreate "HTTP_POLI CY", "192.168.5.0"
HTTP_POLI CY has been created.
pri maryfcs: adm n>

API Policy

The API policy can be used to specify which workstations can use API to access the fabric and which
ones can write to the primary FCS switch.

The policy isnamed API_POLICY and contains alist of the P addresses that are allowed to establish an
API connection to switchesin the fabric.

How to create an API policy is described in Creating an API Policy on page 3-16.
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The possible API policy states are shown in Table 3-6.

Table 3-6 API Policy States

Policy State Characteristics
No policy All workstations can establish an APl connection to any switchin
the fabric.

Policy with no entries | No host can establish an API connection to any switch in the fabric.

Policy with entries Only specified hosts can establish an API connection to any switch
in the fabric, and write operations can only be performed on the
primary FCS switch.

Creating an API Policy
1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter the following:
secpol icycreate “policy_nanme”, “nenber;...;nenber”
Policy nameisAPI_POLICY.

Member is one or more | P addresses in dot-decimal notation. “0” can be entered in an octet to
indicate that any number can be matched in that octet.

3. Tosaveor activate the new policy, enter the secpolicysave or the secpolicyactivate command.

If neither of these commands are entered, the changes are lost when the session is logged out. For
more information about these commands, see Saving Changesto Secure Fabric OSPalicies on
page 3-25 and Activating Changes to Secure Fabric OS Policies on page 3-25.

Example

Creating an APl policy to alow anyone on the network with an IP address of 192.168.5.0 (where
“0" can be any number) to establish an API connection to any switch in the fabric:

pri maryfcs: adnm n> secPol i cyCreate "API _POLI Cy*, "192.168.5.0"
APl _PCLI CY has been created.
pri maryfcs: adm n>

SES Policy

The SES policy can be used to restrict which devices can be managed by SES commands. The policy is
named SES POLICY and contains alist of device port WWNs that are allowed to access SES and from
which SES commands are accepted and acted upon.

If Secure Mode is enabled, the SES client must be directly attached to the primary FCS switch. Then the
SES client can be used to manage all the switches in the fabric through the SES product for SilkWorm
switches. Refer to the SESUser’ s Guide for more information.

The current SES implementation does not support the SES commands Read Buffer or Write Buffer for
remote switches. To direct these commands to a switch that is not the primary FCS switch, designate that
switch as the primary FCS switch and attach the SES client directly to the switch.

How to create an SES policy is described in Creating an SES Policy on page 3-17.
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The possible SES policy states are shown in Table 3-7.

Table 3-7 SES Policy States

Policy State Characteristics

No policy All device ports can access SES.

Policy with no entries | No device port can access SES.

Policy with entries The specified devices can access SES.

Creating an SES Policy
1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter the following:
secpol icycreate “policy_nanme”, “nenber;...;nenber”
Policy nameis SES POLICY.
Member is adevice port WWN.
3. Tosaveor activate the new policy, enter the secpolicysave or the secpolicyactivate command.

If neither of these commands are entered, the changes are lost when the session is logged out. For
more information about these commands, see Saving Changesto Secure Fabric OSPalicies on
page 3-25 and Activating Changes to Secure Fabric OS Policies on page 3-25.

Example

Creating an SES POLICY that allows access through a device that has a WWN of
12:24:45:10:0a:67:00:40:

pri maryfcs: adm n> secPol i cyCreate "SES POLI CY", "12:24:45:10: 0a: 67: 00: 40"
SES POLI CY has been created.
pri maryfcs: adm n>

Management Server Policy

The Management Server policy can be used to restrict which devices can be accessed by the
management server. Fabric configuration and control functions can be performed only by requesters that
are directly connected to the primary FCS switch. The policy is named MS_POLICY and contains alist
of device port WWNs for which the management server implementation in Fabric OS (designed
according to FC-GS-3 standard) accepts and acts on requests.

How to create a Management Server policy is described in Creating a Management Server Policy on
page 3-18. The possible Management Server policy states are shown in Table 3-8.

Table 3-8 Management Server Policy States

Policy State Characteristics

No policy All devices can access the management server.

Policy with no entries | No devices can access the management server.

Policy with entries Specified devices can access the management server.
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Creating a Management Server Policy
1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter the following:
secpol icycreate “policy_nanme”, “nenber;...;nenber”
Policy nameisMS POLICY.
Member is adevice WWN.
3. Tosaveor activate the new policy, enter the secpolicysave or the secpolicyactivate command.

If neither of these commands are entered, the changes are lost when the session is logged out. For
more information about these commands, see Saving Changesto Secure Fabric OSPalicies on
page 3-25 and Activating Changes to Secure Fabric OS Policies on page 3-25.

Example

Creating an MS_POLICY that allows access through a device that has a WWN of
12:24:45:10:0a:67:00:40:

pri maryfcs: adm n> secPol i cyCreate "MS_POLI CY", "12:24:45:10: 0a: 67: 00: 40"
M5_POLI CY has been creat ed.
pri maryfcs: adm n>

Serial Port Policy

The Serial Port policy can be used to restrict which switches can be accessed by serial port. The policy is
named SERIAL_POLICY and contains alist of switch WWNSs, domain IDs, or switch names for which
serial port access is enabled.

The serial policy is checked before the account login is accepted. If the Serial Port Policy exists and the
switch is not included in the policy, the session is terminated.

How to create a Serial Port policy is described in Creating a Serial Port Policy on page 3-18.
The possible serial port policy states are shown in Table 3-9.

Table 3-9 Serial Port Policy States

Policy State Characteristics

No policy All seria ports of the switches in the fabric are enabled.

Policy with no entries | All serial ports of the switches in the fabric are disabled.

Policy with entries Only specified switches can be accessed through the serial ports.

Creating a Serial Port Policy
1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter thefollowing:
secpol icycreate “policy_name”, “nenber;...;nenber”
Policy nameis SERIAL_POLICY.

Member is aswitch WWN, domain ID, or switch name. If adomain ID or switch nameis used
to specify a switch, the associated switch must be present in the fabric for the command to
succeed.
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To save or activate the new policy, enter the secpolicysave or the secpolicyactivate command.

If neither of these commands are entered, the changes are lost when the session is logged out. For
more information about these commands, see Saving Changesto Secure Fabric OSPalicies on
page 3-25 and Activating Changes to Secure Fabric OS Policies on page 3-25.

Example
Creating a SERIAL_POLICY that allows serial port access to a switch that hasa WWN of
12:24:45:10:0a:67:00:40:

pri maryfcs: adm n> secPol i cyCreate "SERI AL_PCLI CY", "12:24:45:10: 0a: 67: 00: 40"
SERI AL_POLI CY has been created.
pri maryfcs: adm n>

Front Panel Policy

The Front Panel policy can be used to restrict which switches can be accessed through the front panel.
This policy only appliesto SilkWorm 2800 switches, since no other switches contain front panels. The
policy isnamed FRONTPANEL POLICY and contains alist of switch WWNSs, domain IDs, or switch
names for which front panel accessis enabled.

How to create a Front Panel policy is described in Creating a Front Panel Policy on page 3-19.

The possible Front Panel policy states are shown in Table 3-10.
Table 3-10  Front Panel Policy States

Policy State Characteristics

No policy All the switches in the fabric have front panel access enabled.

Policy with no entries | All the switchesin the fabric have front panel access disabled.

Policy with entries Only specified switches in the fabric have front panel access enabled.

Creating a Front Panel Policy

1
2.

From a sectelnet or Secure Shell session, log into the primary FCS switch as admin.
Enter the following:

secpol i cycreate
Policy nameis FRONTPANEL POLICY.

policy_name”, “menber;...; nmenber”

Member is aswitch WWN, domain ID, or switch name. If adomain ID or switch nameis used
to specify a switch, the associated switch must be present in the fabric for the command to
succeed.

To save or activate the new policy, enter the secpolicysave or the secpolicyactivate command.

If neither of these commands are entered, the changes are lost when the session is logged out. For
more information about these commands, see Saving Changes to Secure Fabric OSPalicieson
page 3-25 and Activating Changes to Secure Fabric OS Policies on page 3-25.
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Example

Creating a Front Panel policy to allow only domains 3 and 4 to use the front panel:

pri maryfcs: adm n> secPol i cyCreate "FRONTPANEL_POLI CY*, "3; 4"
FRONTPANEL_POLI CY has been creat ed.
pri maryfcs: adm n>

Creating an Options Policy

The Options policy can be used to prevent the use of Node WWNs to add members to zones. This policy
isnamed OPTIONS POLICY and has only onevalid value, “ NoNodeWWNZoning” . Adding this value
to the policy prevents use of Node WWNs for WWN-based zoning.

The use of node WWNs can introduce ambiguity because the node WWN may al so be used for one of
the device ports, as may be true with a host bus adapter (HBA). If the policy does not exist or is empty,
node WWNs can be used for WWN-based zoning. Only one Options policy can be created. This policy
cannot be used to control use of port WWNs for zoning.

By default, use of Node WWNs is allowed; the Options policy does not exist until it is created by the
administrator.

How to create an Options policy is described in Creating an Options Policy on page 3-20.
The possible Options policy states are shown in Table 3-10.

Table 3-11  Options Policy States

Policy State Characteristics

No policy Node WWNs can be used for WWN-based zoning.
Policy with no entries | Node WWNs can be used for WWN-based zoning.
Policy with entries Node WWNs cannot be used for WWN-based zoning.

Creating an Options Policy
1. Loginto the primary FCS switch as admin from a sectelnet or Secure Shell session.
2. Enter thefollowing:
secpol i cycreate “OPTIONS_POLI CY", “NoNodeWANZoni ng”
3. Tosave or activate the new policy, enter the secpolicysave or the secpolicyactivate command.

If neither of these commands are entered, the changes are lost when the session is logged out. For
more information about these commands, see Saving Changes to Secure Fabric OSPalicieson
page 3-25 and Activating Changes to Secure Fabric OS Policies on page 3-25.

4. To apply the change to current transactions, disable the switch then re-enable it by entering the
switchdisable and switchenable commands. This stops any current traffic between devices that are
zoned using node names.

Example

pri maryfcs: adm n> secPol i cyCreate “OPTIONS_POLI CY”, “NoNodeWANZoni ng”
OPTI ONS_PCOLI CY has been creat ed.
pri maryfcs: adm n>
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Creating a DCC Policy

Multiple DCC policies can be used to restrict which device ports can connect to which switch ports. The
devices can beinitiators, targets, or intermediate devices such as SCSI routers and loop hubs. By default,
all device ports are allowed to connect to all switch ports; no DCC policies exist until they are created by
the administrator.

Each device port can be bound to one or more switch ports, and the same device ports and switch ports
may be listed in multiple DCC policies. After aswitch port is specified in aDCC policy, it permits
connections only from designated device ports. Device ports that are not specified in any DCC policies
are allowed to connect only to switch ports that are not specified in any DCC policies.

DCC policies must follow the naming convention “DCC_POLICY_nnn", where “nnn” represents a
unique string. To save memory and improve performance, one DCC policy per switch or group of
switches is recommended, instead of a separate DCC policy for each port.

Device ports must be specified by port WWN. Switch ports can be identified by the switch WWN,
domain ID, or switch name followed by the port or area number. To specify an allowed connection, enter
the device port WWN, then a semicolon, then the switch port identification. Following are the possible
methods of specifying an allowed connection:

¢ deviceportWWN;switchWWN (port or area number)
*  deviceportWWN;domainlD (port or area number)
*  deviceportWWN;switchname (port or area number)

How to create a DCC policy is described in Creating a DCC Policy on page 3-22.
The possible DCC policy states are shown in Table 3-12.

Table 3-12 DCC Policy States

Policy State Characteristics

No policy Any device can connect to any switch port in the fabric.

Policy with no entries | Any device can connect to any switch port in the fabric. An empty policy isthe
same as no policy.

Policy with entries If adevice WWN is specified in aDCC policy, that deviceis only alowed
access to the fabric if connected to a switch port listed in the same policy.

If aswitch port is specified in aDCC policy, it only permits connections from
devices that are listed in the policy.

WWNs that are not specified in a DCC policy are allowed to connect to the
fabric at any switch ports that are not specified in a DCC policy.

Switch ports and WWNs may exist in multiple DCC policies.

Note: WhenaDCC violation occurs, the related port is automatically disabled and must be re-enabled
using the portenable command.
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Creating a DCC Policy
1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter the following:

secpol i cycreate “DCC _POLI CY_nnn", “nenber;...;nenber”

DCC_POLICY_nnnisthe name of the DCC policy to be created, and nnn is astring consisting
of up to 19 alphanumeric or underscore characters to differentiate it from any other DCC
policies.

Member contains device and switch port information: deviceportWWN;switch(port).

*  The“deviceportWWN” isthe WWN of the device port.

* The“switch” can be the switch WWN, domain ID, or switch name. The port can be
specified by port or area number. Designating ports automatically includes the devices
currently attached to those ports. The ports can be specified using any of the following
syntax methods:

(1-6)  Selectsports 1 through 6.

*) Selects all ports on the switch.

[*] Selects all ports and all devices attached to those ports.

[3,9] Selectsports 3 and 9 and all devices attached to those ports.
[1-3,9] Selectsportsl, 2, 3,9, and al devices attached to those ports.

3. Tosaveor activate the new policy, enter the secpolicysave or the secpolicyactivate command.

If neither of these commands are entered, the changes are lost when the session is logged out. For
more information about these commands, see Saving Changesto Secure Fabric OSPalicies on
page 3-25 and Activating Changes to Secure Fabric OS Policies on page 3-25.

Examples

Creating aDCC policy “DCC_POLICY_server” that includes device “11:22:33:44:55:66:77:aa
and port 1 and port 3 of switch domain 1:

pri maryfcs: adm n> secPol i cyCreate “DCC_POLI CY_server”,
“11:22:33:44:55:66: 77: aa; 1(1, 3) "
pri maryfcs: adm n>

Creating a DCC policy “DCC_POLICY _storage” that includes device port WWN
“22:33:44:55:66:77:11:bb,” all ports of switch domain 2, and all currently connected devices of
switch domain 2:

pri maryfcs: adm n> secPol i cyCreate “DCC_POLI CY_st orage”,
“22:33:44:55: 66: 77: 11: bb; 2[*] "
pri maryfcs: adm n>

Creating aDCC policy “DCC_POLICY_abc” that includes device “33:44:55:66:77:11:22:cc” and
ports 1-6 and port 9 of switch domain 3:

pri maryfcs: adm n> secPol i cyCreate “DCC_POLI CY_abc”, “33:44:55:66:77:11: 22: cc; 3( 1-

6,9)"
pri maryfcs: adm n>
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Creating a DCC policy “DCC_POLICY _example” that includes devices 44:55:66:77:22:33:44:dd
and 33:44:55:66:77:11:22:cc, ports 1-4 of switch domain 4, and all devices currently connected to
ports 1-4 of switch domain 4:

pri maryfcs: adm n> secPol i cyCreate “DCC_POLI CY_exanpl e”,
“44:55: 66: 77: 22: 33: 44: dd; 33: 44: 55: 66: 77: 11: 22: cc; 4[1-4] "
pri maryfcs: adm n>

Creating an SCC Policy

The SCC policy can be used to restrict which switches can join the fabric. Switches are checked against
the policy each time Secure Mode is enabled, the fabric isinitialized with Secure Mode enabled, or an
E Port to E_Port connection is made.

The policy is named SCC_POLICY, and can accept members listed as WWNs, domain IDs, or switch
names. Only create one SCC policy can be created.

By default, any switch isallowed to join the fabric; the SCC policy does not exist until it is created by the
administrator.

How to create an SCC policy is described in Creating an SCC Policy on page 3-23.

Note: If an SCC policy iscreated, it must list all the switches in the fabric to prevent switches from
being segmented from the fabric.
In particular, ensure that the SCC policy lists all the members of the FCS policy, to ensure
consistent access to the primary FCS switch.

The possible SCC policy states are shown in Table 3-13.
Table 3-13 SCC Policy States

Policy State Characteristics

No policy All switches can bein the fabric.

Policy with no entries | The SCC policy cannot be empty. The policy must contain al the FCS
switches.

Policy with entries The SCC policy must contain all the FCS switches, and can also contain
additional switches.

Creating an SCC Policy
1. Loginto the primary FCS switch as admin from a sectelnet or Secure Shell session.
2. Enter thefollowing:

secpol i cycreate "SCC POLI CY", “nmenber;...; nenber”

Member indicates a switch that is permitted to join the fabric. Switches can be specified by
WWN, domain ID, or switch name. An asterisk (*) can be entered to indicate all the switchesin
the fabric.
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3. Tosave or activate the new policy, enter the secpolicysave or the secpolicyactivate command.

| If neither of these commands are entered, the changes are lost when the session is logged out. For
more information about these commands, see Saving Changesto Secure Fabric OSPalicies on
page 3-25 and Activating Changes to Secure Fabric OS Policies on page 3-25.

Example
| Creating an SCC policy that alows switches that have domain IDs 2 and 4 to join the fabric:

pri maryfcs: adm n> secPol i cyCreate "SCC _POLI CY", “2;4"
pri maryfcs: adm n>

Managing Secure Fabric OS Policies

All Secure Fabric OS transactions can be performed through the primary FCS switch only, except for the
sectransabort, secfcsfailover, secstatsreset, and secstatsshow commands.

Multiple sessions can be created to the primary FCS switch from one or more hosts. However, the
software allows only one Secure Fabric OS transaction at atime. If a second Secure Fabric OS
transaction is started, it fails. The only secondary transaction that can succeed is the sectransabort
command.

All policy modifications are only saved in volatile memory until the changes are saved or activated.

The following functions can be performed on existing Secure Fabric OS policies:

| 324

Saving Changes to Secure Fabric OS Policies

Save changes to flash memory without actually implementing the changes within the fabric.
This saved but inactive information is known as the defined policy set.

Activating Changes to Secure Fabric OS Policies

Simultaneously save and implement al the policy changes made since the last time changes
were activated. The activated policies are known as the active policy set.

Adding a Member to an Existing Poalicy

Add one or more membersto apolicy. The aspect of the fabric covered by each policy is closed
to access by all devices/switchesthat are not listed in that policy.

Removing a Member from a Policy

Remove one or more members from a policy. If all members are removed from a policy, that
aspect of the fabric becomes closed to all access. The last member of the FCS_POLICY cannot
be removed, because a primary FCS switch must be designated.

Deleting a Policy

Delete an entire policy. However, keep in mind that doing so opens up that aspect of the fabric
to all access.

Aborting All Uncommitted Changes

Abort al the changes to the Secure Fabric OS policies since the last time changes were saved or
activated.

Aborting a Secure Fabric OS Transaction

From any switch in the fabric, abort a Secure Fabric OS-related transaction that has become
frozen (such as due to afailed host) and is preventing other Secure Fabric OS transactions.
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Saving Changes to Secure Fabric OS Policies

Itis possible to save changes to Secure Fabric OS policies without activating them by entering the
secpolicysave command. This saves the changes to the defined policy set.

3

Note: Until the secpolicysave or secpolicyactivate command isissued, all policy changesarein

volatile memory only, and are lost if the switch reboots or the current session is logged out.

To save changes to the Secure Fabric OS policies without activating the changes:
1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter the secpolicysave command.

Example

pri maryfcs: adm n> secPol i cySave
Committing configuration...done.
Savi ng Define FMPS ...

done

pri maryfcs: adm n>

Activating Changes to Secure Fabric OS Policies

Changes to the Secure Fabric OS policies can be implemented using the secpolicyactivate command.
This saves the changes to the active policy set and activates all policy changes since the last time the
command was issued. Policies cannot be activated on an individual basis; al changesto the entire policy

set are activated by the command.

Note: Until asecpolicysave or secpolicyactivate command isissued, all policy changesarein volatile

memory only, and are lost upon rebooting.
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To activate changes to the Secure Fabric OS policies:
| 1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter the secpolicyactivate command.

Example

pri maryfcs: adm n> secPol i cyActi vate

About to overwite the current Active data
ARE YOU SURE (yes, y, no, n): [no] y
Committing configuration...done

Savi ng Defined FMPS ...

done

Savi ng Active FMPS ..

done

pri maryfcs: adm n>

Adding a Member to an Existing Policy

Members can be added to policies using the secpolicyadd command. As soon as a policy has been
created, the aspect of the fabric managed by that policy is closed to access by all devices that are not
listed in the policy.

To add a member to an existing Secure Fabric OS policy:
| 1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter thefollowing:
secpol i cyadd “policy_nanme”, “nenber;...; nmenber”
Policy_nameisthe name of the Secure Fabric OS policy.

Member is the item to be added to the policy, identified by device or switch |P address, switch
domain ID, device or switch WWN, or switch hame.

3. Toimplement the change immediately, enter the secpolicyactivate command.
Examples

| Adding amember to the MS_POLICY using the device port WWN:

pri maryfcs: adm n> secPol i cyAdd "Ms_PCLI CY', "12:24:45:10: Oa: 67: 00: 40"
Menmber (s) have been added to MS_POLI CY.
pri maryfcs: adm n>

Adding an SNM P manager to WSNMP_POLICY:
pri maryfcs: adm n> secPol i cyAdd "WSNWP_POLI Cy", "192.168.5. 21"

Menmber (s) have been added to WSNWP_POLI CY.
pri maryfcs: adm n>

| Adding 2 devices to the DCC policy, to attach domain 3's ports 1 and 3 (WWNs of devices are
11:22:33:44:55:66:77:aa and 11.:22:33:44:55:66:77:bb):
pri maryfcs: adm n> secPol i cyAdd " DCC_POLI CY_abc",

"11:22:33:44:55: 66: 77: aa; 11: 22: 33: 44: 55: 66: 77: bb; 3(1, 3)"
pri maryfcs: adm n>
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Removing a Member from a Policy

If all the members are removed from a policy, that policy becomes closed to all access. The last member
cannot be removed from the FCS_POLICY, because aprimary FCS switch must be designated.

To remove a member from a Secure Fabric OS policy:
1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter thefollowing:
secpol i cyrenove “policy_name”, “nenber;...;nenber”
Policy_nameisthe name of the Secure Fabric OS policy.

Member is the device or switch to be removed from the policy, and isidentified by IP address,
switch domain ID, device or switch WWN, or switch name.

3. Toimplement the change immediately, enter the secpolicyactivate command.

Example
Removing a member that has a WWN of 12:24:45:10:0a:67:00:40 from MS policy:

pri maryfcs: adm n> secPol i cyRenove " MS_POLI CY",
"12:24:45:10: Oa: 67: 00: 40"

Menmber (s) have been renpved from MS_POLI CY. .
pri maryfcs: adm n>

Deleting a Policy

If an entire Secure Fabric OS policy is deleted, that aspect of the fabric becomes open to all access.
To delete a Secure Fabric OS policy:
1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter the following:
secpol i cydel ete “policy_nane”
policy_name is the name of the Secure Fabric OS policy.

3. Toimplement the change immediately, enter the secpolicyactivate command.

Note: TheFCS POLICY cannot be deleted.

Example

pri maryfcs: adm n> secPol i cyDel ete "MS_POLI CY"
About to delete policy MS_POLICY.

Are you sure (yes, y, no, n):[no] y

M5_PCLI CY has been del et ed.

pri maryfcs: adm n>
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Aborting All Uncommitted Changes

The secpolicyabort command can be used to abort all Secure Fabric OS policy changesthat have not yet
been saved. Thisfunction can only be performed from the primary FCS switch.

To abort all unsaved changes:
1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter the secpolicyabort command.

All changes since the last time the secpolicysave or secpolicyactivate commands were entered are
aborted.

Example

pri maryfcs: adnmi n> secPol i cyAbort
Unsaved data has been aborted.
pri maryfcs: adm n>

Aborting a Secure Fabric OS Transaction

The sectransabort command can be used to abort a single Secure Fabric OS transaction from any switch
in the fabric. This makesit possible to abort a transaction that has become frozen due to a failed host. If
the switch itself fails, the transaction aborts by default. This command cannot be used to abort an active
transaction.

To abort a Secure Fabric OS transaction:
1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter the sectransabort command.

Any Secure Fabric OS transaction that was in processis aborted (except for the transaction of
entering this command).

Example

pri maryfcs: adm n> secTransAbort
Transacti on has been aborted.
pri maryfcs: adm n>
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Secure Fabric OSv2.6.1, 3.1.0, and 4.1.0 can be managed through Fabric Manager and sectelnet. In
addition, Secure Shell is supported for Fabric OS v4.1.0. When Secure Mode is enabled for afabric, all
Secure Fabric OS administrative operations, all Zoning commands, and some Management Server
commands must be executed on the primary FCS switch. For alist of the command and related
restrictions, see Secure Fabric OS Commands and Secure Mode Restrictions on page A-1.

Overview

This chapter contains the following sections:

* Viewing Secure Fabric OS Information on page 4-1

¢ Displaying and Resetting Secure Fabric OS Statistics on page 4-5

* Managing Passwords on page 4-9

* Resetting the Version Number and Time Samp on page 4-13

¢ Adding Switches and Merging Fabrics with Secure Mode Enabled on page 4-14
*  Troubleshooting on page 4-18

*  Frequently Asked Questions on page 4-21

Viewing Secure Fabric OS Information

The following Secure Fabric OS information is available:

*  General Secure Fabric OS related information about a fabric
* The Secure Fabric OS policy sets (active and defined)
¢ |nformation about one or more Secure Fabric OS policies

For information about viewing the Secure Fabric OS statistics, see Displaying and Resetting Secure
Fabric OS Statistics on page 4-5.
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Displaying General Secure Fabric OS
Information

The secfabricshow command can be used to display general Secure Fabric OS related information about
afabric.

Todisplay general Secure Fabric OS-related information:
1. Open asectelnet or Secure Shell session to the primary FCS switch and log in as admin.

2. Enter the secfabricshow command.
The command displays the switches in the fabric and their status (ready, error, busy).

Example

pri maryfcs: adm n> secfabri cshow
Rol e WAN Did Status Enet |P Addr Nane

non- FCS 10: 00: 00: 60: 69: 10: 03: 23 1 Ready 192. 168. 100. 148 "nonfcs"
Backup 10: 00: 00: 60: 69: 00: 12: 53 2 Ready 192. 168. 100. 147 "backup"
Primary 10: 00: 00: 60: 69: 22: 32: 83 3 Ready 192.168. 100. 135 "pri maryfcs"

Secured switches in the fabric: 3
pri maryfcs: adm n>

Viewing the Secure Fabric OS Policy Database

The secpolicydump command can be used to display the Secure Fabric OS policy database, which
consists of the active and defined policy sets. This command displays information without page breaks.

Toview the Secure Fabric OS policy database:
1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter thefollowing:

secpol i cydunp “listtype”, “policy_nane”

Listtype is the type of Secure Fabric OS policy set, and can be active, defined, or an asterisk
(*), which displays both versions of the policy. If alist typeis not entered, both versions of the
Secure Fabric OS policy display.

Palicy_name isthe name of the Secure Fabric OS poalicy. If you do not specify a policy name,
the command displays all the policiesin the specified policy set.

If you do not specify any operands, the command displays all policiesin both the active and defined
policy sets.
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policiesin both active and defined policy sets.

pri maryfcs: adm n> secPol i cyDunp

DEFI NED POL
FCS_PQOLI CY
Pos Primary

I CY SET

WW DI d swNane

1 Yes 10: 00
HTTP_POLI CY
| pAddr

:00: 60: 69: 30: 15:5¢ 1 primaryfcs

192. 155. 52.

0

ACTI VE PQOLI
FCS_POLI CY
Pos Primary

CY SET

WW DI d swiNane

1 Yes 10: 00
HTTP_POLI CY
| pAddr

:00: 60: 69: 30: 15:5¢ 1 primaryfcs

192. 155. 52.
192. 155. 53.
192. 155. 54.
192. 155. 55.

wWwN - O

pri maryfcs:

adm n>

Displaying Individual Secure Fabric OS Policies

The secpolicyshow command can be used to view information about one or more specified
Secure Fabric OS policies. This command displays information with page breaks.

To display information about a specific Secure Fabric OS policy:

1. Fromasecteln

et or Secure Shell session, log into the primary FCS switch as admin.

2. Enter the following:

secpol i

cyshow “listtype”, “policy_nanme”

Listtype is the type of Secure Fabric OS policy set, and can be active, defined, or an asterisk

(*), which

displays both versions of the specified policy.

Policy_name is the name of the Secure Fabric OS palicy. If you do not specify a policy hame,
the command displays al the policiesin the specified policy set.

If you do not specify any operands, the command displays all policiesin both the active and defined

policy sets.
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Example
Showing al the policiesin the defined policy set.

pri maryfcs: adm n> secpol i cyshow "defi ned"

DEFI NED POLI CY SET

FCS_POLI CY
Pos Primary WW Dl d swName

1 VYes 10: 00: 00: 60: 69: 30: 15: 5¢ 1 prinmaryfcs

HTTP_POLI CY
| pAddr

192.155.52.0
192.155.53. 1
192.155.54. 2
192.155.55.3
192. 155.56. 4

pri maryfcs: adm n>

Showing the active version of the FCS policy.

pri maryfcs: adm n> secPol i cyshow "active", "FCS_POLI CY"

ACTI VE POLI CY SET

FCS_POLI CY
Pos Primary WW Dl d swName
1 VYes 10: 00: 00: 60: 69: 30: 15: 5¢ 1 prinmaryfcs

pri maryfcs: adm n>

Displaying Status of Secure Mode

The secmodeshow command can be used to determine whether Secure Mode is enabled.

To determine whether Secure Modeis enabled:
1. From asectelnet or Secure Shell session, to the primary FCS switch and log in as admin.

2. Enter the secmodeshow command.
The command displays the status of Secure Mode, the version number and time stamp, and the list
of switches in the FCS poalicy.
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Example

pri maryfcs: adm n> secnodeshow
Secure Mdde: ENABLED.
Version Stanp: 10354, Thu Cct 4 10:23:32 2001.

Pos Primary WW Dl d swiNane.
1 Yes 10: 00: 00: 60: 69: 11: fc: 53 2 primaryfcs.
2 No 10: 00: 00: 60: 69: 11: fc: 55 1 backupswi t ch.

pri maryfcs: adm n>

Table 4-1 identifies the information that displays if Secure Mode is enabled.

Table 4-1 Secure Mode Information

Table Heading | Indicates

Pos Position of switchin FCSlist

Primary “Yes' if switch isprimary FCS,
“no” if not

WWN WWN of each FCS switch

Did Domain ID of each FCS switch

swName Switch name of each FCS switch

and Resetting Secure Fabric OS Statistics

such as the following:

* A DCC policy exists that defines which devices are authorized to access which switch (port)
combinations, and a device that is not listed in the policy tries to access one of the defined

switch (port) combinations.
* Anattempt is madeto log into an account with an incorrect password.

The statistics for all DCC policies are added together.

Note: Rebooting the switch resets al the statistics.

Secure Fabric OS statistics can also be monitored through Fabric Watch.

Each statistic indicates the number of times the monitored event has occurred since the statistics were
last reset (secstatsreset command). For the Telnet policy, thisincludes all the automated login attempts
made by the sectelnet or Secure Shell client software, in addition to the actual attempts made by the user.

The names of the Secure Fabric OS statistics and their definitions are provided in Table 4-2.
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Table 4-2 Secure Fabric OS Statistics

Statistic

Definition

TELNET_POLICY

The number of attempted violations to the Telnet policy (includes
automated attempts made by client software)

HTTP_POLICY

The number of attempted violations to the HTTP policy

API_POLICY

The number of attempted violations to the API policy (includes
automated attempts made by client software)

RSNMP_POLICY

The number of attempted violations to the RSNMP policy

WSNMP_POLICY

The number of attempted violations to the WSNMP policy

SES_POLICY

The number of attempted violations to the SES policy

MS _POLICY

The number of attempted violationsto the MS policy

SERIAL_POLICY

The number of attempted violations to the Serial policy

FRONTPANEL_POLICY

The number of attempted violations to the Front Panel policy

(SLAP* failures)

SCC_POLICY The number of attempted violations to the SCC policy
DCC_POLICY The number of attempted violations to the DCC policy
Note: Fabric OSv4.1.0 increases the counter by 1 for each drivein a
JBOD; Fabric OS v3.1.0 increases the counter by 1 for the entire
JBOD.
LOGIN The number of invalid login attempts
INVALID_TS A received packet has atimestamp that differs from the time of the
(invalid timestamps) receiving switch by more than the maximum allowed difference
INVALID_SIGN A received packet has a bad signature
(invalid signatures)
INVALID_CERT A received certificate is not properly signed by the root CA of the
(invalid certificates) receiving switch
SLAPFAIL The switch received a SLAP that it could not verify, possibly dueto

bad certificates, bad signature, the other side not performing SLAP, or
SLAP packets that were received out of sequence. This counter is not
advanced if SLAP protocol does not complete, which can happen when
aswitch that does not have Secure Mode enabled is attached to a
switch that does.

SLAP_BAD_PKT
(SLAP* bad packets)

SLAP packets are received with a bad transaction ID

4-6
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Table 4-2 Secure Fabric OS Statistics (Continued)

Statistic Definition

TS OUT_SYNC The time server is out of synchronization with the primary FCS switch
(TS out of synchronization)

NO_FCS (no fabric The number of timesthe switch has simultaneously lost contact with all
configuration server) the switchesin the FCS list

INCOMP_DB (incompatible | Secure Fabric OS databases are incompatible; may be due to different
Secure Fabric OS database) | version numbers, time stamps, FCS policies, or Secure Mode status

ILLEGAL_CMD The number of times acommand isissued on aswitch whereit is not
(illegal command) allowed (such as entering secmodedisable on a non-FCS switch)

* SLAP (Switch Link Authentication Protocol) is the switch-to-switch authentication process.

Displaying Secure Fabric OS Statistics

The secstatsshow command can be used to display statistics for one or al Secure Fabric OS policies,
depending on the operand entered. This command can only be issued from the primary FCS switch if
“list” operand is specified. If the “list” operand is not specified, this command can be entered from any
switch in the fabric.

To display Secure Fabric OS statistics:
1. Loginto the primary FCS switch as admin from a sectelnet or Secure Shell session.
2. Enter thefollowing:

secst at sshow “nanme”, “list”

¢ Nameisthe name of a Secure Fabric OS statistic or the policy that relates to the
statistic. The valid statistic names are listed in Table 4-2. An asterisk (*) can be
entered to indicate all statistics.

* Listisalist of the Domain IDs for which to display the statistics. You can enter an
asterisk (*) to indicate al switchesin the fabric. The default value is that of the local
switch.

If neither operand is specified, all statistics for all policies are displayed.
The statistic and number of related attempted policy violations are displayed.

Example

Displaying Secure Fabric OS statistics for the Management Server Policy:

pri maryf cs: adm n> secst at sshow “Ms_PCOLI CY"
Name Val ue

MS 20
pri maryfcs: adm n>
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Resetting Secure Fabric OS Statistics

The secstatsreset command can be used to reset statistics for a particular policy or al policiesto zero.
This command can be issued on any switch. Recording and resetting the statistics allows you to identify
changes in traffic patterns since the statistics were last reset. This command can only be issued from the
primary FCS switchif the“list” operand is specified. If the “list” operand is not specified, this command
can be entered from any switch in the fabric.

Toreset a statistic counter to zero:

1. Loginto the primary FCS switch as admin from a sectelnet or Secure Shell session.
2. If desired, enter the secstatsshow command and record the current statistics.

3. Reset the statistics by entering the following:

“

secstatsreset “nane”, “list”

* Nameisthe name of the statistic or the policy that relates to the statistic. The valid
statistic names are listed in Table 4-2. You can enter an asterisk (*) to indicate all
Secure Fabric OS statistics.

¢ Listisalist of the Domain IDs for which to reset the statistics. You can enter an
asterisk (*) to indicate al switchesin the fabric. The default value is that of the local
switch.

If neither operand is specified, all statistics for all Secure Fabric OS policies are reset to zero.
The specified statistics are reset to zero.
Example

Resetting all statistics on alocal switch:

pri maryf cs: adm n> secst at sreset

About to reset all security counters.
Are you sure (yes, y, no, n):[no] y
Security statistics reset to zero.
pri maryfcs: adm n>

Resetting the DCC_POLICY statistics on domains 1 and 69:
pri maryfcs: adm n> secstatsreset "DCC _POLI CY", "1;69"

Reset DCC _PCOLICY statistic.
pri maryfcs: adm n>
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Managing Passwords

When Secure Mode is enabled, the following conditions apply:

The passwd command can only be entered on the primary FCS switch.

The root and factory accounts can only be accessed from the FCS switches. Attempting to
access them from a non-FCS switch generates an error message.

The admin account remains available from all switches, but two passwords are implemented:
one for all FCS switches and one for al non-FCS switches.

Temporary passwords can be created for specific switches, making it possible to provide
temporary access to another user.

The user account remains available fabric-wide regardless of whether Secure Modeis enabled. The
characteristics of the different accounts when Secure Mode is enabled and disabled are described in
Table 4-3.

If adigital certificateisinstalled, the sectelnet, API, and HTTP passwords are automatically encrypted,
regardless of whether Secure Mode is enabled.

Note:

Record the passwords and store in a secure place; recovering passwords may require significant
effort and result in fabric downtime.
For information about recovering lost passwords, refer to the Fabric OS Procedures Guide.

This section provides the following information:

Modifying Passwords in Secure Mode on page 4-11
- Modifying the FCS Switch Passwords or the Fabric-wide User Password on page 4-11
- Modifying the Non-FCS Switch Admin Password on page 4-11
Using Temporary Passwords on page 4-12
- Creating a Temporary Password for a Switch on page 4-12
- Removing a Temporary Password from a Switch on page 4-13
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Table 4-3 Login Account Behavior with Secure Mode Disabled and Enabled

Login Account Secure Mode Disabled Secure Mode Enabled

User Available on all switches. Available on all switches. Can

Recommended for all non- Password is specific to each create temporary p ords.

administrative options. switch; can modify using Password is fabric wide; can
passwd command. modify using passwd command

Can use to modify user on the primary FCS switch.

password.

Admin Available on all switches. Available on all switches. Can
Recommended for all Password is specific to each create temporary p ords.
administrative options. switch; can modify using Two passwords:

passwd command. e Onefor al FCS switches;
can modify using passwd
command on the primary
FCS switch.

* Onefor al non-FCS
switches; can modify using
secnonfcspasswd command
on the primary FCS switch.

Can use to modify admin and
user passwords.

Factory Available on al switches. Available on FCS switches only.
However, can temporarily enable
root and factory accounts on non-
FCS switches by creating a
temporary password.

Password is common to al FCS
switches; can modify using
passwd command on the primary
FCS switch.

Created for switchinitialization | Password is specific to each
purposes; not recommended for | switch; can modify using
administrative operations. passwd command.

Can use to modify factory,
admin, and user passwords.

Root Available on al switches. Available on FCS switches only.
However, can temporarily enable

Creating for debugging Password is specific to each
) o : - root and factory accounts on non-
purposes; not recommended for | switch; can modify using . .
. . . FCS switches by creating a
administrative operations. passwd command.

temporary password.

Password is common to al FCS
switches; can modify using
passwd command on the primary
FCS switch.

Can useto modify root, factory,
admin, and user passwords.
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Modifying Passwords in Secure Mode

The passwd command can be used to modify the fabric-wide user password and the passwords for the
FCS switches. The secnonfcspasswd can be used to modify the admin password for non-FCS switches.

Note: If the password is changed for alogin account, all open sessions using that account are
terminated, including the session from which the “ passwd” command was executed, if
applicable.

Modifying the FCS Switch Passwords or the Fabric-wide User
Password

| The passwd command can be used to modify the passwords for the following accounts when Secure
Mode is enabled:

¢ Thefabric-wide user account
* Theadmin, root, and factory accounts on the FCS switches

To modify the passwords:

| 1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin, root, or factory,
depending on which password you want to modify (use the account for which you want to modify a
password or a higher level account).

2. Enter the passwd command.

3. Enter the new passwords at the prompts. The passwords can be anywhere from 8 to 40 al phanumeric
charactersin length.

The passwords are distributed to all switches in the fabric and saved in the Secure Fabric OS
database. Any existing telnet connections to the switches are terminated and must be re-initiated if
accessisrequired.

Example

pri maryfcs: adm n> passwd
For usernane - admin

a d password:

New passwor d:

Re-enter new password:
For username - user

New passwor d:

Re-enter new passwd:

pri maryfcs: adm n>

Modifying the Non-FCS Switch Admin Password

The secnonfcspasswd command can be used to modify the password for the admin account on non-FCS
switches. Secure Mode must be enabled to use this command.

| Secure Fabric OS User’s Guide 3.1.0/4.1.0 4-11



4

Managing Secure Fabric OS

To modify the admin password for non-FCS switches:
1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter the secnonfcspasswd command.

3. Enter the new non-FCS admin password at the prompt. The password can be anywhere from 8 to 40
alphanumeric charactersin length.

This password becomes the admin password for all non-FCS switchesin the fabric.

4. Re-enter the new non-FCS admin password at the prompt.
The password is distributed to all switchesin the fabric and saved in the Secure Fabric OS database.
Any existing admin-level telnet connections to these non-FCS switches are terminated.

Example

pri maryfcs: adm n> secnonf cspasswd
Non FCS swi tch password:

Re-enter new password:

Committing configuration...done.
pri maryfcs: adm n>

Using Temporary Passwords

Temporary passwords can be created to grant temporary access to a specific switch and login account
without compromising the confidentiality of the regular passwords. The regular passwords aso remains
in effect. Temporary passwords can be removed and are also automatically lost after a switch reboot.

Note: If atemporary passwordisset onabackup FCS switch, and the backup FCS switch then becomes
the primary FCS switch, the temporary password remains in effect on that switch until the
sectemppasswdreset command is entered.

Creating a Temporary Password for a Switch

The sectemppasswdset command can be used to create atemporary password. You must specify alogin
account and a switch Domain ID.

To create atemporary admin password on a non-FCS switch:
1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter the following:

sect enmppasswdset domain, “login_name”

* Domainisthe Domain ID of the switch for which you want to set atemporary
password.

¢ Login_nameisthelogin account for which you want to set the temporary password.
Enter the admin password at the prompt.
4. Enter an alphanumeric password between 8 and 40 charactersin length.

5. Re-enter the password exactly as entered the first time.
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Example
Creating atemporary password for the admin account on a switch that hasa Domain ID of 2:
pri maryfcs: adm n> sect enppasswdset 2, ”"admi n”
Set renpte switch admin password: sw nm ng
Re-enter renpte switch admi n password: sw nming
Committing configuration........ done

Password successfully set for domain 2 for adm n.
pri maryfcs: adm n>

Removing a Temporary Password from a Switch

The sectemppasswdreset command can be used to remove the temporary password. The regular
password remains in effect.

Toremovethetemporary password from a switch:
1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.
2. Enter the following:

sect enppasswdr eset domai n, “logi n_nane”

* Domainisthe Domain ID of the switch for which you want to remove the temporary
password.

* Login_nameisthelogin account to which the temporary password applies.
You can enter the command with no parameters to reset all temporary passwords in the fabric.
Example
Removing atemporary password for the admin account from a switch that has a Domain ID of 2.
swi t ch: adm n> sect enppasswdreset 2, “admi n”
Committing configuration..... done

Password successfully reset on domain 2 for admin
swi t ch: admi n>

Resetting the Version Number and Time Stamp

When a change is made to any information in the Secure Fabric OS database (zoning, policies,
passwords, or SNMP), the current time stamp and aversion number are attached to the Secure Fabric OS
database.

Thisinformation is used to determine which database is preserved when two or more fabrics are merged.
The database of the fabric with the oldest time stamp is kept. When merging fabrics, ensure that the time
stamp of the database you want to preserve is non-zero, then set the time stamp of all other fabricsto
zero. To ensure that the time stamp of afabric is non-zero, modify a policy and enter the secpolicysave
or secpolicyactivate command.

To display the version number and time stamp of a fabric:

1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.

2. Enter the secmodeshow command.
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Toreset thetime stamp of afabricto zero:
1. From asectelnet or Secure Shell session, log into the primary FCS switch as admin.

2. Enter the secversionreset command.
If the fabric contains no FCS switch, you can enter the secver sionreset command on any switch.

Adding Switches and Merging Fabrics with Secure
Mode Enabled

To merge fabrics, all switches must be in the same state regarding Secure Mode and must have an
identical FCS policy. Any switches that do not having a matching FCS policy or are in adifferent state
regarding Secure Mode are segmented. For example, two fabrics that both have Secure Mode disabled
can be merged, and two fabrics that both have Secure M ode enabled can be merged.

When fabrics are merged, the fabric that contains the desired configuration information must have anon-
zero stamp, and all the other fabrics being merged must have zero version stamps. The Security policy
set, zoning configuration, password information, and SNMP community strings are overwritten by the
fabric whose version stamp is non-zero. Before merging, verify that the fabric that contains all the
desired information has the non-zero stamp.

Note: For genera information about merging fabrics and instructions for merging fabrics that are not
in Secure Mode, refer to the Fabric OS Procedures Guide.
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| Table 4-4 indicates the results of moving switchesin and out of fabrics with Secure Mode enabled or
disabled.
Table 4-4 Moving Switches Between Fabrics
Initial State of | If set up as a If moved into a If moved into a If moved into
Switch standalone fabric that has fabric that has anon-secure
switch: Secure Mode Secure Mode fabric:
enabled and a enabled but no
functioning FCS switches
primary FCS are available:
switch:
Has Secure Forms a one switch | Segments unless Segments unless Segments from
Mode enabled | fabric with Secure | FCS policies are FCS policies are fabric.
andisprimary | Mode enabled, and | identical. Ifidentical, | identical. If policies
FCSswitchin | actsasprimary FCS | switchis primary areidentical, switch
the FCSpolicy | switch. FCS switch unless becomes primary
stored on other FCS switchis | FCS switch.
switch. higher in the FCS
policy.
Has Secure Forms aone switch | Segments unless Segments unless Segments from
Mode enabled | fabric with Secure | FCS policies are FCS policies are fabric.
and is backup Mode enabled, and | identical. If policies | identical. If policies
FCSswitchin | actasprimary FCS | areidentical, switch | areidentical, switch
the FCSpolicy | switch. is backup FCS becomes primary
stored on switch. FCS switch.
switch.
Has Secure Forms aone switch | Segments unless Segments; cannot Segments from
Mode enabled | fabric with Secure | FCS policies are join fabric until a fabric.
andisnon-FCS | Mode enabled but | identical. If policies | primary FCSswitch
switchinthe no FCS switch (to | areidentical, switch | isavailable (to
FCS policy specify primary is non-FCS switch. specify primary
stored on FCS switch, enter FCS switch, enter
switch. secmodeenable). secmodeenable).
Has Secure Standard operation. | Segments from Segments from Standard
Mode disabled. fabric. fabric. operation.
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To merge two or more fabrics that have Secure Fabric OS implemented:

Note: Although thisprocedure doesnot require rebooting the fabric, thereis potential for segmentation
or other disruption to the fabric due to the number of factors involved in the merge process.

1. Asaprecaution, back up the configuration of each fabric to be merged by entering the configupload
command and compl eting the prompts.
This also backs up the policies if Secure Fabric OS was already in use on the switch (such ason a
2000-series switch running v2.6).

2. Ensurethat al switchesto be merged are running Fabric OSv2.6.1, v3.1.0, or v4.1.0.
a.  OpenaCLI connection (serial or telnet) to one of the switches in the fabric.
b. Log into the switch asadmin. The default password is “ password”.

c. Enter the version command. If the switch is a SilkWorm 12000, you can also enter the
firmwar eshow command.

d. If the switchisnot running Fabric OSv2.6.1, v3.1.0, or v4.1.0, upgrade the firmware as
required. For information on upgrading firmware, refer to the Fabric OS Procedures Guide.

e. Customize the account passwords from the default values, as described in Customizing the
Account Passwords on page 2-3.

f.  Repeat for each switch that you intend to include in the final merged fabric.
3. If thefina merged fabric will contain switches running Fabric OSv2.6.1 or v3.1.0 and switches
running Fabric OS v4.1.0, the switches running v2.6.1 or v3.1.0 must have the Core PID set to 1.

This parameter is available through the configure command; for more information about the Core
PID, refer to the Fabric OS Procedures Guide.

4. Ensure that the Management Server Platform Serviceis consistently enabled or disabled across al
the switches to be merged. For information about Management Server support provided by Fabric
OS, refer to the Fabric OS Reference.

5. Ensurethat all switchesto be merged have an activated Secure Fabric OS and Zoning license, as
described in Verifying or Activating the Secure Fabric OSand Zoning Licenses on page 2-4.

6. Ensurethat all switchesto be merged have the required PKI objects (private key passphrase, switch
private key, CSR, root certificate) and a digital certificate installed.

a. Logintothe switch asadmin.
b. Enter the command supported by the Fabric OS installed on the switch:

*  For Fabric OSv4.1.0, enter pkishow.
* For Fabric OSv2.6.1 and v3.1.0, enter configshow “ pki”.

A list displaysthe PKI objects currently installed on the switch.

Note: “Root Certificate” isan internal PKI object. “Certificate” isthe digital certificate.

c. Veify that all the objects show Exist.
If the digital certificate shows as Empty, repeat the procedure provided in Distributing Digital
Certificates to the Switches on page 2-13. If any of the PKI objects other than the digital
certificate show as Empty, you can either reboot the switch to automatically recreate the
objects, or recreate them as described in Recreating PKI Objects If Required on page 2-18.

d. Repeat for the remaining switches in the fabric.
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Install a supported CLI client on the computer workstations that you will be using to manage the
merged fabric. Supported CLI clients include sectelnet and Secure Shell, and are discussed in
Installing a Supported CLI Client on a Computer Workstation on page 2-26.

Enable Secure Mode on al switches to be merged by entering the sscmodeenable command on the
primary FCS switches of any fabrics that do not already have Secure Mode enabled. For more
information about enabling Secure Mode, refer to Enabling Secure Mode on page 3-2.

Determine which switches you want to designate as primary FCS switch and backup FCS switches
for the merged fabric, then modify the FCS policy for EACH fabric to list these switches as the
primary FCS switch and backup FCS switches. Ensure that all the FCS policies are an EXACT
match; they must list the same switches, with the switches identified in the same manner, and listed
in the same order.

If afabric has become segmented with Secure Mode enabled but no FCS switches available, enter
the secmodeenable command and modify the FCS policy to specify FCS switches. Thisis the only
instance in which this command can be entered when Secure Mode is already enabled.

Modify the SCC policy on the final primary FCS switch (the one that will succeed as the primary
FCS switch in the final merged fabric) to include all switches that are being merged.

Ensure that the final primary FCS switch has the desired Secure Fabric OS policy set, zoning
configuration, password information, and SNMP community strings. The primary FCS switch will
distribute this information fabric-wide.

For information about managing zoning configurations, refer to the Advanced Zoning User’s Guide.

Verify that the fabric that contains the final primary FCS switch has a non-zero version stamp, by
logging into the fabric and entering the secstatsshow command. If this fabric does not show a non-
zero version stamp, modify a policy and enter either the secpolicysave or secpolicyactivate
command to create a non-zero stamp. Set the version stamp of the other fabrics to zero by logging
into each fabric and entering the secver sionreset command.

If fabrics are being rejoined after a segmentation, enter the switchdisable and switchenable
commands on each switch that was segmented from the primary FCS switch. For each | SL
connected to the segmented switch, enter the portdisable and portenable commands on both |SL
ports.

Physically connect the fabrics.
The fabrics automatically merge and the Secure Fabric OS configuration associated with the
primary FCS switch that has the NON-zero stamp is kept.
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Troubleshooting

Some of the most likely issues with Secure Fabric OS management and the recommended actions are
described in Table 4-5. The information in the table is based on the assumption that the fabric was
originally fully functional and Secure Mode was enabled.

Note: Some of the recommended actions may interrupt data traffic.

Table 4-5 Recovery Processes
Symptom Possible Causes Recommended Actions
Secure Fabric OS Secure Mode is not Enter the ssecmodeshow command. If Secure

policies do not appear to
bein effect.

enabled.

Mode is disabled, enter the secmodeenable
command on the switch that you want to become
the primary FCS switch, and specify the FCS
switches at the prompts.

Policy changes have

Enter the secpolicyshow command and review the

not been applied. differences between the active and defined policy
sets. If desired, enter the secpolicyactivate
command to activate all recent policy changes.

Fabric has segmented. | See possible causes and actions for “One or more

switches are segmented from the fabric.”

Commands cannot be
executed from any
switch in the fabric.

All FCS switches have
failed but Secure Mode
isstill enabled,
preventing access to
fabric.

Enter the secmodeenable command from the
switch that you want to become the new primary
FCS switch, and specify the FCS switches.

Note: Specify adequate backup FCS switchesto
prevent arecurrence of this problem.

Cannot access some or

al switchesin the fabric.

The MAC policies are
restricting access.
Note: An empty MAC
policy blocksall access
through that
management channel.

Use aserial cable to connect to the primary FCS
switch, then enter the secpolicyshow command to
review the MAC policies.

Modify policies as necessary by either entering
valid entries or deleting the empty policies.

Cannot access primary
FCS switch by any
management method.

primary FCS switch
has failed or lost all
connections.

Log into the backup FCS switch that you want to
become the new primary FCS switch and enter the
secfesfailover command to reassign the primary
FCSrole to a backup FCS switch.

If no backup FCS switches are avail able, enter the
secmodeenable command to specify a new
primary FCS switch. Specify adequate backup
FCS switches to prevent arecurrence.

Troubleshoot the previous primary FCS switch as
required.
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Symptom

Possible Causes

Recommended Actions

A device or switch port
listedinthe SCCorina
DCC policy cannot be
accessed.

Switch port may be
disabled.

Enter the switchshow command. If the port in
question is disabled, enter the portenable
command. If the port still cannot be accessed,
enter the portenable command for the port on the
other switch.

One or more CLI
sessions are
automatically logged out.

Password may have
been modified for
login account in use, or
the secmodeenable
command may have
been issued.

Try closing and reopening CLI session.

On a SilkWorm 12000,
the CLI messages do not
reflect switch status.

The CLI messages are
pertaining to the other
logical switch.

Verify switch or policy status by entering the
switchshow or secpolicyshow commands.

CLI session freezes or
cannot be established
after Secure Modeis
enabled.

CPcardfailed over and
network routing
cache(s) require
updating.

Try closing and reopening CLI session. If this
fails, request that LAN administrator refresh the
network router cache(s).

A policy that has been
created is not listed by
the secpolicyshow
command.

The new policy was
not saved or activated.

Save or activate the policy changes by entering
the secpolicysave or secpolicyactivate command.

Incorrect policy hame
used.

Verify the correct policy name was used. Policy
names must be entered in all upper case
characters.

The message “ The page

AnHTTP policy has

Add the desired membersto the HTTP policy.

sectelnet/SSH session to
the IP address of the
active CP card of a
SilkWorm 12000. Or, a
session to the standby CP
card is disconnected
when it becomes the
active CP card.

cannot be established
to the IP address of the
active CPcard in
Secure Mode. This
enablesenforcement of
Telnet policy for each
logical switch.

cannot be displayed” is | been created but hasno

displayed when HTTP members.

access is attempted, and

responsetimeis slow.

Unableto establish a Sectelnet/SSH sessions | Establish a sectelnet/SSH sessions to the IP

addresses of the logical switches or the standby
CP card instead (if allowed by Telnet policy).

A security transaction
appears to have been
lost.

One of the switchesin
the fabric rebooted
while the transaction
was in progress.

Wait for the switch to compl ete booting, and
reenter the security command on the new primary
FCS switch to complete the transaction.

Fabric segments after
Secure Mode is enabled
on a SilkWorm 12000.

CP cards failed over
during process of
enabling Secure Mode.

Enter secmodeenabl e again on the segmented
switch, using the same FCS list as used before.

Secure Fabric OS User’s Guide 3.1.0/4.1.0

4-19




4

4-20

Managing Secure Fabric OS

Note: For instructionson
rejoining fabrics, refer to
theinstructionsin
Adding Switches and
Merging Fabrics with
Secure Mode Enabled on
page 4-14.

Table 4-5 Recovery Processes
Symptom Possible Causes Recommended Actions
Oneor moreswitchesare | SCC_POLICY is Use the secpolicyadd command on the primary
segmented from the excluding the FCS switch to add the switchesto the
fabric. segmented switches. SCC_POLICY.

Management Server
services on the

Ensure that the Management Server Platform
Serviceis consistently enabled or disabled across

segmented switches al the switchesin the fabric. For information
are inconsistent with about the Management Server support provided
rest of fabric. by Fabric OS, refer to the Fabric OS Reference.
The segmented Determine the status of the PKI objects by
switches are missing following the procedure in Verifying Installation
PK1 objects. of the Digital Certificates on page 2-17. If any
objects are missing, replace as described in
Recreating PKI Objects If Required on page 2-18.
ISLsto the segmented | Check the hardware connections and the port
switches are status for all 1SLs between the segmented

interrupted or a port
failure occurred.

switches and the fabric.

Configurations of the
segmented switches
diverged from rest of
the fabric.

Disable the segmented switches, reset the
configuration parameters to match the rest of the
fabric, and re-enable the switches.

FCS policies on the
segmented switches
are not identical to the
FCS policy of the
fabric.

If one or more switches are segmented without
any FCS switches, enter the secmodeenable
command on a segmented switch and specify an
FCS policy that isidentica to the FCS policy of
the rest of the fabric. The segmented switch or
group of switches are automatically fastbooted.

If one or more switches are segmented along with
aprimary FCS switch, modify the FCS policy as
required until it isidentical to the FCS policy in
the rest of the fabric.

The fabric contains
more than one version
stamp. May be dueto
no primary FCS switch
being available to

Enter the secmodeenable command to specify a
new primary FCS switch. Specify adequate
backup FCS switches to prevent arecurrence.
Then, for each segmented portions of the fabric
that does not contain the new Primary FCS switch,

propagate changes reset the version stamp to “0” by entering the
across fabric. following commands: switchdisable,
secversionreset, and switchenable.
When the SCC policy is | The segmented FCS Modify FCS policy to remove segmented FCS

created after afabric
segmentation, it
automatically includes
the segmented FCS
switches.

switches are till listed
in the FCS palicy.

switches, then modify or create the SCC policy as
required.
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Table 4-5 Recovery Processes

Symptom Possible Causes Recommended Actions
Passwords that should be | A password recovery | To make the passwords the same, log into the
consistent across the operation may have switch that had the password recovered and enter
fabric are not consistent. | been performed on one | the secver sionreset command, followed by

or more switches. switchdisable and switchenable commands.
Unsaved changesto the | The primary FCS Reenter the changes then enter the secpolicysave
policies arelost. switch may havefailed | or secpolicyactivate command.

over.

Frequently Asked Questions

General
Is Secure Fabric OS standar ds-based?

Yes. Secure Fabric OS uses standards-based security mechanisms and protocols.
What additional information isavailable for Secure Fabric OS?

In addition to this document, the following information about fabric security and the Secure Fabric
OS product is available:

*  Secure Fabric OS Course (SFO100), offered by Brocade Communications Systems, Inc.
The class scheduleis provided at http://www.brocade.com/education_services/index.jhtml.

e White papers, online demos, and data sheets are available through the Brocade website at
http://www.brocade.com/products/software.jhtml.

* Best practice guides, SOLUTIONware, white papers, online demos, data sheets, and other
documentation is available through the Brocade Partner website, including the SAN
Security Best Practice Guide.

* The CERT® Coordination Center of Carnegie Mellon University provides industry level
information about certification, and is located at http://mww.cert.org

Which switches and fabrics support Secure Fabric OS?

Any SilkWorm switch that is running Fabric OSv2.6.0.c, v2.6.1, v3.1.0, or v4.1.0, as appropriate to
the switch. Thisincludes Silkworm 2000-series, 6400, 3200, 3800, 3900, and 12000 switches.

Secure Fabric OS may be implemented across fabrics containing any mixture of 1 Ghit/sec or 2
Ghit/sec switches running v2.6.1, v3.1.0, or v4.1.0. If SilkWorm 2000-series switches will bein the
same fabric as switches running Fabric OS v3.1.0 or v4.1.0, then the 2000-series switches must be
running Fabric OSv2.6.1.

Can you enable Secure Fabric OS on some switches but not othersin the same fabric?

No. Secure Fabric OS is enabled on afabric-wide basis. All switches in the fabric must support
Secure Fabric OSfor it to be effective. Any switchesthat do not have Secure Fabric OSinstalled are
segmented from the rest of the fabric.
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How is Secure Fabric OS M anaged?
Secure Fabric OS can be managed through the following methods:

* A supported CLI client
Secure Fabric OSv2.6.1, v3.1.0, and v4.1.0 support the sectelnet client.
Secure Fabric OS v4.1.0 also supports Secure Shell v2 clients.

¢  Fabric Manager
*  Web Tools
e Fabric Access (API)

Does Secure Fabric OS prevent all unauthorized access?

There is no 100% protection in any network. However, the Secure Fabric OS product makes it
possible for the administrator to create a significantly increased level of security that is customized
to the fabric.

After Secure Fabricisturned on, can it be turned off again?
Yes, by using the secmodedisable command. Turning Secure Mode off does not disrupt traffic.
What happensif | create a policy with no membersin it?

You cannot create an empty FCS Policy, but you can create other types of policies with no
members. However, creating a policy with no members closes all access to that aspect of the fabric,
which can result in preventing administrative access to the fabric. Before setting a policy, read all
the information provided about that policy in Creating Secure Fabric OS Palicies Other Than the
FCSPoalicy on page 3-10.

How do | prevent someone from adding a computer to the fabric and mounting a LUN?

The following approaches can be used in conjunction, although no guarantees can be made of
absol ute security:

e Store all the FCS switchesin a physically secure area.
*  Use hardware-based zoning.

* CreateaDCC policy for each switch in the fabric.

* Create an Options policy.

Management Access

What version of SSH and the SSH clients does Fabric OSv4.1.0 support?

Fabric OS v4.1.0 supports version 2 of the SSH protocol. Any SSH client that supports version 2 of
the protocol is supported. For example, PUuTTy or F-Secure.

Can | use standard telnet when Secure Modeis enabled?

No, standard telnet is not supported when Secure Mode is enabled. However, sectelnet is supported
for Fabric OSv2.6.1, v3.1.0, and v4.1.0, and SSH is also supported for v4.1.0.

IsSSH part of the Secure Fabric OSfeature?

No, SSH is automatically included with Fabric OS v4.1.0, regardless of whether the Secure Fabric
OSlicenseis activated.
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Digital Certificates and PKI Objects

What is PK17?

PKI stands for Pubic Key Infrastructure, and refers to the use of cryptography to provide security
(authentication, encryption etc.).

Can digital certificates be duplicated or installed on other switches?

No; digital certificates correspond to the switch WWN and the private/public key pair generated by
the switch.

Doesthedigital certificate haveto bereinstalled if the motherboard is replaced?

This depends on the version of Fabric OS on the new motherboard. Hardware shipped with

Fabric OSv2.6.0, v2.6.1, v3.1.0, or v4.1.0 automatically includes digital certificates. To determine
whether the new motherboard already has a digital certificate, follow the instructions for verifying
the PKI objects.

Do all switches already have a digital certificate?

No, only switches that were shipped with v2.6.0, v3.1.0, or v4.1.0 installed have digital certificates.
For switches that are upgraded, follow the procedures provided in Adding Secure Fabric OSto
Switches that Require Upgrading on page 2-5.

How can | tell whether the digital certificate or PK1 objects are available on a switch?
For Fabric OS v4.1.0, enter the pkishow command. For earlier versions, enter configshow pki.
What happensif the PK| objectsare deleted?

PK1 objects cannot be deleted in Secure Mode. If they are deleted when Secure Mode is disabled,
Secure Mode cannot be re-enabled until they are regenerated. If any PKI objects are missing, all the
PK objects should be deleted using the pkiremove command, then regenerated using the pkicreate
command or by rebooting the switch (any missing PKI objects, except the digital certificate, are
automatically regenerated when the switch isrebooted). If the digital certificateis deleted, it must be
reinstalled on the switch according to the instructions provided in Distributing Digital Certificates
to the Switches on page 2-13.

Are PKI objectsrequired for any switch operations other than Secure Fabric OS?
The PK1 objects are only required for Secure Fabric OS and the sectelnet client.

Merging Fabrics
Which switch becomesthe primary FCS switch when fabrics are merged?

Thefirst switch that is listed in the shared FCS policy for the merged fabric. If the FCS policies of
the fabrics do not match before the merge, the fabrics will segment.

What happensto the zoning information when fabrics are merged?

The switch that succeeds as the primary FCS switch distributes its the zoning information to all the
switchesin the newly merged fabric. Before merging fabrics, back up the zoning configurations and
ensure that the switch that will succeed as the primary FCS switch has the desired zoning
configuration.
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Passwords

What if | forget the root password?
Refer to Managing Passwords on page 4-9.
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Secure Fabric OS Commands and Secure Mode A
Restrictions

Secure Fabric OS commands, zoning commands, and some Management Server commands must be
entered through the primary FCS switch.

Overview

This appendix provides the following information:

®  Secure Fabric OS Commands on page A-1
* Command Restrictionsin Secure Mode on page A-5

For more detailed information about commands, refer to the Fabric OS Reference.

Secure Fabric OS Commands

The Secure Fabric OS commands provide the following capabilities:

* Enable and disable Secure Mode

* Fail over the primary FCS switch

* Create and modify Secure Fabric OS policies
* View al Secure Fabric OS-related information
* Modify passwords

* Create and remove temporary passwords

* View and reset Secure Fabric OS statistics

* View and reset version stamp information

Most Secure Fabric OS commands must be executed on the primary FCS switch when Secure Mode is
enabled. For alist of restricted commands, see Command Restrictions in Secure Mode on page A-5.
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Table A-1 lists all the commands available for managing Secure Fabric OS.

Table A-1  Secure Fabric OS Commands
Command Access | Description Available in Available
Level Secure Mode |on Which
or Non-secure | Switches
Mode? in Secure
Mode?
pkicreate Admin | Recreates the PKI objectson the Non-secure N/A
switch. See Recreating PKI Objects If | Mode
Required on page 2-18.
pkiremove Admin | Removesthe PKI objects from the Non-secure N/A
switch. Mode
pkishow All users | Displays the status of the PKI objects | Both Any
and digital certificate on the switch.
See Verifying Installation of the
Digital Certificates on page 2-17.
secactivesize Admin | Displaysthe size of the active Secure | Both Any
FOS database.
secdefinesize Admin | Displaysthe size of the defined Secure | Both Any
FOS database.
secfabricshow | Admin | Displays Secure Fabric OS-related Secure Mode Any
fabric information. See Displaying
General Secure Fabric OSInformation
on page 4-2.
secfcsfailover Admin | Transferstherole of the primary FCS | Secure Mode Backup FCS
switch to the next switch in the FCS switch
policy. See Failing Over the Primary
FCS Switch on page 3-8.
secglobalshow | Admin | Displays current state information for | Both Any
Secure FOS, such asversion stamp and
status of transaction in progress.
sechelp Admin | Displaysalist of Secure Fabric OS Both Any
commands. To use, enter the sechelp
command at the CLI prompt.
secmodedisable | Admin | Disables Secure Mode. See Disabling | Secure Mode Primary
Secure Mode on page B-2. FCS switch
secmodeenable | Admin | Enables Secure Mode. See Enabling Non-secure Enter from
Secure Mode on page 3-2. Mode intended
This command cannot be entered if Avail. in Secure primary
Secure Mode is aready enabled unless P FCS switch
; . Modeif no FCS
all the FCS switches have failed. X
switches are left
secmodeshow | Admin | Shows current mode of Secure Fabric | Both Any

OS. See Displaying Status of Secure
Mode on page 4-4.
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Table A-1  Secure Fabric OS Commands (Continued)
Command Access | Description Available in Available
Level Secure Mode |on Which
or Non-secure | Switches
Mode? in Secure
Mode?
secnonfcspassw | Admin Sets non-FCS admin account Secure Mode Primary
d password. See Modifying the Non-FCS FCS switch
Switch Admin Password on page 4-11.
secpolicyabort | Admin | Abortsal policy changes since Secure Mode Primary
changes were last saved. See Aborting FCS switch
All Uncommitted Changes on
page 3-28.
secpolicyactivat | Admin | Activates all policy changes since this | Secure Mode Primary
e command was|ast issued. All activated FCS switch
policy changes are stored n the active
policy set. See Activating Changes to
Secure Fabric OSPolicieson
page 3-25.
secpolicyadd Admin | Adds membersto apolicy. See Adding | Secure Mode Primary
a Member to an Existing Policy on FCS switch
page 3-26.
secpolicycreate | Admin Creates apolicy. See Creating Secure | Secure Mode Primary
Fabric OS Policies Other Than the FCS switch
FCSPolicy on page 3-10.
secpolicydelete | Admin Deletesapolicy. See Deleting a Policy | Secure Mode Primary
on page 3-27. FCS switch
secpolicydump | Admin Displays the Secure Fabric OS policy | Secure Mode Primary or
database. See Viewing the Secure backup FCS
Fabric OS Policy Database on switch
page 4-2.
secpolicyfcsmo | Admin Moves an FCS member inthe FCSlist. | Secure Mode Primary
ve See Changing the Position of a Switch FCS switch
Within the FCS Policy on page 3-7.
secpolicyremov | Admin Removes members from apolicy. See | Secure Mode Primary
e Removing a Member from a Policy on FCS switch
page 3-27.
secpolicysave Admin Saves dl policy changes since either Secure Mode Primary
secpolicysave or secpolicyactivate FCS switch

were last issued. All policy changes
that are saved but not activated are
stored in the defined policy set. See
Saving Changes to Secure Fabric OS
Policies on page 3-25.
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Table A-1  Secure Fabric OS Commands (Continued)
Command Access | Description Available in Available
Level Secure Mode |on Which
or Non-secure | Switches
Mode? in Secure
Mode?
secpolicyshow | Admin | Shows members of one or more Secure Mode Primary or
policies. See Displaying Individual backup FCS
Secure Fabric OSPolicieson only
page 4-3.
secstatsreset Admin | Resets Secure Fabric OS statistics to Both Any
zero. See Resetting Secure Fabric OS
Satistics on page 4-8.
secstatsshow Admin | Displays Secure Fabric OS statistics. Both Any
See Displaying Secure Fabric OS
Satistics on page 4-7.
sectemppasswd | Admin | Removes temporary passwords. See Secure Mode Primary
reset Removing a Temporary Password FCS switch
from a Switch on page 4-13.
sectemppasswd | Admin | Setsatemporary password for a Secure Mode Primary
set switch. See Creating a Temporary FCS switch
Password for a Switch on page 4-12.
sectransabort | Admin | Abortsthe current Secure Fabric OS Both Any
transaction. See Aborting a Secure
Fabric OS Transaction on page 3-28.
secversionreset | Admin | Resets version stamp. See Resetting Secure Mode Primary
the Version Number and Time Stamp FCS switch;
on page 4-13. if not
available,
then non-
FCS switch.
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Command Restrictions in Secure Mode

A

This section provides information about the restrictions that Secure Mode places on commands. Any
commands not listed here can be executed on any switch whether or not Secure Mode is enabled.

Zoning Commands

All Zoning commands must be executed on the primary FCS switch, except for the cfgshow command
which can aso be executed on the backup FCS switch. Table A-2 lists the Zoning commands.

Table A-2  Zoning Commands

Command Primary FCS switch | Backup FCS switch | Non-FCS switch
aliadd Yes No No
alicreate Yes No No
alidelete Yes No No
aliremove Yes No No
alishow Yes No No
cfgadd Yes No No
cfgclear Yes No No
cfgcreate Yes No No
cfgdelete Yes No No
cfgdisable Yes No No
cfgenable Yes No No
cfgremove Yes No No
cfgsave Yes No No
cfgshow Yes Yes No
cfgtransabort Yes No No
cfgtransshow Yes No No
fazoneadd Yes No No
fazonecreate Yes No No
fazonedelete Yes No No
fazoneremove Yes No No
fazoneshow Yes No No
gloopadd Yes No No
gloopcreate Yes No No
gloopdel ete Yes No No
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Table A-2  Zoning Commands (Continued)
Command Primary FCS switch | Backup FCS switch | Non-FCS switch
gloopremove Yes No No
gloopshow Yes No No
zoneadd Yes No No
zonecreate Yes No No
zonedelete Yes No No
zoneremove Yes No No
zoneshow Yes No No

Miscellaneous Commands

Table A-3 lists which miscellaneous commands, including Management Server and SNM P commands,
can be executed on which switches. Commands not listed here (or in the preceding two tables) can be

executed on any switch.
Table A-3

Miscellaneous Commands

Command Primary FCS switch | Backup FCS switch | Non-FCS switch
agtcfgdefault Yes Yes, except cannot Yes, except cannot
modify community modify community
strings strings
agtcfgset Yes Yes, except cannot Yes, except cannot
modify community modify community
strings strings
cfgshow Yes Yes No
cfgsize Yes Yes Yes
configupload Yes Yes Not recommended.
The Zoning and
Secure Fabric OS
configurations are not
uploaded if entered ona
non-FCS switch.
date Yes Yes, but read only Yes, but read only
date <operand to set Yes No No
time>
mscapabilityshow Yes Yes Yes

msconfigure Yes, except ACL does | Yes, except ACL does | Yes, except ACL does
not display not display not display

msplatshow Yes Yes Yes

msplcleardb Yes No No
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Table A-3  Miscellaneous Commands (Continued)
Command Primary FCS switch | Backup FCS switch | Non-FCS switch
msplmgmtactivate Yes No No
msplmgmtdeactivate Yes No No
mstddisable Yes Yes Yes
mstddisable “all” Yes No No
mstdenable Yes Yes Yes
mstdenable “ all” Yes No No
mstdreadconfig Yes Yes Yes
passwd Yes No No
tsclockserver Yes Yes Yes
tsclockserver <IP Yes No No
address of network time
protocol (NTP) server>
wwn (display only; Yes Yes Yes

cannot modify WWNs
in Secure Mode)
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Secure Fabric OS capability can be removed from afabric by disabling Secure Mode and deactivating
the Secure Fabric OS license keys on the individual switches. Removing Secure Fabric OS capability is
not recommended unless absol utely required. If at all possible, consider only disabling Secure Mode
and leaving the Secure Fabric OS feature available so that Secure Mode can be re-enabled if desired.

One possible reason for disabling Secure Mode or removing Fabric OS capability includes the addition
of new switches to the fabric that do not support Secure Fabric OS.

Overview

Disabling Secure Mode includes the following steps:

* Preparing the Fabric for Removal of Secure Fabric OS Policies on page B-1
¢ Disabling Secure Mode on page B-2

In addition, the following steps can be taken if desired:

¢ Deactivating the Secure Fabric OS License on Each Switch on page B-2
¢ Uninstalling Related Items from the Host on page B-3

Preparing the Fabric for Removal of
Secure Fabric OS Policies

Note: Thissection provides very general recommendations only. For best practice information, refer
to the SOLUTIONware and other documentation provided on the Brocade Partner website.

The following steps are recommended to prepare the fabric before disabling Secure Mode:

* Review the current Secure Fabric OS policies and the devices and users affected by each
policy. The current policy set can be displayed by entering the secpolicydump command.

* Review the types of attempted policy violations that have been occurring. The current Secure
Fabric OS statistics can be displayed by entering the secstatsshow command.

¢ Evaluate the zoning configuration and other aspects of the fabric for any changes that could be
implemented to decrease the chance of security violations when Secure Fabric OS is disabled.

*  Educate users to minimize security risks and the impact of any security violations.
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Disabling Secure Mode

Secure Mode is enabled and disabled on afabric-wide basis, and can be enabled and disabled as often as
desired. However, all Secure Fabric OS policies, including the FCS policy, are deleted each time Secure
Mode is disabled, and must be recreated the next time it is enabled. The policies can be backed up using
the configupload and configdownload commands. For more information about these commands, refer
to the Fabric OS Reference.

Secure Mode can be disabled only through a sectelnet, Secure Shell, or serial connection to the primary
FCS switch. When Secure Mode is disabled, all current login sessions are automatically terminated.

For information about re-enabling Secure Mode, see Enabling Secure Mode on page 3-2.

1. From asectelnet, Secure Shell, or seria session, log into the primary FCS switch as admin.
2. Enter secmodedisable.

3. Enter the password when prompted.

4. Entery to verify that Secure Mode should be disabled.

Secure Mode is disabled, all current login sessions are terminated, and the passwords are modified
asfollows:

*  Onthe switches that were FCS switches: The user, admin, factory, and root passwords
remain the same asin Secure Mode.

*  Onthe switches that were non-FCS switches: The root, factory, and admin passwords
become the same as the non-FCS admin password.

Example

pri maryfcs: adm n> secnodedi sabl e
War ni ng! !

About to disable security.

ARE YOU SURE (yes, y, no, n): [no] y
Conmitting configuration...done
Renovi ng Active FMPS. ..

done

Renmovi ng Defined FMPS. ..

done

Di sconnecting current session
pri maryfcs: adm n>

Deactivating the Secure Fabric OS License on Each
Switch

Deactivating the Secure Fabric OS license is not required to disable Secure Fabric OS functionality.

Note: If the user installs and activates a feature licence then removes the license, the feature is not
disabled until the next time system is rebooted or a switch enable disable is performed.
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To deactivate the software license:
1. OpenaCLI connection (serial or telnet) to the switch.
2. Enter the licenseidshow command to display the Secure Fabric OS license key.
3. Enter the following:
i censerenove “key”

key isthe license key, and is case sensitive. It can be copied from the licenseshow output
directly into the CLI.

4. Repeat for each switch in the fabric.

Example

switch: adm n> |icenserenpve “1AlAaAaaaAAAAla”

removi ng |icense-key “1AlAaAaaaAAAAll”

Committing configuration...done.

For license to take effect, Please reboot swi tch now....
swi tch: adm n>

Uninstalling Related Items from the Host

The following items can optionally be removed from the host:

*  PKICERT utility
*  Sectelnet
*  Secure Shell client

These items do not have to be uninstalled to disable Secure Fabric OS functionality.

Follow the standard procedure for uninstalling software from the workstation. On a Windows host

B

computer, use the Add/Remove Programs control panel or just delete the folder. On a Solaris host, use

the“rm” command to remove the folder.
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