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About This Guide

This guide describes the IPv4 commands used to configure and manage a security
device from a console interface.

Organization
This guide includes the following sections:
m  Command chapters are listed alphabetically by keyword or topic.
m  Appendix A lists and briefly describes security-device interfaces.

m  Appendix B lists and briefly describes zones.

Command Line Interface Syntax

Each CLI command description lists optional and mandatory dependency
delimiters.

m  The { and } symbols denote required keyword choices.

m  The [ and ] symbols denote optional keyword choices. You are not required to
include these choices.

m The | symbol denotes an “or” relationship between two features. When this
symbol appears between two features on the same line, you can use either
feature (but not both).

Many CLI commands have nested dependencies, which make features optional in
some contexts and mandatory in others. For example,

[ feature_1 { feature_2 | feature_3 } ]

In this example, the delimiters [ and ] surround the entire clause. You can execute

the command successfully without indicating feature_1, feature_2, and feature_3.
If you include feature_1, however, you must include either feature_2 or feature_3
because the { and } delimiters surround feature_2 and feature_3.

The following example shows some of the set interface command’s feature
dependencies:

set interface vlanl broadcast { flood | arp [ trace-route ] }

Organization m Vii
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The { and } brackets indicate that specifyng either flood or arp is mandatory. By
contrast, the [ and ] brackets indicate that the arp option’s trace-route switch is not
mandatory. The command can take any of the following forms:

set interface vlanl broadcast flood
set interface vlanl broadcast arp
set interface vlanl broadcast arp trace-route

Object-Name Conventions

ScreenOS follows these conventions for object names—such as addresses, admin
users, auth servers, IKE gateways, virtual systems, VPN tunnels, and zones:

m [ a name string includes one or more spaces, the entire string must be
enclosed within double quotes ( *); for example:

set address trust “local LAN” 10.1.1.0/24

m  Any leading spaces or trailing text within a set of double quotes are trimmed,;
for example, “ local LAN ” becomes “local LAN”.

m  Multiple consecutive spaces are treated as a single space.

m  Name strings are case-sensitive, although many CLI key words are
case-insensitive. For example, “local LAN” is different from “local lan”.

ScreenOS supports the following character types:

m  Single-byte character sets (SBCS) and multiple-byte character sets (MBCS).
Examples of SBCS are ASCII, European, and Hebrew. Examples of MBCS are
Chinese, Korean, and Japanese.

m  ASCII characters from 32 (0x20 in hexidecimal notation) to 255 (0xff), except
double quotes ( ), which have special significance as an indicator of the
beginning or end of a name string that includes spaces.

NOTE:

A console connection only supports SBCS. The WebUI supports both SBCS and
MBCS, depending on the character sets that your browser supports.

B Object-Name Conventions



Availability of Commands and Features

Some ScreenOS commands are device-specific. Because security devices treat
unsupported commands as improper syntax, attempting to execute such a
command usually generates the unknown keyword error message. When this
message appears, enter the command followed by ? to confirm the availability of
the command. For example, the following commands list available options for the

set vpn command:

device-> set vpn ?

device-> set vpn vpn_name ?
device-> set vpn gateway gate_name ?

New, Modified, and Deleted Commands

This section lists new, modified, and deleted commands.

New Commands

The following commands are

B cpu-limit
m dialer-pool
m dotlx

W jcap

Modified Commands

The following commands are

m alg ]
B anti-spam u
W attack u
| auth n
m auth-server |
H av ||
m counter u
m di |

Deleted Commands

new in this release:

| irdp B switch

m override B usb-device
® ppp m ysys-profile
B sm-Ctx

modified in this release:

dns m port-mode
file B save

gtp m ssid
infranet m ur]
interface B vsys
modem ® wlan
performance ]

policy [ ]

There are no deleted commands in this release.

Availability of Commands and Features
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access-list

Use the access-list commands to configure the security device for set extended
access-lists to use with Policy-Based Routing (PBR).

Syntax

set

set access-list extended ext_acl_id [ src-ip prefix/length ] [ dst-ip prefix/length ] [
src-port min_max ] [ dst-port min_max ] [ protocol protocol ] [ qos-prec prec] entry
acl_entry_id

Keywords and Variables

access-list

set access-list extended ext_acl_id [ src-ip prefix/length ] [ dst-ip prefix/length ] [
src-port min_max ] [ dst-port min_max ] [ protocol protocol ] [ qos-prec prec] entry
acl_entry_id

access-list To remove an access-list, enter unset access-list extended entry
acl_entry_id.
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action-group

Use the action-group commands to configure the security device for grouping
match groups for Policy-Based Routing (PBR).

Syntax

set

set action-group action_group_name { [ next-interface interface_name] [ next-hop
ip_addr ] } action-entry action_seq_number

Keywords and Variables

action-group

set action-group action_group_name { [ next-interface interface_name] [ next-hop
ip_addr ]} action-entry action_seq_number
unset action-group action_group_name action-entry action_seq_number

action-group Specifies the name of a match group. Each action-group name must be
unique alphanumeric string and must be between 1 and 28 characters in
length. An action group can specify the next interface or a next hop and
associates an action-entry, which is a number between 1 and 99. The
sequence number (action-entry) specifies the order in which the
forwarding solution is looked for.

To remove an action-group, enter unset action-group action_group_name
action-entry action_seq_number.
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active-user

Use the active-user commands to clear or display information for all users who
initiated a service request through the security device. The displayed information
includes the IP address of each user and the number of sessions (incoming and
outgoing) currently active for the user.

NOTE: The maximum number of sessions allowed for users depends upon the software
license installed on the device.

Syntax

Clear
clear active-user { IPv4 address | all }

Get

get active-user

Keywords and Variables

all

clear active-user all

all Deletes all active users.
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address

Use the address commands to define entries in the address book of a security zone.

An address book is a list containing all addresses, address groups, and domain
names defined for a security zone. You use address-book entries to identify
addressable entities in policy definitions.

Syntax
get
get address zone [ group name_str | name name_str ]
set
set address zone name_str
{
fadn |
ip_addr/mask
}
[ string ]

Keywords and Variables

Variable Parameters

zone The name of the security zone. The default security zones to which you
can bind an address book include Trust, Untrust, Global, DMZ, V1-Trust,
V1-Untrust, and V1-DMZ. You can also assign address book entries to
user-defined zones. For more information about zones, see “Zone Names”

on page B-l.
fqdn The fully-qualified domain name of the host.
ip_addr/mask The IP address and subnet mask identifying an individual host or a subnet.
name_str The name of the zone or group.
string A character string containing a comment line.

Example: The following commands create address book entries named
“Local_Net” and “Outside_Net”:

set address trust Local_Net 10.1.1.0/24 “New_York_Subnet”
set address untrust Outside_Net 1.1.12.1/24 “London_Subnet”
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group

name

get address zone group name_str

group The name of a group of address book entries. You can use an address
group in a security policy definition to specify multiple addresses. (Create
address groups using the set group address command.)

Example: The following command displays information for an address group
named Sales_Group:

get address trust group HTTP_Servers

get address zone name name_str

name name_str The name of an individual address book entry. You can use an address
group in a security policy definition to specify a single address.



Use the admin commands to configure or display administrative parameters for
the security device. These parameters determine the following:

m  Characteristics for each administrator, such as password and privilege level
m  How the device performs administrator authentication
m  Methods with which administrators can access the device

m  An [P address or address range from which one or more administrators can
connect to the device

m  Which port the device uses to detect administrative traffic

m  Whether the device automatically sends generated alerts and traffic alarms via
email

m  Whether the device is enabled for reset
Syntax

clear
clear [ cluster ] admin { all | name name_str }

get
get admin

[

auth [ banner [ secondary ] | settings ] |
current-user |

manager-ip |

ssh all |

user [ login | trustee ]

]
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set

set admin
{
access attempts number |
auth
{
banner { console login string | secondary string | telnet login string } |
remote { primary | read-only | root } |
server name_str |
timeout number |
H
device-reset |
format { dos | unix } |
http redirect |
hw-reset |
mail
{
alert |
mail-addrl name_str | mail-addr2 name_str |
server-name { ip_addr | name_str } |
traffic-log
H
manager-ip ip_addr [ mask ] |
name name_str |
password [ pswd_str | restrict length number ] |
port port_num |
privilege { get-external | read-write } |
root access console |
ssh
{
password { disable | enable } username name_str |
port port_num
H
telnet port port_num |
user name_str
{
password pswd_str [ privilege { all | read-only } ] |
trustee [ interface | modem ]

}

Keywords and Variables

access attempts

set admin access attempts number
unset admin access attempts

access Specifies the number (1 - 255) of unsuccessful login attempts allowed before
attempts the device closes the Telnet connection. The default is 3.

Example: The following command sets the number of allowed unsuccessful login
attempts to 5:

set admin access attempts 5



alert

all

auth

set admin mail alert

alert Collects system alarms from the device for sending to an email address.

clear admin all

all Clears all admin user profiles.

get admin auth [ banner [ secondary | | settings ]

set admin auth banner console login string

set admin auth banner secondary string

set admin auth banner telnet login string

set admin auth remote { primary | read-only | root }

set admin auth server name_str

set admin auth timeout number

unset admin auth banner { console login | secondary | telnet login }
unset admin auth server

unset admin auth timeout

auth Configures admin authentication settings for the security device.

B banner Specifies the banner (string) displayed during login through the
console port (console) or a Telnet or SSH session (telnet). The security
device uses the banner created from the command set admin auth
banner telnet login string for both Telnet and Secure Shell (SSH) logins.

B secondary Specifies a second banner line that is always the same—for
either console or Telnet—under the first banner line, which can be
different for a console login and a Telnet login. The secondary banner
can be up to 4000 bytes in length. Also, you can create an unrestricted
number of line breaks by inserting the special symbol “\n” wherever you
want a line to end.

B remote { primary | ready-only | root }

m server The name of the authentication server used for authenticating
admin users.

B timeout Specifies the length of idle time (in minutes) before the security
device automatically closes the web administrative session. The value can
be up 999 minutes. A value of 0 specifies no timeout. (Telnet admin
sessions time out after the console timeout interval expires. You set this
interval using the set console timeout command.)

Example 1: The following commands create two login banners:

m  “Hyperterminal Management Console® is displayed at the start of new console

admin sessions.
m  “Telnet Login Here” is displayed at the start of new Telnet admin sessions.

set admin auth banner console login "Hyperterminal Management Console"
set admin auth banner telnet login "Telnet Login Here"
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cluster

current-user

device-reset

format

http redirect

Example 2: The following command creates a secondary banner line with the text
string “Network Empire”. When an admin initiates a console or Telnet login
attempt, this line will appear under the two login banners defined in the previous
example:

set admin auth banner secondary “Network Empire”

clear cluster admin user { cache | login }

cluster Propagates the clear operation to all other devices in an NSRP cluster.

Example: The following command clears remote administrative users from the
cache and propagates this change to other devices in an NSRP cluster:

clear cluster admin user cache

get admin current-user

current-user Displays the user for the current administrative session.

set admin device-reset
unset admin device-reset

device-reset Enables device reset for asset recovery.

set admin format { dos | unix }
unset admin format

format Determines the format (dos or unix) used when the security device generates
the configuration file. On certain platforms, you can download this file to a
TETP server or PCMCIA card using the CLI or to a local directory using the
WebUI.

set admin http redirect
unset admin http redirect

http redirect Enables and disables the redirection of administrative traffic to the security
device from HTTP (default port 80) to HTTPS (default port 443). By default,
HTTP redirection is disabled.



hw-reset

login

mail

mail-addrl

mail-addr2

set admin hw-reset
unset admin hw-reset

hw-reset Enables and disables hardware reset for asset recovery.

clear [ cluster ] admin user login
get admin user login

login Clears or displays all current administrative users.

set admin mail { ... }
unset admin mail { ... }

mail Enables email for sending alerts and traffic logs.

Example: The following command configures the email address john@abc.com to
receive updates concerning administrative issues:

set admin mail mail-addrl john@abc.com

set admin mail mail-addrl name_str

mail-addrl name_str Sets the first email address (such as chris@acme.com) for sending
alert and traffic logs.

set admin mail mail-addr2 name_str

mail-addr2 name_str Sets the secondary email address for sending alert and traffic logs.

Example: The following command configures the secondary email address
pat@acme.com to receive updates concerning administrative issues:

set admin mail mail-addr2 pat@acme.com

13
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manager-ip

name

password

port

privilege

get admin manager-ip
set admin manager-ip ip_addr [ mask ssh [ port ]
unset admin manager-ip { ip_addr | all }

manager-ip Restricts management to a host or a subnet. The default manager-ip address
is 0.0.0.0, which allows management from any workstation. All security
devices allow you to specify up to six hosts or subnets at once.

Note: The manager-ip address must be unique, and different from the
physical IP address of the management interface.

Example: The following command restricts management to a single host with IP
address 10.1.10.100:

set admin manager-ip 10.1.10.100 255.255.255.255

set admin name name_str
unset admin name

name The login name (name_str) of the root user for the security device. The
maximum length of the name is 31 characters, including all symbols except
?. The name is case-sensitive.

set admin password pswd_str
unset admin password

password Specifies the password (pswd_str) of the root user. The maximum length of
the password is 31 characters, including all symbols except the special
command character ?.

set admin port port_num
unset admin port

port Sets the port number (port_num) for detecting configuration changes when
using the web. Use any number between 1024 and 32767, or use the default
port number (80). Changing the admin port number might require resetting
the device (see the reset command).

set admin privilege ( get-external | read-write }

privilege Defines the administrative privilege level:

B get-external Instructs the security device to obtain the admin user
privileges externally from the RADIUS server.

m read-write Gives the RADIUS administrator read-write privileges and
ignores the privilege returned from the RADIUS server.



restrict length

set admin password restrict length number
unset admin password restrict length

restrict length  Sets the minimum password length of the root admin. The password length
can be any number from 1 to 31.

root access console

set admin root access console
unset admin root access console

root access Restricts the root admin to logging into the device through the console only.
console

server-name

set admin mail server-name ip_addr

server-name The IP address or name of the Simple Mail Transfer Protocol (SMTP) server.
This server receives email notification of system alarms and traffic logs.

Example: The following command specifies a SMTP server at IP address
10.1.10.10:

set admin mail server-name 10.1.10.10

settings
get admin auth settings

settings Displays admin authentication settings, including the current timeout setting
and the admin user type (local or remote).

ssh

get admin ssh all

set admin ssh password { disable | enable } username name_str
set admin ssh password port port_num

unset admin ssh [ port ]

ssh Provides access to the Secure Shell (SSH) utility. SSH allows you to administer
security devices from an Ethernet connection or a dial-in modem, thus
providing secure CLI access over unsecured channels.

m all Displays the SSH PKA (Public Key Authentication) information for each
admin.

m password Sets the password for the user that establishes the SSH session.
The enable | disable switch enables or disables password authentication.
username name_str specifies the admin user name.

B port port_num Specifies the logical SSH port through which the
communication occurs. The default is port 22. Unsetting the port resets the
SSH port to the default.
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telnet

traffic-log

user

set admin telnet port port_num
unset admin telnet port

telnet port Provides CLI access through a Telnet connection. The acceptable range of
port_num is 1024 - 32767.

set admin mail traffic-log
unset admin mail traffic-log

traffic-log Generates a log of network traffic handled by the security device. The traffic
log can contain a maximum of 4,096 entries. The security device sends a
copy of the log file to each specified email address (see mail-addr! and
mail-addr2). This happens when the log is full, or every 24 hours, depending
upon which occurs first.

get admin user [ cache | login ]

set admin user name_str password pswd_str [ privilege { all | read-only } ]
set admin user name_str trustee [ interface | modem ]

unset admin user name_str

user Creates or displays a non-root administrator (superadministrator or
subadministrator). The maximum user name length is 31 characters,
including all symbols except ?. The user name is case-sensitive.

m The privilege switch determines the privilege level of the user (all or
read-only).

B A trustee can be permitted to configure the untrust Ethernet interface. or
the untrust modem interface. Default: none

Admin accounts that have a trustee attribute set are restricted as follows:
B Permitted to manage the device using the Web only.

B Trustee accounts do not function when the device is in Transparent
mode, if an account is created while the device is in Transparent mode,
or when the device is in “dual-untrust” or “combined” mode.

B Permitted only to manage a predefined set of physical interface
attributes corresponding to the settings of the configured trustee
attribute (interface and/or modem).

Example: The following command creates a non-root administrator named
“rsmith” with password “swordfish”:

set admin user rsmith password swordfish privilege all



Defaults

The default admin name and password are netscreen.

The default number of access attempts is 3.

The default manager-ip is 0.0.0.0, and the default subnet mask is 255.255.255.255.

The default privilege for a super-administrator is read-only.

By default, HTTP redirection is enabled on security devices that ship with ScreenOS
5.1.0 or later.

The default mail alert setting is off. The default for device reset is on.

17
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Syntax

clear

get

set

Use the alarm commands to set or display alarm parameters.

Alarm parameters determine when the device generates alarm messages along
with the amount and type of information contained in the messages.

clear [ cluster ] alarm traffic
[ policy pol_num1 [ -pol_num2 ] ]
[ end-time string ]

get alarm
{
snapshot cpu { alarm_time | all } |
threshold |
traffic
[ policy { pol_num1 [ -pol_num2 1} ]
[ service name_str ]
[ src-address ip_addr ] [ dst-address ip_addr ]
[ detail
[ start-time string ] [ end-time string ]
[ minute | second
[ threshold number [ -number ] ]
[ rate number [ -number ] ]

set alarm threshold
{
cpu number |
memory number |
session { count number | percent number }

}

19
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Keywords and Variables

cluster

detail

clear cluster alarm traffic [ ... ]

cluster Propagates the clear operation to all other devices in a NSRP cluster.

Example: The following command clears the alarm table entries for policy 4 and
propagates the change to other device in a NSRP cluster:

clear cluster alarm traffic policy 4

get alarm traffic [ ... ] detail [ ... ]

detail Displays detailed information for each policy, including all traffic alarm
entries that occurred under the policy. If you omit this option, the output
contains only general information and the time of the most recent alarm for
each policy.

Example: The following command displays event alarm entries or traffic alarm
entries that occur on or after January 1, 2003:

get alarm traffic detail start-time 01/01/2003

end-time | start-time

clear [ cluster ] alarm traffic policy [ ... ] end-time number
get alarm traffic [ ... ] end-time number
get alarm traffic [ ... ] starttime number

start-time The start-time option displays event alarm entries or traffic alarm entries
that occurred at or before the time specified. The end-time option displays
event alarm entries or traffic alarm entries that occurred at or after the time
specified. The format for string is mm/dd[/yy-hh:mm:ss]

end-time

You can omit the year (the current year is the default), or express the year
using the last two digits or all four digits. The hour, minute, and second are
optional. The delimiter between the date and the time can be a dash or an
underscore:

12/31/2002-23:59:00
12/31/2002_23:59:00

Example: The following command performs a detailed display of traffic alarm
entries at (or after) 11:59pm, December 31, 2003 and at or before 12:00am,
December 31, 2004:

get alarm traffic detail start-time 12/31/2003-23:59:00 end-time
12/31/2004-24:00:00



policy

second | minute

service

snapshot

clear [ cluster ] alarm traffic policy pol_num1 [ -pol_num2 ][ ... ]
get alarm traffic policy pol_num

policy Displays traffic alarm entries for a policy specified by its ID number or for
several policies specified by a range of ID numbers. The ID number can be
any value between 0 and the total number of established policies. To define a
range, enter the starting and ending 1D numbers as follows:
pol_numI-pol_num?2

Example: The following command clears the entries for policy 2 in the alarm table:

clear alarm traffic policy 2

get alarm traffic [ ... ] detail

second | minute Displays traffic alarm entries for policies with threshold settings at bytes per
second or bytes per minute.

B The rate number [ -number ] option displays traffic alarm entries for
policies with a flow rate at a specified value or within a specified range.

B The threshold number [ -number ] option displays traffic alarm entries for
policies with a threshold at a specified value or within a specified range.

Example: The following command displays traffic alarm entries for policies with
threshold settings at bytes per second:

get alarm traffic detail second

get alarm traffic [ ... ] service name_str | ... ]

service Displays traffic alarm entries for a specified service (name_str), such as TCP,
ICMP, or FTP. (To display all services, make the name_str value Any.) The
name does not have to be complete; for example, both TC and CP are
recognized as TCP. Although you cannot specify a Service group, note that
because TP is recognized as FTP, HTTP, and TFTP, entering TP displays
traffic alarm entries for all three of these Services.

Example: The following command displays traffic alarm entries for the HTTP
service:

get alarm traffic service http

get alarm snapshot cpu { alarm_time | all }

snhapshot Displays snapshots triggered by a CPU alarm.
B alarm_time MM/DD/YYYY-hh.mm:ss shows a snapshot of a specific time.

m all shows all snapshots.
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src-address | dst-addr

threshold

traffic

get alarm traffic [ ... ] src-address ip_addr [ ... ]
get alarm traffic [ ... ] dst-address ip_addr [ ... ]

src-address Displays traffic alarm entries originating from a specified IP address (ip_addr)
or from a specified direction, such as inside_any or outside_any.

dst-address Displays traffic alarm entries destined for a specified IP address (ip_addr) or
for a specified direction, such as inside_any or outside_any.

Example: The following command displays traffic alarm entries originating from IP
address 10.1.9.9 and destined for IP address 1.1.10.10:

get alarm traffic src-address 10.1.9.9 dst-address 1.1.10.10

get alarm threshold

get alarm traffic [ ... ] threshold number [ -number ]
set alarm threshold { ... }

unset alarm threshold { CPU | memory | session }

threshold Displays traffic alarm entries for policies with threshold settings at a specified
value or within a specified range.

B cpu number sets the cpu threshold.
B memory number sets the memory threshold.

B session sets the session threshold. The count number option specifies how
many sessions can exist before the device generates an alarm. The
percent number option specifies what percentage of the session limit is
allowable before the device generates an alarm.

Example: The following command sets the session limit threshold to 75,000
sessions:

set alarm threshold session count 75000

clear [ cluster ] alarm traffic [ ... ]
get alarm traffic [ ... ]

traffic Specifies traffic alarm entries.

Example: The following command performs a detailed display of traffic alarm
entries originating from IP address 10.1.9.9 and destined for IP address 1.1.10.10:

get alarm traffic src-address 10.1.9.9 dst-address 1.1.10.10 detail



alg

Syntax

clear

get

Use the alg commands to enable or disable an Application Layer Gateway (ALG) on
the security device. An ALG runs as a service and can be associated in policies with
specified types of traffic. ALGs are enabled by default.

clear alg
{
h323 counters |
mgcp counters |
sccp counters |
sip calls | counters | rate

}

get alg

{

h323 [ counters ] |

mgcp
[
calls |
counters |
endpoints [ name string ] |
sessions [ dst-ip ip_addr | src-ip [ ip_addr ] ]
11

msrpc |

rtsp |

sip
[
calls [ details ] |
counters |
details |
memory |
rate |
setting |
transactions
]

scep
[
calls [ detail ] |
counters |

]
H
sql |
sunrpc

}
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set
set alg

{
h323
{
app-screen
{
message-flood gatekeeper [ threshold number ] |
unknown-message [ nat | route ] permit
}H
enable |
gate source-port-any |
incoming-table timeout number
H
mgcp
{
app-screen
{
connection-flood [ threshold number ] |
message-flood [ threshold number ] |
unknown-message [ nat | route [ permit ] ]
}H
enable |
inactive-media-timeout number |
max-call-duration number |
transaction-timeout number
H
msrpc [ enable ] |
rtsp [ enable ] |
scep
{
app-screen
{
call flood [ threshold number ] |
unknown message [ nat | route ] permit
H
enable |
inactive-media-timeout number

H
}

sip

{

C-timeout number |

T1-interval number |

T4-interval number |

app-screen
{
protect deny [ dst-ip ip_addr/mask | timeout number ] |
unknown-message [nat | route ] permit
H

enable |

media-inactivity-timeout number |

signaling-inactivity-timeout number

1
sql [ enable ]
sunrpc [ enable ]
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Keywords and Variables

h323

clearalg h323 [ ... ]
getalg h323 [ ... ]
setalg h323 [ ... ]
unset alg h323 [ ... ]

h323

Specifies the H.323 ALG on the device. H.323 is a control-signaling protocol
used to exchange messages between H.323 endpoints.

® app-screen message flood gatekeeper [ threshold number ] limits the rate
per second at which Remote Access Server (RAS) requests to the
gatekeeper are processed. Messages exceeding threshold are dropped.
Disabled by default. When enabled, default threshold value is 1000
connections requests; the range is 1 to 65535.

B app-screen unknown-message [ nat | route ] permit specifies how
unidentified H.323 messages are handled by the security device. The
default is to drop unknown (unsupported) messages. Permitting unknown
messages can compromise security and is not recommended. However, in
a secure test or production environmnet, this command can be useful for
resolving interoperability issues with disparate vendor equipment. By
permitting unknown H.323 (unsupported) messages, you can get your
network operational and later analyze your VoIP traffic to determine why
some messages were being dropped.

Note that this command applies only to received packets identified as
supported VoIP packets. If a packet cannot be identified, it is always
dropped. If a packet is identified as a supported protocol and
unknown-message is set to permit, the message is forwarded without
processing.

B nat specifies that unknown messages be allowed to pass if the session is
in NAT mode.

B route specifies that unknown messages be allowed to pass if the session
is in Route mode. (Sessions in Transparent mode are treated as Route
mode.)

B counters clears all H.323 ALG counters.
B enable enables and disables the H.323 ALG (the default is enabled).

B gate source-port-any specifies that the security device accept calls from
any port number.

B incoming-table timeout specifies the timeout value in seconds for entries
in the NAT table. The default is 3600 seconds.
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mgcp

getalg mgep [ ... ]
setalg mgep [ ... ]
unset alg mgep [ ... ]
clear alg mgcp counters

mgcp

Specifies the MGCP ALG on the device. MGCP is a text-based Application
Layer protocol that can be used for call setup and call control.

B app-screen connection-flood [ threshold number ] specifies the threshold
for connections per second, limiting the rate of processing
CreateConnection requests from the call agent and thereby constraining
pinhole creation. CreateConnection requests that exceed this threshold are
dropped. Disabled by default. When enabled, default threshold value is
200 connections; minimum is 10, maximum is 1000.

B app-screen message-flood [ threshold ] specifies the rate in seconds
beyond which messages arriving on an MGCP session are dropped.
Disabled by default. When enabled, default is 1000 messages; minimum is
50, maximum is 500.

B app-screen unknown-message [ nat | route ] permit specifies how
unidentified messages are handled by the security device. The default is to
drop unknown messages. Permitting unknown messages can compromise
security and is not recommended. However, in a secure test or production
environment, this command can be useful for resolving interoperability
issues with disparate vendor equipment. For example, the security device
rejects SIP messages containing unsupported SIP “methods.” By
permitting unknown SIP messages in this case, you can get your network
operational and later analyze your VoIP traffic to determine why some
messages were being dropped.

Note: This command applies only to received packets identified as
supported VoIP packets. If a packet cannot be identified, it is always
dropped. If a packet is identified as a supported protocol and
unknown-message is set to permit, the message is forwarded without
processing.

B nat specifies that unknown messages be allowed to pass if the session is
in NAT mode.

B route specifies that unknown messages be allowed to pass if the session
is in Route mode. (Sessions in Transparent mode are treated as Route
mode.)

m calls displays active MGCP calls.

B counters displays or clears MGCP statistics.

B enable enables and disables the MGCP ALG (the default is enabled).
® endpoints displays endpoints of active sessions.

B inactive-media-timeout specifies how long pinholes and sessions opened
for media are kept alive in the absence of activity. The default is 120
seconds; minimum is 10 seconds, maximum is 2550 seconds.

B max-call-duration specifies the maximum number of minutes (the default
is 720) established calls are kept alive. The minimum is 3; maximum is
1440.

B transaction-timeout specifies the time in seconds for an MGCP
transaction.The default is 30 seconds; the range is 5 to 50 seconds.



msrpc

rtsp

B sessions displays MGCP session information.
m dst-ip matches the destination IP address of the session.

B src-ip matches the source IP address of the session.

get alg msrpc
set alg msrpc enable
unset alg msrpc enable

msrpc Specifies the Microsoft Remote Procedure Call ALG on the device (the default
is enabled).

get alg rtsp
set alg rtsp enable
unset alg rtsp enable

rtsp Specifies the Real Time Streaming Protocol ALG on the device (the default is
enabled).
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scecp

clear alg sccp counters
getalg scep [ ... ]

set alg sccp [ ... ]
unset alg sccp [ ... ]

scep Specifies the Skinny Call Control Protocol ALG on the device.

® app-screen call-flood [ threshold number ] enables outbound call
protection for the client, to protect the Call Manager from being flooded
with new calls from an already compromised, connected client or a faulty
device. This feature is not enabled by default. When enabled, outbound
calls to Call Manager exceeding threshold per minute are dropped for that
interval. When enabled, the default is 20 calls per minute; the range is 1 to
1000.

B app-screen unknown-message [ nat | route ] permit specifies how
unidentified messages are handled by the security device. The default is to
drop unknown messages. Permitting unknown messages can compromise
security and is not recommended. However, in a secure test or production
environment, this command can be useful for resolving interoperability
issues with disparate vendor equipment. For example, the security device
rejects SIP messages containing unsupported SIP “methods.” By
permitting unknown SIP messages in this case, you can get your network
operational and later analyze your VoIP traffic to determine why some
messages were being dropped.

Note that this command applies only to received packets identified as
supported VoIP packets. If a packet cannot be identified, it is always
dropped. If a packet is identified as a supported protocol and
unknown-message is set to permit, the message is forwarded without
processing.

® nat specifies that unknown messages be allowed to pass if the session is
in NAT mode.

B route specifies that unknown messages be allowed to pass if the session
is in Route mode. (Sessions in Transparent mode are treated as Route
mode.)

m calls [ details ] displays the number of active calls and, optionally,
information about those calls. The maximum number of calls possible on a
security device depends on the platform type. For more information, refer
to the specifications sheet for your product.

B counters displays or clears SCCP ALG statistics.

B enable enables and disables the SCCP ALG on the device (the default is
enabled).

B inactive-media-timeout number specifies how long pinholes and sessions
opened for media are kept alive in the absence of activity. The default is
120 seconds; the range is 10 to 600 seconds.



getalgsip|[ ... ]
setalgsip[ ... ]
unsetalg sip [ ... ]
clearalg sip|[ ... ]

sip Specifies the Session Initiation Protocol ALG on the device.

B app-screen protect deny [ dst-ip ip_addr/mask | timeout number ]
specifies that repeat SIP INVITE requests be denied to a proxy server that
denied the initial request.

m dst-ip specifies the IP address and netmask of the proxy server or other
SIP server.

B timeout specifies the time in seconds the proxy server denies repeated
SIP INVITE requests before it begins accepting them again. The default is
5seconds; the range is 1 to 3600 seconds.

B app-screen unknown-message [ nat | route ] permit specifies how
unidentified messages are handled by the security device. The default is to
drop unknown messages. Permitting unknown messages can compromise
security and is not recommended. However, in a secure test or production
environment, this command can be useful for resolving interoperability
issues with disparate vendor equipment. For example, the security device
rejects SIP messages containing unsupported SIP “methods.” By
permitting unknown SIP messages in this case, you can get your network
operational and later analyze your VoIP traffic to determine why some
messages were being dropped.

Note that this command applies only to received packets identified as
supported VoIP packets. If a packet cannot be identified, it is always
dropped. If a packet is identified as a supported protocol and
unknown-message is set to permit, the message is forwarded without
processing.

B nat specifies that unknown messages be allowed to pass if the session is
in NAT mode.

B route specifies that unknown messages be allowed to pass if the session
is in Route mode. (Sessions in Transparent mode are treated as Route
mode.)

® C-timeout specifies the INVITE transaction timeout at the proxy, in
minutes; the default is 30. Because the SIP ALG is in the middle, instead of
using the INVITE transaction timer value B (which is (64 * T1) = 32
seconds), the SIP ALG gets its timer value from the proxy.

m calls [ details ] displays and clears the number of active calls and
information about those calls. The maximum number of calls possible on a
security device depends on the platform type. For more information, refer
to the specifications sheet for your product.

B counters displays and clears SIP AlG statistics counters.
m details displays information about active calls.

B enable enables and disables the SIP ALG on the device (the default is
enabled).

B media-inactivity-timeout specifies how long sessions opened are kept
alive in the absence of active media. The default is 120 seconds; minimum
is 10 seconds, maximum is 2550 seconds.

B memory displays SIP memory utilization.

W rate displays or clears SIP ALG performance records.



sql

sunrpc

B setting displays the inactivity timeout parameters for SIP signaling and
media, and the destination address of a SIP proxy server protected from
repeat SIP INVITE requests from the proxy server initially rejected. Also
provides information about the SIP application screen configuration.

B signaling-inactivity-timeout Configures or removes the maximum length
of time in seconds a call can remain active without any SIP signaling
traffic. Each time a SIP signaling message occurs within a call, this timeout
resets. The default setting is 43200 seconds (12 hours); minimum is 10,
maximum is 65535.

B transactions displays SIP ALG transactions.

® T1-interval specifies the roundtrip time estimate, in seconds, of a
transaction between endpoints. The default is 500 mseconds. Because
many SIP timers scale with the T1-Interval (as described in RFC 3261),
when you change the value of the T1-Interval timer, those SIP timers also
are adjusted.

B T4-interval specifies the maximum time a message remains in the
network. The default is 5 seconds. Because many SIP timers scale with the
T4-Interval (as described in RFC 3261), when you change the value of the
T4-Interval timer, those SIP timers also are adjusted.

get alg sql
set alg sql enable
unset alg sqgl enable

sql Specifies the SOL ALG on the device (the default is enabled).

get alg sunrpc
set alg sunrpc enable
unset alg sunrpc enable

sunrpc Specifies the Sun Remote Procedure Call ALG on the device (the default is
enabled).
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alias

Use the alias commands to create, remove, or list aliases. An alias is a named
variable containing the initial characters of a CLI command. After creating an alias,

you can use it to execute the represented command.

Syntax

get
get alias

set
set alias name_str string

Keywords and Variables

Variable Parameters

name_str The name of the CLI command alias.

string The CLI command to which you assign the alias.

Example: The following commands create an alias representing the get interface
ethernet1/1 command, then execute the command using the alias:

set alias int_1 "get interface ethernetl/1"
int_1
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Use the all command to return all configuration settings to the factory default
values.

Syntax

unset all

Keywords and Variables

None.

Example

In the following example, you reset the device to its factory default settings and
reset the device.

1.

Execute the unset all command.

unset all

The following prompt appears: “Erase all system config, are you sure y / [n]?”

Press the Y key. This action returns the system configuration to the factory
default settings.

Execute the reset command.

reset

The following prompt appears: “Configuration modified, save? [y] / n”

Press the N key. This action generates the following prompt: “System reset, are
you sure? y / [n] n”

Press the Y key. This action restarts the system. The device now has its original
factory default settings.
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anti-spam

Use the anti-spam commands to create and modify an anti-spam profile. You can
use these profiles in policies to filter out suspected spam messages. An anti-spam
profile allows you to designate lists of IP addresses, emails, hosthames, or domain
name as malicious (spam) or benign (not spam). The profile can include lists of the
following types:

m  Public-based whitelists or blacklists

If the connection is from a mail-forwarding agent, the device can filter the
connection’s source-IP address using lists of devices deemed to be benign
(whitelist) or malicious (blacklist).

m  Custom-defined whitelists or blacklists

m  Domain-name-based whitelists or blacklists. The device can use such lists
to filter connections that use domain names deemed to be benign or
malicious.

m  Address-book-based whitelists or blacklists. The device can use such lists to
base filtering on the sender’s email address or domain. By default, any
email server should accept its own user’s email.

NOTE:

This release supports anti-spam for Simple Mail Transfer Protocol (SMTP) only.

To execute most anti-spam commands, it is necessary to initiate the anti-spam
context. For more information, see “Context Initiation” on page 36. This anti-spam
feature is not meant to replace your anti-spam server, but to complement it.

Blacklists and Whitelists

The anti-spam feature requires that the security device have Internet connectivity
with the Spam Block List (SBL) server. Domain Name System (DNS) must be
available to access the SBL server. The firewall performs reverse DNS lookups on
the source of the SMTP sender (or relaying agent), adding the name of the SBL
server (such as sbl-server) as the authoritative domain. The DNS server then
forwards each request to the SBL server, which returns a value to the device.

Alternatively, you can configure local white and blacklists. In this case, by default
the system checks first against the local database of white/blacklists. If it does not
find the name, the firewall proceeds to query the SBL server located on the
Internet.
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Basic Configuration

Context Initiation

Syntax

clear

exec

get

set

The following command provides a basic example of anti-spam configuration. The
command is used to prevent a corporate email server from receiving and
distributing spams. Corporate users retrieve emails from an internal email server
without going through the firewall. This should be a typical configuration in an
enterprise environment.

set anti-spam profile ns-profile
set policy from untrust to trust any mail-server SMTP permit log anti-spam ns-profile

Executing the set anti-spam profile ns-profile command without specifying
further options places the CLI within the context of a new or existing anti-spam
profile. For example, you first use the following commands to define a profile
named ns-profile, then you enter the ns-profile context to instruct the device to
drop suspected spam messages:

device-> set anti-spam profile ns-profile
device(anti-spam:ns-profile)-> set default action drop

After you enter an anti-spam context, all subsequent command executions modify
the specified anti-spam profile (ns-profile in this example). To save your changes,
you must first exit the anti-spam context, then enter the save command:

device(anti-spam:ns-profile)-> exit
device-> save

clear anti-spam stat

exec anti-spam testscan string

get anti-spam

set anti-spam profile ns-profile

The following get and set commands are executable in the anti-spam context.

get (within the profile context)

get { blacklist | default | sbl | whitelist }



set (within the profile context)
set

{
blacklist string |

default action { drop | tag [ { header | subject } string ] }
sbl default-server enable |
whitelist string

}

Keywords and Variables

blacklist (within the profile context)

get blacklist
set blacklist string
unset blacklist string

Use the blacklist command to add or remove an IP address, an email, a hostname,
or a domain name from the local anti-spam blacklist. Each entry in a blacklist can
identify a possible spammer. The following table shows some possible entries.

Type of Entry Sample Content

[P address 11.22.33.44

Email admin@www.wibwaller.com

Hostname www.wibwaller.com

Domain name wibwaller.com

string A pattern inserted into the local blacklist. Such patterns identify spam

messages. The pattern may include an IP address, an email, a hostname, or a
domain name. Multiple strings are separated by semicolons (;).

Examplel: These commands perform the following tasks:
1. Initiate a profile context (ns-profile).

2. Give the profile a black-list entry that prevents connections with the hostname
www.wibwaller.com.

3. Exit the spam context and apply the profile to an existing policy (id 2).

device-> set anti-spam profile ns-profile
device(anti-spam:ns-profile)-> set blacklist www.wibwaller.com
device(anti-spam:ns-profile)-> exit

device-> set policy id 2 anti-spam ns-profile

Example2: These commands show blacklists with multiple entries:

device(anti-spam:ns-profile)-> set blacklist cat@aaa.com;1.1.1.1
device(anti-spam:ns-profile)-> set blacklist 47.YOU2Q.COM
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default action (within the profile context)

profile

get default

set default action drop

set default action tag header string
set default action tag subject string
unset default action

Use the default commands to specify how the device handles messages deemed to
be spam. The device can either drop a spam message or identify it as spam by

tagging it.

drop Instructs the device to drop all messages identified as spam.

tag Instructs the device to tag all messages identified as spam, without dropping
the messages. Use string to tag a spam email. The default tag is ***SPAM** *
and can be any user-defined string up to 40 bytes.

You can place the tag in either of two email message areas:
B header string places string in the header of the message.

B subject string places string in the subject of the message.

Example: These commands perform the following tasks:
1. Initiate a profile context (ns-profile).

2. Specify that email messages deemed to be spam have the string “This is spam”
in the message header.

3. Exit the spam context and apply the profile to an existing policy (id 2).

device-> set anti-spam profile ns-profile

device(anti-spam:ns-profile)-> set default action tag header "This is spam"
device(anti-spam:ns-profile)-> exit

device-> set policy id 2 anti-spam ns-profile

set anti-spam profile ns-profile
unset anti-spam profile ns-profile

Configures the default anti-spam profile, ns-profile.



sbl (within the profile context)

stat

testscan

get sbl
set sbl default-server-enable
unset sbl default-server-enable

Use the sbl command to enable use of the external spam-blocking SBL service,
which uses a blacklist to identify known spam sources. The service replies to
queries from the device about whether an IP address belongs to a known spammer.

default-server-enable Enables the default SBL service. The server for this service contains a
blacklist of known spam sources. The service identifies each source by
an IP address.

Example: These commands perform the following tasks:

1. Initiate a profile context (ns-profile).

2. Enable use of the default anti-spam service.

3. Exit the spam context and apply the profile to an existing policy (id 2).

device-> set anti-spam profile ns-profile
device(anti-spam:ns-profile)-> set shl default-server-enable
device(anti-spam:ns-profile)-> exit

device-> set policy id 2 anti-spam ns-profile

clear anti-spam stat

Clears all accumulated statistical anti-spam counters.

exec anti-spam testscan string

Tests the anti-spam scan engine where string can be an IP address, a domain
name, or an email address. The result is displayed to the console (serial port) only
and is not displayed to a Telnet terminal. The result is also available in the debug
buffer (get dbuf stream). Juniper Networks recommends to use this command to
test your anti-spam scan engine.

Example: The following examples validate an SMTP sender. The firewall tests to
see if the domain resides on the whitelist or blacklist.

exec antispam testscan spammer.org
exec antispam testscan the.very.bad.spammers.com

whitelist (within the profile context)

get whitelist
set whitelist string
unset whitelist string
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Use the whitelist command to add or remove an IP address, an email, a hostname
or a domain name from the local whitelist. Each entry in a whitelist can identify an
entity that is not a suspected spammer. The following table shows some possible
entries.

Type of Entry Sample Content
[P address 11.22.33.44
Email admin@www.wibwaller.com
Hostname www.wibwaller.com
Domain name wibwaller.com
string A pattern inserted into the whitelist. Such patterns identify messages that are

deemed not to be spam. The pattern may include an IP address, an email, a
hostname, or a domain name.

Example 1: The following two commands show a domain name and an IP address.
Multiple strings are separated by semicolons (;).

set whitelist cat@aaa.com;1.1.1.1
set whitelist 47.YOU2Q.COM

Example 2: These commands perform the following tasks:

1. Initiate a profile context (ns-profile).

2. Give the profile a whitelist entry that allows connections with the hostname
www.fiddwicket.com.

3. Exit the spam context and apply the profile to an existing policy (id 2).

device-> set anti-spam profile ns-profile
device(anti-spam:ns-profile)-> set whitelist www.fiddwicket.com
device(anti-spam:ns-profile)-> exit

device-> set policy id 2 anti-spam ns-profile



Use the arp commands to create, remove, or list interface entries in the Address
Resolution Protocol (ARP) table of the security device.

clear [ cluster ] arp [ ip_addr | all ]

get arp [ all | asic id_num]

Syntax
clear
get
set
set arp
{

ip_addr mac_addr interface |

age number |

always-on-dest

}

Keywords and Variables

Variable Parameters

set arp ip_addr mac_addr interface

ip_addr

mac_addr

interface

all
get arp all

all

The IP address of a network device to which you want to make a static entry
in the ARP table.

The MAC address of a network device to which you want to make a static
entry in the ARP table.

The name of the interface through which the security device can direct traffic
to reach the network device with the specified 1P and MAC addresses. For
more information on interfaces, see “Interface Names” on page A-l.

Lists all current ARP entries for every existing virtual system (vsys).
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asic

age

always-on-dest

cluster

get asic id_num

asic Lists all current ARP entries for each Application-Specific Integrated Circuit
(ASIC) chip identified by ID number.

set arp age number

age Sets the age-out value (in seconds) for ARP entries. The default value is 1200
seconds (20 minutes).

set arp always-on-dest

always-on-dest  Directs the security device to send an ARP request for any incoming packet
with a heading containing a MAC address not yet listed in the MAC address
table. This may be necessary when packets originate from server
load-balancing (SLB) switches or from devices using the Hot Standby Router
Protocol/Virtual Router Redundancy Protocol (HSRP/VRRP).

clear [ cluster ] arp

cluster Propagates the clear operation to all other devices in a NetScreen
Redundancy Protocol (NSRP) cluster.



attack

Syntax

get

set

Use the attack commands to view and define attack objects, attack-object
database-server settings, and download predefined signature packs.

NOTE:

This command is available only if advanced mode license key is installed on the

device.

Use attack along with the attack-db and di commands described on page 51 and

page 129, respectively.

get attack

[

name_str |

anomaly [ sort-by { id | name } ] |

db |

disable [ sort-by { def-type | id | name | type } ] |
group [ name_str | sort-by { def-type | name } ] |

id id_num |

[ signature ] sort-by { deftype | id | name } |
sort-by { def-type | id | name | type }

]

set attack

{

CS:name_str

{

aim-chat-room-desc |
aim-chat-room-name |
aim-get-file |
aim-nick-name |
aim-putfile |
aim-screen-name |
dns-cname |
ftp-command |
ftp-password |
ftp-pathname |
ftp-username |
gnutella-http-get-filename |
http-authorization |
http-header-user-agent |
http-request |
http-status |
http-text-html |
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http-url |
http-url-parsed |
http-url-variable-parsed |
imap-authenticate |
imap-login |
imap-mailbox |
imap-user |
msn-display-name |
msn-get-file |
msn-put-file |
msn-sign-in-name |
pop3-auth |
pop3-header-from |
pop3-header-line |
pop3-header-subject |
pop3-header-to |
pop3-mime-content-filename
pop3-user |
smb-account-name |
smb-connect-path |
smb-connect-service |
smb-copy-filename |
smb-delete-filename |
smb-open-filename |
smtp-from |
smtp-header-from |
smtp-header-line
smtp-header-subject
smtp-header-to |
smtp-mime-content-filename
smtp-rept |
stream256 |
ymsg-alias |
ymsg-chatroom-message |
ymsg-chatroom-name |
ymsg-nickname |
ymsg-p2p-get-filename-url |
ymsg-p2p-put-filename-url |
ymsg-user-name
}
[ not ] string
severity { info | low | medium | high | critical } |
db
{
mode { notification | update } |
schedule
{
daily hh:mm |
monthly number hh:mm |
weekly day hh:mm
H
server url_str
sigpack { base | client | server | worm }
H
disable name_str |
group name_strl [ add name_str2 ] |

}
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Keywords and Variables

Variable Parameter

get attack name_str
set attack name_str aim-chat-room-desc string severity string

set attack name_str ymsg-user-name string severity string
unset attack name_str

name_str

Defines the attack-object name. If it is a user-defined attack, it must be
prefaced with CS..

Specifies one of the following contexts for Deep Inspection (DI) to search and
defines the signature string for which the DI module searches:

B aim-chat-room-desc string

B ymsg-user-name string

severity Defines the severity level of the attack. You can specify any of the
following levels: info, low, medium, high, critical.

NOTE: For a complete list of contexts that you can specify when creating your own attack
objects, refer to Volume 4: Attack Detection and Defense Mechanisms in the
Concepts & Examples ScreenOS Reference Guide.

Example: The following command creates an attack object for FTP named
“CS:rootuser”, specifies its context as “ftp-username”, defines its signature as
“root”, and specifies its severity level as “high”:

set attack CS:rootuser ftp-username root severity high

get attack anomaly [ sort-by { id | name } ]

anomaly
anomaly
sort-by
attack
get attack
attack

Displays protocol-anomaly attack objects currently stored in the local
database.

Indicates the organization for the display of protocol anomalies in the local
database—either numerically by id or alphabetically by name.

Displays all attack objects currently stored in the local database,
displaying—in alphabetical order—first user-defined attacks (if any) and then
predefined attacks.
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db

get attack db

set attack db mode { notification | update }

set attack db schedule { daily hh:mm | monthly number hh:mm | weekly day hh:mm }
set attack db server url_str

unset attack db { mode | schedule | server | sigpack }

db

Specifies the attack-object database server. On security devices that support
virtual systems, you must set this command at the root level.

mode Selects either notification or update as the mode for checking and
updating the attack-object database. The notification method automatically
checks the attack-object database server at user-defined times and notifies
the admin if the database on the server is more recent than the one on the
security device. (If the data on the server is more recent, a notice appears on
the WebUI main page and in the CLI after you log into the device.) The
update method automatically checks the attack object database server at
user-defined times and automatically updates the database on the security
device if it determines that the database on the server is more recent than the
one on the security device.

Unsetting this command stops the security device from automatically
checking the server.

schedule string Sets the time for automatically checking the attack-object
database server and updating the attack object database on the security
device. You can set a daily, monthly, or weekly schedule.

server url_str Defines the URL of the attack-object database server. ScreenOS
provides four predefined DI signature packs: base, server, client, and worm.
The base signature pack is the default. If you do not specify a signature pack
as shown in Example 1, then the basic signature pack is retrieved.

Unsetting the attack object database server retrieves the basic signature pack
only. If you run the exec attack-db update command with a server URL set
to null, then the base signature pack from the following URL is loaded:
https://services.netscreen.com/restricted/sigupdates



sigpack Specifies the predefined signature packs. To use a signature pack,
you must purchase a DI database license key and download the appropriate
package for your environment from the Juniper Networks website.

ScreenOS provides four predefined DI signature packs:

B base Includes a sample of worm, client-to-server, and server-to-client
signatures for Internet-facing protocols and services, such as HTTP, DNS,
FTP, SMTP, POP3, IMAP, NetBIOS/SMB, MS-RPC, P2P, and IM (AIM, YMSG,
MSN, and IRC).

B server Focuses on protecting a server farm. It includes a comprehensive
set of server-oriented protocols, such as HTTP, DNS, FTP, SMTP, IMAP,
MS-SQL, and LDAP. Also includes worm signatures that target servers.

B client Focuses on protecting users from getting malware, Trojans, and so
on while surfing the Internet. Includes a comprehensive set of
client-oriented protocols, such as HTTP, DNS, FTP, IMAP, POP3, P2P, and
IM (AIM, YMSG, MSN, and IRC). Also includes worm signatures that target
clients.

® worm Includes stream signatures and primarily focuses on providing
comprehensive worm protection. Detects server-to-client and
client-to-server worm attacks for all protocols.

The base signature pack is the default. If you do not specify a signature pack
as shown in Example 1, then the base signature pack is retrieved.

Note: Your security device allows you to load one signature pack at a time.

The unset attack db sigpack command followed by the exec attack-db
update command retrieves the basic signature pack. See “attack-db” on
page 51.

Example 1: The following command configures your security device to retrieve the
server signature pack:

set attack db sigpack server

Example 2: Use the following URL strings to configure your security device to
retrieve the base, server, client, or worm signature packs, respectively:

set attack db server http://services.netscreen.com/restricted/sigupdate

set attack db server http://services.netscreen.com/restricted/sigupdate/server
set attack db server http://services.netscreen.com/restricted/sigupdate/client

set attack db server http://services.netscreen.com/restricted/sigupdate/worm

Example 3: The following commands define the URL of the attack-object database
server and set a schedule to check the server automatically and then notify the
security device admin when the database on the server is more recent than that on
the security device:

set attack db server http://www.juniper.net/attacks
set attack db schedule daily 07:00
set attack db mode notification
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disable

group

set attack disable name_str

unset attack disable name_str

get attack disable

get attack disable sort-by [ sort-by { def-type | id | name | type } ]

disable Disables the specified predefined attack object or a list of all disabled attack
objects. You can organize the display of the list by one of the following
attributes:

m def-type: Organizes the disabled attack-object display by anomaly and
then by signature, and then within each of these two categories,
alphabetically by protocol.

m id: Organizes the disabled attack-object display numerically by ID number.

B name: Organizes the disabled attack-object display alphabetically by
attack name.

B type: Organizes the disabled attack-object display alphabetically by
anomaly and then by signature.

get attack group [ name_str | sort-by { def-type | name } |
set attack group name_str1 [ add name_str2 |
unset attack group name_strl [ remove name_str2 ]

group Specifies an attack-object group.
sort-by Indicates the organization for the display of attack groups from the local
database:

m def-type: Organizes the attack-group display by the definition type of the
group, displaying—in alphabetical order—first user-defined groups (if any)
and then predefined attack groups.

® name: Organizes the attack-group display alphabetically by attack-group
names, regardless of whether they are user-defined or predefined.
However, because all user-defined attack group names must begin with
“CS:”, they appear together alphabetically anyway.

name_str specifies a name for the creation, deletion, or modification of an
attack group. The keywords add and remove indicate whether you are
adding or deleting an attack from the specified group.

Example: The following command displays all the attack groups on the security
device by name in alphabetical order:

get attack group sort-by name

get attack id id_num

id Specifies the ID number of an attack object in the local database.

Example: The following command displays the attack object with ID number 500
in the security device:

get attack id 720



not

signature

sort-by

set attack CS:name_str not string1l severity string2

not Defines as an attack object anything in the specified context except the
user-defined attack pattern.

Example: The following command defines the attack object named CS:badlogin as
anything except the permitted FTP username “jj2345” with a medium-level
severity:

set attack CS:badlogin ftp-username not jj2345 severity medium

get attack signature [ sort-by { def-type | id | name } |

signature Displays stateful-signature attack objects currently stored in the local
database.

m sort-by: Specifies the organizational display of signature attack-objects by
one of the following attributes:

m def-type: Organizes the stateful-signature attack-object display by the
definition type of the attack object, displaying—in alphabetical
order—first user-defined objects (if any) and then predefined attack
objects.

B id: Organizes the stateful-signature attack-object display numerically by
ID number, first listing user-defined attack objects, which have no ID
number, and then predefined attack objects.

B name: Organizes the stateful-signature attack-object display
alphabetically by attack name.

Example: The following command displays signature-attack objects alphabetically
by name:

get attack signature sort-by name

get attack sort-by { def-type | id | name | type }

sort-by Specifies the organizational display of attack objects in the local database by
one of the following attributes:

m def-type: Organizes the attack-object display by the definition type of the
attack object—first anomaly and then stateful-signature attack objects.

m id: Organizes the attack-object display numerically by ID number.
B name: Organizes the attack-object display alphabetically by attack name.

m type: Organizes the attack-object display alphabetically, first by anomaly
and then by signature.

Example: The following command displays all attack objects in the security device
organized numerically:

get attack sort-by id
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attack-db

Use the attack-db commands to check and perform signature pack or attack-object
database updates. ScreenOS provides four predefined signature packs. For more
information on the signature packs, see “attack” on page 43. Use this attack-db
command along with the di command described on page 129.

NOTE:

This command is available only if Advanced mode and the Deep Inspection (DI)
key are installed on the device.

Syntax

exec attack-db { check | update }

Keywords and Variables

check

update

exec attack-db check

check Immediately checks if the attack-object database on the server is more recent
than the one on the security device.

exec attack-db update

update Updates the attack-object database on the security device immediately with
the database stored on the attack-object database server.
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audible-alarm

Syntax

get

set

Use the audible-alarm commands to activate the audible-alarm feature.

get audible-alarm

set audible-alarm { all | battery | fan-failed | power-failed | temperature }

Keywords and Variables

all

battery

fan-failed

module-failed

set audible-alarm all
unset audible-alarm all

all Enables or disables the audible alarm in the event of a fan failure, an
interface module failure, a power-supply failure, or a temperature increase
above an admin-defined threshold.

set audible-alarm battery
unset audible-alarm battery

battery Enables or disables the audible alarm in the event of a battery failure.

set audible-alarm fan-failed
unset audible-alarm fan-failed

fan-failed Enables or disables the audible alarm in the event of a fan failure.

set audible-alarm module-failed
unset audible-alarm module-failed

module-failed Enables or disables the audible alarm in the event of an interface-module
failure.
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power-failed

set audible-alarm power-failed

unset audible-alarm power-failed

power-failed Enables or disables the audible alarm in the event of a power-supply failure.
temperature

set audible-alarm temperature
unset audible-alarm temperature

temperature Enables or disables the audible alarm if the temperature rises above an
admin-defined threshold.



auth

Syntax

clear

get

Use the auth commands to specify a user-authentication method.

The four available methods include:

A built-in database
A RADIUS server
SecurlD

Lightweight Directory Access Protocol (LDAP)

NOTE:

If the security device uses SecurlD to authenticate users, and communication
problems occur with the ACE server, clear the current SecurlD shared secret from
the device (and the server) by executing the delete node_secret command.

clear [ cluster ] auth

[

history |

queue |

statistics |

table [ id id_num | infranet [ auth_id id_num ] | ipaddr ip_addr ]
]

get auth

[

banner |

history [ id id_num | ip ip_addr ] |
queue |

settings [ radius accounting ] |
statistics |

table [ id id_num | infranet [ auth_id id_num ]| ip ip_addr ]
]

55



ScreenOS CLI Reference Guide: IPv4 Command Descriptions

set
set auth

banner { ftp | http | telnet } { fail string | login string | success string }
default auth server name_str |
radius accounting
{
action cleanup-session |
port port_num
H
}

Keywords and Variables

banner
get auth banner
set auth banner { ftp | http | telnet }
unset auth banner { ftp | http | telnet }
banner Defines or displays firewall banners. The security device uses these banners
to report success or failure of login requests.
m ftp Reports on the success or failure of FTP login requests.
® http Reports on the success or failure of HTTP login requests.
m telnet Reports on the success or failure of Telnet login requests.
m fail string Specifies a message string to display when a login attempt is
unsuccessful.
B login string Specifies a message string to display when a login prompt
appears.
B success string Specifies a message string to display when a login attempt
is successful.
FTP, HTTP, and Telnet login, success, and fail banners can each be up to
4000 or greater bytes long. You can include multiple line breaks in a banner
by inserting the special symbol “/n” wherever you want a line break.
Example: The following command defines a banner for a failed FTP login attempt:
set auth banner ftp fail "FTP login attempt failed"
cluster

clear [ cluster Jauth [ ... ]

cluster Propagates the clear operation to all other devices in an NSRP cluster.
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default

history

queue

radius accounting

set auth default auth server name_str
unset auth default auth server

default auth Specifies a default firewall-authentication server (name_str). The security
server device uses this server when a security policy does not explicitly identify an
authentication server.

Example: The following command identifies the default authentication server
(Auth_Server):

set auth default auth server Auth_Server

clear [ cluster ] auth history
get auth history [ id id_num | ip ip_addr ]

history Clears or displays the history of users authenticated through the security
device.

clear [ cluster ] auth queue
get auth queue

queue Clears or displays the internal user-authentication queue.

set auth radius accounting action cleanup-session
set auth radius accounting port port_num

unset auth radius accounting action cleanup-session
unset auth radius accounting port

radius This feature allows any organization that owns or controls a RADIUS server to

accounting track RADIUS session information for billing, monitoring, or other purposes.
For example, a RADIUS server might need to record information about when
authorized sessions begin, when they end, the number of bytes or packets
exchanged during each session, and so on. Such tracking is generally referred
to as RADIUS accounting. Each RADIUS accounting session begins when the
RADIUS server receives an Accounting-Start message and ends when it
receives an Accounting-Stop message.

RADIUS accounting allows the device to monitor and manage authorized
sessions. For example, a device might clear out zombie sessions when it
receives an Accounting-Stop message from an external RADIUS client. This
could prevent misuse of wireless calls if a subsequent user gets a previous
user’s assigned IP address and attempts to use the previous user’s session.
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The port (port_num) setting specifies the port through which the device
receives Accounting-Start and Accounting-Stop messages. In addition, the
cleanup-session feature allows the device to clear out zombie sessions when
it receives an Accounting-Stop message from an external RADIUS client. This
feature prevents misuse of wireless calls if subsequent users get the same
assigned IP address and happen to use the previous user’s session in the
device.

Note: This feature is not supported on the vsys level and is for the root level
only.

Note: This feature is only for clearing zombie sessions. Enablement is not
required for the security device to support RADIUS accounting while
communicating with the RADIUS server.

settings
get auth settings radius accounting
settings Displays default user-authentication server settings. (This option yields the
same display as the get auth command.) If you specify radius accounting,
the device displays RADIUS-related parameters.
statistics
clear auth statistics
get auth statistics
statistics Clears or displays authentication run-time statistics.
table

clear [ cluster ] auth table [ id id_num | infranet [ auth_id id_num ]| ip ip_addr ]
get auth table [ id id_num | infranet [ auth_id id_num ]| ip ip_addr ]

table Displays or clears entries in the user-authentication table. Clearing the entries
forces reauthentication. Entries in the user-authentication table can
represent:

m Users currently authenticated
® Users currently undergoing authentication

B Users denied authentication

Without parameters (described below), the table option clears or displays all
table entries.

® id id_num Clears or displays a particular entry by ID (id_num).

m infranet Clears or displays a list of all Infranet Controller authentication
table entries. The output includes an auth-id, source IP address, user name,
and role ID for each authentication table entry.

® auth_id id_num Displays information about a specific Infranet Controller
authentication table entry. Specify the table entry’s auth-id for id_num.
The output includes a source IP address, user name, role 1D(s), and role
name(s) for the table entry. (For information about how to display the
role ID in the Infranet Controller, refer to the Unified Access Control
Administration Guide.)

® ip ip_addr Clears or displays all entries with a common source-IP address
(ip_addr).



Example 1: The following command clears entry 7 from the user authentication
table:

clear auth table id 7

Example 2: The following command displays authentication details from a table
entry with source [P 10.1.10.10:

get auth table ip 10.1.10.10

Example 3: The following commands display the Infranet users in the
authentication table:

device-> get auth table infranet

Total Infranet users in table: 1

auth-id src user roles age status srczone dstzone
2 10.64.9.26 userl 00000000 O N/A Null Null
device-> get auth table infranet auth-id 2
Infranet Auth Id: 2

Source IP: 10.64.9.26

Username: userl

Roles: 0000000001.000005.0

Roles-names: Users

User Context:

Sessions associated: 0

Zone: Null->Null

Note that Username, userl is displayed in the output of the first and second
command. Roles-names, Users is displayed in the second output only.
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auth-server

Use the auth-server commands to configure the security device for user
authentication with a specified authentication server. Administrators, policies, VPN
tunnel specifications, and XAuth configurations use these server specifications to
gain access to the appropriate resources.

Syntax
get
get auth-server

{
name_str |
all |
id id_num
}

set

set auth-server name_str
{
account-type { [ 802.1X ][ admin ]| [auth ][ 12tp ] [ xauth ]} |
backupl { ip_addr | name_str } |
backup2 { ip_addr | name_str } |
fail-over revert-interval number |
forced-timeout |
id id_num |
Idap
{
cn name_str |
dn name_str |
port port_num |
server-name { ip_addr | name_str }
b
radius

{
attribute

{
acct-session-id length number |
calling-station-id
H
compatibility rfc-2138 |
port port_num |
retries number |
secret shar_secret |
timeout number |
zone-verification
H
securid

{
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auth-port port_num |
duress number |
encr id_num |
retries number |
timeout number

H
server-name { ip_addr | name_str } |
src-interface interface |
timeout number |
type { Idap | radius | securid } |
username

{

domain dom_name |
separator string number number

}
}

Keywords and Variables

Variable Parameter
set auth-server name_str|[ ... ]

name_str Identifies the object name of the authentication server.

Example: The following command creates a server object name (radius!) and
specifies type RADIUS:

set auth-server radiusl type radius

account-type
set auth-server name_str account-type { [ 802.1X ][ admin ] | [ auth ][ I12tp ] [ xauth ]}

account-type Specifies the types of users authenticated by the server (name_str).

m 802.1X specifies that the server configuration uses only 802.1x protocol
for wireless connectivity between the device and the authentication server.

B admin specifies admin users.

B auth specifies authentication users.

® 12tp specifies Layer 2 Tunneling Protocol (L2TP) users.
® xauth specifies XAuth users.

You can define a user as a single user type—an admin user, an authentication
user, an L2TP user, or an XAuth user. You can combine auth, L2TP, and
XAuth user types to create an auth-L2TP user, an auth-XAuth user, an
L2TP-XAuth user, or an auth-L2TP-XAuth user. You cannot combine an
admin user with another user type.

all

get auth-server all

all Specifies all configured authentication servers.



backupl | backup2

fail-over

forced-timeout

set auth-server name_str { backupl { ip_addr | name_str } | backup2 { ip_addr |
name_str}}
unset auth-server name_str { backupl | backup2 }

backupl The IP address or DNS name of the primary backup authentication server for
an LDAP, RADIUS, or SecurlD server type.

backup2 The IP address or DNS name of the secondary backup authentication server
for an LDAP or RADIUS server type. SecurlD does not support more than one
backup server.

Example: With the following commands, you first create a RADIUS authentication
server object named “radius1” at IP address 10.1.1.50. It stores authentication user
accounts. Then you define a primary backup server at 10.1.1.51 and a secondary
backup server at 10.1.1.52:

set auth-server radius1 server-name 10.1.1.50
set auth-server radiusl type radius

set auth-server radiusl account-type auth

set auth-server radius1 backupl 10.1.1.51
set auth-server radius1 backup2 10.1.1.52

set auth-server name_str fail-over revert-interval number |
unset auth-server name_str fail-over revert-interval

fail-over This feature specifies the interval (expressed in seconds) that must pass after
an authentication attempt, before the device attempts authentication through
backup authentication servers. When an authentication request sent to a
primary server fails, the security device tries the backup servers. If
authentication via a backup server is successful, and the revert-interval time
interval has elapsed, the device sends subsequent authentication requests to
the backup server. Otherwise, it resumes sending the requests to the primary
server. The range is 0 seconds (disabled) to 86400 seconds.

This feature applies to RADIUS and LDAP servers only.

set auth-server forced-timeout number|
unset auth-server forced-timeout

forced-timeout  Specifies the time, in minutes, after which access for the authenticated user is
terminated. The auth table entry for the user is removed, as are all associated
sessions for the auth table entry. Forced timeout behavior is independent of
idle timeout setting. The default is O (disabled), the range is 0 to 10000 (6.9
days). Compare “timeout” on page 67.
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Idap

get auth-server id id_num
set auth-server name_str id id_num
unset auth-server id id_num

id The user-defined identification number (id_num) of the authentication server.
If you do not define an ID number explicitly, the security device creates one
automatically.

Example: The following command creates an identification number (200) for the
authentication server radius1:

set auth-server radius1 id 200

set auth-server name_strIdap { ... }

Idap Configures the security device to use an LDAP server for authentication.

B cn name_str The Common Name identifier used by the LDAP server to
identify the individual entered in a LDAP server. For example, an entry of
“uid” means “user ID” and “cn” means “common name”.

B dn name_str The Distinguished Name identifier is the path used by the
LDAP server before using the common name identifier to search for a
specific entry (for example, c = us;o = netscreen, where “c” stands for
“country”, and “o” for “organization”).

B port port_num Specifies the port number to use for communication with
the LDAP server. The default port number for LDAP is 389.

B server-name name_str The IP address or DNS name of the LDAP server.

Example: For an example of this option, see “Defining an LDAP Server Object” on
page 69.



radius

set auth-server name_str radius { ... }
unset auth-server name_str radius { port | timeout }

radius

Configures the security device to use a RADIUS server for authentication.
m attribute Specifies settings for RADIUS accounting.

Each time an XAuth user connects to the device and the device authenticates
the user, the device establishes a new acct-session-id, which identifies the
accounting session. The accounting session lasts between the time the device
sends the RADIUS server an Accounting-Start message, and the time it sends
an Accounting-Stop message. To identify the user, each RADIUS access or
request message may contain the calling-station-id (described below).

B acct-session-id length number The length of the account-session-id in
bytes. The acct-session-id uniquely identifies the accounting session. The
default length of this value is 11 bytes. The number setting is for
accommodating some RADIUS servers, which may have problems with
the default length. You can set the length of acct-session-id from 6 bytes
to 10 bytes, inclusive. To restore the default setting, execute the
following command:
unset auth-server name_str radius attribute acct-session-id length

m calling-station-id Enables or disables calling-station-id transmission.
The calling-station-id identifies the originator of the call. For example,
this value might consist of the phone number of the user originating the
call. To prevent sending this ID, disable the setting by executing the
following command:
unset auth-server name_str radius attribute calling-station-id

B compatibility rfc-2138 Makes RADIUS accounting comply with RFC 2138,
as compared with RFC 2865. For operations where REC 2865 (the most
recent standard) and RFC 2138 are mutually exclusive, the command
works in accordance with RFC 2138, instead of RFC 2865. In cases where
the behavior is additive, the command works compatibly with both RFC
2865 and RFC 2138.

W port port_num The port number on a RADIUS server to which the security
device sends authentication requests. The default port number is 1645.
You can change the default port number to any number between 1024 and
65535, inclusive.

B retries number The number of retries sent to the RADIUS server before
RADIUS authentication fails. The range is 1 to 20 retries.

B secret shar_secret Specifies the RADIUS shared secret (shar_secret) that is
shared between the security device and the RADIUS server. The security
device uses this secret to encrypt the user’s password that it sends to the
RADIUS server.

® timeout number The interval (in seconds) that the security device waits
before sending another authentication request to the RADIUS server if the
previous request does not elicit a response. The default is three seconds.

Example: For an example of these options, see “Defining a RADIUS Server Object”

on page 68.
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securid

server-name

src-interface

set auth-server name_str securid auth-port port_num
set auth-server name_str duress number

set auth-server name_str encr id_num

set auth-server name_str retries number

set auth-server name_str timeout number

securid Configures the security device to use a SecurlD server for authentication.

B auth-port port_num Specifies the port number to use for communications
with the SecurlD server. The default SecurlD port number is 5500.

W duress { 0 | 1 } If the SecurID server is licensed to use duress mode, a
value of 0 deactivates it and 1 activates it. When duress mode is activated,
a user can enter a special duress PIN number when logging in. The security
device allows the login, but sends a signal to the SecurID server, indicating
that someone is forcing the user to login against his or her will. The
SecurlD auth server blocks further login attempts by that user until he or
she contacts the SecurlD server admin.

m encr { 0| 1 } Specifies the encryption algorithm for SecurID network
traffic. A value of 0 specifies SDI, and 1 specifies DES. We recommend the
default encryption type DES.

B retries number Specifies the number of retries between requests for
authentication.

B timeout number Specifies the length of time (in seconds) that the security
device waits between authentication retry attempts.

Example: For an example of this option, see “Defining a SecurlD Server Object” on
page 69.

set auth-server name_str server-name ip_addr
set auth-server name_str server-name name_str

server-name The IP address or DNS name of the authentication server.

set auth-server name_str src_interface interface

src-interface Instructs the device to transmit authentication requests (RADIUS or SecurlD)
through the specified interface.



timeout

set auth-server name_str timeout number
unset auth-server name_str timeout

timeout Specifies how many minutes must elapse after the termination of an
authentication, L2TP, or XAuth user’s last session before the user needs to
reauthenticate. The default timeout value is 10 minutes, and the maximum
setting is 255 minutes. If the user initiates a new session before the
countdown reaches the timeout threshold, the user does not have to
reauthenticate and the timeout countdown resets.

If the user is an admin user, this setting specifies how many minutes of
inactivity must elapse before the security device times out and closes an
admin session. The default is 10 minutes and the maximum is 1000 minutes.
Compare with “forced-timeout” on page 63.

Example: For an example of this option, see “Defining a SecurlD Server Object” on

page 69.
type
set auth-server name_str type { Idap | radius | securid }
type Specifies the type of authentication server—LDAP, SecurlD or RADIUS. The
unset command sets type to radius.
Example: For an example of this option, see “Defining a RADIUS Server Object” on
page 68.
username

set auth-server name_str username domain dom_name

set auth-server name_str username separator string number number
unset auth-server name_str username domain

unset auth-server name_str username separator

username Specifies a domain name for a particular auth server, or a portion of a
username from which to strip characters. If you specify a domain name for
the auth server, it must be present in the username during authentication.

The device uses a separator character to identify where stripping occurs.
Stripping removes all characters to the right of each instance of the specified
character, plus the character itself. The device starts with the right most
separator character.

The parameters for this feature are as follows:
B string is the character separator.

B number is the number of character separator instances with which to
perform the character stripping.

If the specified number of separator characters (number) exceeds the actual
number of separator characters in the username, the command stops
stripping at the last available separator character.

Note: The device performs domain-name matching before stripping.
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Example: In the following example, you strip characters to the right of two
instances of a separator character in a username.

m  Auth server name Acme_Server
m  Username bob@hello@jnpr.com
m  Separator is @

m  Number of instances 2

set auth-server Acme_Server username separator bob@hello@jnpr.com number 2
The resulting username is bob.

zone-verification

set auth-server name_str radius zone-verification
unset auth-server name_str radius zone-verification

zone-verification Verifies the zones the user is a member of and the zone configured on the
port.

An authentication check can include support for zone verification. This
command requires the specified RADIUS server to support RADIUS VSA
enhancement. Authentication is allowed only if the zone configured on the
port is a zone that a user is a member of.

In your dictionary file, add an attribute name of Zone_Verification as a string
attribute type. The vendor ID is 3224, and the attribute number is 10.

Example: For an example of this option, see “Defining a RADIUS Server Object” on
page 68.

Defining a RADIUS Server Object

The following commands define an auth-server object for a RADIUS server:

set auth-server radiusl type radius

set auth-server radiusl account-type auth 12tp xauth
set auth-server radius1 server-name 10.1.1.50

set auth-server radius1 backup1 10.1.1.51

set auth-server radius1 backup2 10.1.1.52

set auth-server radius1 radius port 4500

set auth-server radius1 radius timeout 4

set auth-server radiusl radius secret A56htYY97kI
set auth-server radius1 radius zone-verification

save

If you are using vendor-specific attributes, you must load the netscreen.dct file on
the RADIUS server.



Defining a SecurlD Server Object

The following commands define an auth-server object for a RADIUS server:

set auth-server securidl type securid

set auth-server securid1 server-name 10.1.1.100
set auth-server securidl backupl 10.1.1.110
set auth-server securidl timeout 60

set auth-server securidl account-type admin

set auth-server securidl securid retries 3

set auth-server securidl securid timeout 10

set auth-server securidl securid auth-port 15000
set auth-server securidl securid encr 1

set auth-server securidl securid duress 0

save

Defining an LDAP Server Object
The following commands define an auth-server object for an LDAP server:

set auth-server Idap1 type Idap

set auth-server Idap1 account-type auth

set auth-server Idap1 server-name 10.1.1.150

set auth-server Idap1l backupl 10.1.1.151

set auth-server Idapl backup2 10.1.1.152

set auth-server Idapl1 timeout 40

set auth-server Idap1 Idap port 15000

set auth-server Idap1 Idap cn cn

set auth-server Idapl Idap dn c=us;o=netscreen;ou=marketing
save

The following command lists all auth-server settings:

get auth-server all
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av

On select security devices, use the av commands to perform the following tasks:

Configure your device to support an external antivirus (AV) scanner

External AV scanning occurs when the security device redirects traffic to an
external Internet Content Adaptation Protocol (ICAP) AV scan server. Use the
commands in this section and in “icap” on page 213 to configure the ICAP
client on your security device to support the external AV scanner.

Configure your device to support the internal AV scanner (scan-mgr)

Internal AV scanning occurs when the embedded scanner in the security device
scans traffic for viruses. Juniper Networks supports two embedded scan
engines, Trend Micro and Juniper-Kaspersky. With a few exceptions, both scan
engines support all the same antivirus features.

Support policy-based scanning

AV scanning profiles increase the flexibility and granularity of AV scans. You
may scan for viruses based on application protocol, file extensions, or content
type. Profile-based scanning allows you to configure a profile to scan traffic and
assign the profile to a policy.

Download or update AV pattern files regularly for internal AV scanner

Notify sender and receiver by email of virus information

For more information about antivirus concepts and how to use these commands,
refer to Volume 4: Attack Detection and Defense Mechanisms in the Concepts &
Examples ScreenOS Reference Guide.

NOTE:

To activate internal AV scanning, you must first obtain and load an AV license key.
An AV license is not required if you are using an external AV scanner.
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Context Initiation

Executing the set av profile name_str command without specifying further options
places the CLI within the context of a new or an existing AV profile. For example,
the following commands initiate a custom profile named jnpr-profile, that by
default is configured to scan FTP, HTTP, IMAP, POP3, SMTP, and ICAP traffic.

The following procedure invokes the profile and disables scanning of SMTP traffic:
1. Enter the AV profile context:

device-> set av profile jnpr-profile
device(av:jnpr-profile)->

After you enter an AV profile context, all subsequent command executions
modify the specified AV profile (jnpr-profile).

2. Configure the AV scan engine to disable scanning of SMTP traffic:
device(av:jnpr-profile)-> unset smtp enable

3. Exit the AV profile context:
device (av:jnpr-profile)-> exit

4. Link the AV profile to a firewall policy. Only one AV profile can be linked to a
specific firewall policy.
device-> set policy id policy_num av jnpr-profile
For more information about assigning an AV profile to a firewall policy, see
“av” on page 460.

5. Save your changes:

device-> save

Syntax

clear
clear av statistics

exec (for internal av only)
exec av scan-mgr

{

pattern-download tftp-server ip_addr file filename version number |
pattern-update

}



get

get av

{
all |
extension-list name_str |
http |
mime-list name_str |
profile name_str |
scan-mgr |
session

[ src-ip ip_addr/mask |

[ dst-ip ip_addr/mask ]
[ src-port port_num1 [ port_num2]]
[ dst-port port_num1 [ port_num2]1]|

statistics

}

set
set av

{
all { fail-mode { traffic [ permit ] } | resources number} |
extension-list name_str { string1[;string2...;stringn] } |
http
{
keep-alive |
trickling { numberl number2 number3 | default } |
webmail { enable | url-pattern-name name_str { args string | host string |
path url_str } [ exclude ]}
H
mime-list name_str { string1 [;string2...;stringn 1} |
profile name_str |
scan-mgr
{
max-content-size { drop | number } |
max-msgs { drop | number } |
pattern-type { extended | itw | standard } |
pattern-update-url url_str interval number |
queue-size number
1
}

get (within a profile context)
get { ftp | http | imap | pop3 | smtp | icap }
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set (within a profile context)

set
{
ftp | http | imap | pop3 | smtp | icap
{
decompress-layer number |
enable |
extension-list { include name_str | exclude name_str } |
scan-mode
{
scan-all |
scan-intelligent |
scan-ext
}
timeout number
H
http skipmime { enable | mime-list string } |
icap { name_str | req-url url_str | resp-url url_str } |
imap | pop3 | smtp
{ email-notify
{
scan-error { sender | recipient } |
virus sender
}
1
}

Keywords and Variables

all

get av all
set av all { fail-mode traffic permit } | resources number }
unset av all { fail-mode traffic | resources }

all Specifies all Av-related information, including the following:

m fail-mode Determines whether traffic is permitted to pass through when
an error condition occurs. The traffic permit switch allows the traffic to
pass when an error condition occurs.

B resources number Determines how many resources (number of
connections, expressed as a percentage of total resources) the client can
use. The default is 70.

Example 1: The following command allows traffic to pass when an error condition
oCCurs:

set av all fail-mode traffic permit

Example 2: The following command instructs the device to drop traffic if an error
condition occurs.This is the default behavior.

unset av all fail-mode traffic



Example 3: The following command allows each AV client to use 20 percent of the

total resources:

set av all resources 20

extension-list

get av extension-list [ name_str ]
set av extension-list name_str { string1 [;string2 ...;stringn] }
unset av extension-list name_str

extension-list

Specifies a file extension list (name_str) with a list of extensions (string!
through stringn). The security device uses these file extensions to make
decisions on which files undergo AV scanning. File extensions are case-
insensitive and separated by a semicolon. An empty file extension is
represented by quotation marks ().

The maximum length for any name_str is 29 bytes. The maximum length for
string1 through stringn is 255 bytes.

Example: The following command specifies a list named “acme” with file

extensions .exe,

.com, and .pdf for AV scanning.

set av extension-list acme exe;com;pdf

ftp, http, imap, pop3, smtp, icap (within a profile context)
get { ftp | http | imap | pop3 | smtp | icap }
set { ftp | http | imap | pop3 | smtp | icap } { ... }
unset { ftp | http | imap | pop3 | smtp | icap } { ... }

ftp | http | imap |
pop3 | smtp | icap

Displays or sets AV scanning options for communication protocols.

m ftp Enables AV scanning of File Transfer Protocol (FTP) traffic.
® http Enables AV scanning of Hypertext Transfer Protocol (HTTP) traffic.

B imap Enables AV scanning of Internet Mail Access Protocol (IMAP) traffic.

B pop3 Enables AV scanning of Post Office Protocol, version 3 (POP3) traffic.

B smtp Enables AV scanning of Simple Mail Transfer Protocol (SMTP) traffic.

m jcap Enables external AV scanning for this profile.

Note: External AV scanning is supported for HTTP and SMTP traffic only.
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B decompress-layer number Specifies how many layers of nested
compressed files the internal AV scanner can decompress before it
executes the virus scan. For example, if a message contains a
compressed .zip file that contains another compressed .zip file, there are
two compression layers, and decompressing both files requires a
decompress-layer setting of 2. Valid settings are between 1 and 4, so
the AV scanner can decompress up to four layers of compressed files.
The default for HTTP is 2; for all other protocols it is 3.

When transmitting data, some protocols use content encoding. The AV
scan engine needs to decode this layer, which is considered a
decompression level before it scans for viruses.

B enable Enables the specified protocol.

m extension-list { include | exclude } Specifies the extension list (string)
to include or exclude in the scan process. See “extension-list” on page
75. The include switch instructs the security device to scan the file
extensions in the list. The exclude switch instructs the device to not
scan the file extensions in the list. Only one extension list can be
included or excluded for each protocol.

® scan-mode Specifies how the scan engine scans traffic for a specific
protocol. scan-all specifies that the engine scan all traffic at all times.
scan-intelligent specifies that the engine use a more sophisticated
algorithm to scan the traffic. Although scan-intelligent is not as safe as
scan-all, it may reduce overhead. scan-ext bases all scanning decisions
on the file extensions in the traffic.

B timeout number Changes the timeout value for an AV session on a
per-protocol basis. By default, an AV session times out after 180 seconds
of inactivity. The range is 1 to 1800 seconds.

http skipmime  Skips the specified MIME list from AV scanning.

B enable Enables the skipmime option. By default, skipmime is enabled.

B mime-list string Specifies the MIME list to skip. (For more information

about mime-list, see “mime-list” on page 79.) Only one MIME list can be
linked to a profile.

imap | pop3 | email-notify Notifies the sender or recipient about detected viruses or
smtp scanning errors.

B scan error Sends email to sender or recipient on scanning errors.

® sender Notifies sender if an email message is dropped as a result of a
scan error.

B recipient Notifies recipient if an email message is passed as a result of a
scan error.

m virus sender Notifies sender if a virus is found in an email message.

Example: The following commands allow you to email virus or scan-error
notification messages to senders or recipients. (For more information on invoking a
profile, see “Context Initiation” on page 72.)

m  To send virus notification messages to sender:

device-> set av profile jnpr-profile
device(av:jnpr-profile)-> set imap email-notify virus sender

m  To send scan error notification messages to sender:

device-> set av profile jnpr-profile
device(av:jnpr-profile)-> set imap email-notify scan-error sender



http

m  To disable sending scan error notification messages to recipient

device-> set av profile jnpr-profile
device(av:jnpr-profile)-> unset imap email-notify scan-error recipient

m  To disable sending virus notification messages to sender

device-> set av profile jnpr-profile
device(av:jnpr-profile)-> unset imap email-notify virus sender

get av http
setavhttp{...}

unset av http { keep-alive | trickling | webmail { enable | url-pattern-name name_str } }

http Displays or sets HTTP configuration options for AV scanning.

B Keep-alive Directs the security device to use the HTTP keep-alive
connection option. Use this option to prevent the device from modifying a
connection header for each request. (By default, the device uses the HTTP
close connection option.)

m trickling Configures the security device for HTTP trickling, which
automatically forwards specified amounts of unscanned HTTP traffic to the
requesting HTTP host. Trickling prevents the host from timing out while
the AV scanner is busy examining downloaded HTTP files.

number! Minimum HTTP file size needed to trigger the trickling action.
The default is 3 MB.

number2 Size of each block of traffic the security device sends to the AV
scanner. The default is 1 MB.

number3 Length of each trickle of unscanned HTTP traffic that the
security device forwards to the host when the conditions specified by
number?2 is met. The default is 500 bytes.

default Restores all HTTP trickling settings to the default values.

B webmail Configures the security device for webmail scanning.

enable Enables webmail scanning only.
The default behavior is a full HTTP scan including webmail. Note: Make
sure a policy enabling HTTP exists.

url-pattern-name name_str Specifies a URL pattern name identifying a
webmail type to examine for virus patterns. When the URL matches all
of the following parameters, the AV scanner performs a virus scan:

- args string Specifies URL arguments that begin with a “?”.

- host string Specifies the host name included in the URL.

- path url_str Specifies the URL path for the webmail type.

The exclude switch directs the device to exclude traffic that matches
any of the above specified strings.

Example 1: The following command configures HTTP trickling to trickle 800 bytes
of content for every 2 MB scanned and to initiate trickling when the HTTP file is

6 MB or larger:

set av http trickling 6 2 800
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Example 2: The following commands enable webmail scanning only and creates
the URL pattern name “acme” for different webmail types.

m  Examine for virus patterns in the host type acme.com:

set av http webmail url-pattern-name acme host www.acme.com

m  Examine for virus patterns in paths with a matching prefix string
lacme/marketing:

set av http webmail url-pattern-name acme path /acme/marketing

m  Examine for virus patterns in all paths, except in paths containing the matching
prefix string, /acme/marketing

set av http webmail url-pattern-name acme path /acme/marketing exclude

m  Remove the specified path type for webmail url pattern, ACME:

unset av http webmail url-pattern-name acme path

icap (within a profile context)

get icap

unset icap

set icap { name_str | req-url url_str | resp_-rl url_str}
unset icap { name_str | req-url url_str | resp-url url_str }

icap

nhame-str

req-url

resp-url

Displays or sets ICAP configuration options for external AV scanning

Binds a single ICAP server or an ICAP server group to the AV profile.

Configures unique name strings for ICAP servers and server groups. Your
security device selects either the ICAP server specified by name-str or the
load-balanced server from an ICAP server group. The maximum string length
for the server or server group name is 31 characters.

Configures the request URL string on the ICAP server to scan all POST
transactions (files that are being posted to the Internet) for viruses. The
default request service string, /SYMCScanReq-AV, is valid for the Symantec
scan engine 5.0 ICAP server. Modify this URL string if you are communicating
with a different ICAP server. The maximum string length for the URL is 255.

Configures the response URL string on the ICAP server to scan responses
returned by an HTTP/SMTP server. The default response service string,
ISYMCScanResp-AV, is valid for the Symantec scan engine 5.0 ICAP server.
Modify this URL string if you are communicating with a different ICAP server.
The maximum string length for the URL is 255.



mime-list

get av mime-list [ name_str ]
set av mime-list name_str { string1 [;string2...;stringn] }
unset av mime-list name_str

mime-list Specifies a Multipurpose Internet Mail Extension (MIME) list name (name_str)
with a list of MIME types (string! through stringn). The security device uses
such MIME types to decide which HTTP traffic must undergo AV scanning.

The MIME entries are case-insensitive and separated by a semicolon. An
empty MIME string is invalid and should not appear in the MIME list. If the
MIME entry ends with a slash (/), then the matching is a prefix match. The
maximum length for string! through stringn is 40 bytes.

The default MIME list, ns-skip-mime-list, includes the following predefined
MIME types:

B application/x-director
application/pdf
image/

video/

audio/

text/css

text/ntml

The maximum number of MIME lists for each vsys (and root) is 9.

Example: The following commands configure a list of HTTP MIME types (text/plain;
text/css; text/html; image/) and enables the list for HTTP skipmime:

set av mime-list textmime-list text/plain;text/css;text/html;image/
set av profile HTTPProfile

device(av:HTTPProfile)-> set http skipmime enable
device(av:HTTPProfile)-> set http skipmime mime-list textmime-list

A traffic MIME type, image/gif, is a prefix match of the MIME entry image/. A traffic
MIME type, text/css, is a prefix match of the MIME entry text/css. A traffic
mime-type, image/gif, does not prefix-match any MIME type in the mime-list.

profile

get av profile name_str
set av profile name_str
unset av profile name_str

profile Configures or displays an AV profile. Policies use AV profiles to determine
which traffic undergoes AV examination and the actions to take as a result.
Only one AV profile can be linked to a specific firewall policy. For more
information about creating user-defined AV profiles and assigning an AV
profile to a firewall policy, see “av” on page 460.

Two predefined AV profiles, ns-profile and scan-mgr, exist on your device.
scan-mgr is automatically generated during upgrade to migrate the global
scan-mgr settings.
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scan-mgr

exec av scan-mgr pattern-download tftp-server ip_addr file filename version number
exec av scan-mgr pattern-update

get av scan-mgr { ...
set av scan-mgr { ...

}
}

unset av scan-mgr { max-content-size [ drop ]}

scan-mgr Configures, displays, or performs actions on parameters that control internal
AV scanning:

max-content-size number Specifies the maximum size of content for a
single message that the internal AV scanner scans for virus patterns. If you
enable the drop option and the total content of an incoming message
exceeds the maximum, the security device drops the message content
without checking for viruses. If you unset the drop option, the security
device passes traffic without examining it. The range for max-content-size
is 20 to 10,000 KB, inclusive. The default maximum content size is

10,000 KB.

max-msgs number Specifies the maximum number of concurrent
messages that the internal AV scanner scans for virus patterns. If you
enable the drop option and the number of messages exceeds the
maximum, the internal AV scanner drops the latest message content. The
range for max-msgs is between 1 and 16 messages, inclusive. The default
value is 16.

pattern-download Retrieves pattern files directly from a host for manual
updates. Note: This keyword is supported on the Trend Micro scan engine
only.

m tftp-server ip_addr Specifies the host from which the security device
retrieves an updated pattern file.

u file filename Specifies the name of the pattern file retrieved from a host.

m version number Specifies the version number of the pattern file. The
version number verifies the validity of the pattern file.

pattern-type Selects the AV-scan engine signature databases. The selected
database affects the AV scan engine’s performance and coverage of virus
signatures. For example, selecting the extended option provides a
comprehensive coverage of pattern signatures but may affect the
performance of the device. Note: This keyword is supported on the
Juniper-Kaspersky scan engine only.

m extended Includes virus signatures in the standard database and other
supplemental databases. In addition to all virus and spyware programs,
this option also detects adware, pornware, riskware, and greyware. This
option may display more false positives.

m itw Uses in-the-wild virus signatures only, This database detects
in-the-wild virus and spyware programs. This option scans the most
prevalent viruses, although it provides increased performance.

m standard Uses the default standard virus database (downloaded by the
pattern-update command), which detects all viruses (including
polymorphic and other advanced viruses) and also provides inbound
spyware and phishing protection.

pattern-update Executes the pattern update (specified by the
pattern-update-url option, described below).



B pattern-update-url url_str Specifies the URL address of the server from
which the security device updates the pattern files. The URL address
format is http[s]://host[:port]/path. (See examples below.)

interval number Specifies the time interval (in minutes) between automatic
updates to the signature database. Specifying a value of zero disables
automatic pattern update.

B queue-size Determines the number of messages that each of the 16
queues can support simultaneously. After the security device sends 16 data
units to the internal scanner, it stores subsequent data units in queues to
await scanning. The size of each queue can range between 1 and 16. The
default queue size is 16.

Example: The following commands show examples of updating pattern signatures
from a URL location:

set av scan-mgr pattern-update-url http://update.juniper-updates.net/av/5gt int 60
set av scan-mgr pattern-update-url
http:/ /5gt-p.activeupdate.trendmicro.com:80/activeupdate/server.ini int 60

session

get av session [ [ src-ip ip_addr ] [ dst-ip ip_addr ] [ src-port port_num1 [ port_num?2 ] ]
[ dst-port port_num1 [ port_num2 ] ]

session Displays the status of the current application sessions and packet queue size.

B src-ip ip_addr/mask matches the source IP address and mask of the
session.

B dst-ip ip_addr/mask specifies the destination IP address and mask of the
session.

B src-port port_numl [ port_num2 ] matches the specific source port number
(lower boundary) or a range of port numbers for that session.

B dst-port port_numl [ port_num2 ] matches the specific destination port
number (lower boundary) or a range of port numbers for that session.

statistics

clear av statistics
get av statistics

statistics Clears or displays all accumulated statistical AV counters.
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BGP Commands

Use the bgp context to configure Border Gateway Protocol (BGP) in a virtual router.

Context Initiation

Initiating the bgp context requires the following two steps:

1. Enter the vrouter context by executing the set vrouter command:

set vrouter vrouter

where vrouter is the name of the virtual router. (For all examples that follow,
assume that vrouter is the trust-vr virtual router.)

2. Enter the bgp context by executing the set protocol bgp command.

device(trust-vr)-> set protocol bgp as_num

where as_num is the number of the autonomous system in which the BGP
routing instance resides. Once you define an autonomous system number for
the BGP routing instance, you no longer have to enter the number in the set
protocol bgp command.

BGP Command List

The following commands are executable in the bgp context. Click on a keyword in
the table to go to complete syntax and usage information.

advertise-def-route

aggregate

always-compare-med

Use the advertise-def-route commands to advertise or display the
default route in the current virtual router to peers.

Command options: set, unset

Use aggregate commands to create, display, or delete aggregate
addresses.

Aggregation is a technique for summarizing a range of routing addresses
into a single route entry, expressed as an IP address and a subnet mask.
Aggregates can reduce the size of the routing table, while maintaining its
level of connectivity. In addition, aggregates can reduce the number of
advertised addresses, thus reducing overhead.

Command options: get, set, unset

Use the always-compare-med commands to enable or disable the
security device from comparing paths from each autonomous system
(AS) using the Multi-Exit Discriminator (MED). The MED value is one of
the criteria that determines the most suitable route to the neighbor
device.

Command options: get, set, unset
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as-number

as-path-access-list

comm-rib-in

community-list

confederation

config

enable

flap-damping

hold-time

keepalive

local-pref

84 =

Use the as-number command to display the autonomous system
number configured for the BGP routing instance. When you create the
BGP routing instance in a virtual router, you must specify the
autonomous system (AS) in which it resides.

Command options: get

Use as-path-access-list commands to create, remove, or display a
regular expression in an AS-Path access list.

An AS-path access list serves as a packet filtering mechanism. The
security device can consult such a list and permit or deny BGP packets
based on the regular expressions contained in the list. The system can
have up to 99 AS-path access lists.

Command options: get, set, unset

Use the comm-rib-in command to display the BGP internal routing
information base learned from peers within a community.

Command options: get

Use community-list commands to enter a route in a community list, to
remove a route from the list, or to display the list.

Command options: get, set, unset
Use the confederation commands to create a confederation, to remove
a confederation, or to display confederation information.

Confederation is a technique for dividing an AS into smaller sub-ASs and
grouping them. Using confederations reduces the number of
connections inside an AS, thus simplifying full mesh topology.

Command options: get, set, unset

Use the config command to display the BGP configuration.

Command options: get

Use the enable commands to enable or disable the BGP routing protocol
in a virtual router.

Command options: set, unset

Use the flap-damping commands to enable or disable the flap-damping
setting.

Enabling this setting blocks the advertisement of a route until the route
becomes stable. Flap damping allows the security device to prevent
routing instability at an AS border router, adjacent to the region where
instability occurs.

Command options: get, set, unset

Use the hold-time commands to specify or display the maximum
amount of time (in seconds) that can elapse between keepalive
messages received from the BGP neighbor.

Command options: get, set, unset

Use the keepalive commands to specify the amount of time (in seconds)
that elapses between keepalive packet transmissions. These
transmissions ensure that the TCP connection between the local BGP
router and a neighbor router stays up.

Command options: get, set, unset
Use the local-pref command to configure a LOCAL_PREF value for the
BGP routing protocol. The LOCAL_PREEF attribute is the metric most

often used in practice to express preferences for one set of paths over
another for IBGP.

Command options: get, set, unset



advertise-def-route

med

neighbor

network

redistribute

redistribution

reflector

reject-default-route

retry-time

rib-in

router-id

synchronization

Use the med commands to specify or display the local Multi-Exit
Discriminator (MED).

Command options: get, set, unset

Use the neighbor commands to set or display configuration parameters
for communicating with BGP peers.

Command options: clear, exec, get, set, unset

Use the network commands to create, display, or delete network and
subnet entries. The BGP virtual router advertises these entries to peer

devices, without first requiring redistribution into BGP (as with static
routing table entries).

Command options: get, set, unset

Use the redistribute commands to import routes advertised by external
routers that use protocols other than BGP, or to display the current
redistribution settings.

Command options: set, unset

Use the redistribution command to display the BGP redistribution rules.

Command options: get

Use the reflector commands to allow the local BGP virtual router to
serve as a route reflector.

A route reflector is a router that passes Interior BGP (IBGP) learned routes
to specified IBGP neighbors (clients), thus eliminating the need for each
router in a full mesh to talk to every other router. The clients use the
route reflector to readvertise routes to the entire autonomous system
(AS).

Command options: get, set, unset

Use the reject-default-route commands to enable, disable, or display
the reject-default-route setting. Enabling this setting makes the security
device ignore default route advertisements from a BGP peer router.

Command options: get, set, unset

Use the retry-time command to specify the amount of time (in seconds)
after failing to establish a BGP session with a peer that the local BGP
routing instance retries to initiate the session.

Command options: set, unset

Use the rib-in command to display the internal routing information base
learned from peers.

Command options: get

Use the router-id command to display the router ID for the virtual
router.

Command options: get

Use the synchronization command to enable synchronization with
Interior Gateway Protocol (IGP).

Command options: set, unset

Use the advertise-def-route commands to advertise or display the default route in
the current virtual router to BGP peers.

Before you can execute the advertise-def-route command, you must initiate the
bgp context. (See “Context Initiation” on page 83.)
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aggregate

Syntax

set advertise-def-route

Keywords and Variables
None.

Use aggregate commands to create, display, or delete aggregate addresses.

Aggregation is a technique for summarizing a range of routing addresses into a
single route entry. Each aggregate is an address range expressed as an IP address
and a subnet mask value. Aggregation can reduce the size of a router’s routing
table, while maintaining its level of connectivity. In addition, aggregation can
reduce the number of advertised addresses, thus reducing overhead.

Before you can execute an aggregate command, you must initiate the bgp context.
(See “Context Initiation” on page 83.)

Syntax

get
get aggregate [ ip_addr/mask ]

set

set aggregate
[ ip_addr/mask [ as-set ]
[ summary-only | suppress-map name_str ]
[ advertise-map name_str ] [ attribute-map name_str ]

]

Keywords and Variables

advertise-map
set aggregate ip_addr/mask advertise-map name_str

advertise-map  Selects the routes that match the specified route-map for the AS-Path path
attribute of the aggregate route entry.

as-set
set aggregate ip_addr/mask as-set [ ... ]

as-set Specifies that the aggregate uses an unordered set of AS numbers (the AS-Set
field is set in the AS-Path path attribute) instead of an ordered sequence (the
AS-Sequence field is set in the AS-Path path attribute). This option supports
the aggregation of routes with different AS-Paths.

attribute-map
set aggregate ip_addr/mask attribute-map name_str

attribute-map Changes the attributes of the aggregate route to those in the specified route
map.



summary-only
set aggregate ip_addr/mask [ as-set ] summary-only

summary-only  Specifies that more specific routes that fall into the aggregate route prefix
range are not advertised.

Example: The following command specifies that the aggregate uses an unordered
set of AS numbers, while suppressing more specific routes.

set aggregate 3.3.3.3/24 as-set summary-only

suppress-map
set aggregate ip_addr/mask suppress-map name_str

supress-map Suppresses the routes that match the specified route map.

always-compare-med

as-number

Use the always-compare-med commands to enable or disable the security device
from comparing paths from each autonomous system (AS) using the Multi-Exit
Discriminator (MED). The MED is one of the criteria that determines the most
suitable route to the neighbor device.

Before you can execute an always-compare-med command, you must initiate the
bgp context. (See “Context Initiation” on page 83.)

Syntax

get
get always-compare-med

set
set always-compare-med

Keywords and Variables

None.

Use the as-number command to display the autonomous system number
configured for the BGP routing instance. When you create the BGP routing instance
in a virtual router, you must specify the autonomous system (AS) in which it
resides.

Before you can execute the as-number command, you must initiate the bgp
context. (See “Context Initiation” on page 83.)

Syntax

get as-number
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Keywords and Variables

None.

as-path-access-list

Use as-path-access-list commands to create, remove, or display a regular
expression in an AS-Path access list.

An AS-path access list serves as a packet filtering mechanism. The security device
can consult such a list and permit or deny BGP packets based on the regular
expressions contained in the list.

Before you can execute an as-path-access-list command, you must initiate the bgp
context. (See “Context Initiation” on page 83.)

Syntax

get
get as-path-access-list

set
set as-path-access-list id_num { deny | permit } string

Keywords and Variables

Variable Parameters

set as-path-access-list id_num { deny | permit } string
unset as-path-access-list id_num { deny | permit } string

id_num The identification number of the access list (range 1 - 99 inclusive).
string The regular expression used for BGP packet filtering. You can use the
following in the regular expression:
m ‘A’ The start of a path
® ‘S’ The end of a path
‘{* The start of an AS_SET
‘}' The end of an AS_SET
‘(" The start of an AS_CONFED_SET or AS_CONFED_SEQ
)’ The end of an AS_CONFED_SET or AS_CONFED_SEQ

" Matches any single character

[
|

|

[

|

m *’ Matches zero or more characters

B ° +’ Matches one or more characters
B '’ Matches zero or one instance of a punctuation character
m ‘[]’ Specifies a set of characters

m -’ Used within brackets to specify a range of AS numbers
|

‘A’ Used as the first item within brackets to exclude AS numbers

deny | permit

set as-path-access-list id_num { deny | permit } string
unset as-path-access-list id_num { deny | permit } string



comme-rib-in

community-list

deny | permit Denies or permits BGP packets containing the regular expression (string).

Example: The following command places the regular expression “23” in an
AS-Path access list with ID number 10:

set as-path-access-list 10 permit 23

Use the comm-rib-in command to display the BGP internal routing information
base learned from peers within a community.

Before you can execute the comm-rib-in command, you must initiate the bgp
context. (See “Context Initiation” on page 83.)

Syntax

get comm-rib-in

Keywords and Variables

None.

Use community-list commands to create a community list that defines community

attributes of routes that are permitted or denied.

A community consists of routes that are associated with the same identifier.
Routers can use the community identifier when they need to treat two or more
advertised routes in the same way.

Before you can execute a community-list command, you must initiate the bgp
context. (See “Context Initiation” on page 83.)

Syntax

get
get community-list

set

set community-list id_num1 { default-permit | deny | permit }
[ number | as id_num2 id_num3 |
no-advertise | no-export | no-export-subconfed | none

]

Keywords and Variables

Variable Parameters

set community-list id_num1 { deny | permit | default-permit} number
unset community-list id_num1 { deny | permit | default-permit} number

id_num1 The identifier of the community list (range 1 - 99 inclusive).
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20

number The community number, which can be between 0-65535 inclusive.

Example: The following command defines the community list 20 that denies routes
with the community value 200.

set community-list 20 deny 200

as

set community-list id_num1 { deny | permit } as id_num2 id_num3
unset community-list id_numZ1 { deny | permit } as id_num2 id_num3

as Defines a private community, in the form of an AS number (id_num?2) and a
community number defined within the AS (id_num3). The community
number can be between 0-65535 inclusive.

Example: The following command creates a community list with an ID of 10 that
permits the community 11 in AS 10000:

set community-list 10 permit as 10000 11

deny | permit | default-permit

set community-list id_num1 { deny | permit } [ ... ]
unset community-list id_num1 { deny | permit } [ ... ]

deny | permit Denies or permits routes with the specified community value.

default-permit  Permits the route if it does not match any community value specified in the
community list. By default, routes that do not match community values in the
community list are denied.

Example: The following command defines the community list 20 that denies routes
with the community value 200.

set community-list 20 deny 200

no-advertise

set community-list id_num1 { deny | permit } no-advertise
set community-list id_num1 { deny | permit } no-advertise

no-advertise Specifies that the security device does not advertise routes with this
community value in the communities attribute to any peer devices.

no-export

set community-list id_num1 { deny | permit } no-export
set community-list id_num1 { deny | permit } no-export

no-export Specifies that the security device does not advertise routes with this
community value to EBGP peers, except subautonomous systems within the
confederation.



confederation

no-export-subconfed

set community-list id_num1 { deny | permit } no-export-subconfed
set community-list id_num1 { deny | permit } no-export-subconfed

no-export-subconfed Specifies that the security device does not advertise routes with this
community value to any external peers.

none

set community-list id_num1 { deny | permit } none
set community-list id_num1 { deny | permit } none

none Specifies that the security device remove community values.

Use the confederation commands to create a confederation, to remove a
confederation, or to display confederation information.

Confederation is a technique for dividing an AS into smaller sub-ASs and grouping
them. Using confederations reduces the number of connections inside an AS,
simplifying the routing matrices created by meshes.

Before you can execute a confederation command, you must initiate the bgp
context. (See “Context Initiation” on page 83.)

Syntax

get
get confederation

set

set confederation { id id_num1 | peer id_num2 | rfc3065 }
Keywords and Variables

id

set confederation id id_num1
unset confederation id

id The identification number (id_num1) of the confederation.
Example: The following command creates a confederation with an ID of 10:
set confederation id 10

peer

set confederation peer id_num2
unset confederation peer id_num2
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peer id_num2 The identifier of a new peer autonomous system (AS) entry.
Example: The following command adds AS 45040 to the confederation:

set confederation peer 45040

rfc3065

set confederation rfc3065
unset confederation rfc3065

rfc3065 Specifies configuration in compliance with RFC 3065. The default is
compliance with REC 1965.

config

Use the config command to display the CLI commands used in the BGP
configuration in the current virtual router.

Before you can execute the config command, you must initiate the bgp context.
(See “Context Initiation” on page 83.)

Syntax
get config

Keywords and Variables

None.

enable

Use the enable commands to enable or disable the BGP routing protocol in a virtual
router.

Before you can execute an enable command, you must initiate the bgp context.
(See “Context Initiation” on page 83.)

Syntax

set enable

Keywords and Variables
None.

flap-damping
Use the flap-damping commands to enable or disable the flap-damping setting.
Enabling this setting blocks the advertisement of a route until the route becomes

stable. Flap damping allows the security device to contain routing instability at an
AS border router, adjacent to the region where instability occurs.



hold-time

keepalive

Before you can execute a flap-damping command, you must initiate the bgp
context. (See “Context Initiation” on page 83.)

Syntax

set flap-damping

Keywords and Variables
None.

Use the hold-time commands to specify or display the maximum amount of time
(in seconds) that can elapse between keepalive messages received from the BGP
neighbor. If the hold-time elapses before any message is received from a BGP
neighbor, the session is considered down. The default is 180 seconds.

NOTE:

The default keepalive value is always one-third of the current hold-time value.

Before you can execute a hold-time command, you must initiate the bgp context.
(See “Context Initiation” on page 83.)

Syntax

get
get hold-time

set
set hold-time number

Keywords and Variables

Variable Parameter
set hold-time number

number The maximum length of time (in seconds) between messages.

Use the keepalive commands to specify the amount of time (in seconds) that
elapses between keepalive packet transmissions. These transmissions ensure that
the TCP connection between the local BGP router and a neighbor router stays up.
The default value is one-third of the hold-time value (for the default hold-time value
of 180 seconds, the default keepalive value is 60 seconds).

Before you can execute a keepalive command, you must initiate the bgp context.
(See “Context Initiation” on page 83.)
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local-pref

med

Syntax

get
get keepalive

set
set keepalive number

Keywords and Variables

Variable Parameter

number The maximum length of time (in seconds) between keepalive messages.

Use the local-pref commands to configure the Local-Pref path attribute for the BGP
routing protocol.

The local-pref path attribute is a metric used to inform IBGP peers of the local
router’s preference for the route. The higher the value, the greater the preference.
Routers advertise this attribute to internal peers (peers in the same AS) and to
neighboring confederations, but never to external peers. The default value is 100.

Before you can execute the local-pref command, you must initiate the bgp context.
(See “Context Initiation” on page 83.)

Syntax

get
get local-pref

set
set local-pref number

Keywords and Variables

Variable Parameter
set local-pref number

number The preference level for the virtual router.

Use the med commands to specify or display the local Multi-Exit Discriminator
(MED).

MED is an attribute that notifies a neighbor in another AS of the optimal path to use
when there are multiple entry points to the AS. If an EBGP update contains a MED
value, the BGP routing instance sends the MED to all IBGP peers within the AS. If
you assign a MED value, this value overrides any MED values received in update
messages from external peers.



neighbor

Although you set the MED in the local AS, the neighbor in another AS uses the MED
value to decide which entry point to use. If all other factors are equal, the path with
the lowest MED value is chosen. The default MED value is O.

Before you can execute a med command, you must initiate the bgp context. (See
“Context Initiation” on page 83.)

Syntax

get
get med

set
set med id_num

Keywords and Variables

Variable Parameter

set med id_num
unset med

id_num The identification number of the MED.

Example: The following command specifies MED 100 for the virtual router trust-vr:

set med 100

Use the neighbor commands to set or display general configuration parameters for
communicating with BGP peers.

Before you can execute a neighbor command, you must initiate the bgp context.
(See “Context Initiation” on page 83.)

Syntax

clear
clear neighbor ip_addrl

{ flap-route ip_addr2 [ add ] | soft-in | soft-out | stats }
exec

exec neighbor ip_addr
{ connect | disconnect | tcp-connect }

get
get neighbor { ip_addr | peer-group name_str }

set

set neighbor { ip_addr
[

advertise-def-route |
ebgp-multihop number |
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enable |
force-reconnect |
hold-time number |
keepalive number |
md5-authentication string |
med number |
nhself-enable |
peer-group name_str |
reflector-client |
reject-default-route |
remote-as number
[
local-ip ip_addr/mask |
outgoing-interface interface |
src-interface interface
1
remove-private-as
retry-time number |
route-map name_str { in | out } |
send-community |
weight number
11
peer-group name_str
[
ebgp-multihop number |
force-reconnect |
hold-time number |
keepalive number |
md5-authentication string |
nhself-enable |
reflector-client |
remote-as number |
retry-time number |
route-map name_str { in | out } |
send-community |
weight number
]
}

Keywords and Variables

Variable Parameter

clear neighbor ip_addr

get neighbor ip_addr

set neighbor ip_addr { ... }
unset neighbor ip_addr { ... }

ip_addr The IP address of the neighboring peer device.

Example: The following command displays information about a neighbor device at
I[P address 1.1.100.101:

get neighbor 1.1.100.101



advertise-def-route

set neighbor ip_addr advertise-def-route
unset neighbor ip_addr advertise-def-route

advertise-def-route  Advertises the default route in the current virtual router to the BGP peer.

connect
exec neighbor ip_addr connect

connect Establishes a BGP connection to the neighbor. You can use this command for
troubleshooting a BGP connection.

disconnect
exec neighbor ip_addr disconnect

disconnect Terminates the BGP connection to the neighbor. You can use this command
for troubleshooting a BGP connection.

ebgp-multihop

set neighbor { ip_addr | peer-group name_str } ebgp-multihop number
unset neighbor { ip_addr | peer-group name_str } ebgp-multihop

ebgp-multihop  The number of intervening routing nodes (number) allowed between the local
BGP router and the BGP neighbor (ip_addr). A setting of zero (the default
value) disables the multihop feature.

The local BGP router uses the ebgp-multihop value as TTL in all IP packets
transmitted to the neighbor.

Example: The following command directs the virtual router to allow three
intervening route nodes between the virtual router and a neighbor device at 1P
address 1.1.100.101:

set neighbor 1.1.100.101 ebgp-multihop 3

enable

set neighbor ip_addr enable
unset neighbor ip_addr enable

enable Enables or disables peer communications.

force-reconnect

set neighbor { ip_addr | peer-group name_str } force-reconnect
unset neighbor { ip_addr | peer-group name_str } force-reconnect

force-reconnect Causes the peer to drop the existing BGP connection and accept a new
connection. You can use this option when NSRP failover occurs but the
failover interval is long enough that the BGP peer still considers the
connection to be active and rejects new connection attempts.
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hold-time

set neighbor { ip_addr | peer-group name_str } hold-time number
unset neighbor { ip_addr | peer-group name_str } hold-time

hold-time Specifies the number of seconds (number) that the current BGP speaker waits
to receive a message from its neighbor. The default is 180 seconds.

Example: The following command specifies a hold-time value of 60:

set neighbor 1.1.10.10 hold-time 60

keepalive

set neighbor { ip_addr | peer-group name_str } keepalive number
unset neighbor { ip_addr | peer-group name_str } keepalive

keepalive Specifies the maximum amount of time (in seconds) that can elapse between
keepalive packet transmissions before the local BGP virtual router terminates
the connection to the neighbor. The default is one-third of the hold-time value
(for the default hold-time value of 180 seconds, the default keepalive value
is 60 seconds).

Example: The following command specifies a keepalive value of 90 seconds:

device(trust-vr/bgp)-> set neighbor 1.1.100.101 keepalive 90

md5-authentication

set neighbor { ip_addr | peer-group name_str } md5-authentication string
unset neighbor { ip_addr | peer-group name_str } md5-authentication string

md5-authentication  Specifies the BGP peer MD5 authentication string. The maximum length
is 32 characters.

Example: The following command specifies an MD5 authentication string
(57841dk094):

set neighbor 1.1.100.101 md5-authentication 57841dk094

med

set neighbor ip_addr med id_num
unset neighbor ip_addr med

med Specifies the ID number (id_num) of the local Multi-Exit Discriminator (MED).
The default value is 0.

Example: The following command specifies the Multi-Exit Discriminator (MED)
20099 for a neighbor with IP address 1.1.10.10:

set neighbor 1.1.10.10 med 20099

nhself-enable

set neighbor { ip_addr | peer-group name_str } nhself-enable
unset neighbor { ip_addr | peer-group name_str } nhself-enable



nhself-enable Specifies that the Next-Hop path attribute for routes sent to this peer is set to
the interface IP address of the local virtual router.

Example: The following command makes the local virtual router the next hop value
for the peer 1.1.10.10:

set neighbor 1.1.10.10 nhself-enable

peer-group

get neighbor peer-group name_str

set neighbor ip_addr peer-group name_str [ ... ]
set neighbor peer-group name_str [ ... ]

unset neighbor ip_addr peer-group name_str | ... ]
unset neighbor peer-group name_str [ ... ]

peer-group The name of a group of BGP neighbors. Each BGP neighbor in a peer group
shares the same update policies. This allows you to set up policies that apply
to all the BGP peers instead of creating a separate policy for each peer. Use
this command to both create the peer-group and configure peer-group
parameters.

reflector-client

set neighbor { ip_addr | peer-group name_str } reflector-client
unset neighbor { ip_addr | peer-group name_str } reflector-client

reflector-client  Specifies that the neighbor is a reflector client in the route reflector cluster.
The local BGP routing instance is the route reflector.

Example: The following command specifies that the neighbors in the peer group
Acme_Peers are reflector clients:

set neighbor peer-group Acme_Peers reflector-client

reject-default-route

set neighbor ip_addr reject-default-route
unset neighbor ip_addr reject-default-route

reject-default-route  Specifies that the local BGP routing instance is to ignore default route
advertisements from the peer. By default, default routes advertised by
peers are added to the local routing table.

remote-as

set neighbor { ip_addr | peer-group name_str } remote-as number [ local-ip ip_addr ]
set neighbor { ip_addr | peer-group name_str }

remote-as number ( outgoing-interface interface | src-interface interface )
unset neighbor { ip_addr | peer-group name_str } remote-as number [ local-ip ip_addr ]
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100 =

remote-as Identifies the remote AS (number) to be the neighbor of the current BGP
speaker:

B Jocal-ip ip_addr specifies the local IP address for EBGP multi-hop peer.

® outgoing-interface interface specifies the outgoing interface to which BGP
binds.

m src-interface interface specifies the source interface to which the BGP
binds.

Example: The following command identifies AS 30 as the remote AS for the peer
1.1.10.10:

set neighbor 1.1.10.10 remote-as 30

remove-private-as

set neighbor ip_addr remove-private-as
unset neighbor ip_addr remove-private-as

remove-private-as Removes the private AS number from the AS-Path for this neighbor.

retry-time

set neighbor { ip_addr | peer-group name_str } retry-time number
unset neighbor { ip_addr | peer-group name_str } retry-time number

retry-time Specifies the time (in seconds) that the BGP routing instance retries to
establish a session with the peer after an unsuccessful BGP session
establishment attempt. The default is 120 seconds.

route-map

set neighbor { ip_addr | peer-group name_str } route-map name_str { in | out }
unset neighbor { ip_addr | peer-group name_str } route-map name_str { in | out }

route-map Specifies the route map to use for the BGP neighbor. The in | out switches
determine if the route map applies to incoming or outgoing routes.

Example: The following command specifies that the route map Mkt_Map applies to
incoming routes from the neighbor at IP address 1.1.10.10:

set neighbor 1.1.10.10 route-map Mkt_Map in

send-community

set neighbor { ip_addr | peer-group name_str } send-community
unset neighbor { ip_addr | peer-group name_str } send-community

send-community Directs the BGP routing protocol to transmit the community attribute to the
neighbor. By default, the community attribute is not sent to neighbors.

soft-in
clear neighbor ip_addr soft-in



network

soft-in Specifies that the security device send a route-refresh request to the
neighbor.

soft-out
clear neighbor ip_addr soft-out

soft-out Specifies that the security device send a full routing table to the neighbor.

stats
clear neighbor ip_addr stats

stats Specifies that the security device clear the neighbor’s statistics.

tcp-connect
exec neighbor ip_addr tcp-connect

tcp-connect Tests the TCP connection to the neighbor. You can use this command for
troubleshooting a TCP connection.

weight

set neighbor { ip_addr | peer-group name_str } weight number
unset neighbor { ip_addr | peer-group name_str } weight

weight The preference for routes learned from this neighbor. The higher the value,
the more preference given to the routes learned from this neighbor. The
default value is 100.

Example: The following command assigns a weight of 200 to the path to the
neighbor at IP address 1.1.10.10:

set neighbor 1.1.10.10 weight 200

Use the network commands to create, display, or delete static network and subnet

entries that are reachable from the virtual router. BGP advertises these entries to
peer devices, without first requiring redistribution into BGP (as with static routing
table entries).

Before you can execute a network command, you must initiate the bgp context.
(See “Context Initiation” on page 83.)

Syntax

get
get network
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set

set network ip_addrl/maskl
[ weight number | route-map name_str ]
[ check ip_addr2/mask2 | no-check ]

Keywords and Variables

Variable Parameters

set network ip_addrl/maskl | ... ]
unset network ip_addrl/maskl

ip_addrl/mask1 The IP address and subnet mask of the network. The mask does not
have to be the same as the subnet mask used in the network. For
example, 10.0.0.0/8 is a valid network to be advertised by BGP. When
the check option is used, ip_addr1/mask! can be a MIP address range.

Example: The following command creates a network entry (10.1.0.0/16) for the
virtual router trust-vr:

set network 10.1.0.0/16

check
set network ip_addrl/maskl check ip_addr2/mask2

check Directs the device to check ip_addr2/mask2 for network reachability before
advertising ip_addr1/mask1 to BGP peers. If ip_addr2/mask2 is reachable,
BGP advertises ip_addr1/mask1 to its peers. If ip_addr2/mask2 becomes
unreachable, BGP withdraws the route ip_addr1/mask1 from its peers.

no-check

set network ip_addrl/maskl1 no-check

no-check Directs the device not to check for network reachability.

route-map

set network ip_addrl/maskl1 route-map name_str

route-map Sets the attributes of this route entry to those in the specified route map.
weight

set network ip_addrl/maskl weight number

weight Sets the weight of this route entry to the specified value. Enter a value
between 0 and 65535.



redistribute

redistribution

reflector

Use the redistribute commands to import routes advertised by external routers
that use protocols other than BGP. Use the get redistribution command to display
current redistribution settings.

Before you can execute a redistribute command, you must initiate the bgp
context. (See “Context Initiation” on page 83.)

Syntax

get
get redistribution

set

set redistribute route-map name_str protocol
{ connected | imported | ospf | rip | static }

Keywords and Variables

protocol

set redistribute route-map name_str protocol [ ... ]
unset redistribute route-map name_str protocol [ ... ]

protocol The protocol from which the redistributed routes were learned. This can be
one of the following: connected, imported, ospf, rip, static.

route-map

set redistribute route-map name_str protocol [ ... ]
unset redistribute route-map name_str protocol [ ... ]

route-map The name (name_str) of the route map to be used to filter routes.

Use the redistribution command to display BGP redistribution rules.

Before you can execute the redistribution command, you must initiate the bgp
context. (See “Context Initiation” on page 83.)

Syntax

get redistribution

Keywords and Variables
None.

Use the reflector commands to allow the local virtual router to serve as a route
reflector to clients in a cluster.

= 103



ScreenOS CLI Reference Guide: IPv4 Command Descriptions

104 =

reject-default-route

A route reflector is a router that passes Interior BGP (IBGP) learned routes to
specified IBGP neighbors (clients), thus eliminating the need for each router in a full
mesh to talk to every other router. A cluster consists of multiple routers, with a
single router designated as the route reflector, and the others as clients. Routers
outside of the cluster treat the entire cluster as a single entity, instead of interfacing
with each individual router in full mesh. This arrangement greatly reduces
overhead. The clients exchange routes with the route reflector, while the route
reflector reflects routes between clients.

To configure clients in the cluster, use the reflector-client command option of
neighbor on page 95.

Before you can execute a reflector command, you must initiate the bgp context.
(See “Context Initiation” on page 83.)

Syntax

get
get reflector

set
set reflector [ cluster-id id_num ]

Keywords and Variables

cluster-id

set reflector cluster-id id_num
unset reflector cluster-id id_num

cluster-id The ID number (id_num) of the cluster. The cluster 1D allows the BGP routing
instance to append the cluster ID to the cluster list of a route. BGP must be
disabled before you can set the cluster ID.

Example: The following command allows the local BGP routing instance to serve as
a route reflector, and sets the cluster ID to 20:

set reflector
set reflector cluster-id 20

Use the reject-default-route commands to enable, disable, or display the
reject-default-route setting. Enabling this setting makes the security device ignore
default route advertisements from a BGP peer router. By default, BGP accepts
default routes advertised by BGP peers.

Before you can execute an reject-default-route command, you must initiate the
bgp context. (See “Context Initiation” on page 83.)

Syntax

get

get reject-default-route



retry-time

rib-in

router-id

set
set reject-default-route

Keywords and Variables
None.

Use the retry-time command to specify the amount of time (in seconds) after
failing to establish a BGP session with a peer that the local BGP routing instance
retries to initiate the session. The default is 120 seconds.

Before you can execute a retry-time command, you must initiate the bgp context.
(See “Context Initiation” on page 83.)

Syntax

set retry-time number

Keywords and Variables
None.

Use the rib-in command to display the BGP internal routing information base (RIB)
learned from peers.

Before you can execute the rib-in command, you must initiate the bgp context.
(See Context Initiation on page 83.)

Syntax
get rib-in [ ip_addr/mask ]

Keywords and Variables

Variable Parameter

ip_addr/mask  The network prefix for which you want to see RIB information.

Use the router-id command to display the router ID for the virtual router.

Before you can execute the router-id command, you must initiate the bgp context.
(See “Context Initiation” on page 83.)

Syntax

get router-id

Keywords and Variables
None.
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synchronization

Use the synchronization command to enable synchronization with an Interior
Gateway Protocol (IGP), such as OSPE

If an EBGP router advertises a route before other routers in the AS learn the route
via an IGP, traffic forwarded within the AS could be dropped if it reaches a router
that has not learned the route. Synchronization prevents this from occurring by
ensuring that a BGP router does not advertise a route until it has also learned the
route through an IGP.

Before you can execute a synchronization command, you must initiate the bgp
context. (See “Context Initiation” on page 83.)

Syntax

set synchronization

Keywords and Variables
None.



chassis

Use the chassis commands to activate the audible alarm feature or to set the
normal and severe temperature thresholds for triggering temperature alarms.

Syntax
get
get chassis
set
set chassis
{

audible-alarm

{ all | battery | fan-failed | power-failed | temperature } |
temperature-threshold
{ alarm | severe }
{ celsius number | fahrenheit number }

Keywords and Variables

audible-alarm

audible-alarm

temperature-
threshold

Enables or disables the audible alarm to announce hardware-failure events.

W all Enables or disables the audible alarm in the event of a fan failure, an
interface module failure, a power supply failure, or a temperature increase
above an admin-defined threshold.

B battery Enables or disables the audible alarm in the event of a battery
failure.

m fan-failed Enables or disables the audible alarm in the event of a fan
failure.

® module-failed Enables or disables the audible alarm in the event of an
interface-module failure.

m power-failed Enables or disables the audible alarm in the event of a
power-supply failure.

B temperature Enables or disables the audible alarm if the temperature rises
above an admin-defined threshold.

Defines the temperature (celsius or fahrenheit) required to trigger a regular
or severe alarm. A severe alarm sounds a greater frequency of audible alarms
and generates a greater number of event-log entries.

Example: To enable the audible alarm to sound in the event that one or more of
the fans in the fan assembly fails:
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clock

Use the clock commands to set the system time on the security device.

NOTE: By default, the security device automatically adjusts its system clock for daylight

saving time.
Syntax
get

get clock
set

set clock { date [ time ] | dst-off | ntp | timezone number }

Keywords and Variables

Variable Parameters
set clock date time

date time Configures the correct current date and time on the security device. Specify
the date and time using the following formats: mm/dd/yyyy hh:mm or
mm/dd/yyyy hh:mm:ss.

Example: The following command sets the clock to December 15, 2002, 11:00am:

set clock 12/15,/2002 11:00

dst-off

set clock dst-off

unset clock dst-off

dst-off Turns off the automatic time adjustment for daylight saving time.
ntp

set clock ntp
unset clock ntp

ntp Configures the device for Network Time Protocol (NTP), which synchronizes
computer clocks on the Internet.
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timezone

set clock timezone number
unset clock timezone number

timezone Sets the current time-zone value. This value indicates the time difference
between GMT standard time and the current local time (when DST is OFF).
When DST is ON and the clock is already set forward one hour, decrease the
time difference by one hour and set the minutes accurately. Set the value
between -12 and 12.
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common-criteria

Use the common-criteria command to disable all internal commands. Only the
root admin can set this command. If someone other than the root admin tries to set
this command, the security device displays an error message.

Syntax

set common-criteria no-internal-commands
Keywords and Variables

no-internal-commands

set common-criteria no-internal-commands
unset common-criteria no-internal-commands

no-internal-commands Disables all internal commands.
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config

Use the config commands to display the configuration settings for a security device
or an interface.

You can display recent configuration settings (stored in RAM) or saved
configurations (stored in flash memory).

Syntax

exec

exec config {
lock { abort | end | start } |
rollback [ enable | disable ]

}

get

get config
[

all |

datafile |
hash |

lock |
nsmgmt-dirty |
rollback |
saved |
timestamp

]

set
set config lock timeout number

Keywords and Variables

all
get config all

all Displays all configuration information.

datafile
get config datafile
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datafile

hash
get config hash

hash

lock

Displays the Security Manager datafile, which resides on the security device
and contains current device configurations formatted according to the
Security Manager syntax schema. ScreenOS generates the datafile from the
current device configuration when the Security Manager management
system queries the device.

Displays the MD5 hash of the currently running configuration.

exec config lock start

exec config lock end

exec config lock abort

set config lock timeout number
unset config lock timeout

lock

nsmgmt-dirty

Instructs the security device to lock a configuration file in memory for a
specified interval.

m exec config lock Locks/unlocks the configuration file in memory. You can
also abort the lockout and immediately restart the device with the
configuration file that was previously locked in memory.

B set config lock timeout Changes the default lockout period, which is five
minutes.

clear config nsmgmt-dirty
get config nsmgmt-dirty

nsmgmt-dirty

rolliback

Clears the “dirty” flag, which indicates that an administrator changed a
ScreenOS setting or parameter locally instead of through NSM
(NetScreen-Security Manager).

ScreenOS pushes a message to NSM whenever a non-NSM entity, such as a
WebUI session or a CLI-capable console session, modifies the device
configuration. This message contains a flag named
NSP_DEVICE_DIRECTIVE_NSMGMT_DIRTY, which informs NSM that a local
change occurred. The device sends the message only once, so it does not
send notice of any further locally executed changes until NSM (or a local
administrator) clears the flag.

After NSM receives the message and finishes all necessary tasks in response,
it issues the clear config nsmgmt-dirty command to the device, thus clearing
the “dirty” flag.

exec config rollback

exec config rollback enable
exec config rollback disable
get config rollback
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saved

timestamp

rollback

get config saved

Reverts the security device to the last-known-good (LKG)
configuration—providing that a LKG configuration is available.

B enable Enables the security device to automatically roll back to the LKG
configuration in case of a problem when loading a new configuration.

m disable Disables the automation of the configuration-rollback feature on
the security device. If you disable the automation of this feature, you can
still perform a configuration rollback manually using the exec config
rollback command.

get config rollback

Indicates if an LKG configuration is available for configuration rollback and if
the automatic config-rollback feature is enabled.

If there is an LKG configuration saved in memory, the output of the
command displays:

“$l kg$. cf g* (the name of the LKG file)

The config-rollback feature is enabled if the output of the command displays
“= yes” at the end of the string. For example:

““$l kg$. cfg"" = yes*

If the feature is not enabled, the output displays a blank space instead of
“yes.”

get config timestamp

timestamp

Displays the time of the latest local change made on the currently running
configuration.
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console

Use the console commands to define or list the CLI console parameters.

The console parameters determine the following:

m  Whether the security device displays messages in the active console window
m  The number of lines that may appear on a console window page

m  The maximum time that can pass before automatic logout occurs due to
inactivity

If console access is currently disabled, you can enable it using the unset console
disable command through a Telnet connection.

Syntax
get
get console
set
set console
{
aux disable |
disable |

page number |
save-on-exit default-no |
timeout number

}

Keywords and Variables

aux disable

set console aux disable
unset console aux disable

aux disable Enables or disables the auxiliary modem console port. Some platforms have
this auxiliary port, in addition to the standard console port. An admin can use
the auxiliary modem console port to execute CLI configuration commands.
Use the aux disable switch to disable the port when you need to enforce
strict security by excluding admin access through this port.

disable
set console disable
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page

timeout

Defaults

unset console disable

disable Disables console access through the serial port. Two confirmations are
required to disable access to the console. Executing this option saves the
current device configuration and closes the current login session.

Note: After you execute the console disable option, nonserial console
sessions can still function (as with SSH and Telnet).

set console page number
unset console page

page An integer value specifying how many lines appear on each page between
page breaks. When you set this value to zero, there are no page breaks, and
the text appears in a continual stream.

Example: To define 20 lines per page displayed on the console:

set console page 20

set console timeout number
unset console timeout

timeout Determines how many minutes the device waits before closing an inactive
administrator session. If you set the value to zero, the console never times
out.

Example: To define the console timeout value to 40 minutes:

set console timeout 40

Access to the serial console is enabled.
The console displays 22 lines per page.
The default inactivity timeout is 10 minutes.

The security device sends console messages to the buffer by default.



counter

Use the counter commands to clear or display the values contained in traffic
counters.

Traffic counters provide processing information that you can use to monitor traffic
flow. The security devices maintain the following categories of counters:

m  Screen—for monitoring firewall behavior for the entire zone or for a particular
interface

m  Policy—for reporting the amount of traffic affected by specified policies

m  Hardware—for monitoring hardware performance and tracking the number of
packets containing errors

m  Flow—for monitoring the number of packets inspected at the flow level
Syntax

clear
clear [ cluster ] counter

{

all |

ha |

flow |

screen [ interface interface | zone zone ]

}

Set

get counter

{

flow | statistics

[ interface interface [ extensive ] | zone zone ] |
screen { interface interface | zone zone }
policy pol_num { day | hour | minute | month | second }

}

Keywords and Variables

cluster

clear [ cluster ] counter [ ... ]

cluster Propagates the clear operation to all other devices in an NSRP cluster.
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Example: To clear the contents of all counters and propagate the operation to all
devices in the cluster:

clear cluster counter all

flow
clear counter flow
get counter flow [ ... ]
flow Specifies counters for packets inspected at the flow level. A flow-level
inspection examines various aspects of a packet to gauge its nature and
intent.
ha
clear [ cluster ] counter ha
ha Specifies counters for packets transmitted across a high-availability (HA) link
between two security devices. An HA-level inspection keeps count of the
number of packets and packet errors.
interface
clear [ cluster ] counter screen interface interface
interface The name of the interface. Specifies counters for packets inspected at the
interface level. The inspection checks for packet errors and monitors the
quantity of packets according to established threshold settings. For more
information on interfaces, see “Interface Names” on page A-l.
policy
get counter policy pol_num { day | hour | minute | month | second }
policy Identifies a particular policy (pol_num). This allows you to monitor the
amount of traffic that the policy permits.
day | hour | minute | month | second Specifies the period of time for
monitoring traffic permitted by a particular policy.
screen

clear [ cluster ] counter screen [ interface interface | zone zone ]
get counter screen { interface interface | zone zone }

screen Clears the screen counters. The interface interface parameter specifies the
name of a particular interface. For more information on interfaces, see
“Interface Names” on page A-l.

120 =



statistics
get counter statistics [ ... ]

statistics Displays the counter statistics.

Zonhe
get counter screen zone zone

zone Identifies the zone, and specifies counters for packets inspected at the zone
level. The inspection checks for packet errors and monitors the quantity of
packets according to established threshold settings. For more information on
interfaces, see “Interface Names” on page A-l.
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cpu-limit

Syntax

exec
Set

set

Use the cpu-limit commands to enable and configure the CPU limit feature, which
allows you to configure a more fair distribution of CPU resources.

Before you configure CPU limit feature parameters, use must use the set cpu-limit
command to initialize and allocate resources for the feature.

Use the get cpu-limit command to review CPU limit feature parameters configured
with the set cpu-limit commands.

exec cpu-limit mode { fair | shared }

get cpu-limit [ utilization ]

set cpu-limit

[

enable |

fairto-shared
{
automatic [ threshold number ] [ hold-down-time number ] |
fair-time number |
never
H

shared-to-fair threshold number [ hold-down-time number ]

]

Keywords and Variables

enable

set cpu-limit enable
unset cpu-limit enable

enable Use this command after configuring the CPU limit feature parameters to
enable the feature.

Example: The following command enables the CPU limit feature:

set cpu-limit enable
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fair-to-shared

mode

set cpu-limit fair-to-shared automatic [ threshold number ] [ hold-down-time number ]
set cpu-limit fair-to-shared fairtime number

set cpu-limit fair-to-shared never

unset cpu-limit fair-to-shared { ... }

fairto-shared Configures parameters to determine when the security device transitions
from Fair to Shared mode.

B automatic: Specifies that the security device automatically transitions to
Shared mode when the flow CPU utilization percentage falls below a
specific threshold.

m Optionally, specify the threshold value, which is from 0 through 100
percent. If you do not specify a threshold value, the threshold is the
same value as the shared-to-fair threshold.

m Optionally, specify a hold-down time, which is the minimum amount of
time that the flow CPU utilization percentage is below the flow CPU
utilization percentage threshold. Valid value range is 0 through 1800
seconds (30 minutes). The default value is 20 seconds.

m fair-time: Specifies the amount of time the security device is in Fair mode
before going back to Shared mode. The value range is 5 through
7200 seconds (2 hours). The default value is 30 seconds.

m never: Specifies that the security device never transitions from Fair to
Shared mode. You can manually force the security device into Shared
mode by using the exec cpu-limit mode shared command.

The following command configures the security device to remain in Fair mode for
3600 seconds (1 hour).

set cpu-limit fair-to-shared fair-time 3600

exec cpu-limit mode { fair | shared }

fair Forces the security device into Fair mode.

shared Forces the security device into Shared mode.

Depending on network conditions and the configured CPU limit feature
parameters, the security device might transition from the mode specified by this
command. Use the exec cpu-limit mode shared command to return to Shared
mode in the following situations:

m  You configured the security device to never transition from Fair to Shared
mode.

®  You want the security device to return to Shared mode before the specified
fair-time value or hold-down time elapses.

If you configured a hold-down time with the set cpu-limit shared-to-fair
command, use the exec cpu-limit mode fair command if you want the security
device to return to Fair mode before the hold-down time elapses.



The following command forces the security device into Fair mode:

exec cpu-limit mode fair

The following command forces the security device into Shared mode:

exec cpu-limit mode shared

shared-to-fair threshold

utilization

set cpu-limit shared-to-fair threshold number [ hold-down-time number ]
unset cpu-limit shared-to-fair threshold

shared-to-fair Configures the flow CPU utilization percentage threshold at which the
threshold security device transitions from shared mode to Fair mode. The value range
is 0 through 100. The default value is 80 % .

Optionally, configure a hold-down time, which is the minimum amount of
time that the flow CPU utilization percentage must exceed the flow CPU
utilization percentage threshold. Valid value range is 0 through 1800 seconds
(30 minutes). The default value is 5 seconds.

The following command configures that the security device transitions from Shared
to Fair mode when the flow utilization percentage stays above 70% for longer than
30 seconds:

set cpu-limit shared-to-fair threshold 70 hold-down-time 30

get cpu-limit utilization

utilization Displays flow CPU utilization for the last 60 seconds. Entries with an asterisk
indicate that the security device was in Fair mode.

The following command displays the flow CPU utilization for the last 60 seconds:

get cpu-limit utilization
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delete

Use the delete commands to delete persistent information in flash memory or on a
storage device.

Syntax
delete [ cluster ]

{

crypto { auth-key | file } |

file dev_name:/filename |
node_secret [ ipaddr ] ip_addr |
nsmgmt keys |

pki object-id { system | id_num } |
ssh device all

}

Keywords and Variables

crypto
delete [ cluster ] crypto auth-key
delete [ cluster ] crypto file
crypto Removes encrypted items from flash memory.
B auth-key Removes image signature verification key.
m file Remove all crypto hidden files.
file

delete file { dev_name:/filename }

file The file residing on the module named dev_name from the flash card
memory. Flash and USB are the only dev_name names available. The
Sfilename is the file that you want to delete that was saved on the flash card or
USB storage device.

Example: The following command deletes a file named myconfig in the flash
memory on the memory board:

delete file flash:myconfig
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node_secret ipaddr

delete node_secret [ ipaddr | ip_addr

node_secret

nsmgmt

Deletes the SecurlD stored node secret. The node secret is a 16-byte key
shared between the SecurID Ace server and its clients (which may include the
security device). The server and the clients use this key to encrypt exchanged
traffic. The Ace Server sends the node secret to the security device during
initial authentication.

The node secret must remain consistent with the ACE Server. Otherwise,
there can be no communication between the security device and the ACE
Server. You can detect communication problems by checking the ACE Server
log for a message saying that the node secret is invalid. If you find such a
message, the solution is as follows.

B Execute delete node_secret.

B On the ACE Server, change the configuration for the client (the security
device) to say that the server did not send the node secret.

This causes the security device to request the node secret, and authorizes the
ACE Server to send a new one. This action resyncs communication.

The ipaddr ip_addr parameter clears the node secret associated with the
outgoing IP address of the interface that communicates with the SecurlD
server (ip_addr).

delete nsmgmt keys

nsmgmt keys

pki object-id

Deletes the public and private keys for nsmgmt. The security device uses
these keys to encrypt and decrypt the Configlet file.

delete pki object-id { system | id_num }

pki obect-id

system

ssh device all

Deletes a particular PKI object, which is a four digit value (id_num) used to
identify a pki object in a security device.

Deletes the system generated self-signed certificate.

delete ssh device all

ssh device all
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Clears all sessions and keys and disables SSH for all vsys on the device. The
information removed includes:

B Active SSH sessions

® SSH enablement for the current vsys
B PKA keys

® Host keys



Syntax

exec

get

Use the di commands to configure the security device to perform Deep Inspection
(DI) on packets that use specified protocols.

DI is a mechanism for filtering traffic permitted by the firewall. DI enables the
device to examine Layer 3 and 4 packet headers and Layer 7 application content
and protocol characteristics in an effort to detect and prevent any attacks or
anomalous behavior that might be present.

NOTE:

This command is available only if the Advanced-mode license key is installed on
the device.

Use the di commands along with “attack” on page 43 and “attack-db” on page 51,
respectively.

See “attack” on page 45.

get di
{
disable_tcp_checksum |
service
{
aim
[
max_flap_length |
max_icmb_length |
max_oft_frame |
max_tlv_length
1]
dhcp
[
check_client_sport
11
dns
[
cache_size |
cache_time |
nxt_length |
pointer_loop_limit |
report_unexpected |
report_unknowns |
udp_message_limit
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11

ftp
[
failed_logins |
line_length |
password_length |
pathname_length |
sitestring_length |
username_length
11

gnutella
[
max_line_length |
max_query._size |
max_ttl_hops
11

gopher
[
host_length |
line_length
11

http
[
alternate_ports |
auth_length |
brute_search |
content_type_length |
cookie_length |
download_content_len number
download_skip
failed_logins |
header_length |
host_length |
max_content_length number
referer_length |
request_length |
user_agent_length
11

icmp
[
flood_packets |
flood_time
1]

ident
[
max_requests |
reply_length |
request_length
11

ike
[
max_payloads

Bl

imap
[
failed_logins |
flag_length |



line_length |
literal_length |
mbox_length |
pass_length |
ref_length |
user_length
11

irc
[
channel_length |
nickname_length |
password_length |
username_length
11

Idap
[
attributedesc_length |
dn_max_length |
enc_length_left_zeros |
failed_logins |
integer_max_bytes |
max_mesg_size |
mesgid_max |
search_filter_levels |
search_sizelimit |
search_timelimit |
tag_left_zeros |
tag_max_value
11

Ipr
[
banner_length |
cfile_length |
cfilename_length |
cmd_length |
dfile_length |
dfilename_length |
file_format_length |
font_length |
mail_length |
reply_length |
symlink_length
1]

msn
[
max_display_name |
max_group_name |
max_ip_port |
max_phone_number |
max_url |
max_user_name |
max_user_state
11

msrpc
[
epm_max_num_entries |
epm_max_tower_len |
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max_frag_len |
11

nbname
[
pointer_loop_limit |
1]

nfs
[
max_buffer_length |
max_name_length |
max_path_length
1]

ntp
[
ctl_auth_len |
dmsg_ver3_max_len |
dmsg_verd_max_len |
match_ts |
max_clkage |
max_data_store |
max_stratum |
min_poll |
pasv_dissolve_tm |
varname_len |
varvalue_len |
11

pop3
[
apop_length |
failed_logins |
line_length |
max_msg_num |
pass_length |
user_length
11

radius
[
failed_auth
11

smb
[
failed_logins |
regkey_length |
11

smtp
[
check_headers_in_body |
cmdline_length |
content_filename_length |
content_name_length |
domain_length |
multipart_depth |
num_rcpt |
parse_cnt_length |
path_length |
replyline_length |
textline_length |

132 =



user_length
11

syslog
[
validate_timestamp
1]

telnet
[
failed_logins
11

tftp
[
filename_length
11

vnc
[
failed_logins |
max_cuttext_length |
max_name_length |
max_reason_length |
verify_message
11

whois
[
request_length
11

ymsg
[
max_activity |
max_buddy_list |
max_challenge |
max_chatroom_msg |
max_chatroom_name |
max_conf_msg |
max_conference_name |
max_cookie_length |
max_crypt |
max_file_name |
max_group_name |
max_mail_address |
max_mail_subject |
max_message_size |
max_url_name |
max_user_name |
max_webcam_key |
max_yahoo_message

]
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set

set di
{
disable_tcp_checksum |
service
{
aim
{
max_flap_length number |
max_icmb_length number |
max_oft_frame number |
max_tlv_length number
H
dhcp
{
check_client_sport number
H
dns
{
cache_size number |
cache_time number |
nxt_length number |
pointer_loop_limit number |
report_unexpected number |
report_unknowns number |
udp_message_limit number
H
ftp
{
failed_logins number |
line_length number |
password_length number |
pathname_length number |
sitestring_length number |
username_length number
H
gnutella
{
max_line_length number |
max_query_size number |
max_ttl_hops number
H
gopher
{
host_length number |
line_length number
H
http
{
alternate_ports number |
auth_length number |
brute_search number |
content_type_length number |
cookie_length number |
download_content_len number
download_skip
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failed_logins |
header_length |
host_length |
max_content_length number
referer_length number |
request_length number |
user_agent_length number
H

icmp
{
flood_packets number |
flood_time number
H

ident
{
max_requests number |
reply_length number |
request_length number
H

ike
{
max_payloads number

Bl

imap
{
failed_logins number |
flag_length number |
line_length number |
literal_length number |
mbox_length number |
pass_length number |
ref_length number |
user_length number

H
{

channel_length number |
nickname_length number |
password_length number |
username_length number
}H

Idap
{
attributedesc_length number |
dn_max_length number |
enc_length_left_zeros number |
failed_logins number |
integer_max_bytes number |
max_mesg_size number |
mesgid_max number |
search_filter_levels number |
search_sizelimit number |
search_timelimit number |
tag_left_zeros number |
tag_max_value number
H

Ipr

irc
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{
banner_length number |
cfile_length number |
cfilename_length number |
cmd_length number |
dfile_length number |
dfilename_length number |
file_format_length number |
font_length number |
mail_length number |
reply_length number |
symlink_length number
H

msn
{
max_display_name number |
max_group_name number |
max_ip_port number |
max_phone_number number |
max_url number |
max_user_name number |
max_user_state number
H

msrpc
{
epm_max_num_entries number |
epm_max_tower_len number |
max_frag_len number |
H

nbname
{
pointer_loop_limit number |
H

nfs
{
max_buffer_length number |
max_name_length number |
max_path_length number
H

ntp
{
ctl_auth_len number |
dmsg_ver3_max_len number |
dmsg_ver4_max_len number |
match_ts number |
max_clkage number |
max_data_store number |
max_stratum number |
min_poll number |
pasv_dissolve_tm number |
varname_len number |
varvalue_len number |
H

pop3
{
apop_length number |
failed_logins number |
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line_length number |
max_msg_num number |
pass_length number |
user_length number
}H

radius
{
failed_auth
}H

smb
{
failed_logins number |
regkey_length number
H

smtp
{
check_headers_in_body number |
cmdline_length number |
content_filename_length number |
content_name_length number |
domain_length number |
multipart_depth number |
num_rcpt number |
parse_cnt_length number |
path_length number |
replyline_length number |
textline_length number |
user_length number
}

syslog
{
validate_timestamp number
}

telnet
{
failed_logins number
H

tftp
{
filename_length number
}H

vnc
{
failed_logins number |
max_cuttext_length number |
max_name_length number |
max_reason_length number |
verify_message number
H

whois
{
request_length number
}H

ymsg
{
max_activity number |
max_buddy_list number |
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max_challenge number |
max_chatroom_msg number |
max_chatroom_name number |
max_conf_msg number |
max_conference_name number |
max_cookie_length number |
max_crypt number |
max_file_name number |
max_group_name number |
max_mail_address number |
max_mail_subject number |
max_message_size number |
max_url_name number |
max_user_name number |
max_webcam_key number |
max_yahoo_message number

}

Keywords and Variables

disable_tcp_checksum

get disable_tcp_checksum
set disable_tcp_checksum
unset disable_tcp_checksum

disable_tcp_checksum  Disables the TCP-checksum operation. The security device uses
TCP checksums in exchanged packets to detect TCP transmission
errors.

Because the checksum operation uses up processor resources, it
may be useful to disable it. The security device performs the
checksum operation by default.

Example 1: The following command disables the checksum operation:

set di disable_tcp_checksum

Example 2: The following command enables the checksum operation:

unset di disable_tcp_checksum
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aim
get di service aim { ... }

set di service aim { ... }
unset di service aim{ ... }

aim Determines how the security device evaluates America Online Instant
Messaging (AIM) traffic. AIM makes use of the Open System for
Communication in Real Time (OSCAR) protocol, which in turn uses FDDITalk
Link Access Protocol (FLAP) for packet structuring.

® max_flap_length number Specifies the maximum number of bytes in a
FLAP packet—6-byte header + data.

Valid range: 6 - 10,000 bytes; default: 10,000 bytes.

B max_icmb_length number Specifies the maximum number of bytes in an
inter-client-message block (ICMB). When an instant message is
transmitted, the FLAP protocol breaks it into multiple ICMBs and sends
each block in a separate Type, Length, and Value (TLV).

Valid range: 0 - 10,000 bytes; default: 2000 bytes.

® max_oft_frame number Specifies the maximum number of bytes in an
OSCAR file transfer (OFT) frame.

Valid range: 0 - 10,000 bytes; default: 10,000 bytes.

® max_tlv_length number Specifies the length of a TLV unit. A TLV unit
consists of a 2-byte type code + a 2-byte value for Length + the actual
data in the Value field. TLVs often appear in the FLAP data field.

Valid range: 0 - 100,000; default: 8000.

dhcp

get di service dhcp { check_client_sport }
set di service dhcp { check_client_sport }
unset di service dhcp { check_client_sport }

dhcp check-client-sport { 0 | 1 } allows you to set the device to verify that the
client’s source port is 68. This feature is disabled by default (0). Set the
value to 1 to enable this option.

dns

get di service dns { ... }
set di service dns { ... }
unset di service dns { ... }

dns Determines how the security device evaluates Domain Name System (DNS)
traffic and how it caches DNS queries.

B cache_size number The maximum size, in bytes, of the DNS cache on the
security device.

Valid range: 0 - 1,000,000 ; default: 100.

® cache_time number The maximum number of seconds that the security
device stores a query in its cache.

Valid range: 0 - 3600 ; default: 60.

B nxt_length number The maximum number of bytes in a nonexistent
resource record (NXT RR) in a DNS response message.

Valid range: 1024 - 8192; default: 4096.
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ftp

B pointer_loop_limit number The valid range is O through 24; default: 8.

® report_unexpected { 0 | 1 } Enables or disables the reporting of
unexpected DNS parameters. A value of 0 disables such reporting, and 1
enables it. The following are examples of unexpected DNS parameters:

B The TYPE value is equal to or greater than 252. Values equal to and
greater than 252 are reserved for QTYPE fields. (Refer to RFC 1035,
Domain Names - Implementation and Specification.)

= The RR TYPE code is 249, but the CLASS code is not 255 (any class).
TYPE 249 is for the Transaction Key (TKEY) RR. The TKEY RR provides a
mechanism with which a DNS server and resolver can establish shared
secret keys to authenticate the DNS queries and responses passing
between them. (Refer to RFC 2930, Secret Key Establishment for DNS
(TKEY RR).)

By default, the reporting of unexpected DNS parameters is disabled.

® report_unknowns { 0 | 1 } Enables or disables the reporting of any
unknown DNS TYPE and CLASS parameter. A value of 0 disables such
reporting, and 1 enables it. An unknown DNS TYPE or CLASS is anything
not defined in one of the following DNS-related RECs: 1035, 1183, 2535,
1712, 1876, 1886, 1995, 2053, 2065, 2538, 2671, 2672, and 2930. By
default, the reporting of unknown DNS parameters is disabled.

B udp_message_limit number Specifies the maximum number of bytes in a
UDP message sent during a DNS exchange.

Valid range: 512 - 4096; default: 512.

get di service ftp { ... }
set di service ftp { ... }
unset di service ftp { ... }

ftp

Determines how the security device evaluates File Transfer Protocol (FTP)
traffic. The security device compares actual FTP traffic with maximum
settings of what you consider to be normal FTP traffic. The security device
considers any traffic exceeding such settings to be anomalous.

m failed_logins number Specifies the maximum number of failed login
attempts per minute to an FTP server from a single host.

Valid range: 2 - 100; default: 8.

m line_length number Specifies the maximum number of bytes in an FTP
command line.

Valid range: 1 - 8192; default: 1024.

® password_length number Specifies the maximum number of bytes for an
FTP password.
Valid range: 1 - 8192; default: 64.

B pathname_length number Specifies the maximum number of bytes in an
FTP path name.
Valid range: 1 - 8192; default: 512.
sitestring_length number Specifies the maximum number of bytes in an

FTP site string.
Valid range: 1 - 8192; default: 512.

username_length number Specifies the maximum number of bytes in an
FTP username.
Valid range: 1 - 8192; default: 32.



gnutella

gopher

get di service gnutella { ... }
set di service gnutella { ... }
unset di service gnutella { ... }

gnutella Determines how the security device evaluates Gnutella traffic. Gnutella is a
peer-to-peer (P2P) file-sharing protocol and application that does not make
use of centralized servers.

B max_line_length number Specifies the maximum number of bytes in a
Gnutella command line.

Valid range: 1 - 4096; default: 2048.

B max_query_size number Specifies the maximum number of bytes in a
query sent between two Gnutella peers.

Valid range: 256 - 4096; default: 256.

B max_ttl_hops number Specifies the maximum number of network
forwarding devices (hops) already passed plus the remaining Time to Live
(TTL) value indicated in the Gnutella header.

Valid range: 1 - 10; default: 8.

get di service gopher [ ... ]
set di service gopher { ... }
unset di service gopher { ... }

gopher B host_length Specifies the maximum length of the host name.
Valid range: 1 through 128; default: 64.
® line_length Specifies the maximum number of lines.

Valid range: 1 through 2048. default: 512.
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http

get di service http { ... }
set di service http { ... }
unset di service http { ... }

http

Determines how the security device evaluates HyperText Transfer Protocol
(HTTP) traffic. The security device compares actual HTTP traffic with
maximum settings of what you consider to be normal HTTP traffic. The
security device considers any traffic exceeding such settings to be
anomalous.

m alternate_ports { 0 | 1 } Enables or disables the inspection of HTTP traffic
on the default HTTP port of 80 and on the following ports: 7001, 8000,
8001, 8100, 8200, 8080, 8888, and 9080. A value of 0 disables HTTP
traffic inspection on these alternative ports, and 1 enables it. By default,
this option is enabled.

® auth_length number Specifies the maximum number of bytes in an HTTP
header-authorization line.

Valid range: 1 - 1024; default: 512.

B brute_search number Specifies the maximum number of HTTP errors per
minute. If the security device detects more HTTP 301 (Moved
Permanently), 403 (Forbidden), 404 (Not Found), and 405 (Method Not
Allowed) errors than the specified maximum, the device considers it an
anomalous event.

Valid range: 2 - 100; default: 16.
B content_type_length number Specifies the maximum number of bytes for

an HTTP header Content Type field, which specifies the media type of the
data contained in the HTTP packet.

Valid range: 1 - 8192; default: 512.

B cookie_length number Specifies the maximum number of bytes in a
cookie.
Valid range: 1 - 8192; default: 8192.

Cookies that exceed the cookie-length setting can match the protocol
anomaly HTTP-HEADER-OVERFLOW and produce unnecessary log
records. If the security device generates too many log records for this
anomaly, increase the cookie-length setting.

® download_content_len number Specifies the maximum number of bytes
of HTTP downloads.

Valid range: O - 2GB; default: 2GB.

® download-skip Skips checking HTTP downloads for attacks. This is the
default. Use the unset command to always check HTTP downloads for
attacks.

m failed_logins number Specifies the maximum number of failed login
attempts per minute to an HTTP server from a single host.
Valid range: 2 - 100; default: 8.

® header_length number Specifies the maximum number of bytes for an
HTTP packet header.
Valid range: 1 - 8192; default: 8192.

® host_length number Specifies the maximum number of bytes for an HTTP
header host, which can be an Internet domain name or an IP address.

Valid range: 1 - 8192; default: 64.



B max_content_length number Specifies the maximum number of bytes of
text or HTML content that is downloaded.

Valid range: O - 2GB; default: less than 2GB.
m referer_length number Specifies the maximum number of bytes for a
header-referer field, which the client uses to specify the address Uniform

Resource Identifier (URI), which is a formatted string that identifies a
network resource by a characteristic such as a name or a location.

Valid range: 1 - 8192; default: 8192
B request_length number Specifies the maximum number of bytes for an

HTTP request, which includes information such as a network-resource
identifier, the method to apply to the resource, and the protocol version.

Valid range: 1 - 8192; default: 8192
user_agent_length number Specifies the maximum number of bytes for an

HTTP header user-agent field, which contains information about the user
agent that originated the request.

Valid range: 1 - 8192; default: 256

icmp
get di serviceicmp [ ... ]
set di service icmp { ... }
unset di service icmp { ... }
icmp B flood_packets number Specifies the maximum number of packets per
second to trigger a flood. Valid range: 1 through 65535; default: 250.
m flood_time number Specifies the minimum number of seconds between
packets. Valid range: 1 through 65535; default: 1.
ident
get di service ident [ ... ]
set di service ident { ... }
unset di service ident { ... }
ident B max_requests number Specifies the maximum number of requests per
session. Valid range: 1 through 65535; default: 1.
m reply_length number Specifies the maximum length of a reply. Valid
range: 1 through 8192; default: 128.
B request_length number Specifies the maximum length of a request
length. Valid range: 1 through 8192; default: 15.
ike

get di service ike [ ... ]
set di service ike max_payloads
unset di service ike max_payloads

ike max_payloads number Valid range: 1 through 256; default: 57.
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imap

get di service imap { ... }
set di service imap { ... }
unset di service imap { ... }

imap

Determines how the security device evaluates Internet Message Access
Protocol (IMAP) traffic. The security device compares actual IMAP traffic with
maximum settings of what you consider to be normal IMAP traffic. The
security device considers any traffic exceeding such settings to be
anomalous.

m failed_logins number Specifies the maximum number of failed login
attempts per minute to an IMAP server from a single host.

Valid range: 2 - 100; default: 8.

m flag length number Specifies the maximum number of bytes for an IMAP
flag.

Valid range: 1 - 8192; default: 64.

m line_length number Specifies the maximum number of bytes for an IMAP
line.
Valid range: 1 - 8192; default: 2048.

m literal_length number Specifies the maximum number of octets in a literal

string. In IMAP4, a string can be in one of two forms: literal or quoted. As
defined in RFC 2060, Internet Message Access Protocol — Version 4rev1:

A literal is a sequence of zero or more octets (including CR and LF),
prefix-quoted with an octet count in the form of an open brace ("{"), the
number of octets, close brace ("}"), and CRLE

Valid range: 1 - 16,777,215; default: 65,535.

B mbox_length number Specifies the maximum number of bytes for an
IMAP mailbox.
Valid range: 1 - 8192; default: 64.

B pass_length number Specifies the maximum number of bytes for an IMAP
password.
Valid range: 1 - 8192; default: 64.

m ref_length number Specifies the maximum number of bytes for an IMAP
reference.
Valid range: 1 - 8192; default: 64.

m user_length number Specifies the maximum number of bytes for an IMAP
username.
Valid range: 1 - 8192; default: 64.



irc

Idap

get di serviceirc [ ... ]
set di service irc { ... }
unset di service irc { .

get di service ldap [ ...
set di service Idap { ...

.

channel_length number Specifies the maximum channel length.
Valid range: 1 through 512; default: 64.

nickname_length number Specifies the maximum length for a
nickname.

Valid range: 1 through 512; default: 16.

password_length number Specifies the maximum length for a password.

Valid range: 1 through 512; default: 16.

username_length number Specifies the maximum length for a
username.

Valid range: 1 through 512; default: 16.

f—

}

unset di service Idap { ... }

Idap [ ]

attributedesc_length number Specifies the maximum length of the
attribute descriptor. Valid range: 0 through 4096; default: 512.

dn_max_length number Specifies the maximum length for an LDAP
distinguished name. Valid range: O through 4096; default: 512.

enc_length_left_zeros number Specifies the number of left zeros for the
length of the BER. Valid range: 0 through 1024; default: 64.

failed_logins number Specifies the maximum number of failed logins
per minute. Valid range: 2 through 100; default: 8.

integer_max_bytes number Specifies the maximum length of integer
representation in BER. Valid range: 0 through 1024; default: 4.

max_mesg_size number Specifies the maximum size of an LDAP
message. Valid range: 0 through 8192; default: 8100.

mesgid_max number Specifies the maximum size of an LDAP message
ID. Valid range: O through 2,147,483,647; default: 2,147,483,647.

search_filter_levels number Specifies the maximum number of nested
operators in a search request. Valid range: 1 through 100; default: 8.

search_sizelimit number Specifies the maximum number of search
results requested. Valid range: 0 through 2,147,483,647;
default: 0.

search_timelimit number Specifies the maximum amount of time to
search results requested. Valid range: O through 600,000; default: O.

tag left _zeros number Specifies the number of left zeros for a tag in the
BER. Valid range: O through 1024; default: 4.

tag_max_value number Specifies the maximum value for any LDAP tag
in the BER. Valid range: 0 through 31; default: 31.
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Ipr
get di service lpr [ ... ]
set di service lpr{ ... }

unset di service Ipr{ ... }

Ipr =

mshn

banner_length number Specifies the maximum length of the banner.
Valid range: 1 through 1024; default: 32.

cfile_length number Specifies the maximum value of the control file
size.

Valid range: 1 through 4,294,967,295; default: 1024.

cfilename_length number Specifies the maximum length of the control
filename.

Valid range: 1 through 1024; default: 64.

cmd_length number Specifies the maximum subcommand length of the
RECEIVE-JOB command.

Valid range: 1 through 8192; default: 256.
dfile_length number Specifies the maximum data-file size.
Valid range: 1 through 4,294,967,295; default: 65535.

dfilename_length number Specifies the maximum length of a data
filename.

Valid range: 1 through 1024; default: 64.

file_format_length number Specifies the maximum filename length of
format-related subcommands.

Valid range: 1 through 1024; default: 32.

font_length number Specifies the maximum font length.

Valid range: 1 through 1024; default: 64.

mail_length number Specifies the maximum size of an email message.
Valid range: 1 through 1024; default: 32.

reply_length number Specifies the maximum length of a reply from the
Server.

Valid range: 1 through 8192; default: 256.
symlink_length number Specifies the maximum symbolic length.
Valid range: 1 through 1024; default 1024.

get di service msn { ... }
set di service msn { ... }
unset di service msn { ... }

msn Determines how the security device evaluates Microsoft Network Instant
Messaging (MSN IM) traffic. The security device compares actual MSN traffic

with

maximum settings of what you consider to be normal MSN traffic. The

security device considers any traffic exceeding such settings to be
anomalous.

B max_display_name number Specifies the maximum number of bytes in an
MSN display name, which is the name that you use to identify yourself to
other MSN principals. A display name is also known as a friendly name,
custom name or custom username.

Va
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B max_group_name number Specifies the maximum number of bytes for an
MSN group. Every group has a name and an ID number, and every
principal belongs to at least one group: the default group named “ ~ ” (tilde)
with ID 0.

Valid range: 1 - 1024; default: 84.
B max_ip_port number Specifies the maximum number of bytes for the IP

address:port number of an MSN server (notification or switchboard server)
for a switchboard session.

Valid range: 30 - 40; default: 30.
All MSN notification and switchboard servers use port 1863.
B max_phone_number number Specifies the maximum number of bytes for

a telephone number in an MSN Forward List (FL). The FL is essentially a
contact list of other MSN principals.

Valid range: 20 - 50; default: 20.

B max_url number Specifies the maximum number of bytes for a URL
address in an MSN message.

Valid range: 1 - 2000; default: 1024.

B max_user_name number Specifies the maximum number of bytes in any
MSN user’s name.

Valid range: 1 - 1024; default: 84.

B max_user_state number Specifies the maximum number of bytes in an
MSN user state, which is a 3-letter code that indicates the status of a user’s
connection. Some examples: NLN (online), FLN (offline), HDN
(hidden/invisible). Other states are substates of NLN, including BSY (Busy),
IDL (Idle), and BRB (Be Right Back).

Valid range: 3 - 15; default: 3.

msrpc

get di service msrpc { ... }
set di service msrpc { ... }
unset di service msrpc { ... }

msrpc Determines how the security device evaluates Microsoft Remote Procedure
Call (MSRPC) traffic. The security device compares actual MSRPC traffic with
maximum settings of what you consider to be normal MSRPC traffic. The
security device considers any traffic exceeding such settings to be
anomalous.

B epm_max_num_entries number Specifies the maximum number of
entries in an MSRPC endpoint mapper (EPM) message.

Valid range: 100 - 8192; default: 100.

B epm_max_tower_len number Specifies the maximum number of bytes in
a protocol-tower representation in an MSRPC EPM message. A protocol
tower consists of an interface identifier and binding information between a
client and server that permits the client to make a remote procedure call to
the server.

Valid range: 8192 - 268,435,456; default: 8192.

® max_frag len number Specifies the maximum length, in bytes, of an
MSRPC fragment.

Valid range: 4096 - 65,535; default: 8192.
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nbname
get di service nbname { ... }
set di service nbname { ... }
unset di service nbname { ... }
nbname Determines how the security device evaluates NetBIOS name (Nbname)
traffic. The security device compares actual Nbname traffic with maximum
settings of what you consider to be normal Nbname traffic. The security
device considers any traffic exceeding such settings to be anomalous.
B pointer_loop_limit number Specifies the maximum number of
pointer-loop levels for NetBIOS names.
Valid range: O - 24; default: 8.
nfs

get di service nfs [ ... ]
set di service nfs { ... }
unset di service nfs { ... }

nfs B max_buffer_length number Specifies the maximum buffer size for
read/write requests.

Valid range: 1 through 65536; default: 32768.
B max_name_length number Specifies the maximum length for the name.
Valid range: 1 through 4096; default; 256.

® max_path_length number Specifies the maximum value for the path
length.

Valid range: 1 through 4096; default: 1024.
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ntp

get di servicentp [ ... ]
set di service ntp { ... }
unset di service ntp { ... }

ntp

Determines how the security device evaluates Network TIme Protocol
(NTP) traffic.

B ctl_auth_len number Specifies the maximum size of the
authentication-field length in the control message.

Valid range: 0 through 24; default: 20.

B dmsg ver3_max_len number Specifies the maximum length of an NTP
version 3 message.

Valid range: 0 through 72; default: 68.

B dmsg ver4_max_len number Specifies the maximum length of an NTP
version 4 message.

Valid range: 0 through 72; default: 68.

® match_ts { 0 | 1 } Enables (1) or disables (0) the feature that matches
the timestamps of NTP requests and responses. Default: 1.

® max_clkage number Specifies the maximum time since the last update
of the reference clock.

Valid range: 0 through 86400; default: 86400.

B max_data_store number Specifies the maximum buffer length to store
between control packets.

Valid range: 0 through 255; default: 255.

B max_stratum number Specifies the maximum stratum value for any
NTP peer. Valid range: 0 through 15; default: 15.

B min_poll number Specifies the minimum number of seconds between
two requests.

Valid range: 0 through 1024; default: 0.

B pasv_dissolve_tm number Specifies the maximum time for a symmetric
passive association to dissolve.

Valid range: 0 through 3600; default: 900.

B varname_len number Specifies the maximum length of any NTP control
variable.

Valid range: 0 through 255; default: 128.

® varvalue_len number Specifies the maximum length of any NTP
variable.

Valid range: 0 through 255; default: 255.
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pop3

radius

get di service pop3 { ...}
set di service pop3{ ...}
unset di service pop3{... }

pop3

Determines how the security device evaluates Post Office Protocol version 3
(POP3) traffic. The security device compares actual POP3 traffic with
maximum settings of what you consider to be normal POP3 traffic. The
security device considers any traffic exceeding such settings to be
anomalous.

® apop_length number Specifies the maximum number of bytes for an

Authenticated Post Office Protocol (APOP) command, which a POP3 user
issues when authenticating himself to a POP3 mailserver.

Valid range: 1 - 8192; default: 100.

failed_logins number Specifies the maximum number of failed login
attempts per minute to a POP3 server from a single host.

Valid range: 2 - 100; default: 4.

line_length number Specifies the maximum number of bytes for any POP3
line.

Valid range: 1 - 8192; default: 512.

max_msg_num number Specifies the maximum number of messages in a
single mailbox on a POP3 server.

Valid range: 100 - 10,000,000; default: 10,000,000.

B pass_length number Specifies the maximum number of bytes in a POP3

password.
Valid range: 1 - 8192; default: 64.

user_length number Specifies the maximum number of bytes in a POP3
username.

Valid range: 1 - 8192; default: 64.

get di service radius [ ... ]
set di service radius { ... }
unset di service radius { ... }

radius

m failed_auth number Specifies the maximum number of failed login
attempts per minute to a RADIUS server from a single host.

Valid range: 2 - 100; default: 8.



smb

smtp

get di service smb { ... }
set di service smb { ... }
unset di service smb { ... }

smb

Determines how the security device evaluates Server Message Block (SMB)
traffic. The security device compares actual SMB traffic with maximum
settings of what you consider to be normal SMB traffic. The security device
considers any traffic exceeding such settings to be anomalous.

m failed_logins number Specifies the maximum number of failed login
attempts per minute to an SMB server from a single host.

Valid range: 2 - 100; default: 8.

m regkey_length number Specifies the maximum number of bytes in an SMB
registry key.

Valid range: 32 - 64,535; default: 8192.

get di service smtp { ... }
set di service smtp { ... }
unset di service smtp { ... }

smtp

Uses the Simple Mail Transfer Protocol (SMTP) threshold parameters to
control how the security device handles SMTP packets. The threshold
parameters define the boundaries of normal SMTP traffic. Traffic that
exceeds these boundaries is considered abnormal and might contain protocol
anomalies.

B check_headers_in_body { 0 | 1 } Enables or disables the inspection of
SMTP traffic for email headers in the body of an email message, which can
occur when a bounced message contains an attachment.

A value of 0 disables checking for SMTP headers in the body of an email
message, and 1 enables it. By default, this option is disabled.

® cmdline_length number Specifies the maximum number of bytes in any
command line sent from an SMTP client within an SMTP message
envelope.

Valid range: 1 - 8192; default: 1024.

m content_filename_length number Specifies the maximum number of
bytes for the name of a file in a content-disposition filename parameter in
an SMTP header. For information about the content-disposition header
field, refer to RFC 2183, Communicating Presentation Information in Internet
Messages: The Content-Disposition Header Field.

Valid range: 1 - 1024; default: 128.

B content_name_length number Specifies the maximum number of bytes in
the content-type name attribute in an SMTP header. Two examples of
content-type names are text/plain; name = "CLLpdf” and application/zip;
name = "nsremote.zip”. For information about various content types, see
RFC 2046 Multipurpose Internet Mail Extensions (MIME) Part Two.: Media
Types.

Valid range: 1 - 1024; default: 128.
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B domain_length number Specifies the maximum number of bytes in the
domain-name component of the forward-path field in an RCPT command
or reverse-path field in a MAIL command in an SMTP message envelope.
The forward-path field indicates the destination mailbox. The reverse-path
field indicates the sender’s mailbox. The mailbox name consists of two
parts: usr_name@domain_name

Valid range: 1 - 8192; default: 64.

B multipart_depth number Specifies the number of nested elements in a
multipart content type. For an example, refer to “Appendix A — A Complex
Multipart Example” in RFC 2049, Multipurpose Internet Mail Extensions
(MIME) Part Five: Conformance Criteria and Examples.

Valid range: 1 - 16; default: 4.

B num_rcpt number Specifies the maximum number of recipients for an
SMTP message.
Valid range: 1 - 1000; default: 100.

m parse_cnt_length number Specifies the maximum number of bytes of
encoded MIME data that the security device must decode.
Valid range: 1 - 8192; default: 128.

® path_length number Specifies the maximum number of bytes that can
appear in the forward-path field in an RCPT command or in the
reverse-path field in a MAIL command in an SMTP message envelope. The
forward-path typically consists of the destination mailbox. The
reverse-path typically consists of the sender’s mailbox.

Valid range: 1 - 8192; default: 256.
m replyline_length number Specifies the maximum number of bytes in a

reply line sent from an SMTP server. The total length includes the
three-digit reply code and the < CRLF > .

Valid range: 1 - 8192; default: 512.

m textline_length number Specifies the maximum number of bytes in a
single SMTP text line, including the < CRLF > .

Valid range: 1 - 8192; default: 512.

m user_length number Specifies the maximum number of bytes in a
username component of the forward-path field in an RCPT command or in
the reverse-path field in a MAIL command in an SMTP message envelope.
The forward-path field indicates the destination mailbox. The reverse-path

field indicates the sender’s mailbox. The mailbox name consists of two
parts: usr_name@domain_name

Valid range: 1 - 8192; default: 256.

syslog

get di service syslog [ ... ]
set di service syslog { ... }
unset di service syslog { ... }

syslog validate_timestamp { 0 | 1 } Enables (1) or disables (0) the feature that
validates RFC 3164, Compliant Timestamp, format.
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telnet

tftp

vhc

get di service telnet [ ... ]
set di service telnet { ... }
unset di service telnet { ... }

telnet failed_logins number Specifies the maximum number of login failures per
minute.

Valid range: 2 through 100; default: 4.

get di service tftp [ ... ]
set di service tftp { ... }
unset di service tftp { ... }

tftp filename_length number Specifies the maximum length for the filename.

Valid range: 1 through 8192; default: 128.

get di servicevnc [ ... ]
set di servicevnc { ... }
unset di service vnc { ... }

vnc m failed_logins number Specifies the maximum number of failed logins
per minute.

Valid range: 2 through 100; default; 4.
B max_cuttext_length number Specifies the maximum cut-text length.
Valid range: 1 through 65,536; default: 4096.

B max_name_length number Specifies the maximum length for the
display name.

Valid range: 1 through 1024; default: 128.

B max_reason_length number Specifies the maximum string length for
the reason.

Valid range: 1 through 2048; default: 512.

m verify_message { 0 | 1 } Enables (1) or disables (0) the feature that
checks the maximum length of the verify message after the initial
handshake.
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whois
get di service whois [ ... ]
set di service whois { ... }
unset di service whois { ... }
whois request_length number Specifies the maximum length of a request.
Valid range: 1 through 1024; default: 128.
ymsg

get di service ymsg { ... }
set di service ymsg { ... }
unset di service ymsg { ... }

ymsg Determines how the security device evaluates Yahoo! Messenger (YMSG)
traffic. The security device compares actual YMSG traffic with maximum
settings of what you consider to be normal YMSG traffic. The security device
considers any traffic exceeding such settings to be anomalous.

B max_activity number Specifies the maximum number of bytes in the
length of a data-type activity value. Data-type activities include
PEERTOPEER, FILEXFER, and TYPING.

Valid range: 1 - 20; default: 15.

® max_buddy_list number Specifies the maximum length in bytes of the
buddy list that a YMSG server sends.
Valid range: 20 - 8000; default: 8000.

® max_challenge number Specifies the maximum length in bytes of the

challenge string that a YMSG server sends during the authentication
process.

Valid range: 1 - 1024; default: 84.

B max_chatroom_msg number Specifies the maximum length in bytes of a
message sent in a chat room.

Valid range: 1 - 8000; default: 2000.

B max_chatroom_name number Specifies the maximum length in bytes of a
YMSG chat-room name.
Valid range: 1 - 8000; default: 1024.

® max_conf_msg number Specifies the maximum number of bytes in a
YMSG conference-join message.
Valid range: 1 - 8000; default: 1024.

B max_conference_name number Specifies the maximum length in bytes of
a YMSG conference-session name.
Valid range: 1 - 8000; default: 1024.

B max_cookie_length number Specifies the maximum number of bytes in
the cookie that a YMSG server sends to a client.

Valid range: 1 - 1000; default: 400.

B max_crypt number Specifies the maximum number of bytes in the
encrypted password sent during the YMSG authorization process.

Valid range: 1 - 8000; default: 1024.
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max_file_name number Specifies the maximum length in bytes of the
name of a file that YMSG peers can transfer to each other.

Valid range: 1 - 8000; default: 1000.

max_group_name number Specifies the maximum length in bytes for a
name of a group of buddies.

Valid range: 1 - 1024; default: 84.

max_mail_address number Specifies the maximum length in bytes of the

address in an email message that a YMSG server sends as part of a new
email alert.

Valid range: 1 - 1024; default: 84.

max_mail_subject number Specifies the length in bytes of the subject line

in an email message that a YMSG server sends as part of a new email alert.

Valid range: 1 - 1024; default: 128.

max_message_size number Specifies the maximum length in bytes of a
YMSG instant message.

Valid range: 1 - 1024; default: 128.

max_url_name number Specifies the maximum length in bytes of a
uniform resource locator (URL).

Valid range: 1 - 8000; default: 1024.

max_user_name number Specifies the maximum length in bytes of a
YMSG username.

Valid range: 1 - 1024; default: 84.

max_webcam_key number Specifies the maximum number of bytes in the
webcam key that YMSG uses to support webcam transmissions.

Valid range: 1 - 1024; default: 124.

max_yahoo_message number Specifies the maximum total length in bytes
of a YMSG instant message.

Valid range: 200 - 8192; default: 8192.
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Syntax

get

set

Use the dip commands to set up a Dynamic IP (DIP) group, display DIP group
information, or assign the same IP address from a port-translating DIP pool to a
host that originates multiple concurrent sessions (sticky DIP).

A DIP group contains one or more DIP pools, each consisting of a range of Internet
Protocol (IP) addresses defined on a Layer 3 security zone interface, extended
interface, or numbered tunnel interface. When multiple security devices are in a
High Availability (HA) cluster, a policy requiring source-address translation and
referencing a DIP pool defined on one virtual security interface (VSI) can result in
dropped traffic. When that traffic arrives at a physical security device on which the
DIP pool specified in the policy belongs to a VSI in an inactive virtual security
device (VSD), the device drops the traffic because it cannot find the specified DIP
pool to use for address translation. If, instead, the policy references a DIP group
that contains DIP pools on different egress VSls, the security device receiving the
traffic can use the DIP pool belonging to the VSI for its active VSD.

NOTE:

If the range of addresses in a DIP pool is in the same subnet as the interface IP
address, the pool must exclude the interface IP address, router IP addresses, and
any mapped IP or virtual IP addresses (MIPs and VIPs) that might also be in that
subnet. If the range of addresses is in the subnet of an extended interface, the
pool must exclude the extended interface 1P address.

getdip [ all ]

set dip
{

alarm-raise number1 [ alarm-clear number2 ] |
group { id_num1 [ member id_num2 ]} |
sticky

}
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Keywords and Variables

alarm-raise

group

sticky

set dip alarm-raise number1 [ alarm-clear number2 |
unset alarm-raise

alarm-raise Sets a DIP utilization alarm threshold, expressed as a percentage of possible
DIP utilization. When DIP utilitzation exceeds this threshold, the device
triggers a SNMP trap. Because this threshold is zero by default, it is not
enabled until you increase the setting to a nonzero value. (Possible values are
50 to 100, inclusive).

The alarm-clear setting specifies an optional threshold, also expressed as a
percentage of possible DIP utilitzation. When DIP utilization falls below this
threshold, (and DIP utilitzation previously exceeded the alarm-raise
threshold), the device triggers a SNMP alarm. The default value for this
threshold is 10 % below the configured alarm-raise threshold. (Possible
configured values are 40 to 100, inclusive.)

The device logs these alarm events.

Example: The following command specifies upper and lower DIP utilization alarm
thresholds. The device generates an SNMP alarm when either of the following
conditions apply:

m  DIP utilization exceeds 85 percent of capacity.

m  DIP utilization falls below 45 percent of capacity.

set dip alarm-raise 85 alarm-clear 45

set dip group id_num1 [ member id_num?2 ]
unset dip group id_num1 [ member id_num2 ]

group Creates a DIP group or adds a DIP pool to a group. id_numl is the
identification number you assign to the new DIP group. member id_num?2
specifies the identification number of a DIP pool.

Example: The following commands create DIP pools and a DIP group:

m  DIP pool with ID 5 for interface ethernet3, which has IP address 1.1.1.1/24.
m  DIP pool with ID 6 for interface ethernet3:1, which has IP address 1.1.1.2/24.
m  DIP group with ID number 7. Both DIP pools added to the DIP group.

set interface ethernet3 dip 51.1.1.10 1.1.1.10
set interface ethernet3:1dip61.1.1.111.1.1.11
set dip group 7

set dip group 7 member 5

set dip group 7 member 6

set dip sticky
unset dip sticky

sticky Specifies that the security device assigns the same IP address to a host for
multiple concurrent sessions.



dns

Syntax

clear

Use dns commands to configure Domain Name System (DNS) or to display DNS
configuration information.

DNS allows network devices to identify each other using domain names instead of
IP addresses. Support for DNS is provided by a DNS server, which keeps a table of
domain names with associated IP addresses. For example, using DNS makes it
possible to reference locations by domain name (such as www.juniper.net) in
addition to using the routable IPv4 address in the format 123.123.123.

DNS translation is supported in all the following applications:

m  Address Book

m  Syslog

m  Email

m  WebTrends

m  Websense

m  LDAP
m  SecurlD
m  RADIUS

m  NetScreen-Global PRO

Before you can use DNS for domain name/address resolution, you must enter the
addresses for the primary and secondary DNS servers in the security device.

clear [ cluster ] dns

[
ddns [ id id_num ]|

proxy |
server-select [ domain dom_name ]

]
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exec
exec dns
{
ddns [ id id_num ]|
refresh
}
get
get dns
{
ddns [ id id_num ]|
host { cache | report | server-list | settings } |
name dom_name |
proxy |
server-select
}
set
set dns
{
ddns
[
enable |
id id_num
}

[ server name_str ] server-type { ddo | dyndns }
[ refresh-interval number |
[ minimum-update-interval number ]
[ clear-text ]
src-interface interface [ host-name name_str ] |
username name_str password pswd_str [ agent name_str ]
}
1]
host
{
dnsl ip_addr | dns2 ip_addr | dns3 ip_addr
[ src-interface interface | |
name name_str ip_addr |
schedule time [ interval number ]
}
proxy [ enable ] |
server-select domain dom_name
[
[ outgoing-interface interface ]
failover |
primary-server ip_addr
[ failover |
secondary-server ip_addr
[ failover |
tertiary-server ip_addr
[ failover ]
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Keywords and Variables

cluster

ddns

clear [ cluster ] dns

cluster

Propagates the clear operation to all other devices in an NSRP cluster.

getdns ddns [ id id_num ][ ... ]
set dns ddns enable
setdnsddns [idid_num ][ ... ]

unset dns ddns

ddns

Initiates or deletes the DDNS (Dynamic DNS) entry in the DDNS Entries table.
Each entry represents a module that allocates all resources needed for DDNS.
Deleting an entry frees the resources allocated for the module.

Dynamic DNS (DDNS) is a mechanism that allows clients to dynamically
update IP addresses for registered domain names. This is useful when an ISP
uses PPP, DHCP, or XAuth to dynamically change the IP address for a CPE
router (such as a security device) that protects a web server. Thus, any clients
from the internet can access the web server using a domain name, even if
the IP address of the CPE router previously changed dynamically.

This is made possible by a DDNS server such as dyndns.org or ddo.jp, which
contains the dynamically-changed addresses and their associated domain
names. The CPE updates these DDNS servers with this information,
periodically or in response to IP address changes.

B enable Enables the DDNS module.

® id id_num Identifies a DDNS entry in the DDNS Entries table. If an entry
already exists with this ID number, the set dns ddns id id_num command
updates the server information for that entry. If not, the command creates
a new entry.

® server name_str The FODN (Fully-Qualified Domain Name) of the DDNS
server. The maximum length is 63 characters.

m server-type { ddo | dyndns } The type (DDO or DYNDNS) of DDNS
SEerver.

® clear-text Disables HTTPS. The default is to use HTTPS encryption,
for both servers.

m refresh-interval number The time interval (expressed in hours)
between refreshing of the DDNS entry. The default is 168 hours,
and the allowable range is 1-8760 hours.

B minimum-update-interval number The minimum period
(expressed in minutes) between updates. The default is 10 minutes,
and the allowable range is 1-1440 minutes.

| src-interface interface The interface through which the device
communicates with the DDNS server. The optional host-name
name_str parameter identifies a host name for the security device.
Note: This value is necessary only if the DDNS server is of type
DYNDNS, not DDO.
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B username name_str password pswd_str [ agent name_str ] Identifies the
username and password for the DDNS account. The maximum length
for each of these settings is 63 characters.

B agent name_str Specifies the name of the agent. The default value
is:
string1-string2-id_num, where:
- stringl the company name
- string2 the software version
- id_num the serial number
The maximum length of the total agent string is 63 characters.

host

get dns host { ... }
set dns host { ... }
unset dns host { ... }

host m cache Displays the DNS cache table.
B dnsl ip_addr Specifies the primary DNS server.
B dns2 ip_addr Specifies the backup DNS server.

m src-interface interface Specifies an interface so that DNS requests
packets, although initiated from within the system by the DNS module,
are treated as if received externally from the source interface you set.
When you specify a src-interface, DNS request packets, like all user data
packets, trigger firewall policy lookup and are handled according to the
rules of the policy. The source interface can be any interface that
matches the zone.

B name The domain name of the host, listed in the DNS table.

Using the name option with set places an entry in the DNS table,
representing a host device with a host name and IP address. This allows
you to reach the host from the security device using the host name. For
example, executing set dns host name acme 2.2.2.25 creates a DNS table
entry for a host at address 2.2.2.25, with a host name of acme. This allows
you to reach the host from the security device, as with the command ping
acme.

Note: The DNS table is local to the security device, and functions only as a
proxy for the actual DNS server. Consequently, other network nodes
cannot query the listed names using the security device. The main purpose
of the table is to let you create an alias for an external host and to access
that host from the security device.

® report Displays the DNS lookup table.

m schedule time Specifies the time of day to refresh DNS entries. The format
of this parameter is hh:mm. The interval number parameter specifies a 4-,
6-, 8-, or 12-hour interval between DNS table refresh operations. The
default interval is 24 hours; that is, once a day at the scheduled DNS
lookup time. Use this option to refresh the DNS table more frequently.

B server-list Displays the IP addresses of hosts currently designated as DNS
servers.

B settings Displays DNS settings, including IP addresses, refresh setting, and
the number of UDP sessions.

Example 1: The following command sets up a host as the primary DNS server at IP
address 1.2.2.45:

set dns host dns1 1.2.2.45
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proxy

refresh

Example 2: The following command schedules a refresh time at 23:59 each day
and a DNS table refresh interval of 12 hours:

set dns host schedule 23:59 interval 12

get dns proxy

set dns proxy [ enable ]
unset dns proxy [ enable ]

proxy

exec dns refresh

refresh

Initializes or deletes the DNS proxy. Initialization allocates all resources
needed for the proxy. The enable switch enables or disables the DNS proxy
itself.

The DNS proxy feature provides a transparent mechanism that allows clients
to make split DNS queries. The proxy redirects the DNS queries selectively to
specific DNS servers, according to partial or complete domain specifications.
This is useful when VPN tunnels or PPPoE virtual links provide multiple
network connectivity, and it is necessary to direct some DNS queries to one
network and other queries to another network.

The most important advantages of a DNS proxy are as follows.

B Domain lookups are usually more efficient. For example, DNS queries
meant for the corporate domain (such as marketing.acme.com) could go to
the corporate DNS server, while all others go to the ISP DNS server, thus
reducing the load on the corporate server.

® DNS proxy can prevent domain information from leaking into the internet,
thus preventing malicious users from learning about internal network
configuration.

Refreshes all DNS entries. Using the option directs the security device to
perform a manual DNS lookup.
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server-select

clear [ cluster ] dns server-select domain dom_name
get dns server-select
set dns server-select domain dom_name [ outgoing-interface interface { ... } ]

server-select Identifies external DNS servers according to all or part of the FODN
(Fully-Qualified Domain Name) contained in each DNS query. This process is
called proxy DNS.

B primary-server ip_addr
® secondary-server ip_addr
W tertiary-server ip_addr

The failover switch directs the DNS to fail over to another server if the
currently active server fails.

Use the set dns server-select commands to create a partially-filled or
fully-filled entry for a DNS proxy domain lookup. Such entries allow the
security device to selectively direct DNS queries to different DNS servers. For
example, you can direct all DNS queries with FODNs containing a particular
domain name to a corporate server, and direct all other DNS queries to an
ISP server. To denote these other, unspecified queries, use the asterisk
symbol (see example below).

The optional outgoing-interface parameter specifies the interface through
which the security device transmits the DNS query.

Note: You can make such queries secure by specifying a tunnel interface.

Note: Before you can use the server-select options, you must enable DNS
proxy using the set dns proxy and set dns proxy enable commands. For
more information on proxy DNS, see proxy on page 163.

Example: The following commands create two proxy-DNS entries that selectively
forward DNS queries to different servers.

m  All DNS queries for FODNs containing the domain name acme.com go through
interface tunnel.1, to the DNS server at IP address 2.2.2.2. For example, the
DNS proxy could query this server for the FODN intranet.acme.com.

m  All other DNS queries go out through interface ethernet3 to the DNS server at
IPv4 address 1.1.1.23.

set dns proxy

set dns proxy enable

set dns server-select domain .acme.com outgoing-interface tunnel.1 primary-server
2.2.2.2

set dns server-select domain * outgoing-interface ethernet3 primary-server 1.1.1.23



domain

Use the domain commands to set or display the domain name of the security
device.

A domain name is a character string that identifies the security device. This name
allows other devices to access the security device through a Domain Name System
(DNS) server, thus identifying the device without using an explicit Internet Protocol
(IP) address.

Syntax

get
get domain

set

set domain name_str
Keywords and Variables

Variable Parameter

name_str Defines the domain name of the security device.
Example: The following command sets the domain of the security device to acme:

set domain acme
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dotlx

Syntax

clear

get

Use the dot1x commands to review 802.1X session information and clear 802.1X
sessions. You can also clear 802.1X statistics.

Use the get dotlx command to review 802.1X configured parameters for all
interfaces.

clear dotl1x { session [ id number ] | statistics }

get dotlx [ session [ id number ] | statistics ]

Keywords and Variables

session

statistics

clear dotlx session [ id number ]
get dotlx [ session [ id number ] ]

session Specifies all 802.1X sessions or detailed information about a specific 802.1X
session. Use the get dotlx session command to see a list of session IDs. Use
a session ID and the optional id keyword to see details for a particular session
or to clear it.

Example: The following command clears the 802.1X session with an ID of 54:

clear dotlx session id 54

clear dotl1x statistics
get dotlx statistics

statistics Displays all 802.1X-enabled interface statistics or clears all 802.1X
statistics.

Example: The following command clears all 802.1X statistics:

clear dotlx statistics
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downgrade

Use

the downgrade command to downgrade the ScreenOS firmware from

ScreenOS 5.0.X to ScreenOS 4.0.X.

To use this command to perform a downgrade, you must have the following.

Root or Read-Write privileges to the security device
A console connection to the security device
A TFTP server application running on your computer

An Ethernet connection from your computer to the security device (to transfer
data from the TFTP server on your computer)

A ScreenOS 4.0.X image file saved to the TFTP server folder on your computer

A configuration file that was saved in ScreenOS 4.0.X (configurations saved in
ScreenOS 5.0.0 are not supported by ScreenOS 4.0.X)

For information on the downgrade process, refer to the 5.4.0 release notes.

CAUTION: Execute this command with extreme caution. Before execution, refer to
/ , \ the 5.4.0 release notes.

Syntax

exec

exec downgrade

Keywords and Variables

Non

€.

Downgrades and NetScreen-Security Manager

Before downgrading ScreenOS from 5.x to 4.x on a device that uses
NetScreen-Security Manager (NSM), execute the following commands:

unset nsmgmt enable

unset nsmgmt init otp

unset nsmgmt init id

unset nsmgmt server primary
del nsmgmt keys

save
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envar

Syntax

get

set

Use the envar commands to define environment variables.

The security device uses environment variables to make special configurations at
startup.

get envar [ resource |

set envar { string | max-frame-size=frame_size }

Keywords and Variables

Variable Parameter

set envar string
unset envar string

string The location of the environment variables files.

Example: The following command defines the location of the system configuration
as file2.cfg in slot2:

set envar config=slot2:file2.cfg
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max-frame-size
set envar max-frame-size=9830
max-frame-size  Defines the maximum frame size (MTU) that the security device can process;
this is a system-wide definition and is not per interface. You must reboot the
system for the new setting to take effect.
This feature is only available on certain platforms and with certain security
modules..
When using this feature, the following statements apply to the new
environment:
B Deep inspection (DI) is not supported.
B Packets sent through aggregate interfaces might be out of order.
m If the system is placed in jumbo frame mode, jumbo frame NSRP
forwarding is not supported.
® Maximum firewall or VPN throughput requires at least four sessions (for
firewall) or tunnels (for VPN).
resource

get envar resource

resource Displays the following information:
B (max-session) Maximum number of sessions
B (max-sa) Maximum number of security associations (SAs)
B (max-12tp-tunnel) Maximum number of L2TP tunnels

B (max-frame-size) Maximum size of frames
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event

Use the event commands to display or clear event-log messages.

The event log monitors and records system events and network traffic. The security
device categorizes logged system events by the following severity levels:

Alert: Messages for multiple user-authentication failures and other firewall
attacks not included in the Emergency category.

Critical: Messages for URL blocks, traffic alarms, high availability (HA) status
changes, and global communications.

Debugging: All messages.

Emergency: Messages concerning SYN, Tear Drop, and Ping of Death attacks.
Error: Messages for admin login failures.

Information: Any kind of message not specified in other categories.

Notification: Messages concerning traffic logs and link-status and configuration
changes.

Warning: Messages for admin logins and logouts; failures to log in and log out;
and user authentication failures, successes, and timeouts.

The event log displays the date, time, level, and description of each system event.
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Syntax

clear

clear [ cluster ] event [ end-time time |

Set

get event
[ module name_str ]
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[ level
{
alert |
critical |
debug |
emergency |
error |
information |
notification |
warning
}
]
[ type [ id_num_high [ -id_num_low ] ]
[ start-date date [ time ] ] [ end-date date [ time ] ]
[ start-time time ][ end-time time ]
[ include string ] [ exclude string ]
[src-ip ip_addrl [ -ip_addr2 | src_netmask mask ] ]
[dst-ip ip_addrl [ -ip_addr2 | dst_netmask mask ] ]
sort-by
{
date
[ start-date date_string ]
[ end-date date_string ]
dst-ip [ ip_addr [ -ip_addr | dst-netmask mask ] ]
src-ip [ ip_addr [ -ip_addr | src-netmask mask ] ]
time
[ starttime time ]
[ end-time time ]



Keywords and Variables

cluster

clear cluster event [ ... ]

cluster Propagates the clear operation to all other devices in an NSRP cluster.

dst-ip

get event dst-ip ip_adadr [ ... ]
get event sort-by dst-ip [ ... ]

dst-ip Directs the device to display event logs with the specified destination IP
address or address range. The device can also sort event logs by destination

IP address.

include | exclude

get event [ ... ][ include string ] [ exclude string ][ ... ]

include Directs the device to exclude or include events containing a specifies string of
characters (string).

exclude

level

get event module name_str level { ... }

level Specifies the priority level of the event message. The priority levels are as

follows:

module

emergency (Level 0) The system is unusable.

alert (Level 1) Immediate action is necessary.

critical (Level 2) The event affects functionality.

error (Level 3) Error condition exists.

warning (Level 4) The event might affect functionality.
notification (Level 5) The event is a normal occurrence.

information (Level 6) The event generates general information about
normal operation.

debug (Level 7) The event generates detailed information for
troubleshooting purposes.

get event module name_str [ ... ]

module Specifies the name of the system module that generated the event.
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sort-by
get event sort-by { ... }
sort-by Directs the device to sort event logs by date, sorce IP address, distination 1P
address, or time.
src-ip

get event src-ip ip_addrl [ ... ]
get event sort-by src-ip ip_addrl [ ... ]

src-ip Directs the device to sort event logs by source IP address. The device can also
display event logs with the specified source IP address or address range.

start-time | end-time

clear [ cluster ] event end-time time
getevent [ ... ][ start-time time ] [ end-time time ] [ ... ]

end-time Specifies the lower and upper ends of a range of times for an event. When
you specify a start-time and/or end-time, the device sorts or filters the event
logs based on the specified times, regardless of the date. The format is:
hh:mm:ss.

start-time

When you use the end-time option with the clear event command, you
specify the date and optionally the time in the following format:
mm/dd/yy-hh:mm:ss.

Example: The following command clears all events generated before May 1, 2002
at 11:30am:

get event end-time 05/01/02-11:30:00

start-date | end-date

get event [ start-date date_string ] [end-date date_string ]
get event sort-by date [ start-date date_string ] [ end-date date_string ]

start-date Specifies the lower and upper ends of a range of times for an event. The

end-date format is:
mm/dd/yy-hh:mm:ss

You can omit the year (the current year is the default), or express the year
using the last two digits or all four digits. The hour, minute, and second are
optional. The delimiter between the date and the time can be a dash or an
underscore:

12/31/2001-23:59:00
12/31/2001_23:59:00

type

get event module name_str level { ... } type id_num1 7 ... ]

type Specifies a priority level or a range of priority levels.

176 =



exit

Use the exit command to exit a command context or a virtual system or to
terminate and log out from a CLI session.

Syntax

exit

Keywords and Variables
None.

Example: The following exit command exits the context of policy ID 1 and returns
the command context to the top command level:

device-> set policy id 1

device(policy:1)-> set dst-addr 2.2.2.5/32
device(policy:1)-> exit

device->

Notes

When issuing the exit command at the top command level (that is, not from within
a command context), you must log back into the console to configure a security
device.
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failover

Use the failover commands to configure failover settings on the security device.
The get failover command allows you to view the status of the failover settings.

Syntax
get
get failover
set
set failover
{
auto |
enable |

holddown number [ recover number ] |
type { route vrouter vrouter ip_addr/mask | track-ip | tunnel-if }

}

exec

exec failover

{
force |
revert

}

Keywords and Variables

auto
set failover auto
unset failover auto
auto Directs the security device to automatically fail over from the primary
interface to the backup and from the backup interface to the primary. By
default, failover is manual (the administrator must use the CLI or WebUI to
switch from the primary interface to the backup and from the backup
interface to the primary).
enable

set failover enable
unset failover enable

enable Enables failover mode on the security device.
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force

holddown

revert

type

exec failover force

force Forces traffic to be switched to the backup interface.

set failover holddown number
unset failover holddown

holddown Specifies the time interval (number), in seconds, the security device delays
failover actions. This value has an effect in the following situations:

B The security device switches traffic to the backup interface.

m The security device switches traffic from the backup interface to the
primary interface, when the primary interface becomes available again.

The default hold-down interval is 30 seconds. The range is 1-32767 seconds.
Example: The following command sets a failover delay of 45 seconds:

set failover holddown 45

exec failover revert

revert Forces traffic to be switched from the backup interface to the primary
interface.

set failover type { track-ip | tunnel-if }
set failover type route vrouter vrouter ip_addr/mask

type Specifies the type of event that determines interface failover. You can specify
the following types:

B route monitors a known route’s status. The route entry can be propagated
by a dynamic routing protocol, such as BGP or OSPE If a BGP adjacency is
lost, the security device removes all routes learned from that BGP peer. If
the route entry is not active for a period of time that exceeds the
hold-down time, the security device triggers an interface failover. This
feature requires an exact address match in the specified vrouter and the
route must be active to avoid failover.

® track-ip instructs ScreenOS to use IP tracking to determine failover.

B tunnel-if instructs ScreenOS to use VPN tunnel status to determine
failover.



file

Syntax

get

Use the file commands to clear or display information for files stored in the flash
memory or USB storage device.

get file [ filename | info ]

Keywords and Variables

Variable Parameters

cluster

info

delete file dev_name:/filename
get file filename

dev_name;/filename Deletes the file with the name filename from the flash card memory
(dev_name = flash) or the USB storage device (dev_name = usb).

filename Defines the file name stored in the flash card memory or USB storage
device.

Example: The following command displays information for the file named corpnet
from the flash card memory:

get file corpnet

clear cluster file dev_name:filename

cluster Propagates the clear operation to all other devices in an NSRP cluster.
get file info
info Displays the base sector and address.
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firewall

Syntax

get

set

Use the firewall commands to enable or disable logging of dropped packets
targeting an interface address on the security device or to specify thresholds for
packets sent to the CPU by a Packet Process Unit (PPU).

NOTE: Security devices perform most firewall services at the security-zone level. You
configure individual zones to perform these services. For more information, see
“zone” on page 695.

get firewall
[
ppp-threshold packet-drop { non-ip | other-ip | system-critical }

]

set firewall
{
log-self [ exclude ][ icmp | ike | multicast | snmp ] |
ppu-threshold packet-drop
{ { non-ip | other-ip | system-critical }
numberl number2 }
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Keywords and Variables

Displays the settings for logging dropped ICMP, IKE, multicast, and SNMP
packets destined for the security device. Log entries appear in the self log.

set firewall log-self [ exclude ] [ icmp | ike | multicast | snmp ]
unset firewall log-self [ exclude ] [ icmp | ike | multicast | snmp ]

firewall

get firewall

firewall
log-self

log-self
ppu-threshold

Directs the security device to log or not log dropped packets and pings in the
self log. Using the exclude switch directs the device not to perform logging at
all or for specified traffic types.

B jcmp Enables or disables logging of ICMP (Internet Control Message
Protocol) packets.

m jke Enables or disables logging of dropped IKE (Internet Key Exchange)
packets.

® multicast Enables or disables logging of multicast packets.

B snmp Enables or disables logging of dropped Simple Network
Management Protocol (SNMP) packets.

Entering the set firewall log-self command without any other keywords
enables logging to the self log. (By default, logging to the self log is enabled.)
Entering the unset firewall log-self command without any other keywords
disables it.

get firewall ppu-threshold packet-drop { ... }
set firewall ppu-threshold packet-drop { ... }
unset firewall ppu-threshold packet-drop { ... }

ppu-threshold

Defines protection thresholds for the Packet Process Units (PPU), which
forward packets to the flow CPU. PPU protection thresholds determine how
many packets of a particular type the PPU can send to the CPU before the
device begins to drop subsequent packets of that type. This feature protects
the security device from CPU overload.

It processes three categories of traffic:
B non-ip number1 number2 Packets that do not use IP protocol.

® other-ip number! number2 IP packets carrying contents other than TCP or
UDP.

m system-critical numberl number2 System-critical IP packets, which
includes BGP, OSPF, RIP, SNMP, NSM Agent, SNMP, SIP, and H323 traffic.

When the packet arrival rate for a specified category exceeds threshold
numberl, the device drops subsequent packets randomly. The probability of
packet-dropping grows linearly with the subsequent packet arrival rate for
that category. When the packet arrival rate exceeds threshold number2, the
device drops all subsequent packets that exceed the threshold.



flow

Syntax

get

set

Use the flow commands to determine how the security device manages packet
flow. The device can regulate packet flow in the following ways:

Enable or disable DNS replies when there is no matching DNS request

Pass or block packets containing destination MAC addresses that are not in the
MAC learning table

Set or display the initial session-timeout values

Control or prevent packet fragmentation

get flow [ perf | tcpmss ]

set flow

{

aging { early-ageout number | high-watermark number | low-watermark number }
all-tcp-mss [ number ] |
allow-dns-reply |

check tcp-rst-sequence |
gre-in-tcp-mss |
gre-out-tcp-mss |
hub-n-spoke-mip |
initial-timeout number |
mac-cache mgt |
mac-flooding |
max-frag-pkt-size number |
multicast |
no-tcp-seq-check |
path-mtu |
route-change-timeout |
syn-proxy syn-cookie |
tcp-mss [ number ] |
tep-rst-invalid-session |
tcp-syn-check |
tcp-syn-check-in-tunnel

}
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Keywords and Variables

aging

allow-dns-reply

set flow aging early-ageout number
set flow aging { high-watermark number | low-watermark number }
unset flow aging { early-ageout | high-watermark | low-watermark }

aging

Directs the security device to begin aggressively aging out sessions when the
number of entries in the session table exceeds the high-watermark setting
and then stop when the number of sessions falls below the low-watermark
setting. When the session table is in any other state, the normal session
timeout value is applied—for TCP, session timeout is 30 minutes; for HTTP, it
is 5 minutes; and for UDP, it is 1 minute. During the time when the
aggressive aging-out process is in effect, the security device ages out
sessions—beginning with the oldest sessions first—at the rate you specify.

m early-ageout number Defines the ageout value before the security device
aggressively ages out a session from its session table. The value you enter
can be from 2 to 10 units, each unit representing a 10-second interval. The
default early-ageout value is 2 (20 seconds).

B high-watermark number Sets the point at which the aggressive aging-out
process begins. The number you enter can be from 1 to 100 and indicates
a percentage of the session-table capacity in 1-percent units. The default is
100 (100 percent).

m Jow-watermark number Sets the point at which the aggressive aging-out
process ends. The number you enter can be from 1 to 10 and indicates a
percentage of the session-table capacity in 10-percent units. The default is
10 (100 percent).

Example: The following commands activate the aggressive aging-out process when
the session table reaches 70 percent of capacity and deactivate the process when it
drops below 60 percent, then set the aggressive ageout value at 30 seconds:

set flow aging low-watermark 60
set flow aging high-watermark 70
set flow aging early-ageout 3

set flow allow-dns-reply
unset flow allow-dns-reply

allow-dns-reply

Allows an incoming DNS reply packet without a matched request.

If allow-dns-reply is disabled and an incoming UDP first-packet has dst-port
53, the device checks the DNS message packet header to verify that the
query (QR) bit is 0—which denotes a query message. If the OR bit is
1—which denotes a response message—the device drops the packet, does
not create a session, and increments the illegal packet flow counter for the
interface.

By default, allow-dns-reply is disabled. Enabling allow-dns-reply directs the
security device to skip the check.



all-tcp-mss

all-tcp-mss

check tcp-rst-sequence

set flow check tcp-rst-sequence
unset flow check tcp-rst-sequence

gre-in-tcp-mss

gre-out-tcp-mss

check tcp-rst-
sequence

set flow all-tcp-mss number
unset flow all-tcp-mss

Sets the TCP-MSS (TCP-Maximum Segment Size) value for all TCP packets for
network traffic. This also sets the TCP-MSS for [PSec VPN traffic if the
tcp-mss option (described below) is not set. If you enter the set flow tcp-mss
command, that setting overrides the all-tcp-mss option for VPN traffic.

The TCP-MSS range can be from 0 to 65,535 bytes. By default, the
all-tcp-mss option is unset.

Checks that the TCP sequence number in a TCP segment with the RST bit
enabled matches the previous sequence number for a packet in that session
or is the next higher number incrementally. If the sequence number does not
match either of these expected numbers, the security device drops the packet
and sends the host a TCP ACK segment with the correct sequence number.
By default, this check is disabled.

set flow gre-in-tcp-mss [ number ]
unset flow gre-in-tcp-mss

gre-in-tcp-mss

Enables and specifies the TCP-MSS (TCP-Maximum Segment Size) for Generic
Routing Encapsulation (GRE) packets that are about to go into an IPSec VPN
tunnel. If the security device receives a GRE-encapsulated TCP packet with
the SYN bit and TCP-MSS option set and the TCP-MSS option specified in the
packet exceeds the TCP-MSS specified by the security device, then the
security device modifies the TCP-MSS value accordingly.

By default, a TCP-MSS for GRE packets is not set. When it is enabled, the
default TCP-MSS is 1320 bytes. The TCP-MSS can be between 64 and 1420
bytes inclusive.

set flow gre-out-tcp-mss [ number ]
unset flow gre-out-tcp-mss

gre-out-tcp-mss  Enables and specifies the TCP-MSS (TCP-Maximum Segment Size) for Generic

Routing Encapsulation (GRE) packets that are leaving an IPSec VPN tunnel. If
the security device receives a GRE-encapsulated TCP packet with the SYN bit
and TCP-MSS option set and the TCP-MSS option specified in the packet
exceeds the TCP-MSS specified by the security device, then the security
device modifies the TCP-MSS value accordingly.

By default, a TCP-MSS for GRE packets is not set. When it is enabled, the
default TCP-MSS is 1320 bytes. The TCP-MSS can be between 64 and 1420
bytes inclusive.
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hub-n-spoke-mip

initial-timeout

mac-cache

mac-flooding

set flow hub-n-spoke-mip
unset flow hub-n-spoke-mip

hub-n-spoke-mip Permits the security device to forward traffic arriving through a VPN tunnel to
a mapped IP (MIP) address on one tunnel interface to the MIP host at the end
of another VPN tunnel. The two tunnels form a hub-and-spoke configuration,
with the traffic looping back on the same outgoing interface. This option only
has an effect when the outgoing interface is bound to the Untrust zone.

set flow initial-timeout number
unset flow initial-timeout

initial-timeout Defines the length of time in seconds (number) that the security device keeps
an initial TCP session in the session table before dropping it, or until the
device receives a FIN or RST packet. When number is less than or equal to 5,
the range of time is in 60-second intervals, from 60 seconds to 300 seconds;
otherwise the range of time is in 20-second intervals, from 20 seconds to 300
seconds.

Example: The following command sets the initial-timeout value to 300 seconds:

set flow initial-timeout 5

Example: The following command sets the initial-timeout value to 280 seconds:

set flow initial-timeout 280

set flow mac-cache mgt
unset flow mac-cache mgt

mac-cache mgt Caches the source MAC address from incoming administrative traffic for use
when replying. This option might be necessary when the security device uses
source-based routing. By default, this option is unset.

set flow mac-flooding
unset flow mac-flooding

mac-flooding Enables the security device to pass a packet across the firewall even if its
destination MAC address is not in the MAC learning table. By default, this
option is enabled.



max-frag-pkt-size

set flow max-frag-pkt-size number
unset flow max-frag-pkt-size

max-frag-pkt-size The maximum allowable size for a packet fragment generated by the security
device. You can set the number value between 1024 and 1500 bytes
inclusive.

For example, if a received packet is 1500 bytes and max-frag-pkt-size is
1460 bytes, the device generates two fragment packets. The first is 1460
bytes and the second is 40 bytes. If you reset max-frag-pkt-size to 1024, the
first fragment packet is 1024 bytes and the second is 476 bytes.

Example: The following command sets the maximum size of a packet generated
by the security device to 1024 bytes:

set flow max-frag-pkt-size 1024

multicast install-hw-session

set flow multicast install-hw-session
unset flow multicast install-hw-session

multicast Enables and disables the hardware install multicast session.

no-tcp-seq-check

set flow no-tcp-seg-check
unset flow no-tcp-seg-check

no-tcp-seg-check When this command is set, the security device does not check sequence
numbers in TCP segments during stateful inspection. When unset, TCP
sequence number checking is enabled. The security device detects the
window scale specified by both source and destination hosts in a session
and adjusts a window for an acceptable range of sequence numbers
according to their specified parameters. The security device then
monitors the sequence numbers in packets sent between these hosts. If
the security device detects a sequence number outside this range, it
drops the packet.

Starting with ScreenOS 5.1.0, the default behavior of security devices is
to monitor sequence numbers in TCP segments. However, when
upgrading from an earlier ScreenOS release, the security device
maintains the existing setting for TCP sequence number checking.
Therefore, if it was disabled before upgrading, it remains disabled after
upgrading.
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Determines whether the security device sends the source host an ICMP
message that a packet size is too large (ICMP type 3, code 4 “Fragmentation
needed and DF set”) when it receives a packet meeting the following
conditions:

B The Don’t Fragment (DF) bit is set in the IP header.
B The packet is intended for IPSec encapsulation.

m The size of the packet after encapsulation exceeds the maximum transfer
unit (MTU) of the egress interface, which is 1500 bytes.

When you enable (set) the path-mtu option, the security device sends the
source host the above ICMP message. When you disable (unset) this option,
the security device ignores the DF bit, encapsulates the packet, fragments the
packet so that none of the fragmented packets exceeds the MTU of the egress
interface, and forwards them through the appropriate VPN tunnel. By default,
this option is disabled.

path-mtu
set flow path-mtu
unset flow path-mtu
path-mtu

perf
get flow perf
perf

route-change-timeout

Displays performance information.

set flow route-change-timeout number
unset flow rout-change-timeout number

route-change-timeout Sets and unsets the the session timeout value on a route change to a

syn-proxy syn-cookie

nonexistent route. You can set number between 6 and 1800 seconds
inclusive. Unsetting this keyword removes the route-change-timeout
value, causing sessions to time out based on their original timeout, if a
route change occurs and no new route is found.

If not set, the current behavior is maintained, and sessions discovered
to have no route are aged out using their current session timeout values.

get flow syn-proxy syn-cookie
set flow syn-proxy syn-cookie
unset syn-proxy syn-cookie

syn-proxy syn-cookie Sets the flow from traditional SYN Proxy mode to SYN Cookie mode. SYN

Cookie is enabled globally on the security device, and is activated when
the configured syn-flood attack-threshold is exceeded.



tcp-mss

get flow tcp-mss
set flow tcp-mss [ number ]
unset flow tcp-mss

tcp-mss Sets the TCP-MSS (TCP-Maximum Segment Size) value for all TCP SYN
packets for IPSec VPN traffic. The security device modifies the MSS value in
the TCP packet to avoid fragmentation caused by the IPSec operation.

tep-rst-invalid-session

set flow tcp-rst-invalid-session
unset flow tcp-rst-invalid-session

tcp-rst-invalid-session Marks a session for immediate termination when it receives a TCP
reset (RST) segment. By default, this command is unset. When
unset, the security device applies the normal session timeout
interval—for TCP, session timeout is 30 minutes; for HTTP, it is 5
minutes; and for UDP, it is 1 minute.

tep-syn-check

set flow tcp-syn-check
unset flow tcp-syn-check

tcp-syn-check Checks the TCP SYN bit before creating a session. By default, the security
device checks that the SYN bit is set in the first packet of a session. If it is not
set, the security device drops it.

tep-syn-check-in-tunnel

set flow tcp-syn-check-in-tunnel
unset flow tcp-syn-check-in-tunnel

tcp-syn-check-in-tunnel Checks the TCP SYN bit before creating a session for tunneled
packets. By default, the security device checks that the SYN bit is
set in the first packet of a VPN session. If it is not set, the security
device drops it.
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group

Use the group commands to group several addresses or several services under a
single name.

A group allows you to reference a group of addresses or services by a single name
in a policy. This eliminates the need for a separate policy for each address or
service. For example, you can create a service group that includes FTP, HTTP, and
HTTPS services and then reference that group in a policy.

NOTE:

Although a single policy might reference a service group with three members, the
security device generates multiple internal rules from that policy. Overusing
address and service groups with high member counts can unexpectedly consume
internal resources.

Syntax

get

set

get group { address zone [ grp_name ] | service [ grp_name ]}

set group
{
address zone grp_name [ add name_str ] [ comment string ] [ hidden ]
[ ipv6 [ add name_str ] [ comment string ] [ hidden ] ] |
service grp_name [ add name_str | [ comment string ] [ hidden ]

}

Keywords and Variables

add

set group address zone grp_name [ add mbr_name ] [ comment string ]
set group service grp_name [ add mbr_name [ comment string ] ]

add name_str Adds an address or service named mbr_name.

Example 1: The following command creates an address group named engineering
for the Trust zone and adds the address hw-eng to the group:

set group address trust engineering add hw-eng
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Example 2: The following command creates a service group named inside-sales
and adds the service AOL to the group:

set group service inside-sales add AOL

address
get group address zone [ ... ]
set group address zone grp_name [ ... ]
unset group address zone grp_name [ ... ]
address Performs the operation on an address group. The zone value specifies the
zone to which the address group is bound. This zone is either a default
security zone or a user-defined zone. For more information on zones, see
“Zone Names” on page B-1.
Example: The following command creates an empty address group (named
headquarters) for the Trust zone:
set group address trust headquarters
clear
unset group address zone grp_name clear
unset group service grp_name clear
clear Removes all the members of an address or service group.
Example: The following command removes all members from the address group
engineering bound to the Trust zone:
unset group address trust engineering clear
comment
set group address zone grp_name [ ... ] [ comment string |
set group service gro_name [ ... ] [ comment string ]
comment Adds a comment string to the service group or address group entry.
Example: The following command creates an address group named engineering for
the Trust zone, adds the address hw-eng to the group, and includes a comment
about the group:
set group address trust engineering add hw-eng comment “Engineering Group”
hidden

set group address zone grp_name [ hidden ]
set group service grp_name [ hidden ]

hidden Specifies that the service group or address group is a hidden service or group.
We strongly recommend that you do not hide service groups or address
groups.
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ipv6

remove

service

Notes

set group address zone grp_name [ ... 1 [ipv6 ][ ... ]

ipvé Specifies that the address group is an IPv6 group.

Example: The following command creates an address group named engineering for
the Trust zone, and specifies that it is a hidden group:

set group address trust engineering ipv6

unset group address zone grp_name remove name_str
unset group service grp_name remove name_str

remove Removes the address (or service) named name_str. If you do not specify an
address (or service) group member, the unset group { address | service }
command deletes the entire address group or service group.

Example: The following command removes the address admin-pc from the
engineering address group:

unset group address trust engineering remove admin-pc

get group service grp_name
set group service gro_name [ ... ]
unset group service grp_name [ ... ]

service grp_name Performs the operation on a service group.

Example: The following command creates an empty service group and names it
web_browsing:

set group service web_browsing

Each address group and service group you create must have a unique name. You
cannot use the same address group name as a service group name.

You cannot add the predefined address or service named “any” to a group.

While a policy references a group, you cannot remove the group, although you can
modify it.

From the console, you can add only one member to a group at a time.
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group-expression

Use the group-expression commands to set up or display group expressions for

use in security policies.

A group expression allows you to include or exclude users or user groups, according
to NOT, AND, or OR operators. Such expressions are only usable for external users

and user groups.

Syntax
get
get group-expression
{
name_str |
all |
id number
}
set

set group-expression name_str

{

not name_str |
name_str { and | or } name_str |
id number |

}

Keywords and Variables

Variable Parameters

get group-expression name_str
set group-expression name_str
unset group-expression name_str

name_str The name of the group expression.

all

get group-expression all

all Specifies all group expressions.
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and | or

set group-expression name_str name_str and name_str
set group-expression name_str name_str or name_str

and | or Specifies AND or OR relationship between users, user groups, or group
expressions.

Example: The following commands create group expressions SalesM and
SM_Group, place them in an OR relationship, and then place SM_Group and
Office_1 in an AND relationship:

set user-group Sales_Group location external
set user-group Marketing_Group location external

set group-expression SalesM Sales_Group or Marketing_Group
set group-expression SM_Group Office_1 and SalesM

get group-expression id number
set group-expression name_str id number
unset group-expression id number

id number Specifies an identification number for the group expression.

not

set group-expression name_str not name_str

not Specifies negation.

Example: The following command creates a NOT group expression that does not
allow the Office_1 user:

set group-expression Total_Users not Office_1
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gtp

Use the gtp commands to delete existing GTP tunnels on the security device,
remove GTP inspection-object configurations, obtain configuration information, or
configure a GTP object.

Syntax

clear
clear gtp tunnel { number | all }

get
get gtp { configuration [ name_str ] | tunnels }

get (within an object context)

get configuration

set

set gtp configuration name_str

set (within an object context)

set gtp configuration name_str

set

{

apn { string { drop | pass | select [ ms | net | vrf]}}|

drop
{
create-pdp |
crt-aa-pdp |
data-record |
del-aa-pdp |
delete-pdp |
echo |
error-indication |
failure-report |
fwd-relocation |
fwd-srns-context |
gpdu |
identification |
node-alive |
note-ms-present |
pdu-notification |
ran-info |
redirection |
relocation-cancel |
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send-route |
sgsn-context |
supported-extension |
update-pdp |
ver-not-supported

[ number ]

gtp-in-gtp-denied |
imei-sv string

apn string { drop | pass | select { ms | net | vrf} } |
mcc-mnc string { apn string { drop | pass | select { ms | net | vrf } }
}
limit { rate number | tunnel number } |
log
{
forwarded { basic [ number ] | extended [ number ]} |
prohibited { basic [ number | extended [ number ]} |
rate-limited { basic [ number | extended [ number ]} |
state-invalid { basic [ number ] | extended [ number ]}
[traffic-counters [ byte-counts ] |
tunnel-limited { [ number ] | extended [ number ]}
H
max-message-length number |
min-message-length number |
notify ip_addr
{
[ port port_num ]
src-interface interface context id_num [ md5-authentication password |
}
rai string
{
apn string { drop | pass | select {ms | net | vrf} } |
imei-sv string
{
apn string { drop | pass | select {ms | net | vrf}} |
mcc-mnc string { apn string { drop | pass | select { ms | net | vrf } }
H
mcc-mnc string { apn string { drop | pass | select { ms | net | vrf}} |
uli string
{
apn string { drop | pass | select {ms | net | vrf}} |
imei-sv string
{
apn string { drop | pass | select {ms | net | vrf} } |
mcc-mnc string { apn string { drop | pass | select { ms | net | vrf}}
1
H
1
rat string
{
apn string { drop | pass | select {ms | net | vrf} } |
imei-sv string
{
apn string { drop | pass | select {ms | net | vrf}} |
mcc-mnc string { apn string { drop | pass | select { ms | net | vrf } }
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H

mcc-mnc string { apn string { drop | pass | select { ms | net | vrf} } |
rai string
{
apn string { drop | pass | select { ms | net | vrf } } |
imei-sv string { apn string { drop | pass | select { ms | net | vrf}} |
mcc-mnc string { apn string { drop | pass | select { ms | net | vrf} } |
uli string
{
apn string { drop | pass | select {ms | net | vrf} } |
imei-sv string
{
apn string { drop | pass | select {ms | net | vrf}} |
mcc-mnc string { apn string { drop | pass | select { ms | net | vrf } }

}
mcc-mnc string { apn string { drop | pass | select { ms | net | vrf } }
H
uli string

{

apn string { drop | pass | select {ms | net | vrf}} |

imei-sv string
{

apn string { drop | pass | select {ms | net | vrf} } |
mcc-mnc string { apn string { drop | pass | select { ms | net | vrf } } |
1
mcc-mnc string { apn string { drop | pass | select { ms | net | vrf } }
}
H
remove-r6 |
seg-number-validated |
teid-di |
timeout number |
trace
{
imsi number |
max-active number [ save-length number ] |
msisdn number
1
uli string
{
apn string { drop | pass | select {ms | net | vrf} } |
imei-sv string
{
apn string { drop | pass | select {ms | net | vrf}} |
mcc-mnc string { apn string { drop | pass | select { ms | net | vrf } } |
}
mcc-mnc string { apn string { drop | pass | select { ms | net | vrf } }
1
}

= 201



ScreenOS CLI Reference Guide: IPv4 Command Descriptions

202 =

Keywords and Variables

apn

configuration

set apn string { drop | pass | selection }

unset apn string

apn

configuration

The set and unset commands allow access or deny access to specific Access
Point Names (APNSs).

B string Sets an APN suffix such as “netscreen.com.mcc123.mnc456.gprs”.
m drop Specifies to deny GTP packets from all Selection Modes for this APN.
B pass Specifies to permit GTP packets from all Selection Modes for this APN.
m selection Specifies one of the following Selection Modes for the APN:

B ms The APN is provided by a mobile station (MS) and the
user-subscription is not verified.

B net The APN is provided by a network and the user-subscription is not
verified.

m vrf The APN is provided by a network or an MS and the
user-subscription is verified.

Note: Because APN filtering is based on a perfect match, using the wildcard *
when setting an APN suffix can prevent the inadvertent exclusion of APNs
you would otherwise authorize. The security device automatically permits all
other APNs that do not match.

get gtp configuration

Displays information on the configuration of the current GTP Inspection.



drop

set drop message_type [ version number ]
unset drop message_type [ version number ]

drop Displays information on the configuration of the current GTP Inspection.

number Specifies the GTP release version number for the specified
message type. The possible versions are 0 (for GTP 97) or 1 (GTP 99). If
you do not set a version number, the device drops all packets of the
specified message type for both GTP release versions.

The following lists CLI keywords that each represent a GTP message type. A
GTP message type includes one or many messages. When you set or unset a
message type, you automatically permit or deny access to all messages of the
specified type.

create-pdp Represents Create PDP Context Request and Create PDP
Context Response messages.

crt-aa-pdp Represents Create AA PDP Context Request and Create AA PDP
Context Response messages.

del-aa-pdp Represents Delete AA PDP Context Request and Delete AA
PDP Context Response messages.

delete-pdp Represents Delete PDP Context Request and Delete PDP
Context Response messages.

echo Represents Echo Request and Echo Response messages.

m error-indication Represents Error Indication messages.

m failure-report Represents Failure Report Request and Failure Report

Response messages.

fwd-relocation Represents Forward Relocation Request, Forward
Relocation Response, Forward Relocation Complete, and Forward
Relocation Complete Acknowledge messages.

fwd-srns-context Represents Forward SRNS Context Request and Forward
SRNS Context Response messages.

B g-pdu Represents G-PDU and T-PDU messages.

m identification Represents Identification Request and Identification

8tp-in-gtp-denied

set gtp-in-gtp-denied

Response messages.

node-alive Represents Node Alive Request and Node Alive Response
messages.

note-ms-present Represents Note MS GPRS Present Request and Note MS
GPRS Present Response messages.

unset gtp-in-gtp-denied

gtp-in-gtp-denied Enables the security device to detect and drop GTP packets that contain
another GTP packet in its message body.
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imei-sv

set imei-sv string apn string { ... }
un set imei-sv string apn string { ... }

imei-sv

limit

Enables the security device to detect and drop GTP packets that contain
International Mobile Equipment Identity-Software Version (IMEI-SV)
information element.

® number Specifies an IMEI-SV name.
B string Specifies an APN.

® pass Enables the security device to permit GTP packets from all Selection
Modes for the specified APN.

m drop Enables the security device to deny GTP packets from all Selection
Modes for the specified APN.

m selection Specifies one of the following Selection Modes for the APN:

B ms The APN is provided by a mobile station (MS) and the
user-subscription is not verified.

B net The APN is provided by a network and the user-subscription is not
verified.

m vrf The APN is provided by a network or an MS and the
user-subscription is verified.

set limit { rate number | tunnel number }
unset limit { rate | tunnel }

limit

The set or unset command configures or removes the following types of
limits:
B rate number Specifies a limit in packets per second for GTP-C messages.

m tunnel number Specifies a limit in the number of GTP tunnels that can be
created in the current GTP inspection object per GSN.



log

max-message-length

mcc-mnc

setlog{...}
unset log { ... }

log

Instructs the security device to log or cease logging the following information:

m forwarded A packet that the security device transmitted because it was
valid.

m prohibited A packet that the security device dropped because it was
invalid.

m rate-limited A packet that the security device dropped because it
exceeded the maximum rate limit of the destination GSN.

m state-invalid A packet that the security device dropped because it failed
stateful inspection.

m traffic-counters The number of user data and control messages the
security device received from and forwarded to the GGSNs and SGSNs it
protects.

B byte-counts The number of bytes the security device received from and
forwarded to the GGSNs and SGSN's it protects instead of the number of
messages.

® tunnel-limited A packet that the security device dropped because the
maximum limit of tunnels for the destination GSN was reached, thus a
tunnel could not be established.

The following options apply to all the set log commands listed above except
traffic-counters:

® basic Specifies to log the basic Information Elements (IEs) of the GTP
message.

m extended Specifies to log other IEs in addition to the basic IEs of the GTP
message.

set max-message-length number
unset max-message-length

max-message-
length

Sets the maximum message payload length (in bytes) the security device
accepts for a GTP message. The default maximum message length is 65535
bytes.

set mcc-mnc string apn string { ... }
unset mcc-mnc string apn string

mcc-mnc

By default, the security device grants access to any International Mobile
Station Identity (IMSI) prefix. An IMSI prefix consists of a Mobile Country
Code (MCC) and a Mobile Network Code (MNC). The set and unset
commands allow or deny specific IMSI prefixes. These commands only apply
to create pdp context request GTP messages. The MCC-MNC pair can be five
or six digits.

You can filter GTP packets based on the combination of an IMSI prefix and an
APN.
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min-message-length

notify

B number Specifies an IMSI prefix.
B string Specifies an APN.

B pass Enables the security device to permit GTP packets from all Selection
Modes for the specified APN.

m drop Enables the security device to deny GTP packets from all Selection
Modes for the specified APN.

m selection Specifies one of the following Selection Modes for the APN:

® ms The APN is provided by a mobile station (MS) and the
user-subscription is not verified.

E net The APN is provided by a network and the user-subscription is not
verified.

m vrf The APN is provided by a network or an MS and the
user-subscription is verified.

set min-message-length number
unset min-message-length

min-message- Sets the minimum message payload length (in bytes) the security device
length accepts for a GTP message. The default minimum message length is O bytes.

set notify ip_addr { ... }
unset notify

notify The set command enables the GTP firewall (the client) to notify the Gi firewall
(the server) of the overbilling attack. Such notification directs the server to
drop the unwanted traffic. The unset command disables the notification
feature on the GTP firewall.

B jp_addr The IP address of the Gi firewall (server).

B port port_num The port number on which the Gi firewall receives
notification messages.

m src-interface interface The interface from which the GTP firewall sends
Overbilling Attack notification to the Gi firewall.

B context id_num The number that identifies the context. Note that the
same context must exist on the Gi firewall.

B md5-authentication password The MD5 authentication password.



rat

remove-r6

set rai string apn string { ... }
unset rai string apn string { ... }

rai

Enables the security device to detect and drop GTP packets that contain the
RAI Information Element.

B number Specifies an RAI value.

B string Specifies an APN.

W pass Enables the security device to permit GTP packets from all Selection
Modes for the specified APN.

m drop Enables the security device to deny GTP packets from all Selection
Modes for the specified APN.

m selection Specifies one of the following Selection Modes for the APN:

® ms The APN is provided by a mobile station (MS) and the
user-subscription is not verified.

E net The APN is provided by a network and the user-subscription is not
verified.

m vrf The APN is provided by a network or an MS and the
user-subscription is verified.

set rat string apn string { ... }
unset rat string apn string { ... }

rat

set remove-ré
unset remove-ré

remove-ré

Enables the security device to detect and drop GTP packets that contain the
RAT Information Element.

B number Specifies an RAT value.

W string Specifies an APN.

B pass Enables the security device to permit GTP packets from all Selection
Modes for the specified APN.

m drop Enables the security device to deny GTP packets from all Selection
Modes for the specified APN.

m selection Specifies one of the following Selection Modes for the APN:

® ms The APN is provided by a mobile station (MS) and the
user-subscription is not verified.

® net The APN is provided by a network and the user-subscription is not
verified.

® vrf The APN is provided by a network or an MS and the
user-subscription is verified.

Enables the security device to detect and remove 3GPP-specific attributes
from the GTP packet header when the packet passes into a 2GPP network.
This allows you to retain interoperability in roaming between 2GPP and 3GPP
networks.
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seq-number-validated

teid-di

timeout

trace

set seg-number-validated
unset seg-number-validated

seg-number- Enables or disables the GTP Sequence Number Validation feature.
validated

set teid-di number
unset teid-di number

teid-di Enables the security device to perform deep inspection on the tunnel
endpoint ID (TEID) in G-PDU data messages.

set timeout number
unset timeout

timeout Sets the tunnel timeout value in hours. The default is 24 hours. Via the
process of stateful inspection, if a security device detects no activity in a
tunnel for a specified period of time (timeout), it removes the tunnel from the
state table.

set trace { ... }
unset trace { ... }

trace Enables the security device to identify and log the contents of GTP-U or GTP-C
messages based on IMSI prefixes or Mobile Station-Integrated Services Data
Network (MS-ISDN) identification.

B imsi number Indicates the IMSI prefix for which you want the security
device to trace GTP packets.

B max-active number Specifies the maximum number of subscribers that the
security device can trace concurrently for the current GTP inspection
object. The default value is 3 and the range is 1 to 20.

® save-length number Specifies the number of bytes of data to log for GTP
packets containing user data. You can log partial or complete packets.
The default value is 0, which means that the security device does not log
any of the content from a GTP-U packet.

B msisdn number Indicates the MS-ISDN for which you want the security
device to trace GTP packets.



tunnel

clear gtp tunnel { number | all }

get gtp tunnel

tunnel

uli

The get command displays information on active tunnels on the security
device.

The clear command deletes tunnels, thus terminating the connection
between the communicating parties. The following specifies which tunnels
are deleted:

B number Tunnel index (or tunnel ID number)—specifies which tunnel to
delete. The security device assigns an index to each tunnel and uses this
number internally.

m all Specifies to delete all tunnels on the security device.

set uli string apn string { ... }
unset uli string apn string { ... }

uli

Enables the security device to screen subscriber's requested content, before
allowing a content download, based on the User Location Information (ULI)
IE.

W number Specifies an ULI value.
B string Specifies an APN.

® pass Enables the security device to permit GTP packets from all Selection
Modes for the specified APN.

m drop Enables the security device to deny GTP packets from all Selection
Modes for the specified APN.

m selection Specifies one of the following Selection Modes for the APN:

B ms The APN is provided by a mobile station (MS) and the
user-subscription is not verified.

B net The APN is provided by a network and the user-subscription is not
verified.

m vrf The APN is provided by a network or an MS and the
user-subscription is verified.
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hostname

Use the hostname commands to define the security device name. This name
always appears in the console command prompt.

The hostname is a character string that identifies the security device. If you define a
hostname such as ns500gate and a domain name such as juniper (see “domain” on
page 165), you can use the hosthame and domain name (ns500gate.juniper) as a
gateway for a VPN tunnel.

Syntax

get
get hostname

set
set hostname string

Keywords and Variables

Variable Parameters

string Sets the name of the security device.
Example: The following command changes the security device hosthame to acme:

set hostname acme
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icap

Syntax

exec

get

set

Use the icap command to configure your security device to support an external
antivirus (AV) scan engine. Your security device communicates with the external
AV scan engine using the Internet Content Adaptation Protocol (ICAP).

NOTE:

The set icap commands are supported at the root level only. The exec and get
commands, however, are supported at both the root and vsys levels.

External AV scanning is supported for HTTP and SMTP. To configure your device to
support external AV, in addition to the icap commands in this section, you must
configure global AV commands and profiles. For more information, see “av” on
page 71.

exec icap server name_str probe |

get icap
{
server [ name_str] |
server-group [ hame_str ]

}

set icap

{

server name_str
{
enable |
host { ip_addr | name_str } [port number] |
max-connections number |
probe-interval number |
probe-url url_str |
H

server-group name_str [ server name_str | |

}
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Keywords and Variables

Variable Parameters

server

name_str Specifies an ICAP server or a group of ICAP servers.

exec icap server name_str probe
get icap server

get icap server name_str

set icap server name_str{ ...}
unset icap server name_str{ ...}

server Displays, sets, or performs actions on an ICAP scan-engine server for
external AV scanning.

B enable Enables the configured ICAP server.

B host /P address Specifies the IP address or host name of an ICAP server.
The maximum string length of an ICAP AV host name is 255 characters.

® port number You may configure a different port from the default 1344
port. The valid range of port numbers is 1024 to 65535.

B max-connections number Configures the maximum connections to the
ICAP server. The upper limit and default values are platform-dependent.

m probe Verifies the health of the ICAP server. The device performs a Layer 7
protocol request to verify if the ICAP server is up and displays the result at
the console.

B probe-interval number Configures the ICAP server probe interval in
multiples of five seconds. The range of the interval is 0 to 3000 seconds.
The default is 10 seconds; zero (0) indicates that the command is disabled.

m probe-url url_str Configures a URL string to probe the ICAP server. The
maximum string length of an ICAP AV probe URL string is 255 characters.

Example: The following command configures an ICAP server, sales_svr, with host
IP address 1.1.1.1 and default port 1344. The same ICAP server is configured with
a probe interval of 20 seconds and av scan url to /scan. The maximum number of
connections to the ICAP server is set to 128:

set icap server sales_svrhost 1.1.1.1

set icap server sales_svr probe-interval 20

set icap server sales_svr probe-url /scan

set icap server sales_svr max-connections 128



server-group

get icap server-group

get icap server-group name_str

set icap server-group name_str server name_str
unset icap server-group name_str server name_str
unset icap server-group name_str

server-group Displays or sets ICAP server group information. Configures an ICAP server
group and adds or removes servers from the group. You may also add an
ICAP server group to an AV profile.

Example 1: The following commands configure an ICAP server group named
juniper-gp and adds ICAP servers (sales_svr, mktg_svr, and eng_svr) to the server
group:

set icap server-group juniper-gp server sales-svr
set icap server-group juniper-gp server mktg-svr
set icap server-group juniper-gp server eng-svr

Example 2: The following command removes the ICAP server, eng-svr, from the
ICAP server group, juniper-gp:

unset icap server-group juniper-gp server eng-svr
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Syntax

set

Use the idp commands to configure your security device with at least one security
module installed for Intrusion Detection and Prevention (IDP). IDP enables your

device to detect attacks and prevent attackers from gaining access to your network.

The idp commands are issued within a policy context. Use the idp commands to
enable and disable idp for that policy and to change the IDP mode to active or
passive for that policy.

device(policy:number)-> set idp [ mode tap ]

unset
device(policy:number)-> unset idp [ mode ]

Keywords and Variables

idp

device(policy:number)-> set idp
device(policy:number)-> unset idp

idp Enables or disables IDP for the traffic to which the policy applies. By default,
IDP is disabled for policies

Example: The following commands create a policy, enter the context of that policy,
and then apply IDP to it:

device-> set policy id 1 from trust to untrust any any any permit
device-> set policy id 1
device(policy:1)-> set idp

Example: The following commands enter the context of a previously defined
policy, and then disable IDP for it:

device-> set policy id 1
device(policy:1)-> unset idp
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mode

device(policy:number)-> set idp mode tap
device(policy:number)-> unset idp mode

mode tap Sets or unsets tap (passive) mode. By default, IDP is in active mode.

In active mode, the security device forwards packets to a security module for
inspection. If the security device does not detect an attack, it forwards the
packet to its destination. If it does detect an attack, the security device
performs an IDP action, such as drop, close-server, close-client, and so on.

In tap mode, the security device copies packets, forwarding the original
packet to its destination and forwarding the copy to a security module for
inspection. If the security device detects an attack, it makes an event log
entry but does not perform any IDP action.

Example: The following commands create a policy, enter the context of that policy,
and then apply IDP in tap mode to it:

device-> set policy id 2 from trust to untrust any any any permit

device-> set policy id 2
device(policy:2)-> set idp mode tap
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igmp

Use the igmp commands to send Internet Group Management Protocol (IGMP)
messages, display IGMP settings, monitor IGMP states on a security device, and
clear IGMP information.

Syntax

exec
exec igmp interface interface

{

query [ mest_addr [ s_bit ] [ ip_addr]]|
report mest_addr |

leave mcst_addr

}

get

get igmp
{
config
group [ ip_addr [ source ] ][ all ]|
interface [ all ] |
source ip_addr |
statistic [ all ]

}

clear
clear igmp interface interface { statistic | group mcast_adadr | all }

Keywords and Variables

config
get igmp config

config Displays the configuration settings for IGMP.

group
get igmp group [ mcast_addr | all ]

group Displays information for the multicast group specified. Specify all to display
information for all multicast groups.
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interface

leave

query

report

source

exec igmp interface interface { . . . }

get igmp interface [ all ]

clear igmp interface interface statistic

clear igmp interface interface group mcast_addr | all

interface Displays and clears statistics or multicast groups. You can also send IGMP
messages for the specified interface.

exec igmp interface interface leave mcst_addr

leave Sends a leave message for the specified multicast group. You can execute this
command if the interface is in host mode only.

exec igmp interface interface query [ mest_addr [ s_bit ] [ ip_addr ] ]

query Sends an IGMP query message. If you specify a multicast group address, the
interface sends a group-specific query to the specified multicast group. If you
do not specify a multicast group address, then the interface sends a general
query to the “all hosts” group (224.0.0.1).

For IGMPv3, you can specify the following:

B s_bit: Specify this keyword to indicate to other multicast routers that they
are to suppress the normal timer updates they perform when they hear a

query.
B jp_addr: You can specify a source address.

Enter this command only if the interface is in router mode.

Example: The following command sends a general query to the “all hosts” group
from interface ethernet4:

exec igmp interface ethernet4 query

exec igmp interface interface report mest_addr

report Sends an IGMP membership report to the specified group. Enter this
command if the interface is in host mode.

Example: The following command sends a membership report to the specified
multicast group:

exec igmp interface ethernet4 report 224.2.1.1

get igmp source ip_addr

source Displays an IGMP source address.



statistic

get igmp statistic [ all ]
clear igmp interface interface statistic

statistic Displays or clears IGMP statistics. Enter this command if the interface is in
router mode.
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Syntax

exec

get

Use the ike commands to define the Phase 1 and Phase 2 proposals and the
gateway for an AutoKey Internet Key Exchange IKE) VPN tunnel, as well as to
specify other IKE parameters.

To establish an AutoKey IKE IPSec tunnel between peer devices, two phases of
negotiation are required:

m [n Phase 1, the peer devices establish a secure channel in which to negotiate
the IPSec SAs.

m  [n Phase 2, the peer devices negotiate the IPSec SAs for encrypting and
authenticating the ensuing exchanges of user data.

The gateway definition identifies the devices or remote users with which the
security device establishes the VPN tunnel.

exec ike preshare-gen name_str usr_str

get ike
{
accept-all-proposal |
ca-and-type |
cert |
conn-entry |
cookies |
gateway [ name_str] |
heartbeat |
id-mode |
ikeid-enumeration [ table [ detail src_ip ] ]
initial-contact [ all-peers | single-gateway [ name_str ] ]|
initiator-set-commit |
member-sa-hold-time |
pl-max-dialgrp-sessions |
pl-proposal name_str |
pl-sec-level |
p2-proposal name_str |
p2-sec-level |
policy-checking |
respond-bad-spi |
responder-set-commit |
soft-lifetime-buffer

}
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set

Phase 1 Proposal
set ike p1-proposal name_str
[ dsa-sig | rsa-sig | preshare ]
[ groupl | group2 | group5 ]

{esp
{ 3des | des | aes128 | aes192 | aes256
{ md5 | sha-1

[
days number |
hours number |
minutes number |
seconds number
]
}
}
}

Phase 2 Proposal

set ike p2-proposal name_str
[ groupl | group2 | group5 | no-pfs ]
{
esp [ 3des | des | aes128 | aes196 | aes256 | null ] |
ah
!
[ md5 | null | sha-1
[
days number |
hours number |
minutes number |
seconds number ]

]
[ kbyte number ]

}

Gateway Tunnel
set ike gateway name_str

{
address { ip_addr | hostname[.dom_name ][ id ]}
dialup { usr_str | gro_name } |
dpd
{
always-send |
interval number1 |
retry number2
H
dynamic
{
string |
asnl-dn { [ container string ] [ wildcard string ]} |
fqdn string |
ip-addr string |
u-fqdn string
}
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[ aggressive | main ][ local-id id_str ]
[ outgoing-interface interface
[ outgoing-zone zone ]
]
[ preshare key_str | seed-preshare key_str ]
{
sec-level { basic | compatible | standard } |
proposal name_strl
[ name_str2 1 [ name_str3 ] [ name_str4 |

}

IKE Heartbeat
set ike gateway name_str heartbeat

{

hello number |
threshold number |
reconnect number

}

Certificates
set ike gateway name_str cert

{

my-ca-hash string |

my-cert id_num |

peer-ca [ id_num | all ]|
peer-ca-hash string |
peer-cert-type { pkcs7 | xX509-sig }
}

NAT-Traversal

set ike gateway name_str nat-traversal

[
keepalive-frequency number |
udp-checksum

]

XAuth
set ike gateway name_str xauth

[
bypass-auth |
client { any | chap | securid } username name_str password name_str |
do-edipi-auth |
server name_str
[ chap ] [ query-config ] [ user name_str | user-group name_str |

]
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Other IKE Command Switches
set ike

{
accept-all-proposal |
id-mode { ip | subnet } |
ikeid-enumeration [ threshold_number [ interval_number ] |
initial-contact
[
all-peers |
single-gateway name_str
1]
initiator-set-commit |
member-sa-hold-time number |
pl-max-dialgrp-sessions { count number | percentage number } |
policy-checking |
respond-bad-spi spi_num |
responder-set-commit |
single-ike-tunnel name_str |
soft-lifetime-buffer number

}

Keywords and Variables

accept-all-proposal
get ike accept-all-proposal
set ike accept-all-proposal
unset ike accept-all-proposal
accept-all-proposal  Directs the security device to accept all incoming proposals. By default,
the device accepts only those proposals matching predefined or
user-defined proposals. This command is primarily useful when
troubleshooting AutoKey IKE tunnels.
address

set ike gateway name_str address { ip_addr | name_str}{ ... }

address Defines the remote IKE gateway address either as an IP address, or as a
hostname, or a fully-qualified domain name (FQDN, which is a hostname +
domain name). Use this option to set up a site-to-site VPN.

Note: If you specify a hostname or FODN that the security device cannot
resolve to an IP address, the IKE gateway is classified as disabled.

Example: The following command specifies www.juniper.net as the address of a
remote IKE gateway named ns1, define the preshared key as 7a850wq, and specify
the Phase 1 security level as compatible:

set ike gateway ns1 address www.juniper.net preshare 7a850wq sec-level
compatible
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aggressive | main

ca-and-type

cert

set ike gateway name_str { ... } aggressive [ ... ]
set ike gateway name_str{ ... } main [ ... ]

aggressive
main

Defines the mode used for Phase 1 negotiations. Use aggressive mode only
when you need to initiate an IKE key exchange without ID protection, as
when a peer unit has a dynamically assigned IP address. Main mode is the
recommended key-exchange method because it conceals the identities of the
parties during the key exchange.

The compatible security level for Phase 1 negotiations includes the following
four proposals: pre-g2-3des-sha, pre-g2-3des-md5, pre-g2-des-sha, and
pre-g2-des-md>5.

g