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Juniper Networks security devices are Application-Specific Integrated Circuit
(ASIC)-based, Internet Computer Security Association (ICSA)-certified Internet
security appliances and security systems that integrate firewall, virtual private
network (VPN), and traffic-shaping features to provide flexible protection for
security zones such as the internal local area network (LAN) or demilitarized zone
(DMZ) when connecting to the Internet.

Firewall: A firewall screens traffic crossing the boundary between a private
LAN and the public network, such as the Internet.

Layered Security: The layered security solution is deployed at different
locations to repel attacks. If the first one fails, the second layer catches the
attacks. Some functions help protect remote locations with site-to-site VPN.
Devices deployed at the perimeter help repel network-based attacks. Another
layer is the integrated intrusion prevention in the form of both IDP and Deep
Inspection. Intrusion prevention automatically detects and prevents attacks
from inflicting damages. Moving further into the network, the last security layer
is network segmentation also described as virtualization. This is the ability to
divide the network up into secure domains and protecting critical resources
from unauthorized roaming users and network attacks.

Content Security: Protects users from malicious URLs and provides embedded
antivirus scanning and web filtering. In addition, works with third-party
products to provide external antivirus scanning, anti-spam, and web filtering.

VPN: A VPN provides a secure communications channel between two or more
remote network appliances.

Integrated Networking Functions: Dynamic routing protocols learn
reachability and advertise dynamically changing network topologies. In
addition, traffic shaping functionality allows administrative monitoring and
control of traffic passing across the Juniper Networks firewall to maintain a
network’s quality-of-service (QoS) level.

Centralized Management: The Netscreen-Security Manager tool simplifies
configuration, deployment, and management of security devices.

Redundancy: High availability of interfaces, routing paths, security devices,
and—on high-end Juniper Networks devices—power supplies and fans, to
avoid a single point of failure in any of these areas.
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NOTE: For information about Juniper Networks compliance with Federal Information
Processing Standards (FIPS) and for instructions on setting a FIPS-compliant
security device in FIPS mode, see the platform-specific Cryptographic Module
Security Policy document on the documentation CD.

Figure 1: Key Features in Screen0S
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The ScreenOS system provides all the features needed to set up and manage any
security appliance or system. This document is a reference guide for configuring
and managing a Juniper Networks security device through ScreenOS.
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Volume Organization

The Concepts & Examples ScreenOS Reference Guide is a multi-volume manual. The
following information outlines and summarizes the material in each volume:

Volume 1: Overview

m “Table of Contents” contains a master table of contents for all volumes in the
manual.

m  Appendix A, “Glossary,” provides definitions for all the key terms used
throughout all volumes in the manual.

m “Master Index” is a master index for all volumes in the manual.
Volume 2: Fundamentals

m  Chapter 1, “ScreenOS Architecture,” presents the fundamental elements of the
architecture in ScreenOS and concludes with a four-part example illustrating an
enterprise-based configuration incorporating most of those elements. In this
and all subsequent chapters, each concept is accompanied by illustrative
examples.

m  Chapter 2, “Zones,” explains security zones, tunnel zones, and function zones.

m  Chapter 3, “Interfaces,” describes the various physical, logical, and virtual
interfaces on security devices.

m  Chapter 4, “Interface Modes,” explains the concepts behind Transparent,
Network Address Translation (NAT), and Route interface operational modes.

m  Chapter 5, “Building Blocks for Policies,” discusses the elements used for
creating policies and virtual private networks (VPNs): addresses (including VIP
addresses), services, and DIP pools. It also presents several example
configurations support for the H.323 protocol.

m  Chapter 6, “Policies,” explores the components and functions of policies and
offers guidance on their creation and application.

m  Chapter 7, “Traffic Shaping,” explains how you can manage bandwidth at the
interface and policy levels and prioritize services.

m  Chapter 8, “System Parameters,” presents the concepts behind Domain Name
System (DNS) addressing; using Dynamic Host Configuration Protocol (DHCP)
to assign or relay TCP/IP settings; downloading and uploading system
configurations and software; and setting the system clock.
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B Volume Organization

Volume 3: Administration

Chapter 1, “Administration,” explains the different means available for
managing a security device both locally and remotely. This chapter also
explains the privileges pertaining to each of the four levels of network
administrators that can be defined.

Chapter 2, “Monitoring Security Devices,” explains various monitoring
methods and provides guidance in interpreting monitoring output.

Volume 4. Attack Detection and Defense Mechanisms

Chapter 1, “Protecting a Network,” outlines the basic stages of an attack and
the firewall options available to combat the attacker at each stage.

Chapter 2, “Reconnaissance Deterrence,” describes the options available for
blocking IP address sweeps, port scans, and attempts to discover the type of
operating system (OS) of a targeted system.

Chapter 3, “Denial-of-Service (DoS) Attack Defenses,” explains firewall,
network, and OS-specific DoS attacks and how ScreenOS mitigates such
attacks.

Chapter 4, “Content Monitoring and Filtering,” describes how to protect
HyperText Transfer Protocol (HTTP) users from malicious uniform resource
locators (URLs) and how to configure the security device to work with third
party products to provide antivirus scanning and web filtering.

Chapter 5, “Deep Inspection,” describes how to configure the security device to
obtain Deep Inspection (DI) attack object updates, how to create user-defined
attack objects and attack object groups, and how to apply IDP at the policy
level.

Chapter 6, “Intrusion Detection and Prevention,” describes Juniper Networks
Intrusion Detection and Prevention (IDP) technology which can both detect and
then stop attacks when deployed inline to your network. The chapter describes
how to apply IDP at the policy level to drop malicious packets or connections
before the attacks can enter your network.

Chapter 7, “Suspicious Packet Attributes,” explains a number of SCREEN
options that block potentially dangerous packets.

Appendix A, “Contexts for User-Defined Signatures,” provides a list and
descriptions of contexts that you can specify when defining a stateful signature
attack object.
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Volume 5: Virtual Private Networks

Chapter 1, “Internet Protocol Security,” provides background information
about IPSec, presents a flow sequence for Phase 1 in IKE negotiations in
Aggressive and Main modes, and concludes with information about IKE and
IPSec packet encapsulation.

Chapter 2, “Public Key Cryptography,” provides information about how to
obtain and load digital certificates and certificate revocation lists (CRLS).

Chapter 3, “Virtual Private Network Guidelines,” offers some useful information
to help in the selection of the available VPN options. It also presents a packet
flow chart to demystify VPN packet processing.

Chapter 4, “Site-to-Site Virtual Private Networks,” provides extensive examples
VPN configurations connecting two private networks.

Chapter 5, “Dialup Virtual Private Networks,” provides extensive examples of
client-to-LAN communication using AutoKey IKE. It also details group IKE 1D
and shared IKE ID configurations.

Chapter 6, “Layer 2 Tunneling Protocol,” explains the Layer 2 Tunneling
Protocol and its use alone and in conjunction with IPSec (L2TP-over-IPSec).

Chapter 7, “Advanced Virtual Private Network Features,” contains information
and examples for the more advanced VPN configurations, such as
NAT-Traversal, VPN monitoring, binding multiple tunnels to a single tunnel
interface, and hub-and-spoke and back-to-back tunnel designs.

Volume 6: Voice-over-Internet Protocol

Chapter 1, “H.323 Application Layer Gateway,” describes the H.323 protocol
and provides examples of typical scenarios.

Chapter 2, “Session Initiation Protocol Application Layer Gateway,” describes
the Session Initiation Protocol (SIP) and shows how the SIP ALG processes calls
in Route and Network Address Translation (NAT) modes. Examples of typical
scenarios follow a summary of the SIP architecture.

Chapter 3, “Media Gateway Control Protocol Application Layer Gateway,”
presents an overview of the Media Gateway Control Protocol (MGCP) ALG and
lists the firewall security features of the implementation. Examples of typical
scenarios follow a summary of the MGCP architecture.

Chapter 4, “Skinny Client Control Protocol Application Layer Gateway,”
presents an overview of the Skinny Client Control Protocol (SCCP) ALG and lists
the firewall security features of the implementation. Examples of typical
scenarios follow a summary of the SCCP architecture.
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Volume 7: Routing

Chapter 1, “Static Routing,” describes the ScreenOS routing table, the basic
routing process on the security device, and how to configure static routes on
security devices.

Chapter 2, “Routing,” explains how to configure virtual routers on security
devices and how to redistribute routing table entries between protocols or
between virtual routers.

Chapter 3, “Open Shortest Path First,” describes how to configure the OSPF
dynamic routing protocol on security devices.

Chapter 4, “Routing Information Protocol,” describes how to configure the RIP
dynamic routing protocol on security devices.

Chapter 5, “Border Gateway Protocol,” describes how to configure the BGP
dynamic routing protocol on security devices.

Chapter 6, “Policy-Based Routing,” explains how to force interesting traffic
along a specific path in the network.

Chapter 7, “Multicast Routing,” introduces basic multicast routing concepts.

Chapter 8, “Internet Group Management Protocol,” describes how to configure
the Internet Group Management Protocol (IGMP) on security devices.

Chapter 9, “Protocol Independent Multicast,” describes how to configure the
Protocol Independent Multicast (PIM) routing protocol on security devices.

Chapter 10, “ICMP Router Discovery Protocol,” explains how to set up an
Internet Control Messages Protocol (ICMP) message exchange between a host
and a router.

Volume 8: Address Translation

liv ®m Volume Organization

Chapter 1, “Address Translation,” gives an overview of the various translation
options, which are covered in detail in subsequent chapters.

Chapter 2, “Source Network Address Translation,” describes NAT-src, the
translation of the source IP address in a packet header, with and without Port
Address Translation (PAT).

Chapter 3, “Destination Network Address Translation,” describes NAT-dst, the
translation of the destination IP address in a packet header, with and without
destination port address mapping. This section also includes information about
the packet flow when doing NAT-src, routing considerations, and address
shifting.

Chapter 4, “Mapped and Virtual Addresses,” describes the mapping of one
destination IP address to another based on IP address alone (mapped IP) or
based on destination IP address and destination port number (virtual IP).
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Volume 9: User Authentication

m  Chapter 1, “Authentication,” details the various authentication methods and
uses that ScreenOS supports.

m  Chapter 2, “Authentication Servers,” presents the options of using one of three
possible types of external authentication server—RADIUS, SecurlD, or
LDAP—or the internal database and shows how to configure the security device
to work with each type.

m  Chapter 3, “Infranet Authentication,” details how the security device is
deployed in a unified access control (UAC) solution. Juniper Networks unified
access control solution (UAC) secures and assures the delivery of applications
and services across an enterprise infranet.

m  Chapter 4, “Authentication Users,” explains how to define profiles for
authentication users and how to add them to user groups stored either locally
or on an external RADIUS authentication server.

m  Chapter 5, “IKE, XAuth, and L2TP Users,” explains how to define IKE, XAuth,
and L2TP users. Although the XAuth section focusses primarily on using the
security device as an XAuth server, it also includes a subsection on configuring
select security devices to act as an XAuth client.

m  Chapter 6, “Extensible Authentication for Wireless and Ethernet Interfaces,”
explains the options available for and examples of how to use Extensible
Authentication Protocol to provide authentication for Ethernet and wireless
interfaces.

Volume 10: Virtual Systems

m  Chapter 1, “Virtual Systems,” discusses virtual systems, objects, and
administrative tasks.

m  Chapter 2, “Traffic Sorting,” explains how ScreenOS sorts traffic.

m  Chapter 3, “VLAN-Based Traffic Classification,” explains VLAN-based traffic
classification for virtual systems.

m  Chapter 4, “IP-Based Traffic Classification,” explains IP-based traffic
classification for virtual systems.

Volume Organization
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Volume 11: High Availability

Chapter 1, “NetScreen Redundancy Protocol,” explains how to cable,
configure, and manage Juniper Networks security devices in a redundant group
to provide high availability (HA) using the NetScreen Redundancy Protocol
(NSRP).

Chapter 2, “Interface Redundancy,” describes the various ways in which
Juniper Networks security devices provide interface redundancy.

Chapter 3, “Failover,” describes the configuration for the failover of a device,
virtual security device (VSD) group, and virtual system. It also explains how to
monitor certain objects to determine the failover of a device or VSD group.

Chapter 4, “NSRP-Lite,” explains how to configure Juniper Networks security
devices that support NSRP-Lite.

Volume 12: WAN, ADSL, Dial, and Wireless

Chapter 1, “Wide Area Networks,” describes how to configure a wide area
network (WAN).

Chapter 2, “Asymmetric Digital Subscriber Line,” describes the Asymmetric
Digital Subscriber Line (ADSL) interface on the security device. ADSL is a Digital
Subscriber Line (DSL) technology that allows existing telephone lines to carry
both voice telephone service and high-speed digital transmission.

Chapter 3, “ISP Failover and Dial Recovery,” describes how to set priority and
define conditions for ISP failover and how to configure a dialup recovery
solution.

Chapter 4, “Wireless Local Area Network,” describes the wireless interfaces on
Juniper Networks wireless devices and provides example configurations.

Appendix A, “Wireless Information,” lists available channels, frequencies, and
regulatory domains and lists the channels that are available on wireless devices
for each country.

Volume 13: General Packet Radio Service

Chapter 1, “GPRS,” describes the GPRS Tunneling Protocol (GTP) features in
ScreenOS and demonstrates how to configure GTP functionality on a Juniper
Networks security device.
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Volume 14: Dual-Stack Architecture with IPv6

m  Chapter 1, “Internet Protocol Version 6 Introduction,” explains [Pv6 headers,
concepts, and tunneling guidelines.

m  Chapter 2, “IPv6 Configuration,” explains how to configure an interface for
operation as an IPv6 router or host.

m  Chapter 3, “Connection and Network Services,” explains how to configure
Dynamic Host Configuration protocol version 6 (DHCPv6), Domain Name
Services (DNS), Point-to-Point Protocol over Ethernet (PPPoE), and
fragmentation.

m  Chapter 4, “Static and Dynamic Routing,” explains how to set up static and
dynamic routing. This chapter explains ScreenOS support for Routing
Information Protocol-Next Generation (RIPng).

m  Chapter 5, “Address Translation,” explains how to use Network Address
Translation (NAT) with dynamic IP (DIP) and mapped-1P (MIP) addresses to
traverse IPv4/IPv6 boundaries.

m  Chapter 6, “IPv6 in an IPv4 Environment,” explains manual and dynamic
tunneling .

m  Chapter 7, “IPSec Tunneling,” explains how to configure IPSec tunneling to
connect dissimilar hosts.

m  Chapter 8, “IPv6 XAuth User Authentication,” explains how to configure
Remote Authentication Dial In User Service (RADIUS) and IPSec Access Session
(IAS) management.

m  Appendix A, “Switching,” lists options for using the security device as a switch
to pass IPv6 traffic.

Document Conventions

This document uses several types of conventions, which are introduced in the
following sections:

m  “CLI Conventions” on page lviii
m  “[llustration Conventions” on page lix
m “Naming Conventions and Character Types” on page Ix

m “WebUI Conventions” on page Ix

Document Conventions m  lvii
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Iviii

CLI Conventions

The following conventions are used to present the syntax of CLI commands in
examples and in text.

In examples:
m  Anything inside square brackets [ ] is optional.
m  Anything inside braces { } is required.

m If there is more than one choice, each choice is separated by a pipe (| ). For
example:

set interface { ethernetl | ethernet2 | ethernet3 } manage

means “set the management options for the ethernetl, the ethernet2, or the
ethernet3 interface.”

m  Variables are in italic type:

set admin user namel password xyz

In text:
m  Commands are in boldface type.

m  Variables are in italic type.

NOTE:

When entering a keyword, you only have to type enough letters to identify the
word uniquely. For example, typing set adm u Kkath j12fmt54 is enough to enter
the command set admin user kathleen j12fmt54. Although you can use this
shortcut when entering commands, all the commands documented here are
presented in their entirety.

B Document Conventions
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The following figure shows the basic set of images used in illustrations throughout

this manual.

Figure 2: Images in Manual lllustrations
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Naming Conventions and Character Types

ScreenOS employs the following conventions regarding the names of objects—such
as addresses, admin users, auth servers, IKE gateways, virtual systems, VPN
tunnels, and zones—defined in ScreenOS configurations:

m  [f a name string includes one or more spaces, the entire string must be
enclosed within double quotes; for example:

set address trust “local LAN” 10.1.1.0/24

m  Any leading spaces or trailing text within a set of double quotes are trimmed,
for example, “ local LAN ” becomes “local LAN”.

m  Multiple consecutive spaces are treated as a single space.

m  Name strings are case-sensitive, although many CLI keywords are
case-insensitive. For example, “local LAN” is different from “local lan”.

ScreenOS supports the following character types:

m  Single-byte character sets (SBCS) and multiple-byte character sets (MBCS).
Examples of SBCS are ASCII, European, and Hebrew. Examples of MBCS—also
referred to as double-byte character sets (DBCS)—are Chinese, Korean, and
Japanese.

m  ASCII characters from 32 (0x20 in hexadecimals) to 255 (0xff), except double
quotes ( ), which have special significance as an indicator of the beginning or
end of a name string that includes spaces.

NOTE:

A console connection only supports SBCS. The WebUI supports both SBCS and
MBCS, depending on the character sets that your browser supports.

WebUI Conventions

IX ®m Document Conventions

A chevron ( > ) shows the navigational sequence through the WebUI, which you
follow by clicking menu options and links. The following figure shows the following
path to the address configuration dialog box—Objects > Addresses > List > New:

Figure 3: WebUI Navigation
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To perform a task with the WebUI, you first navigate to the appropriate dialog box,
where you then define objects and set parameters. The set of instructions for each
task is divided into navigational path and configuration settings:

The next figure lists the path to the address configuration dialog box with the
following sample configuration settings:

Objects > Addresses > List > New: Enter the following, then click OK:

Address Name: addr_1

IP Address/Domain Name:
IP/Netmask: (select), 10.2.2.5/32

Zone: Untrust

Figure 4: Navigational Path and Configuration Settings

Objects > Addresses > Configuration h200_5.0.0:NSRP{M)
Address Name [addr_1
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Juniper Networks Documentation

To obtain technical documentation for any Juniper Networks product, visit
www.juniper.net/techpubs/.

For technical support, open a support case using the Case Manager link at

http://www.juniper.net/support/ or call 1-888-314-JTAC (within the United States) or
1-408-745-9500 (outside the United States).

If you find any errors or omissions in this document, please contact us at the email
address below:

techpubs-comments@juniper.net
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Appendix A

Glossary

10BaseT

100BaseT

802.11a

802.11b

802.11¢g
802.11SuperG

ABR
Access-Challenge
Access Control List
(ACL)

Access List

Access Point (AP)
Access Point Name
(APN)

ACL

Address Shifting

Also known as Unshielded Twisted Pair (UTP), 10BaseT is the standard cabling used
for telephone lines and the most common form of Ethernet connection. 10BaseT
denotes a peak transmission speed of 10 Megabits per second (Mbps) using copper
twisted-pair cable. Ethernet is a standard for connecting computers into a local area
network (LAN). The maximum cable distance is 100 meters (325 feet), the
maximum devices per segment is 1, and the maximum devices per network are
1024. See also 100BaseT.

Another term for Fast Ethernet, an upgraded standard for connecting computers in
a LAN. 100BaseT ethernet works like regular ethernet but is able to transfer data at
a peak rate of 100 Mbps. It is also more expensive and less common than its slower
10BaseT sibling. See also 10BaseT.

A WLAN standard that provides up to 54 Mbps in the 5GHz radio band.

A WLAN standard that provides up to 11 Mbps in the 2.4 GHz radio band.

A WLAN standard that provides 20 + Mbps in the 2.4 GHz radio band.

A WLAN standard that provides up to 108 Mbps in the 2.4 GHz radio band.

See Area Border Router (ABR).

An additional condition required for a successful Telnet login by an authentication
user via a RADIUS server.

Identifies clients by their MAC addresses and specifies whether the wireless device
allows or denies access for each address.

A list of network prefixes that are compared to a given route. If the route matches a
network prefix defined in the access list, the route is either permitted or denied.

See Wireless access point.

An information element (IE) included in the header of a GTP packet that provides
information on how to reach a network. It is composed of a network ID and an
operator ID.

See Access Control List (ACL).

A mechanism for creating a one-to-one mapping between any original address in
one range of addresses and a specific translated address in another range.
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Adjacencies

ADM
ADSL

Advertisement

Aggregate State

Aggregation

Aggregator

Aggressive Aging

AH
ALG

Antivirus (AV) Scanning

Application Layer
Gateway (ALG)

Area

Area Border Router
(ABR)

When two routers can exchange routing information, they are considered to have
constructed an adjacency. Point-to-point networks, which have only two routers,
automatically form an adjacency. Point-to-multipoint networks are a series of
several point-to-point networks. When routers pair in this more complex
networking scheme, they are considered to be adjacent to one another.

See Add-Drop Multiplexer (ADM).
See Asymmetric Digital Subscriber Line (ADSL).

A method a router uses to announce itself to other devices on the network,
transmitting basic information including IP address, network mask, and other data.

A router is in an aggregate state when it is one of multiple virtual BGP routing
instances bundled into one address. See also Border Gateway Protocol (BGP).

The process of combining several routes in such a way that only a single route
advertises itself. This technique minimizes the size of the routing table for the
router.

An object used to bundle multiple routes under one common route generalized
according to the value of the network mask.

A mechanism to accelerate the timeout process when the number of sessions in the
session table surpasses a specified high-watermark threshold. When the number of
sessions in the table dips below a specified low-watermark threshold, the timeout
process returns to normal.

See Encapsulating Security Protocol/Authentication Header (ESP/AH).
See Application Layer Gateway (ALG).

A mechanism for detecting and blocking viruses in File Transfer Protocol (FTP),
Internet Message Access Protocol (IMAP), Simple Mail Transfer Protocol (SMTP),
HyperText Transfer Protocol (HTTP)—including HTTP webmail—and Post Office
Protocol version 3 (POP3) traffic. ScreenOS offers an internal AV scanning solution.

On a security device, a software component that is designed to manage specific
protocols such as Session Initiation Protocol (SIP) or File Transfer Protocol (FTP).
The ALG intercepts and analyzes the specified traffic, allocates resources, and
defines dynamic policies to permit the traffic to pass securely through the security
device.

The most fundamental ordering method in the Open Shortest Path First (OSPF)
routing protocol. An OSPF area divides the internetwork into smaller, more
manageable constituent pieces. This technique reduces the amount of information
about all the other routers that each router must store and maintain. When a router
in an area needs information about another device inside or outside its area, it
contacts a special router, called the Area Border Router (ABR), that contains all
essential device information. In addition, the ABR filters all information coming
into the area to avoid burdening other routers in the area with unnecessary
information.

A router with at least one interface in Area 0 and at least one interface in another
area.



Area Range

AS

AS Boundary Router

AS Number

AS Path

AS Path Access List

AS Path Attribute Class

AS Path String

Asymmetric Digital
Subscriber Line (ADSL)

Atomic Aggregate

Attack Objects

Authentication

Authentication Header
(AH)

Autonomous System
(AS)

Appendix A: Glossary

A sequence of IP addresses, defined by a lower and an upper limit, that indicates a
series of device addresses within an area.

See Autonomous System (AS).

A router that connects an Autonomous System (AS) running one routing protocol to
another AS running a different protocol.

The identification number of the local Autonomous System (AS) mapped to a BGP
routing instance. The ID number can be any valid integer. See also Border Gateway
Protocol (BGP).

A list of all the autonomous systems that a router update has traveled through in
the current transmission.

An access list used by a BGP routing instance to permit or deny packets sent by
neighbor routing instances to the current virtual routing instance. See also Border
Gateway Protocol (BGP).

BGP provides four classes of path attributes: well-known mandatory, well-known
discretionary, optional transitive, and optional non-transitive. See also Border
Gateway Protocol (BGP).

A string that acts as an identifier for an Autonomous System (AS) path. It is
configured alongside an AS Path access list ID.

A Digital Subscriber Line (DSL) technology that allows existing telephone lines to
carry both voice telephone service and high-speed digital transmission. A growing
number of service providers offer ADSL service to home and business customers.

An object used by a Border Gateway Protocol (BGP) router to inform other BGP
routers that the local system has selected a generalized route.

Stateful signatures and protocol anomalies that a security device with Deep
Inspection (DI) functionality uses to detect attacks aimed at compromising one or
more hosts on a network.

Authentication ensures that digital data transmissions are delivered to the intended
recipient. Authentication also validates the integrity of the message for the receiver,
including its source (where or whom it came from). The simplest form of
authentication requires a username and password for access to a particular
account. Authentication protocols can also be based on secret-key encryption, such
as DES or 3DES, or on public-key systems that use digital signatures.

See Encapsulating Security Protocol/Authentication Header (ESP/AH).

A set of routers set off from the rest of the network and governed by a single
technical administration. This router group uses an Interior Gateway Protocol (IGP)
or several IGPs and common metrics to route packets within the group. The group
also uses an Exterior Gateway Protocol (EGP) to route packets to other autonomous
systems. Each AS has a routing plan that indicates which destinations are reachable
through it. This plan is called the Network Layer Reachability Information (NLRI)
object. Border Gateway Protocol (BGP) routers periodically generate and receive
NLRI updates.

m Al
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Auxiliary port (AUX)
B8ZS

B-Channel

Bit error rate (BER)

Border Gateway
Protocol (BGP)

Basic Rate Interface
(BRI)
Bridge

Bridge Group interface

Broadcast Network

bundle

Certificate Revocation
List (CRL)

Circuit-Level Proxy

Cisco High-Level Data
Link Control
(Cisco-HDLC)

Classless Routing

Cluster
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This port is usually the same as COM 1 and is used to access external networks.
8 bits zero suppression.

The ISDN BRI service provided by your telephone service provider two bearer
channels (B channels) and one data channel (D channel). The B channel operates at
64 kbps and carries user data.

The ratio of error bits to the total number of bits received in a transmission, usually
expressed as 10 to a negative power.

An inter-autonomous system routing protocol. BGP routers and autonomous
systems exchange routing information for the Internet.

An ISDN service also called 2B + D, because it consists of two 64 Kbps B-channels
and one 16 Kbps D-channel.

A device that forwards traffic between network segments based on Data-Link Layer
information. These segments share a common Network Layer address space.

This interface is also known as the bgroup interface. These interfaces allow several
physical ports to be grouped together acting like a pseudo switch. You can group
multiple wired interfaces or wireless and wired interfaces so they are located in the
same subnet.

A network that supports many routers with the capability to communicate directly
with one another. Ethernet is an example of a broadcast network.

An aggregation of multiple physical links.

A list of invalid certificates.

Proxy servers are available for common Internet services; for example, an HTTP
proxy is used for Web access; an FTP proxy is used for file transfers. Such proxies
are called application-level proxies or application-level gateways, because they are
dedicated to a particular application and protocol and are aware of the content of
the packets being sent. A generic proxy, called a circuit-level proxy, supports
multiple applications. For example, SOCKS is a generic [P-based proxy server that
supports TCP and UDP applications. See also Proxy Server.

Proprietary Cisco encapsulation for transmitting LAN protocols over a WAN. HDLC
specifies a data encapsulation method on synchronous serial links by means of
frame characters and checksums. Cisco HDLC enables the transmission of multiple
protocols.

Support for interdomain routing, regardless of the size or class of the network.
Network addresses are divided into three classes, but these are transparent in BGP,
giving the network greater flexibility. See also Border Gateway Protocol (BGP).

A group of routers in a BGP AS where one is established as a route reflector and the
others are clients to the reflector. The reflector is responsible for informing the
clients of route and address information it learns from devices in another AS. The
term cluster has another meaning in regards to high availability. See High
Availability; NetScreen Redundancy Protocol (NSRP). See also Border Gateway
Protocol (BGP).



Cluster List

Communication
Protocol

Community

Confederation

Connection States

CRL

Data circuit-terminating
equipment (DCE)

Data Encryption
Standard (DES)

Data Encryption
Standard-Cipher Block
Chaining (DES-CBC)

Data-Link Connection
Identifier (DLCI)

Data terminal
equipment (DTE)

Dead Interval

Dead Peer Detection
(DPD)
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A list of paths recorded as a packet travels through a BGP route-reflector cluster.

A set of rules that allow computers with different operating systems to
communicate with each other.

A grouping of Border Gateway Protocol (BGP) destinations. By updating the

community, you automatically update its member destinations with new attributes.

An object inside a Border Gateway Protocol Autonomous System (BGP AS) that is a
subset of routing instances in the AS. By grouping devices into confederations
inside a BGP AS, you reduce the complexity associated with the matrix of routing
connections, known as a mesh, within the AS.

When a packet sent from one router arrives at another router, a negotiation occurs
between the source and destination routers. The negotiation goes through six
states: Idle, Connect, Active, OpenSent, OpenConnect, and Establish.

See Certificate Revocation List (CRL).

Equipment that provides switching services in the WAN and is typically owned and
managed by the service provider.

A 40-bit and 56-bit encryption algorithm that was developed by the National
Institute of Standards and Technology (NIST). DES is a block-encryption method
originally developed by IBM. It has since been certified by the U.S. government for
transmission of any data that is not classified top secret. DES uses an algorithm for
private-key encryption. The key consists of 64 bits of data, which are transformed
and combined with the first 64 bits of the message to be sent. To apply the
encryption, the message is broken up into 64-bit blocks so that each can be
combined with the key using a complex 16-step process. Although DES is fairly
weak, with only one iteration, repeating it using slightly different keys can provide
excellent security.

Message text and, if required, message signatures can be encrypted using the Data
Encryption Standard (DES) algorithm in the Cipher Block Chaining (CBC) mode of
operation. The character string “DES-CBC” within an encapsulated Privacy
Enhanced Mail (PEM) header field indicates the use of DES-CBC.

Separates customer traffic in Frame Relay configuration.

A RS-232 interface that is used to exchange information with a serial device. This
equipment is the terminating point for a specific network and is typically located on
the customer premises.

The amount of time that elapses before a routing instance determines that another
routing instance is not running.

DPD allows an IPSec device to verify the current existence and availability of other
IPSec peer devices. The device performs this verification by sending encrypted IKE
Phase 1 notification payloads (R-U-THERE) to the peers and waiting for DPD
acknowledgements (R-U-THERE-ACK).
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Deep Inspection (DI)

Default Route

Demilitarized Zone
(DM2)

DES
DES-CBC
Destination Network

Address Translation
(NAT-dst)

DI

Digital signal 0 (DSO)
DS1

DS3

Distance Vector

bmz

Domain Name System
(DNS)
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A mechanism for filtering the traffic permitted by the firewall. Deep Inspection
examines Layer 3 and Layer 4 packet headers and Layer 7 application content and
protocol characteristics in an effort to detect and prevent any attacks or anomalous
behavior that might be present.

A catch-all routing table entry that defines the forwarding of traffic for destination
networks that are not explicitly defined in the routing table. The destination
network for the default route is represented by the network address 0.0.0.0/0.

From the military term for an area between two opponents where fighting is
prevented. DMZ ethernets connect networks and computers controlled by different
bodies. They may be external or internal. External DMZ ethernets link regional
networks with routers.

See Data Encryption Standard (DES).
See Data Encryption Standard-Cipher Block Chaining (DES-CBC).

The translation of the original destination IP address in a packet header to a
different destination address. ScreenOS supports the translation of one or several
original destination 1P addresses to a single IP address (one-to-one or many-to-one
relationships). The security device also supports the translation of one range of IP
addresses to another range (a many-to-many relationship) using address shifting.

When the security device performs NAT-dst without address shifting it can also
map the destination port number to a different predetermined port number. When
the security device performs NAT-dst with address shifting, it cannot also perform
port mapping.

See Deep Inspection (DI).

The base for the digital signal X series. Provides a transmission rate of 64 Kbps.
Digital signal 1, also known as a T1 interface.

Digital signal 3, also known as a T3 interface.

A routing strategy that relies on an algorithm that works by having routers
sporadically broadcast entire copies of their own routing table to all directly
connected neighbors. This update identifies the networks each router knows about,
and the distance between each of those networks. The distance is measured in hop
counts or the number of routing domains that a packet must traverse between its
source device and the device it attempts to reach.

See Demilitarized Zone (DM?Z).

Stores information about host names and domain names in a type of distributed
database on networks such as the Internet. Of the many types of information that
can be stored, DNS most importantly provides a physical location (IP address) for
each domain name and lists the mail-exchange servers accepting email for each
domain.
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DNS allows technical information to be transmitted in a human-readable way.
While computers and network hardware work with 1P addresses (such as
207.17.137.68) to perform tasks such as addressing and routing, humans generally
find it easier to work with host names and domain names (such as
www.juniper.com) in URLs and email addresses. DNS therefore mediates between
the needs and preferences of humans and of software by translating domain
names to IP addresses, such as www.juniper.net = 207.17.137.68.

See Dead Peer Detection (DPD).

An IP service that can be used within VPN tunnels. Filters are one method some
security devices use to control traffic from one network to another. When TCP/IP
sends data packets to the firewall, the filtering function in the firewall looks at the
header information in the packets and directs them accordingly. The filters operate
on criteria such as IP source or destination address range, Transmission Control
Protocol (TCP) ports, User Datagram Protocol (UDP), Internet Control Message
Protocol (ICMP), or TCP responses. See also Tunneling; Virtual Private Network
(VPN).

A method for automatically assigning IP addresses to hosts on a network.
Depending upon the specific device model, security devices can allocate dynamic
[P addresses to hosts, receive dynamically assigned IP addresses, or receive DHCP
information from a DHCP server and relay the information to hosts.

A routing method which adjusts to changing network circumstances by analyzing
incoming routing update messages. If the message indicates that a network change
has occurred, the routing software recalculates routes and sends out new routing
update messages. These messages populate the network, directing routers to rerun
their algorithms and change their routing tables accordingly. There are two
common forms of dynamic routing, including Distance Vector Routing and Link
State Routing.

The European format for digital transmission. This format carries signals at 2 Mbps
(32 channels at 64 Kbps, with 2 channels reserved for signaling and controlling).

See Encapsulating Security Protocol/Authentication Header (ESP/AH).

The IP-level security protocols, AH and ESP, were originally proposed by the
Network Working Group focused on IP security mechanisms, IPSec. The term IPSec
is used loosely here to refer to packets, keys, and routes that are associated with
these protocols. The IP AH protocol provides authentication. ESP provides both
authentication and encryption.

The process of changing data into a form that can be read only by the intended
receiver. To decipher the message, the receiver of the encrypted data must have
the proper decryption key. In traditional encryption schemes, the sender and the
receiver use the same key to encrypt and decrypt data. Public-key encryption
schemes use two keys: a public key, which anyone may use, and a corresponding
private key, which is possessed only by the person who created it. With this
method, anyone may send a message encrypted with the owner’s public key, but
only the owner has the private key necessary to decrypt it. Data Encryption
Standard (DES) and Triple DES (3DES) are two of the most popular public-key
encryption schemes.

= AV
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A-VIIl

Equal Cost Multipath
(ECMP)

Ethernet

Export Rules

External Neighbors

Extranet

Fast Ethernet
Filter List

Firewall

Frame Relay

Gateway

Gateway GPRS Support
Node (GGSN)

ECMP assists with load balancing among two to four routes to the same destination
or increases the effective bandwidth usage among two or more destinations. When
enabled, security devices use the statically defined routes or dynamically learn
multiple routes to the same destination through a routing protocol. The security
device assigns routes of equal cost in round robin fashion. Default: disabled

A best-effort Local Area Network (LAN) delivery system that uses Carrier Sense
Multiple Access with Collision Detection (CSMA/CD) technology. Ethernet can be
run over a variety of cable schemes, including thick coaxial, thin coaxial, twisted
pair, and fiber optic cable. Ethernet is a standard for connecting computers into a
LAN. The most common form of ethernet is 10BaseT, also called Unshielded Twisted
Pair (UTP), which denotes a peak transmission speed of 10 Mbps using copper
twisted-pair cable. See also 100BaseT.

When you have two or more virtual routers on a security device, you can configure
export rules that define which routes on one virtual router are allowed to learned by
another virtual router. See also Import Rules.

Two peer BGP routers residing in two different autonomous systems. See Border
Gateway Protocol (BGP).

The connecting of two or more intranets. An intranet is an internal website that
allows users inside a company to communicate and exchange information. An
extranet connects that virtual space with the intranet of another company, thus
allowing these two (or more) companies to share resources and communicate over
the Internet in their own virtual space. This technology greatly enhances
business-to-business communications.

See 100BaseT.
A list of IP addresses permitted to send packets to the current routing domain.

A device that protects and controls the connection of one network to another, for
traffic both entering and leaving. Firewalls are used by companies that want to
protect any network-connected server from damage (intentional or otherwise) by
those who log in to it. This could be a dedicated computer equipped with security
measures, or it could be a software-based protection.

WAN protocol that operates over a variety of network interfaces, including serial,
T1/E1, and T3/E3. Frame Relay allows private networks to reduce costs by sharing
facilities between the end-point switches of a network managed by a Frame Relay
service provider.

Also called a router, a gateway is a program or a special-purpose device that
transfers IP datagrams from one network to another until the final destination is
reached.

A device that acts as an interface between the GPRS backbone network and the
external packet data networks (radio and IP). Among other things, a GGSN converts
GPRS packets coming from an SGSN into the appropriate Packet Data Protocol
(PDP) format and sends them out on the corresponding PDN. A GGSN also
performs authentication and charging functions. See also General Packet Radio
Service (GPRS).
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A protocol that encapsulates any type of packet within IPv4 unicast packets. For
additional information on GRE, refer to RFC 1701, Generic Routing Encapsulation
(GRE).

A mobile data service available to users of Global System for Mobile
Communication (GSM) mobile phones. It is often described as 2.5G, that is, a
technology between the second generation (2G) and third generation (3G) of mobile
telephony. GPRS provides moderate speed data transfer by using unused Time
Division Multiple Access (TDMA) channels in the GSM network.

See Gateway GPRS Support Node (GGSN).

A kind of interface module card used on some security devices for connecting to a
fiber optic network.

A packet-based technology that enables high-speed wireless Internet and other data
communications. GPRS provides more than three to four times greater speed than
conventional Global System for Mobile Communications (GSM) systemes.

A user data message consisting of a T-PDU plus a GPRS Tunneling Protocol (GTP)
header. See also T-PDU.

The interface between a GSN and an external network or the Internet. See GPRS
Support Node (GSN).

A globally accepted standard for digital cellular communication. GSM is the name of
a standardization group established in 1982 to create a common European mobile
telephone standard that formulates specifications for a pan-European mobile
cellular radio system operating at 900 MHz.

The interface between two GSNs within the same Public Land Mobile Network
(PLMN).

The interface between two GSNs located in different Public Land Mobile Networks
(PLMNSs).

See General Packet Radio Service (GPRS).

Since the Gp interface is IP based, it must support appropriate routing and security
protocols to enable a subscriber to access its home services from any of its home
PLMN’s roaming partners. Many GPRS operators/carriers have abstracted these
functions through the GPRS Roaming Exchange (GRX). This function is typically
provided by a third-party IP network that offers VPN services to connect the
roaming partners. The GRX service provider ensures that all aspects of routing and
security between the networks are optimized for efficient operation. See also
General Packet Radio Service (GPRS).

A term used to include both Gateway GPRS Support Node (GGSN) and Serving GPRS
Support Node (SGSN). See also General Packet Radio Service (GPRS).

An IP-based protocol used within Global System for Mobile Communications (GSM)
and Universal Mobile Telecommunications System (UMTS) networks. GTP is
layered on top of User Datagram Protocol (UDP). There are actually three separate
protocols: GTP’, GTP-Control (GTP-C), and GTP User (GTP-U). See also General
Packet Radio Service (GPRS); GTP-Control (GTP-C) Message; GTP-User (GTP-U)
Message.
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GRX
GSM
GSN
GTP

GTP-Control (GTP-C)
Message

GTP Protocol Data Unit
(GTP-PDU)
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Message
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Hello Interval

Hello Packet

High Availability (HA)

HLR

Hold Time

Home Location Register
(HLR)

See GPRS Roaming Exchange (GRX).

See Global System for Mobile Communication (GSM).
See GPRS Support Node (GSN).

See GPRS Tunneling Protocol (GTP).

GTP-C messages are exchanged between GPRS Support Node (GSN) pairs in a path.
The messages are used to transfer GSN capability information between GSN pairs;
to create, update and delete GPRS Tunneling Protocol (GTP) tunnels; and for path
management. See also GPRS Tunneling Protocol (GTP); GTP Tunnel.

Either a GTP-C or a GTP-U message. See also GPRS Tunneling Protocol (GTP).

A GPRS Tunneling Protocol (GTP) tunnel in the GTP-U plane is defined for each
Packet Data Protocol (PDP) Context in the GSNs. A GTP tunnel in the GTP-C plane is
defined for all PDP Contexts with the same PDP address and access point name
(APN) for tunnel-management messages or for each mobile station (MS) for
messages not related to tunnel management. A GTP tunnel is identified in each
node with a Tunnel Endpoint Identifier (TEID), an IP address, and a User Datagram
Protocol (UDP) port number. A GTP tunnel is necessary to forward packets between
an external network and an MS user.

GTP-U messages are exchanged between GPRS Support Node (GSN) pairs or
GSN/Radio Network Controller (RNC) pairs in a path. The GTP-U messages are used
to carry user data packets and signaling messages for path management and error
indication. The user data transported can be packets in any of 1Pv4, IPv6, or PPP
formats.

See High Availability (HA).

The amount of time that elapses between instances of Hello packets. See Hello
Packet.

A packet that advertises information, such as its presence and availability, to the
network about the router that generated the packet.

Configuring pairs of security devices with NetScreen Redundancy Protocol (NSRP)
to ensure service continuity in the event of a network outage or device failure.

See Home Location Register (HLR).

In OSPE the maximum amount of time between instances of initiating Shortest
Path First (SPF) computations. In Border Gateway Protocol (BGP), the maximum
time that elapses between message transmissions between a BGP speaker and its
neighbor.

A database within a cellular network that stores current details about a subscriber,
including the equipment in use, the service(s) required, the user’s identification
encryption code and home cell, and the network the subscriber was last known to
have used.
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A hardware device used to link computers (usually over an ethernet connection). It
serves as a common wiring point so that information can flow through a central
location to any other computer on the network. A hub repeats signals at the
Physical Layer (most commonly ethernet). A hub retains the behavior of a standard
bus type network (such as Thinnet), but produces a star topology with the hub at
the center of the star. This configuration enables centralized management.

When you have two or more virtual routers on a security device, you can configure
import rules on one virtual router that define which routes are allowed to be
learned from another virtual router. If you do not configure any import rules for a
virtual router, all routes that are exported to that virtual router are accepted. See
also Export Rules.

A GPRS Support Node (GSN) identifies a mobile station by its IMSI, which is
composed of three elements: the Mobile Country Code (MCC), the Mobile Network
Code (MNC), and the Mobile Subscriber Identification Number (MSIN). The MCC
and MNC combined constitute the IMSI prefix and identify the mobile subscriber’s
home network, or Public Land Mobile Network (PLMN). See also GPRS Support
Node (GSN); Public Land Mobile Network (PLMN).

A system of linked computer networks, international in scope, that facilitates data
communications services such as remote login, file transfer, electronic mail, and
newsgroups. The Internet is a way of connecting existing computer networks that
greatly extends the reach of each participating system. Also known as the Net.
Originally designed by the U.S. Defense Department so that a communications
signal could withstand a nuclear war and serve military institutions worldwide. The
Internet was first known as the ARPAnet. See also Intranet.

Occasionally a gateway or destination host uses ICMP to communicate with a
source host, for example, to report an error in datagram processing. ICMP uses the
basic support of IP as if it were a higher-level protocol; however, ICMP is actually an
integral part of IP and must be implemented by every IP module. ICMP messages
are sent in several situations: for example, when a datagram cannot reach its
destination, when the gateway does not have the buffering capacity to forward a
datagram, and when the gateway can direct the host to send traffic on a shorter
route. IP is not designed to be absolutely reliable. The purpose of these control
messages is to provide feedback about problems in the communications
environment, not to make IP reliable.

A protocol that runs between hosts and routers to communicate multicast
group-membership information.

The method for exchanging keys for encryption and authentication over an
unsecured medium, such as the Internet.

An Internet-standard protocol that defines a basic unit of data, called a datagram,
which is used in a connectionless, best-effort delivery system. IP defines how
information gets passed between systems across the Internet.

Provides a framework for Internet-key management and specific protocol support
for negotiating security attributes. By itself, it does not establish session keys,
however it can be used with various session key establishment protocols to provide
a complete solution to Internet key management.
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Infranet

Intranet

IP Gateway

IP Security (IPSec)

IP Tracking

Integrated Services
Digital Network (ISDN)

Keepalive Interval

Key Management

Link State

Link State

Advertisement

Load Balancing

A public network that combines the ubiquitous connectivity of the Internet with the
assured performance and security of a private network.

A play on the word Internet, an intranet is a restricted-access network that works
like the Web, but isn’t on it. Usually owned and managed by a corporation, an
intranet enables a company to share its resources with its employees without
confidential information being made available to everyone with Internet access.

Also called a router, a gateway is a program or a special-purpose device that
transfers IP datagrams from one network to another until the final destination is
reached.

Security standard produced by the Internet Engineering Task Force (IETF). It is a
protocol suite that provides authentication, integrity, and confidentiality for secure
communications and supports key exchanges even in larger networks. See also
Data Encryption Standard-Cipher Block Chaining (DES-CBC); Encapsulating Security
Protocol/Authentication Header (ESP/AH).

A mechanism for monitoring configured IP addresses to see if they respond to ping
or ARP requests. You can configure IP tracking with NSRP to determine device or
VSD group failover. You can also configure IP tracking on a device interface to
determine if the interface is up or down.

ISDN is an international communications standard for sending voice, video, and
data over digital telephone lines.

The time, in seconds, that elapses between keepalive packets, which ensure that
the TCP connection is up between a local BGP router and its neighbor.

The only reasonable way to protect the integrity and privacy of information is to
rely upon the use of secret information in the form of private keys for signing
and/or encryption. The management and handling of these pieces of secret
information is generally referred to as key management. This includes the activities
of selection, exchange, storage, certification, expiration, revocation, changing, and
transmission of keys. Most of the work in managing information security systems
lies in the key management. See also Internet Security Association and Key
Management Protocol (ISAKMP).

Link-state routing protocols operate using an algorithm commonly called Shortest
Path First (SPF). Instead of relying on rumored information from directly connected
neighbors as in distance vector protocols, each router in a link-state system
maintains a complete topology of the network and computes SPF information
based on the topology.

The conveyance that enables OSPF routers to make device, network, and routing
information available for the link-state database. Each router retrieves information
from the LSAs sent by other routers on the network to construct a picture of the
entire internetwork from which an individual routing instance distills path
information to use in its routing table.

The mapping (or re-mapping) of work to two or more processors, with the intent of
improving the efficiency of a concurrent computation.
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Any network technology that interconnects resources within an office
environment, usually at high speeds, such as Ethernet. A LAN is a short-distance
network used to link a group of computers together within a building. 10BaseT
Ethernet is the most commonly used form of LAN. A hardware device called a hub
serves as the common wiring point, enabling data to be sent from one machine to
another over the network. LANs are typically limited to distances of less than 1,640
feet (500 meters) and provide low-cost, high-bandwidth networking capabilities
within a small geographical area.

A Border Gateway Protocol (BGP) attribute superior to the Multi-Exit Discriminator
(MED) attribute for selecting a packet’s path. LOCAL_PREEF is the attribute used
most often to configure preferences for one set of paths over another. See also
Multi-Exit Discriminator (MED).

A logical interface that emulates a physical interface on the security device, but is
always in the up state as long as the device is up. You must assign an [P address to
a loopback interface and bind it to a security zone.

A direct one-to-one mapping of traffic destined for one IP address to another IP
address.

See Mobile Country Code (MCC).
See Multi Exit Discriminator (MED).

An address that uniquely identifies the network interface card, such as an ethernet
adapter. For ethernet, the MAC address is a 6-octet address assigned by IEEE. On a
LAN or other network, the MAC address is a computer’s unique hardware number.
(On an ethernet LAN, the MAC address is the same as the ethernet address.) When
you are connected to the Internet from your computer (or host, as the Internet
protocol views it), a correspondence table relates your IP address to your
computer’s physical (MAC) address on the LAN. The MAC address is used by the
Media Access Control sub-layer of the Data-Link Control (DLC) Layer of
telecommunications protocols. There is a different MAC sub-layer for each physical
device type.

The name of the Autonomous System (AS) being included in a Border Gateway
Protocol (BGP) confederation.

Message Digest [version] 5, an algorithm that produces a 128-bit message digest (or
hash) from a message of arbitrary length. The resulting hash is used, like a
fingerprint of the input, to verify authenticity.

A value associated with a route that the virtual router uses to select the active route
when there are multiple routes to the same destination network with the same
preference value. The metric value for connected routes is always 0. The default
metric value for static routes is 1, but you can specify a different value when
defining a static route.

See Multipurpose Internet Mail Extension (MIME).

See Mapped IP Address (MIP).

See Mobile Network Code (MNC).
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One of the three elements of an International Mobile Station Identity (IMSI); the
other two are the Mobile Network Code (MNC) and the Mobile Subscriber
Identification Number (MSIN). The MCC and MNC combined constitute the IMSI
prefix and identify the mobile subscriber’s home network, or Public Land Mobile
Network (PLMN). See also International Mobile Station Identify (IMSI); Public Land
Mobile Network (PLMN).

One of the three elements of an International Mobile Station Identity (IMSI); the
other two are the Mobile Country Code (MCC) and the Mobile Subscriber
Identification Number (MSIN). The MCC and MNC combined constitute the IMSI
prefix and identify the mobile subscriber’s home network, or Public Land Mobile
Network (PLMN). See also International Mobile Station Identify (IMSI); Public Land
Mobile Network (PLMN).

One of the three elements of an International Mobile Station Identity (IMSI); the
other two are the Mobile Country Code (MCC) and the Mobile Network Code (MNC).
See also International Mobile Station Identify (IMSI).

See Mobile Subscriber Identification Number (MSIN).

Multicast policies allow multicast control traffic, such as Internet Group
Management Protocol (IGMP) or Protocol-Independent Multicast (PIM) messages, to
cross security devices.

A routing method used to send multimedia streams to a group of receivers.
Multicast-enabled routers transmit multicast traffic only to hosts that want to
receive the traffic. Hosts must signal their interest in receiving multicast data and
they must join a multicast group in order to receive the data.

A Border Gateway Protocol (BGP) attribute that determines the relative preference
of entry points into an Autonomous System (AS). See also Local Preference.

A Border Gateway Protocol (BGP) attribute used to determine an ideal link to reach
a particular prefix in or behind the current Autonomous System (AS). The MED
contains a metric expressing a degree of preference for entry into the AS. You can
establish precedence for one link over others by configuring a MED value for one
link that is lower than other links. The lower the MED value, the higher priority the
link has. The way this occurs is that one AS sets the MED value and the other AS
uses the value in deciding which path to choose.

Extensions that allow users to download different types of electronic media, such
as video, audio, and graphics.

See Network Address Translation (NAT).
See Destination Network Address Translation (NAT-dst).
See Network Address Translation (NAT).

A method for allowing IPSec traffic to pass through NAT devices along the data path
of a Virtual Private Network (VPN) by adding a layer of User Datagram Protocol
(UDP) encapsulation. The method first provides a means for detecting NAT devices
during Phase 1 IKE exchanges and then provides a means for traversing them after
Phase 2 IKE negotiations are complete.
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Neighbor To begin configuring a BGP network, you need to establish a connection between
the current device and a counterpart, adjacent device known as a neighbor or peer.
While this counterpart device may seem like unneeded information at first, it is
actually central to the way BGP works. Unlike RIP or OSPF, you now have to
configure two devices, both the current router and its neighbor, for BGP to work.
While this requires more effort, it enables networking to occur on a larger scale as
BGP eludes deploying the limited advertising techniques inherent to interior
networking standards.

There are two types of BGP neighbors: internal neighbors, which are in the same
Autonomous System (AS), and external neighbors, which are in different
autonomous systems. A reliable connection is required between neighbors and is
achieved by creating a TCP connection between the two. The handshake that
occurs between the two prospect neighbors evolves through a series of phases or
states before a true connection can be made. See also Connection States.

Netmask A netmask indicates which part of an IP address indicates network identification
and which part indicates the host identification. For example, the IP address and
netmask 10.20.30.1 255.255.255.0 (or 10.20.30.1/24) refers to all the hosts in the
10.20.30.0 subnet. The IP address and netmask 10.20.30.1 255.255.255.255 (or
10.20.30.1/32) refers to a single host. See also IP Address; Subnet Mask.

NetScreen Gatekeeper A proprietary protocol that uses Transmission Control Protocol (TCP) and monitors
Protocol (NSGP) the connectivity between client and server by sending Hello messages at specified
intervals.

NetScreen Redundancy A proprietary protocol that provides configuration and Run-Time Object (RTO)
Protocol (NSRP) redundancy and a device failover mechanism for security units in a high availability
(HA) cluster.

NetScreen Reliable A proprietary protocol for multicasting NetScreen Redundancy Protocol (NSRP)
Transfer Protocol control messages to multiple receivers when security devices are in a redundancy
(NRTP)  cluster (interconnected through the High Availability, or HA, ports). NRTP ensures
that the primary security device always forwards configuration and policy
messages to the backup devices.

Network Address The translation of the source IP address in a packet header to a different IP address.

Translation (NAT) Translated source IP addresses can come from a dynamic IP (DIP) address pool or
from the IP address of the egress interface. When the security device draws
addresses from a DIP pool, it can do so dynamically or deterministically. When
doing the former, it randomly draws an address from the DIP pool and translates
the original source IP address to the randomly selected address. When doing the
latter, it uses address shifting to translate the source IP address to a predetermined
IP address in the range of addresses that constitute the pool. When the security
device uses the IP address of the egress interface, it translates all original source IP
addresses to the address of the egress interface.

When the translated address comes from a DIP pool using address shifting, it
cannot perform source port address translation. When the translated address
comes from a DIP pool without address shifting, port translation is optional. When
the translated address comes from the egress interface, port translation is required.

NAT is also referred to as NAT-src¢ to distinguish it from Destination Network
Address Translation (NAT-dst).
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Each Autonomous System (AS) has a routing plan that indicates the destinations
that are reachable through it. This routing plan is called the NLRI object. BGP
routers periodically generate and receive NLRI updates. Each update contains
information on the list of autonomous systems that reachability information
capsules traverse. Common values described by an NLRI update include a network
number, a list of autonomous systems that the information passed through, and
other path attributes.

An index to the Packet Data Protocol (PDP) context that is using the services
provided by the lower layer Subnetwork Dependent Convergence Protocol
(SNDCP). One PDP may have several PDP contexts and NSAPIs. See also Packet
Data Protocol (PDP).

In the routing table, an IP address to which traffic for the destination network is
forwarded. The next hop can also be another virtual router in the same security
device.

In security engineering, a nonce is a number used once, often a random or
pseudo-random number issued in an authentication protocol to ensure that old
communications cannot be reused in replay attacks. For example, nonces are used
in HTTP digest access authentication to calculate an MD5 digest of the password.
The nonces are different each time the 401 authentication challenge-response code
is presented, thus making the replay attack virtually impossible.

See Network Service Access Point Identifier (NSAPI).

See NetScreen Gatekeeper Protocol (NSGP).

See NetScreen Redundancy Protocol (NSRP).

When a security device performs an operation that uses a certificate, it is usually
important to verify the validity of that certificate. Certificates might have become
invalid through expiration or revocation. The default way to check the status of
certificates is to use certificate revocation lists (CRLs). The Online Certificate Status
Protocol (OCSP) is an alternative way to check the status of certificates. OCSP can

quickly provide additional information about certificates and provide status checks.

A dynamic routing protocol intended to operate within a single Autonomous
System (AS).

The primary protocol(s) used for packet data communications on a PDN, for
example, TCP/IP on the Internet.

A user session on a GPRS network.

See Protocol Data Unit.
See Neighbor.
See Protocol Independent Multicast (PIM).

See Public Land Mobile Network (PLMN).



Point-to-Point Protocol
over Ethernet (PPPoE)

Policies

Port Address
Translation (PAT)
Port Mapping

Port Mode

Preference

Prefix

Protocol Data Unit
(PDU)

Protocol Independent
Multicast (PIM)

Proxy Server

Public Land Mobile
Network (PLMN)

Appendix A: Glossary

Allows multiple users at a site to share the same digital subscriber line, cable
modem, or wireless connection to the Internet. You can configure PPPoE client
instances, including the username and password, on any or all interfaces on some
security devices.

Policies provide the initial protection mechanism for the firewall, allowing you to
determine which traffic passes across it based on IP session details. You can use
policies to protect the resources in a security zone from attacks from another zone
(interzone policies) or from attacks from within a zone (intrazone policies). You can
also use policies to monitor traffic attempting to cross your firewall.

The translation of the original source port number in a packet to a different,
randomly designated port number.

The translation of the original destination port number in a packet to a different,
predetermined port number.

A feature supported on some Juniper Networks security appliances, port mode
allows you to select one of several different sets of port, interface, and zone
bindings on the device. Changing the port mode removes any existing
configurations on the device and requires a system reset.

A value associated with a route that the virtual router uses to select the active route
when there are multiple routes to the same destination network. The preference
value is determined by the protocol or origin of the route. The lower the preference
value of a route, the more likely the route is to be selected as the active route.

An IP address that represents a route.

Information that is delivered as a unit among peer entities of a network and that
may contain control information, address information, or data.

In layered systems, a PDU is a unit of data specified in a protocol for a given layer
and consisting of protocol-control information (and possibly user data) for the layer.

A multicast routing protocol that runs between routers to forward multicast traffic
to multicast group members throughout the network. PIM-Dense Mode (PIM-DM)
floods multicast traffic throughout the network and then prunes routes to receivers
that do not want to receive the multicast traffic. PIM-Sparse Mode (PIM-SM)
forwards multicast traffic only to those receivers that request it.

Protocol Independent Multicast-Source-Specific Mode (PIM-SSM) is derived from
PIM-SM, and, like PIM-SM, it forwards multicast traffic to interested receivers only.
Unlike PIM-SM, it immediately forms an SPT to the source.

Also called a proxy, a proxy server is a technique used to cache information on a
webserver and act as an intermediary between a web client and that webserver. It
stores the most commonly and recently used web content in order to provide
quicker access and to increase server security. This is common for an ISP,
especially if it has a slow link to the Internet. See also Circuit-Level Proxy.

A public network dedicated to the operation of mobile radio communications.
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A router that sends Internet Group Management Protocol (IGMP) messages to all
hosts in the network to solicit group membership information. There is usually one
querier for each network.

RTCP provides information about the members of a session and the quality of the
communication. It synchronizes media streams by associating timestamps and a
real-time clock.

RTP is used to ensure the reception of packets in a chronological sequence by
assigning timestamps and sequence numbers to the packet header. Every RTP
session has a corresponding RTCP session. See Real-Time Transport Control
Protocol (RTCP).

A measurement of the strength (not necessarily the quality) of the received signal
strength in a wireless environment. Measured in decibels relative to 1 milliwatt
(dBm). The lower the RSSI, the stronger the signal.

The process of importing a route into the current routing domain from another part
of the network that uses another routing protocol. When this occurs, the current
domain has to translate all the information, particularly known routes, from the
other protocol. For example, if you are on an OSPF network and it connects to a
BGP network, the OSPF domain has to import all the routes from the BGP network
to inform all of its devices about how to reach all the devices on the BGP network.
The receipt of all the route information is known as route redistribution.

A list of routes the current routing domain imported from another routing domain
that uses a different protocol.

A router at the root of the multicast distribution tree. All sources in a group send
their packets to the RP, and the RP sends data down the shared distribution tree to
all receivers in a network.

A method used by multicast routers to check the validity of multicast packets. A
router performs a route lookup on the unicast route table to check if the interface
on which it received the packet (ingress interface) is the same interface it must use
to send packets back to the sender. If it is, the router creates the multicast route
entry and forwards the packet to the next-hop router. If it is not, the router drops
the packet.

Short for Registered Jack-11, a four- or six-wire connector used primarily to connect
telephone equipment in the United States. RJ-11 connectors are also used to
connect some types of local-area networks (LANs), although RJ-45 connectors are
more common.

Resembling a standard telephone connector, an RJ-45 connector is twice as wide
(with eight wires) and is used for hooking up computers to Local Area Networks
(LANSs) or telephones with multiple lines.

Border Gateway Protocol (BGP) provides a technique, called flap damping, for
blocking the advertisement of a route somewhere near its source until the route
becomes stable. Route flap damping allows routing instability to be contained at an
Autonomous System (AS) border router adjacent to the region where instability is
occurring. Limiting such unnecessary propagation maintains reasonable
route-change convergence time as a routing topology grows.
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Route Map Route maps are used with Border Gateway Protocol (BGP) to control and modify
routing information and to define the conditions by which routes are redistributed
between routing domains. A route map contains a list of route-map entries, each
containing a sequence number along with a match and a set value. The route-map
entries are evaluated in the order of an incrementing sequence number. Once an
entry returns a matched condition, no further route maps are evaluated. Once a
match has been found, the route map carries out a permit or deny operation for the
entry. If the route-map entry is not a match, then the next entry is evaluated for
matching criteria.

Route Redistribution The exporting of route rules from one virtual router to another.

Route Reflector A router whose Border Gateway Protocol (BGP) configuration enables readvertising
of routes between Interior BGP (IBGP) neighbors or neighbors within the same BGP
Autonomous System (AS). A route reflector client is a device that uses a route
reflector to readvertise its routes to the entire AS. It also relies on that route
reflector to learn about routes from the rest of the network.

Router A hardware or (in a security environment) virtual device that distributes data to all
other routers and receiving points inside or outside the local routing domain.
Routers also act as filters, allowing only authorized devices to transmit data into the
local network so that private information can remain secure. In addition to
supporting these connections, routers also handle errors, keep network usage
statistics, and handle security issues.

Routing Information A dynamic routing protocol used within moderate-sized autonomous systems.
Protocol (RIP)

Routing Table A list in a virtual router’s memory that contains a real-time view of all the
connected and remote networks to which a router is currently routing packets.

RSSI See Received Signal Strength Indicator (RSSI).

Run-Time Object (RTO) A code object created dynamically in memory during normal operation. Some
examples of RTOs are session table entries, ARP cache entries, certificates, DHCP
leases, and IPSec Phase 2 security associations (SAS).

Secure Copy (SCP) A method of transferring files between a remote client and a security device using
the SSH protocol. The security device acts as an SCP server, accepting connections
from SCP clients on remote hosts.

Secure Hash  An algorithm that produces a 160-bit hash from a message of arbitrary length. (It is
Algorithm-1 (SHA-1) generally regarded as more secure than MD5 because of the larger hashes it
produces.)

Secure Shell (SSH) A protocol that allows device administrators to remotely manage the device in a
secure manner. You can run either an SSH version 1 or version 2 server on the
security device.

Security Association A unidirectional agreement between the VPN participants regarding the methods
(SA) and parameters to use in securing a communication channel. For bidirectional
communications, there must be at least two SAs, one for each direction. The VPN
participants negotiate and agree to Phase 1 and Phase 2 SAs during an AutoKey IKE
negotiation. See also Security Parameters Index (SPI).
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A hexadecimal value that uniquely identifies each tunnel. It also tells the security
device which key to use to decrypt packets.

A security zone is a collection of one or more network segments requiring the
regulation of inbound and outbound traffic via policies.

SDP session descriptions appear in many SIP messages and provide information
that a system can use to join a multimedia session. SDP might include information
such as IP addresses, port numbers, times, dates, and information about the media
stream.

SIP is an Internet Engineering Task Force (IETF)-standard protocol for initiating,
modifying, and terminating multimedia sessions over the Internet. Such sessions
might include conferencing, telephony, or multimedia, with features such as instant
messaging and application-level mobility in network environments.

A 32-character unique identifier attached to the header of packets sent over a
wireless local area network (WLAN), which acts as a password when a mobile
device tries to connect to the basic service set (BSS). The SSID differentiates one
WLAN from another, so all access points and all devices attempting to connect to a
specific WLAN must use the same SSID. A device will not be permitted to join the
BSS unless it can provide the unique SSID. See also Basic Service Set (BSS).

Connects one or more base station controllers (BSCs) to the GPRS backbone
network, providing [P connectivity to the Gateway GPRS Support Node (GGSN).

A multicast distribution tree where the source transmits the multicast traffic to the
rendezvous point (RP), which then forwards the traffic downstream to receivers on
the distribution tree.

A multicast distribution tree where the source is at the root of the tree and it
forwards multicast data downstream to each receiver. This is also referred to as a
source-specific tree.

GPRS Tunneling Protocol (GTP) sighaling messages are exchanged between GPRS
Support Node (GSN) pairs in a path. The messages are used to transfer GSN
capability information between GSN pairs and to create, update, and delete GTP
tunnels. See G-PDU.

The ratio of the amplitude of a desired analog or digital data signal to the amplitude
of noise in a transmission channel at a specific time SNR is typically expressed
logarithmically in decibels (dB).

You can configure a virtual router on a security device to forward traffic based on
the source address of the data packet instead of just the destination address.

SIBR allows the security device to forward traffic based on the source interface (the
interface on which the data packet arrives on the security device).

See Service Set Identifier (SSID).
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User-defined routes that cause packets moving between a source and a destination
to take a specified path. Static routing algorithms are table mappings established by
the network administrator prior to the beginning of routing. These mappings do not
change unless the network administrator alters them. Algorithms that use static
routes are simple to design and work well in environments where network traffic is
relatively predictable and where network design is relatively simple.

The software remembers static routes until you remove them. However, you can
override static routes with dynamic routing information through judicious
assignment of administrative distance values. To do this, you must ensure that the
administrative distance of the static route is higher than that of the dynamic
protocol.

A logical division of a physical interface that borrows the bandwidth it needs from
the physical interface from which it stems. A subinterface is an abstraction that
functions identically to an interface for a physically present port and is
distinguished by 802.1Q VLAN tagging.

In larger networks, the subnet mask lets you define subnetworks. For example, if
you have a class B network, a subnet mask of 255.255.255.0 specifies that the first
two portions of the decimal dot format are the network ID, while the third portion
is a subnet ID. The fourth portion is the host ID. If you do not want to have a subnet
on a class B network, you would use a subnet mask of 255.255.0.0. A network can
be subnetted into one or more physical networks which form a subset of the main
network. The subnet mask is the part of the IP address which is used to represent a
subnetwork within a network. Using subnet masks allows you to use network
address space which is normally unavailable and ensures that network traffic does
not get sent to the whole network unless intended. See also IP Address; Netmask.

A protocol that enables a device to send log messages to a host running the syslog
daemon (syslog server). The syslog server then collects and stores these log
messages locally.

Physical WAN interface for transmitting digital signals in the T-carrier system, used
in North America and Japan. I usually a dedicated phone connection supporting
data rates of 1.544 Mbps. This interface is also known as DS1.

Physical WAN interface for transmitting digital signals in the T-carrier system, used
in North America and Japan. A dedicated phone connection supporting data rates
of about 43 Mbps. This interface is also known as DS3.

See Tunnel Endpoint Identifier (TEID).
See Tunnel Identifier (TID).

A Transmission Control Protocol (TCP) connection is established with a triple
exchange of packets known as a three-way handshake: A sends a synchronize
(SYN) packet to B, B responds with a synchronize/acknowledge (SYN/ACK) packet,
and A responds with an acknowledge (ACK) packet.

The payload that is tunneled in the GPRS Tunneling Protocol (GTP) tunnel.
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A set of communication protocols that supports peer-to-peer connectivity functions
both for Local Area Networks (LANs) and for Wide Area Networks (WANs). TCP/IP
controls how data is transferred between computers on the Internet. See
Communication Protocols.

A trunk port allows a switch to bundle traffic from several VLANs through a single
physical port, sorting the various packets by the VLAN identifier (VID) in their frame
headers.

One of two security zones that enables packets to be secured from being seen by
devices external to your current security domain.

Uniquely identifies a tunnel endpoint in the receiving GTP-U or GTP-C protocol
entity. The receiving end side of a GPRS Tunneling Protocol (GTP) tunnel locally
assigns the TEID value that the transmitting side has to use. The TEID values are
exchanged between tunnel endpoints using GTP-C messages. See also GPRS
Tunneling Protocol (GTP); GTP-Control (GTP-C) Message; GTP Tunnel; GTP-User
(GTP-U) Message.

Packets traveling along the GPRS backbone are wrapped inside an additional
addressing layer to form GPRS Tunneling Protocol (GTP) packets. Each GTP packet
then carries a TID. See also Global System for Mobile Communication (GSM).

A method of data encapsulation. With Virtual Private Network (VPN) tunneling, a
mobile professional dials into a Point of Presence (POP) of a local Internet Service
Provider (ISP) instead of dialing directly into a corporate network. This means that
no matter where mobile professionals are located, they can dial a local ISP that
supports VPN tunneling technology and gain access to their corporate network,
incurring only the cost of a local telephone call. When remote users dial into their
corporate network using an ISP that supports VPN tunneling, the remote user as
well as the organization knows that it is a secure connection. All remote dial-in
users are authenticated by an authenticating server at the ISP’s site and then again
by another authenticating server on the corporate network. This means that only
authorized remote users can access their corporate network and that they can
access only the hosts that they are authorized to use.

The opening, or doorway, through which traffic to or from a VPN tunnel passes. A
tunnel interface can be numbered (that is, assigned an IP address) or unnumbered.
A numbered tunnel interface can be in either a tunnel zone or security zone. An
unnumbered tunnel interface can only be in a security zone that contains at least
one security zone interface. The unnumbered tunnel interface borrows the 1P
address from the security zone interface.

A tunnel zone is a logical segment that hosts one or more tunnel interfaces. A
tunnel zone is associated with a security zone that acts as its carrier.

A standard method developed for specifying the location of a resource available
electronically. Also referred to as a location or an address, a URL specifies the
location of files on servers. A general URL has the syntax protocol://address. For
example, http://www.juniper.net/support/manuals.html specifies that the protocol
is HTTP and that the address is www.juniper.net/support/manuals.html.

See 10BaseT. See also 100BaseT.
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Appendix A: Glossary

An external bus standard that supports data transfer rates of 12 Mbps.

One of two security zones that enables packets to be seen by devices external to
your current security domain.

A protocol in the TCP/IP protocol suite that allows an application program to send
datagrams to other application programs on a remote machine. UDP provides an
unreliable and connectionless datagram service where delivery and duplicate
detection are not guaranteed. It does not use acknowledgments or control the order
of arrival.

A dial-up modem specification from the International Telecommunications Union
(ITU) that introduces new features providing convenience and performance for the
modem user.

The TCP/IP settings [Internet Protocol (IP) address, Domain Name System (DNS)
server addresses, and Windows Internet Naming Service (WINS) server addresses]
that a security device assigns to a remote XAuth user for use in a VPN connection.

A VIP address maps traffic received at one IP address to another address based on
the destination port number in the packet header.

A logical path from a remote OSPF area to the backbone area.

A logical rather than physical grouping of devices that constitutes a single broadcast
domain. VLAN members are not identified by their location on a physical
subnetwork but through the use of tags in the frame headers of their transmitted
data. VLANSs are described in the IEEE 802.1Q standard.

A simple, cost-effective, and secure way for corporations to provide telecommuters
and mobile professionals with local dial-up access to their corporate network or to
another Internet Service Provider (ISP). Secure private connections over the
Internet are more cost-effective than dedicated private lines. VPNs are possible
because of technologies and standards such as tunneling, screening, encryption,
and IPSec.

The component of ScreenOS that performs routing functions. By default, a security
device supports two virtual routers: Untrust-VR and Trust-VR.

A single logical device comprising a set of physical security devices.

A logical entity at Layer 3 that is linked to multiple Layer 2 physical interfaces in a
Virtual Security Device (VSD) group. The VSI binds to the physical interface of the
device acting as master of the VSD group. The VSI shifts to the physical interface of
another device in the VSD group if there is a failover, and it becomes the new
master.

A subdivision of the main system that appears to the user to be a standalone entity.
Virtual systems reside separately from each other in the same security device. Each
one can be managed by its own virtual system administrator.

A product offered by NetlQ that supports the creation of customized reports based

on the logs generated by a security device. WebTrends enables information to be
displayed graphically.
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See Wired Equivalent Privacy (WEP).

A Wi-Fi standard designed to improve upon the security features of Wired
Equivalent Privacy (WEP).

Encrypts and decrypts data as it travels over the wireless link with the Rivest
Cipher 4 (RC4) stream cipher algorithm.

A hardware device that acts as a communication hub for wireless clients to connect
to a wired LAN.

A type of local-area network that uses high-frequency radio waves rather than wires
to communicate between nodes.

See Wi-Fi Protected Access (WPA).

A service for mapping Internet Protocol (IP) addresses to NetBIOS computer names
on Windows NT server-based networks. A WINS server maps a NetBIOS name used
in a Windows network environment to an IP address used on an IP-based network.

A protocol comprising two components: remote VPN user authentication
(username plus password) and TCP/IP address assignments (IP address, netmask,
DNS server, and WINS server assignments).

A segment of network space to which security measures are applied (a security
zone), a logical segment to which a VPN tunnel interface is bound (a tunnel zone),
or either a physical or a logical entity that performs a specific function (a function
zone).
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addresses, Splitting ..o, 14-45
DHCP client NOSt ....oooviiiiieeec e 14-43
DHCPV6 search list ........occcooviiiviiiiiiiiiii 14-36
DNS refresh. ..o 14-42
DNS search liSt ..o 14-43
DNS SEIVET ... 14-132
domain loOKUPS.......ccoviiiiiii 14-44
IPv4 or IPv6 addresses ... 14-42
partial domain names ... 14-36
Proxy DNS. ... 14-44
See DNS
servers, tunNNeling to ..o, 14-44
DoS
firewall........ooooo 4-28 to 4-33
NEEWOTIK .o 4-34 to 4-48
OS-SPECIFiC ..o 4-49 t0 4-51
session table floods............cccccciviiii, 4-17, 4-28
DOS attaCKsS.......oooviiieeeee L 4-27 to 4-51
drop-no-rpf-route ... 4-19
DS Codepoint Marking..............c.occocoeeen, 2-206, 2-212
DS 2-251, 2-256
dual Untrust interfaces................ccoc.ccocoi. 11-48
dual-stack architecture ...................cccoeiii 14-50
dissimilar NetWOrKs.........cooooiiieeiiieeee 14-50
dissimilar WAN backbones................cccoei.. 14-50
routing tables. ... 14-50
Duplicate Address Detection (DAD)
DAD Retry Count .........ccccooiiiiiiiiiii 14-31
FUNCHION .o 14-31
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client and SErver..........cocoooveiiiieee, 14-36

delegated prefixes........ocoooiiiiiiiiii, 14-38

PULPOSES ... 14-35

TLA and SLA ... 14-37
Dynamic IP. ... 14-82

from IPv6 to IPV4 ..., 14-83

See DIP
Dynamic IP (DIP) pools.........cc.cccocoviian 2-155,2-181
dynamic packet filtering................ccoin, 4-3
E
ECRO .o 4-123
ECMP ..o 7-36, 7-59
email alert notification................ccocoe 3-68, 3-70
Encapsulating Security Payload

See ESP
encapsulation...........ccoceeeinn 14-103, 14-111, 14-117
ENCIYPLION ..o 14-112, 14-115

BDES .o 14-121

AEST28 i, 14-121

algorithms ... 5-6,5-51, 5-54 to 5-61

NSRP ..o 11-9

NSRP-LItE ..o, 11-101
encryption, SecurlD ... 9-23
endpoint host state mode

Base Reachable Time............c.occcooiiinn, 14-30

Duplicate Address Detection (DAD)................ 14-31

Probe Forever state............ccooovoioiiiiiin,

Probe TiMe .....cccocoiiiiiiiiiieeee

Reachable Time.........ccccooiiii,

Retransmission Time

Stale Mode ..o
ESP o,

authenticate only..........cccoooiiiiiiiiii,

encrypt and authenticate ..........................

ENCIYPL ONIY .ot 5-54
EVASION ...t 4-151t0 4-25
EVENE [OZ ..ot 3-54
exe files, blocking ... 4-161
exempt rulebase

adding to Security Policy ..o, 4-193

OVEIVIEW ...t 4-192
EXEMPL TUIES ..o 4-192 to 4-196

CONFIGUIING ..o, 4-193

configuring attacks...........ccoooviiiiiiiii, 4-195

configuring from the Log Viewer .............. 4-196

configuring Match columns ... 4-194

configuring source and destination................. 4-194

configuring targets ...........coocevveiiieiieiiece, 4-195

configuring ZONES ..........c.ccoooiiiiiiiiiiie 4-194
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exploits
See attacks
extended channels, setting for WLAN................ 12-130
F
factory defaults, resetting devices to.............cco.e... 3-39
fAIl-MOAE .. 4-77
failover
AEVICES ..o o 11-79
dual Untrust interfaces ........................ 11-49, 11-50
Object MONILOTING ..o, 11-81
serial interfaces................cc..cco 11-75
VIrtual SYStEMIS. ....coviiiiiiiiiee e 11-88
VSD GroupS.....c.oooiiiiiiiiiiiie e 11-80
file extensions, AV scanning.............cccccocooivininenn 4-84
filter SOUICE TOULE.......ooeiii et 3-93
FIN SCANS ..o 4-15
FIN without ACK flag ..o 4-13
FINGEr ..o 4-123
floods
ICMP e 4-46
SESSION table. ... ..o 4-28
SYN L 4-34 t0 4-39, 4-44
UDPP e 4-47
fragment reassembly..................... 4-54 t0 4-57
full-mesh configuration ..., 11-89
function zone interfaces ........ccooocevvviiiiiii 2-47
HA L 2-48
MANAZEMENT.....iiiiiiiiiie e 2-47

GOPher ..o
Gp interface ...,
GPRS Tunneling Protocol (GTP)
See GTP
graphs, historical.................c 2-184
Group €XPresSioNS.. ..o 9-5t09-9
OPEIALOTS .ottt 9-5
SEIVEL SUPPOTLL....viiiiiiiiiiieieeic ettt 9-12
USBTS ..ttt 9-6
group IKE ID
CertifiCates......ooovvviiiiiiiiee, 5-181to 5-190
preshared Keys ..., 5-190 to 5-196
groups
AAAIESSES....oiiiiiiiiii e 2-116
SEIVICES ...ttt 2-150
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GTP
Access Point Name (APN) filtering................ 13-15
GTP-in-GTP packet filtering.............c.ococeeen. 13-13
IMSI prefix filtering ..., 13-16
iNSpection ObJECES ......ooocviiiiiiiiei 13-5to0 13-7
[P fragmentation ..., 13-13
packet sanity check ... 13-8
policy-based...............ccocoiii 13-5
PLOLOCOL ...ttt 13-2
SEANAALAS ..o 13-9
stateful iNSPECtion...........occoeviiiiiiie, 13-23
tunnel tiMEOUL........ocooiiiiiiiiie e, 13-25

GTP MESSAZES ... 13-10
length, filtering by ... 13-9
rate, limiting by ... 13-12
type, filtering by ... 13-10
EYPES oo 13-10
versions O and 1., 13-10

GTP traffic
COUNTING ..ot 13-33
108GING ..., 13-31

GTP tunnels
FAIlOVET .o, 13-24
[MUIEING oo, 13-23
TIMEOUL ... 13-25

H

HA
DHCP o, 2-243
INEEITACES ..o 2-48
interfaces, virtual HA ..., 2-48

See high availability
See also NSRP

hanging GTP tunnel..............coooii, 13-25
hash-based message authentication code................ 5-6
hashing, Secure Hashing Algorithm (SHA) ......... 14-121
heartbeats
HA physical linK ... 11-28
RTO 11-28
VSD oo, 11-28
Help files. .o 3-2
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Cabling ..o 11-32to 11-34
data linK......ocooiii 11-29
[P tracking........ccccooviviiiiie, 11-83,11-112
LED Lo 11-18
liNK ProODES ..o 11-30
IMESSAGES ...t 11-28
path MONItOring .......cooovviiiiiiiic e 11-111
See HA
virtual interfaces..............ocooiii, 11-34
high availability (HA) ..., 13-4, 13-24
high availability failover
ACtIVE/ACLIVE ..o 11-4
ACHVE/PASSIVE. ... 11-3
high availability interfaces
AGGIEGALE ..o 11-47
cabling network as HA links ... 11-33
dual UNTrUSE ... 11-48
redUNAaANT.....cooiiiiiiii e 11-42
Serial ..o 11-71
high-watermark threshold ... 4-30
historical graphs.............cco 2-184
HMAC L, 5-6
HOSt MOdE ..o 14-46, 14-116
HTTP
blocking components ....................... 4-160to 4-162
Keep-alive ... 4-79
SESSION tIMEOUL ..o 4-31
EHCKING oo 4-79
HTTP, session ID ... 3-4
HyperText Transfer Protocol (HTTP), session ID...... 3-4
1
IAS - IPSec ACCess SESSION..........ccocvviiiiiiiiiiein 14-134
ICMP .. 4-123
fragments ... 4-228
large packets. ... 4-229
ICMP floods ..., 4-46
[ICMP SEIVICES ..ot 2-138
MESSAZE COAES ...t 2-139
MESSAGE TYPES ... 2-139
IDENT ..o 4-123
Identity Association Prefix Delegation Identification
(IAPD-ID) ..o 14-37, 14-39
IAENT-RESEL ..., 3-26
idle session tiMEeOoUL ...........cccoiiioiiiiiiie, 9-16
IDP
basic configuration.................ccocoii 4-165
configuring device for standalone IDP ........... 4-219
configuring inline or inline tap mode ............. 4-178
enabling in firewall rule.......................... 4-177
IDP attack ODJECES......coovoiiiiiiie 4-175
IDP engine, updating............ccccoooeiiiiiiiiin, 4-223
IDP MOAES ..ot 4-178



IDP rulebase

adding to Security Policy.......................... 4-179
OVEIVIEW ..ot 4-178
IDP rulebases
role-based administration ..................ccocoooen 4-175
EYPES oo 4-174
IDP TUlES ..., 4-178 to ?7?
CONFIGUIING ..o, 4-180
configuring actions...............ccoooiiiiiiicinnn, 4-187
configuring address objects ..............ccocoee 4-175
configuring attack severity.............c.ccoeon 4-191
configuring attacks. ..o, 4-187
configuring IDP attack objects......................... 4-175
configuring IP actions...........c..cccooiiiiienin, 4-189
configuring Match columns ..............cccocoen, 4-181
configuring notification ... 4-191
configuring service objects...............ccccocein, 4-175
configuring ServiCes .........occoveviriiiiciiiee, 4-182
configuring source and destination................. 4-181
configuring targets .........ccoccoovevereiiiciieee, 4-191
configuring terminal rules......................... 4-185
entering Comments.................... 4-192, 4-196, 4-201
IDP-capable system............ccoooiiiii, 4-164
IEEE 802.10Q VLAN standard................................. 10-41
IGMP
access lists, USING ..o, 7-158
configuration, basiC..............ccoocoiiii, 7-159
configuration, verifying ..., 7-161
NOSt MESSAGES ..o 7-156
interfaces, enabling on ..., 7-157
PArAMELETS . ..o 7-161,7-162
policies, MUItiCaSt...........ccooviiiiiiiiiee 7-168
QUETIET 1. 7-157
IGMP PIOXIES ......oiiiiiiiiiiiie e, 7-163
ON INEErfaces ..., 7-166
SENAET ... 7-175
IKE .. 5-7,5-86, 5-95, 5-158
group IKE ID uSs€er...............ocooo. 5-181 to 5-196
group IKE ID, container...................ccocooe. 5-184
group IKE ID, wildcards .............ccoccoeeiiinn, 5-184
heartbeats ... 5-290
hello Messages ..., 5-290
IKEID .o 5-51 to 5-52, 5-57 to 5-58
IKE ID recommendations............c.cccococeenoennnn. 5-71
IKE ID, Windows 200 ............c.ccooceei 5-217,5-225
local ID, ASNT-DN .......cocooiiiiiiiiiiiiieee, 5-183
Phase 1 proposals, predefined ........................... 5-9
Phase 2 proposals, predefined .......................... 5-11
proxy IDs........ 5-11
redundant gateways ................c.......... 5-287 to 5-300
remote ID, ASNI-DN..........oooooiiii. 5-183
shared IKE ID USEr .........cccoerireienn, 5-196 to 5-201
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IKE USEIS....coiiiiiiiiiiiiicie 9-12, 9-57 to 9-60
defining..........ocoooi 9-58
GLOUPS .. 9-58
GrOUPS, AN ...viiiiiiiie e 9-57
groups, defining.........ccocoiiiiiiii 9-59
IKE ID ., 9-57,9-71
SEIVEL SUPPOIT...cuviiiiiiiiioieieieceec e 9-12
with Other USer types .........ccociviiiiiiiiiiie 9-4

IMSI prefix filtering............coooiii 13-16

INACHIVE SA ... 3-93

Infranet Controller
OVEIVIEW ..ottt 9-34

Infranet Enforcer
connection policy, configuring ......................... 9-34
OVEIVIEW ..ot 9-34

inline Mode ... 4-178

inline tap MOde..........ccooiiiiiiiiie 4-178

IN-SNOTT EITOT ..o 3-91

INSPECLIONS ..ot 4-3

Instant Messaging ..o, 4-124
AIM . 4-124
IRC o 4-124
MSN MESSENGET ... 4-124
Yahoo! MESSENGET ........ccoooviviiiiiiiiiiiii 4-124

interfaces
AdAresSING .....coviiiiiiiii e, 2-55
AGGIEGALE ..o 2-46, 11-47
binding to ZONE.........cooviiiii 2-53
connections, MONItOriNgG ..o 2-71
dedicated............ccoooiiiiiiiiii 10-37, 10-69
default........ooo 2-57
DHCPVO ..., 14-35
DIP Lo 2-152
down, logically..........ccooooiiiii 2-69
down, physically............ccocoiiiiiiiii, 2-69
dual routing tables................... 14-50
dual UNrust ..o, 11-48
extended..........ooiiiii 5-139
function ZoNe ... 2-47
Gl e 13-2
G 13-2
G e 13-2
HA L 2-48
HA function Zone..........c.occocooiiiiiiiiiie 2-48
HA, dual........ocooooi 11-26to0 11-29
interface tables, viewing.............. 2-52
IP tracking (See IP tracking)

L3 SECUrity ZONES.......ccooovioiiiiiiiiiiie e 2-55
l00pbaCK ..o 2-66
manageable..............cooi 3-29
management OptioNS.............cooooiiiiiiie 3-26
MGT e 2-47
MIP Lo 8-64
MOAIfYING ..o 2-57
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MONILOTING ..o, 11-9
Neighbor Discovery (ND) ..........cccociiiienen 14-29
Neighbor Discovery Parameter (NDP)............ 14-30
Neighbor Unreachability Detection (NUD)..... 14-29
NUILL 5-85
physical ... 2-3
physical in security zones.............c.cccoceceeren, 2-46
physical, exporting from vsys ..................... 10-40
physical, importing to vSyS...........ccccocecern. 10-39
policy-based NAT tunnel ..., 2-48
PPPOE ... 14-46
redundant ... 2-47,11-42
secondary IP addresses.................cccooeian, 2-59
SEIIAl ..o, 11-71
Shared........ccooooiiii 10-37, 10-69
state Chan@es ..o 2-69
CUNNEL ., 2-48, 2-48 to 2-51
up, logically ... 2-69
up, physically.......c.ccoooiiiii 2-69
viewing interface table...................coi 2-52
VIP Lo 8-80
virtual HA .o 2-48, 11-34
VLANT L 2-91
VS 2-47
VSIS o 11-20
zones, unbinding from ... 2-54
interfaces, enabling IGMP on..............c.ccocoo, 7-157
interfaces, MoNitoring............ccccccocveeien. 2-77 to 2-82
JOOPS 1o 2-77
SECUIILY ZOMNES.....oiiiiiiiiiiiiiiiiiicee e 2-82
Interior Gateway Protocol (IGP) ... 14-51
internal flash storage...........ccocooooiiiiiiiiii, 3-54
Internet Group Management Protocol
See IGMP
Internet Key Exchange
See IKE

Internet Protocol (IP) addresses
See IP addresses

Internet Service Provider (ISP)....... 2-235,14-36,14-37,
14-44, 14-98
intrusion detection and prevention, defined........ 4-163
IP
packet fragments ..o, 4-232
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IP addresses

extended ... 5-139
NOSEIDS .o 2-56
interfaces, tracking on............cccccocoiiiiiiiie, 2-72
L3 security ZONES ..........ccccooceeiiiiiinnn 2-5510 2-56
MaANAZE ..o 2-105
manage IP ... 3-29
NetScreen-Security Manager Servers ................ 3-23
Network IDS ... 2-56
ports, defining for each................. 2-114
PLIVALE Lo 2-55
private address ranges .............ccoocioveiiiioenn 2-56
PUDLIC ..o 2-55
SECONAAIY ... 2-59
secondary, routing between ... 2-60
[P addresses, Virtual .........oooooooe 8-80
[P OPLiONS ... 4-10to 4-11
ALCIIDULES ..o 4-10to 4-11
incorrectly formatted...............cccocoi 4-230
loose source route...............c....... 4-10, 4-23 to 4-25
FECOrd rOULE ...t 4-11
SECUTILY ...t 4-10, 4-11
SOUTICE TOULE ..o 4-23
stream ID ... 4-11
Srict SOUrCe route ......................... 4-11, 4-23 to 4-25
CMESTAMP ..o 4-11
[P pools

See DIP pools
[P Security

See IPSec
[P SPOOFING ..o 4-18 10 4-23
drop-nNo-rpf-route ..o, 4-19
Layer 2. ..o 4-19, 4-22
Layer 3. ... 4-18, 4-20
[P tracking ..................................... 11-83,11-112, 12-109
device failover threshold ................................ 11-113
dynamic option ... 2-73
interfaces, shared............ccccoooiiiiiiiiii 2-72
interfaces, supported............c.oocooeiiiiiii 2-72
object failure threshold................c.cco 2-73
ping and ARP ..., 11-83, 11-112
rerouting traffic ... 2-72 t0 2-87
tracked IP failure threshold............................ 11-113
tunnel failover...............o 11-113
VSYS oo 2-72
WEIGNE ... 2-73
WEIGNES .o 11-113
IP tracking, failure
egress interface, on..............ccocoi 2-83 to 2-84
ingress interface, on ... 2-85to 2-87
tracked IP threshold......................................... 2-73
[P-based traffic classification................................. 10-69



Note: The entries in this index use the numbering
format volume-page. For example, 5-6 refers to
volume 5, page 6.

[PSec
AH o 5-2,5-53, 5-60
digital SiIgNALUTE ...........cooviiiiiiieece e, 5-20
ESP 5-2,5-53, 5-60
L2TP-over-IPSecC..............c.cooi 5-4
SAS o 5-2,5-8,5-11
SPL e 5-2
Transport mode.................. 5-4,5-206,5-211,5-216
EUNNELL..coii e 5-2
Tunnel MOode.........oocooiiiiiii 5-4
tunnel Negotiation ..........c.ocvovveieiiiiiii 5-8
IPV4 WAN. ... 14-112
[Pv4/IPv6 boundaries.............c.cccocoeiinnn, 14-81 to 14-86
[Pv4/IPv6 boundary............ccoooiiiiiiie 14-90
[Pv4-mapped addresses.........cocooveiinnne, 14-82, 14-87
[Pv4-to-IPv6 host mapping.........cccccveveriviciienn, 14-91
[Pv4-to-IPv6 network mapping ...........cccoccoceeeee. 14-90
[Pv6 addresses
SLA - Site-Local Aggregator ............cccccceceernnnn. 14-37
TLA - Top-Level Aggregator............cccoceovennee. 14-37
[Pv6 backbone ... 14-85, 14-115
IPv6/IPv4 boundary.............. 14-82, 14-83, 14-86, 14-88
[Pv6-to-IPv4 host Mapping.........cccocvvvvrvcicecnienn, 14-88
TRC ..o 4-124
island IPv6 NEtWOTKS........ccoooiiiiiiiieie, 14-112
ISP 2-235, 14-46
failover holddown timer..................cccoo. 12-108
PriOLILY (oo 12-107
ISP configuration for serial interfaces................. 11-74
J
Java applets, blocKing. ... 4-161
K
keepalive
frequency, NAT-T ... 5-235
L2TP oo 5-214
keys
manual..........c.oooiii 5-117,5-124
preshared ..o 5-158
Keys, lICENSE ..o 2-263
KEYS, VSYS . ittt 10-37
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L
L2TP oo 5-203 to 5-228, 13-3
access concentrator: See LAC
address assigNMENES. ........ooveieiiiiiiiiieena 9-76
bidirectional ... 5-206
compulsory configuration ................ccocooeoenen, 5-203
decapsulation ..o 5-207
default parameters..........ccocooveiioiiiiiee, 5-209
€NCaPSUlAtION . .....ooioiiiie 5-206
external auth server ... 9-76
hello signal ... 5-214,5-219
Keep ALIVE ..o 5-214,5-219
L2TP-only on Windows 2000 .......................... 5-205
local database ............occocooiiiiiiii 9-76
network server: See LNS
operational Mode ............ccocovriiiiiiii, 5-206
RADIUS SEIVEr ..ot 5-209
ScreenOS SUPPOTT......oeiiiiiiiiiiiiiiiieeece 5-205
SecurID SEIVEr ........ocooiiiiiiiiiiiie 5-209
EUNNELL..o e, 5-211
user authentication ... 9-76
voluntary configuration .............cccccoceoviinnnn 5-204
Windows 2000 tunnel authentication 5-214, 5-219
L2TP POLICIES ..o 2-181
L2TP USETS ..o 9-76
SEIVET SUPPOTLL ..ottt 9-12
with XAuth ... 9-4
L2TP-over-IPSec ..o, 5-4,5-211,5-216
bidirectional ... 5-206
EUNNELL.ci e, 5-211
LAC 5-203
NetScreen-Remote 5.0 ..., 5-204
WiIindows 2000 ........ccoooiiroiiiiiiiiie e 5-204
Land attacks .......ccoooviiiiiiii e 4-48
lawful interception ... 13-34
Layer 2 Tunneling Protocol
See L2TP
LDAP .o 4-123,9-24to 9-26
common name identifiers.................. 9-25
distinguished names ... 9-25
SEIVET POILS L.ttt 9-25
SEIUCTULE ..ot 9-24
USET LYPES SUPPOILEd ..ottt 9-25
LED indicators, HA...........ccooiiiiiiie e, 11-18
[ICENSE KEYS ..ot 2-263
advanced Mode ... 4-112
attack pattern update..............ocooiiiiiiiin 4-112
Lightweight Directory Access Protocol
See LDAP
link-local addresses...........ccccocooiviiiiii, 14-12, 14-14
Link-State Advertisement (LSA) suppression .......... 7-67
LN S 5-203
load sharing...........cccooiiii 11-89
load-balancing by path cost...........c.cccocoein. 7-36, 7-59
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local certificate. ..o 5-25
local database
IKE USEIS ..o 9-58
EIMEOUL ... 9-14
USEr types SUPPOrted .........coooiiieiiiiiiiiiiice, 9-14
log entries
enabling in IDP rules ..., 4-225
Log Viewer
creating an exempt rule ..., 4-196
10GGING ..o 2-184,3-53 t0 3-65
ASSEL rECOVErY 10€ .iiiiiiiiiiiiee e 3-65
attack object groups........c.ccccooveiiiiiiiiiien, 4-143
CompactFlash (PCMCIA) ........oocooiiiiiii 3-54
CONSOIE ..o 3-54
email......oo 3-54
EVENE 0GB, 3-54
internal ... 3-54
NetScreen-Security Manager ............................. 3-23
SEIF IO 1. 3-63
SNMP 3-54,3-70
SYSIOZ . 3-54, 3-69
WeDTrends ..., 3-54, 3-69
logging, traffic..........c.ccoooiiiii 13-5
loopback interfaces .............ccccoeiviiiiiiiiic 2-66
loose source route 1P option .............. 4-10, 4-23 to 4-25
low-watermark threshold ... 4-31
LPR SPOOIET ...ttt 4-123
M
MAC @dAIESS ...ttt 14-13
MAC addresses.......ccoovviviiiiiiiiiiiee 14-21, 14-29
Main MOE ..o 5-9
malicious URL protection ..............cccccoccoen. 4-54 1o 4-57
Manage IP. ... 2-105
manage IP ... 3-29
manage IP, VSD group O ..o, 11-5
management client [P addresses................c.oc.o..... 3-40
Management information base I
See MIB 11
management methods
Command Line Interface ..., 3-9
CONSOIE ..ot 3-19
SSL 3-5
TeINEL ... 3-10
WEDUI ... 3-2
management options
INEEITACES ..o 3-26
manageable ... 3-29
MGT INterface ..o 3-27
NetScreen-Security Manager ............................. 3-26
PING ..o 3-26
SNMP oo 3-26
SSH 3-26
SSL e, 3-26
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TEINEE ..ot 3-26
Transparent Mode .............cocooioiiiiiiinee, 3-27
VLANT Lo, 3-27
WEDULL....iiiiiiii e, 3-26
manual 6over4 tunneling ..., 14-98
Manual Key
MANAZEMENT.....oiiiiiieeec e 5-7
manual Keys ... 5-117,5-124,9-12
manual keys, VPNS..........cccooiiii. 3-41, 3-76
manual tunneling ... 14-99
mapped IP
See MIP
Mapped IP - MIP ... 14-84
Mapped IP (MIP) ..., 14-82
Maximum Transmission Unit (MTU) ..................... 14-12
MD5 .. 5-6
Message Digest version 5 (MD5).............c.cooo 5-6
messages
ALETT. .o 3-54
CONEIOL .ttt 11-26
Critical ... 3-54
AALA .o 11-29
AEDUZ ..ot 3-55
EIMETGENCY ..ot 3-54
BITOL ..ottt 3-54
HA 11-28
INFO L 3-55
NOTIfICAtION ... 3-55
WATNING ..o 3-54
WeEDTIeNdS.......oooiiiiiic e 3-70
MGT interface ........coooiiiiiiii 2-47
MGT interface, management options...................... 3-27
MIB files, IMpoOrting............cccocooiiiiiiiinn 5-249
MIB I 3-26, 3-71

Microsoft Network Instant Messenger
See MSN Instant Messenger
Microsoft-Remote Procedure Call

See MS-RPC

MIME, AV SCANNING........cccooiiiiiiiiiiiiiiciieece 4-67

MIP L 2-12, 8-63
Address rang@es.........covevveieieiiiiiieiie e, 8-66
bidirectional translation ...............cccocooiiiin. 8-6
definition ... 8-6
global ZONe ..o 8-64
grouping, multi-cell policies.............c.ocoooinn 8-79
reachable from other zones...................... 8-67
same-as-untrust interface...................... 8-701t0 8-73

MIP - Mapped IP ..o, 14-82
IPv4 hosts to a single IPv6 host..................... 14-91
IPv4 hosts to multiple IPv6 hosts.................. 14-90
IPv6 hosts to a single IPv4 host...................... 14-88
[Pv6 Hosts to Multiple IPv4 HOSES ................... 14-86
[Pv6-to-IPv4 network mapping............ccocooee. 14-86
MIP from IPV6 to IPV4 ..o, 14-84



MIP, creating

AAALESSES ..o 8-65
on tunnel interface.............ccooocoiiiiii 8-70
on zone interface ..o 8-65
MIP, default
NEEMASKS ... 8-66
Virtual TOULETS ... 8-66
MIP, to zone with interface-based NAT................. 2-104
MIP, virtual SyStemS. ..o 10-31
MIP, VPNS ..o 5-139
Mobile Station (MS) Mode ..., 13-15
mode config ... 9-61
mode, TranSPareNt ..........ccoeovviieiiiieieecee 10-42
modem configuration for serial interfaces ........... 11-72
MOAEM POIT ..ot 12-107
MOAEM POIES ..ot 3-19
modes
AGEIESSIVE ..ottt 5-10
Combined.......cooooi 2-37
DUal DMZ ..o 2-39
Dual UNtrust. ... 2-36
Home-WOrK ... 2-35
L2TP operational ..............ccoccooiiiiiiii 5-206
MaAIN e 5-9
NAT and ROULE .......oooiiiiiiiiii 11-5
NAT, traffic to Untrust Zone.............ccceeveeieeenn. 2-89
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PIEEIMPT..oiiiiiiiiiiiie e 11-16
TransSparent...........ccocoooioiioiiiiiiee 2-90
Transport.................... 5-4,5-60, 5-206, 5-211, 5-216
TruSt-UNTrUSE.....ooooo 2-34
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modes, operational
N AT 13-4
ROULE ... 13-4
TransSparent...........ccccoocoiiiioiiiiiiie 13-4
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Mobile Station (MS) .....oooiiiiiiiiiii 13-15
NEEWOIK ..o 13-15
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MS RPC ALG, defined.............ccc.oooiieviii 2-141
MSN MESSENGET ...t 4-124
MS-RPC 4-125
multicast
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disStribution trees ......ocvvviieiieeeeeee 7-183
POLICIES. ..o 7-153
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IGMP e 7-155
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multimedia sessions, SIP ........cocoooeiviiiiiei 6-13
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NA - Neighbor AdvertisSement ............c..coceereernnn. 14-30
NAT
definition ... 8-1
IPSec and NAT ... 5-230
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interface settings ..., 2-105
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FANGES ..ottt 8-4
SRIFEING ..o 8-28, 8-44
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With port MappPing .......cccooveveiiiiiiiiicieeee 8-8
without port MappPing.........ccccoceevvviniiniieee, 8-9
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ONE-LO-MANY ...t 8-38
ONE-LO-ONE ..ot 8-35
native hosts ... 14-102, 14-104
NAT-PT

See Network Address Translation-Port Translation
NAT-PT - Network Address Translation-Port
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[PSec, WheN tO USE .....ovvvviiiiie e 14-112
NAT-SIC oo 8-1, 8-13to 8-25
egress interface............ccoceeeen, 8-8, 8-24 t0 8-25
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NAT-SIC, DIP POOIS ....oioviiiiiiiieee e 8-1
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with address shifting ..., 8-8
With PAT .o, 8-7,8-15t08-17

NAT-src, Route MOde........oooovviiiiiiiiee, 2-108

NAT-src, translation
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See NAT-T

ND - Neighbor DiSCOVEry ..o, 14-29
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€NabIING.......oooiiii 14-29
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negation, address ..o 2-198

negation, Deep Inspection (DI)...................oo. 4-156

Neighbor Cache table..................... 14-13, 14-15, 14-30
neighbor entry categories ..., 14-14

neighbor cache table........................... 14-13, 14-25

Neighbor Discovery (ND)
displaying. ..o, 14-32

Neighbor Discovery Parameter (NDP)................... 14-30

NetBIOS ... 4-125

NEINFO .o, 2-238

NEIMASKS ..o, 2-56,2-178

netmasks, MIP default ... 8-66

NetScreen Redundancy Protocol
See NSRP

NetScreen Reliable Transport Protocol
See NRTP

NetScreen-Remote
AutoRey IKE VPN 5-158
dynamicC PEET ......ccocvviiiiiiiiiie 5-164, 5-171
NAT-T OPLION ..o, 5-230
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enabling NSM AGENE ........ccocooiiiiiiiiiiiie e, 3-22
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[0GING ..o 3-23
management OPLtioNS...........ccovveiireiiieiiice, 3-26
management System ....................... 3-20, 3-21, 3-23
NSM AGENL ..o 3-20, 3-253
reporting eVeNts ..........cccoocooveiiieiioe 3-23,3-24
UL 3-20
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Dynamic IP (DIP) ..., 14-82
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MIP .o, 14-82
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WRHEN 0 USE ..oviiiiiiiie e, 14-82
Network Mode ...........ooooiiiiiiii 13-15
network, bandwidth ... 2-205
NEXt-hoP atEWAY .......coovioviiiiiieeee 14-31
NES e 4-123
NHTB table ... 5-251 to 5-255
addressing SCheme ..., 5-253
automatic entries .............coooeviiiiieiiii. 5-254
manual entries............ccoooooiiiiii 5-254
mapping routes to tunnels.............cccccooveee, 5-252
INNTP 4-123
NRTP .o 11-23,11-110
NS - Neighbor Solicitation............................ 14-14, 14-31
SELLING ..o 14-30
NSM AGENT.....oiiiiiiiiiiiic e 3-20, 3-21
enabling..........cooii 3-22
FEPOILING EVENES ..o 3-23
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debug cluster command...............c.ccocoeen. 11-100
default SECtings ..o 11-99
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interface MONItOring.........ccooovvviiiiiiiii,
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RTOS ..o 11-35
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Secure COMmMUNICALIONS ........cccooovieiiiiiiieie 11-9
virtual SYyStemS........coovereriieiiiee, 11-88to 11-94
VSD groups
VSIS Lo
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NSRP ClUSEErS ...,
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debug cluster command...............cccocoioii 11-7
NAMES ... 11-8,11-101
NSRP data
HINK L 11-29
IMESSAGES ... 11-29
NSRP HA
cabling, network interfaces................cccocooo. 11-33
interfaces
LED ........
ports, redundant interfaces............................. 11-42
S€SSIoN backup ..o 11-10
NSRP ports
faIlOVET. ..o 11-42
MONILOTING ..., 11-82
NSRP RTOS ..o 11-10to 11-15
SEALES. ...t 11-15
SYINC.ooooeee e 11-24
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NSRP synchronization
NTP, NSRP....ooiiiiiiiii i 11-26

NSRP-LITE ..ot 11-95t0 11-111
CabliNG ..o 11-104
CIUSEEIS. ..o 11-98to 11-101
Preempt MOAe ..o 11-103
Secure Communications................ococooeeeonnn. 11-101
VSD Groups........ccoceviiiiioiiiii, 11-102 to 11-104
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CONFIG .. 11-109
disabling ... 11-111
file

NTP .o
authentication tyPes .........cccooveerviiiiiiiieiee, 2-270
maximum time adjustment ..., 2-268
multiple SErvers ..., 2-267
NSRP synchronization ..., 2-269
SECUIE SEIVEIS ....iiiiiiiiiiiiieiec e, 2-269
SEIVELS ...ttt 2-267

NTP, NSRP synchronization................................. 11-26

NUD - Neighbor Unreachability Detection... .14-13

Neighbor Cache Table.......................... 14-13, 14-25
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NUIL TOUTE.....ooiiiiiiii e 5-85
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objects

attack ODJECES ...oviiviiiiicee e, 4-201

attack objects, creating custom ....................... 4-204

FESPONAET ..ot 5-34
Open Shortest Path First

See OSPF
operating systems, probing hosts for ......... 4-12to 4-14
operational modes
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global parameters ..o 7-58
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interface parameters ..., 7-62
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designated.. ... 7-47
EYPES oo 7-47
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redistributing ... 7-56
route-deny restriction, disabling ................... 7-69
outgoing request packets
from IPv6 to IPV4 ..o, 14-84
outgoing service requests...........cccoeeeene 14-86, 14-88
Overbilling attacks
dESCIIPLION ..o, 13-26
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PP 4-125
BitTOITENT ..o 4-125
D 4-125
E€DONKEY ..o 4-125
FaStTIaCK ... 4-125
GnuUtella ... 4-125
KaAZaa.......ooo 4-125
MLAONKEY ..ot 4-125
SKYPE ..ot 4-125
S B 4-125
WINMX 4-125
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address spoofing attack.............cocoiiii 3-92
COIISTON ..o 3-91
denied...........oo 3-93
AropPPed ....ooovioiiiei 3-92,3-93
fragmented ... 3-93
INCOMING ... 3-91
Internet Control Message Protocol (ICMP)...... 3-90,
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IPSEC ..o 3-92
land attack ......cccoeieii 3-92
Network Address Translation (NAT) ................ 3-92
Point to Point Tunneling Protocol (PPTP) ........ 3-92
reCEIVEd ... 3-91, 3-92, 3-93
transmitted underrun ... 3-91
unreceivable ... 3-91
unroutable ... 3-93

PAP 5-206, 5-209

parent CONNECHION .........oooviiiiiiiieeeec 3-92

Password Authentication Protocol
See PAP

passwords
FOrgetting.......oooviiviiiiieee e 3-37
OOt adMIN ..o 3-39

passwords, changing admin’s......................... 10-4, 10-7

P 2-153,8-14

paths
MONILOTING ..o 11-111
tunnel failover..................... 11-113

PCMCIA . 3-54

Peer-to-Peer
See P2P

Perfect Forward Secrecy
See PES

PES 5-11, 5-53, 5-59
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Phase 2 ..., 5-11
ProPOSAlS ..o 5-11
proposals, predefined ... 5-11

physical interface
logical interface ... 2-46

physical interfaces
C-bit parity mode ... 12-13
CSU compatibility........ccoocooiiiiiiii, 12-20
EXPOTting from VSYS......ccoooiiiiiiiiee, 10-40
IMPOTIting t0 VSYS ....oooiiiiiiiiiiiiiiicee 10-39
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configuration SEPS.........cevveveririiiiiieee 7-187
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designated rOULer ...........coovoeiiiiiiie 7-184
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ping management OPLtioNS ..........c.occeeviioiiinieennnn 3-26

Ping of Death ... 4-49
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OSPFE ... 7-68

Point-to-Point Protocol
See PPP
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L2TP o 2-181
L2TP tunnels ......cocooiiviiiiiiiee 2-181
looKUp SEQUENCE.......oviviiie 2-175
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managing bandwidth ... 2-205
maximum Mt 2-117
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INAT-ASC .o 2-182
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PEIMUIL ..o 2-179
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VEITYING. .o 2-201
VIrtual SYStEMS......coviiiiiieiiie e 2-176
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policy-based NAT

See NAT-dst and NAT-src
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policy-based VPNS ... 5-62
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See PAT
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availability ... 2-34
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default ..., 2-34
DMZ/Dual UNErUSE ......oviviiiiiiiece e 2-38
Dual DMZ ..., 2-39
Dual Untrust ..., 2-36
HOomMe-WOork ... 2-35
SELLING ..o 2-40
Trust/Untrust/DMZ (Extended) ............c....c....... 2-38
Trust-UNTrUSE.......oooiiiiiiiiiiccceeeceee e 2-34
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NUMDETS ..o, 8-87
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redundant ... 11-26
secondary trusted and untrusted................... 11-42
POTES, MOAEM ..eiiiiiitec e 3-19
POTLS, TIUNK. ..ottt 10-42
PPP 5-204, 12-71
PPP - Point-to-Point Protocol..............ccccocecennnn, 14-46
PPPOA ... 12-71,12-72
PPPOE. ..o 12-71
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Prefix St ..o 14-12
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preshared Keys........cccocoiiiiiiiiiiiee, 5-158
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probes
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Phase 2. 5-11, 5-69
protocol anomalies. ... 4-128
ALGS. ..o, 4-125
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configuring parameters............c..ccccoceoeeeiennn, 4-155
Instant Messaging applications ....................... 4-124
P2P applications........c.cccooeveioiiiiii, 4-125
supported protocols...........cccecernnn. 4-123 t0 4-126
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protocol distribution, reporting to NetScreen-Security

Manager ... 3-23
Protocol Independent Multicast
See PIM
protocols
CHAP i 5-206
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NSRP ..o 11-1
PAP 5-206
PPP 5-204
VRRP .o 11-83,11-112
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ProXy IDS ......coooiiiiiii 5-11
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PUDLiC @ddreSSES .....ooviviiiiiiiee 2-56
Public key infrastructure
See PKI
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PXE o 2-249
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Q085 2-205
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RA - Router AdvertiSement.............ccccoceocoeonnnn. 14-12
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shared SeCret .........ccooioiiiiiiiii 9-18
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LranSitioNS ..o 14-15
rECONNAISSANCE .......oovioiiiiiiiiiiiie 4-7 to 4-25
AdAIeSS SWEEBP ..ot 4-8
FIN SCANS.....ccooiiiiiiiiiic 4-15
[P OPLIONS ..o 4-10
POLT SCAN .. 4-9
SYN and FIN flags Set ..........cccccocvviiiiiiiiiiin, 4-12
TCP packet without flags............c.ccocoiiins 4-14
record route [P OPLtioN ..o 4-11
redundant gateways .............ccococeoriieen, 5-287 to 5-300
[ECOVErY ProCedUre........ocooooiiiiiiiiiiiie, 5-292
TCP SYN flag checking ..., 5-293
regular exXpressions ..., 4-150 to 4-151
rekey option, VPN monitoring ...............c.cccceove. 5-239



Remote Authentication Dial-in User Service
See RADIUS

remote termination point..................... 14-104, 14-107
replay proteCtion..........cocoeiviiiiiiiieeecee e 5-12
requirements, basic functional.....................cooo 10-4
Retransmission Time .............ccooooiii 14-31
TEXEC . oo 4-124

RFC 1777, Lightweight Directory Access Protoco... 9-25
RFCs

0792, Internet Control Message Protocol ....... 2-138
1038, Revised IP Security Option .................... 4-10
1349, Type of Service in the Internet
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2474, Definition of the Differentiated
Services Field (DS Field) in the IPv4

and IPv6 Headers ..................ccccccovvvcnnn. 2-186
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VErSiONS, ProtoCol.........ccoooiiiiioiiiiiiiiii 7-90
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SECUTILY ..o 7-86
SEEPS ..o 7-75,14-53
RIP, viewing
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nexXt-generation ... 14-49, 14-51
interface COSt ... 14-60
interface cost metric...................................... 14-62
metric calculation......................................... 14-62
offset metric...................................... 14-60, 14-62
route MELTiC ........oooeeeiiiiii 14-60, 14-62
route redistribution ... 14-51

FIOZIN Lo 4-124
role-based administration
configuring IDP-only administrator................. 4-220
IDP rulebases ... 4-175
root admin, 10gging iN............ccccooiiiiiiiii 3-40
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mMultiple VRS......ocooiiiiiii 7-34
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interface Settings ..........ccoovvveveiiiiii, 2-109
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TIPS et 7-38
MELIICS ..o, 7-31
NUL 5-85
PreEfErenCe ..o 7-30
redistributing...........o.oooiiiii 7-37
selection ... 7-30
Routing Information Protocol
See RIP
routing tables.............. 7-15
JOOKUP ..o 7-32
lookup in multiple VRS ... 7-34
MUItICASE ... 7-149
route selection ... 7-30
EYDES e 7-15
routing, MUIEICASE.........ooooviiiiiie 7-147
RS - Router Solicitation .......................................... 14-12
RSA authentication ........................................... 14-121
TSN 4-124
RSH ALG......ooo e 2-139
RTOS .o, 11-10to 11-15
operational States ..........cccooeeviiiieniieee 11-15
PEETS it 11-17
SYyNChronization ............ccocooveiiiiiiii, 11-24
RTSP oo 4-124
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RTSP ALG
defined ... 2-142
request Methods ..o, 2-143
server in private domain..............ccoooceenn, 2-147
server in public domain ..., 2-148
SLALUS COAES ..o, 2-145
rules, derived from policies..............c.cooeiin, 2-176
run-time authentication...................cooe. 2-182,9-38
Run-Time Objects
See RTOs
S
SA POLICY .t 3-93
SAS 5-8,5-11
check in packet flow............c, 5-65
SCEP (Simple Certificate Enrollment Protocol)....... 5-30
SChedules........ccocooiiiii 2-168,2-185
SCP
€NADIING.....c.ooiiii 3-18
example client command ..., 3-18
SCREEN
AAAIrESS SWEEP ...t 4-8
bad IP options, drop ..........ccccceeviiiniii, 4-230
drop unknown MAC addresses .............cccc........ 4-39
FIN with no ACK ... 4-15
FIN without ACK flag, drop............cccocccoeinnn, 4-13
ICMP
fragments, blocK ...........ocooiiii 4-228
ICMP floOdS......ooviiiiiiieee e 4-46
[P OPLIONS ..o 4-10
[P packet fragments, block ... 4-232
[P SPOOfiNG ..o, 4-18 10 4-23
Land attacks. ..., 4-48
large ICMP packets, block.............c..ccocoen, 4-229
loose source route IP option, detect................. 4-25
Ping of Death...........cccoooiiii 4-49
POIT SCAN ...ttt 4-9
source route [P option, deny ... 4-25
strict source route IP option, detect.................. 4-25
SYN and FIN flags set ..., 4-12
SYN floods......coooviiiiiiiiii 4-34 10 4-39
SYN fragments, detect..........c.coovvevririrarernn, 4-233
SYN-ACK-ACK proxy floods..........cccccocoiiinn 4-32
TCP packet without flags, detect...................... 4-14
TeArdrop....ccoooiiiiiiiiiee 4-50
UDP floods .......coocoiviiiiiiiiiiii, 4-47
unknown protocols, drop...........cccceevereren, 4-231
VLAN and MGT ZONES.........cccoooveiiiiiiiiiiii, 4-2
WInNUuKe attacks ...........ocooiiiiiiiiii, 4-51
SCREEN, MGT ZONE.......ccooioiiiiiiiiiiiiiiic 2-28
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ScreenOS
function ZoNES ..o 2-32
global ZONe ... 2-28
OVEIVIEW ...t 2-1
packet fIowW.........ococviiiii 2-11t02-13
POLCIES. ..o 2-3
RADIUS vendor IDS.......ccooooiiiiiiiiiii 9-19
SECUIILY ZONES ...t 2-2,2-28
security zones, global ... 2-2
security zones, predefined.................. 2-2
TUNNEL ZONES ..o 2-28
virtual SYSteMS ..ot 2-10
VRS 10-6
ZONES oo 2-251t02-33, 10-6
ScreenOSs interfaces
physical ... 2-3
SECUIILY ZONES .....iiiiiiiiiiiiiiiie e 2-3
SUDINEETTACES. ..o 2-3
SDP oo 6-171t06-18
secondary IP addresses ..........cccoooeiiiiiiic, 2-59
secondary path ... 11-9
Secure Copy
See SCP
Secure Hash Algorithm-1
See SHA-1
Secure Shell
See SSH
Secure Sockets Layer
See SSL
SECUrID ..o 9-23
ACE SEIVEIS.....oiiiiiiiiiiiiii i 9-23
auth SErver ObJECE........cooviiiiiiiiiic e, 9-28
authentication port ... 9-23
AULNENTICATOL ... 9-23
ENCTYPLON LYPES ..o 9-23
L2TP i 5-209
LOKEN COABS.....oviviiiiiiie e, 9-23
Use Duress option ..o, 9-24
USEL LYPE SUPPOLL ..o 9-24
SecurlD clients
FELIIES. ..ttt 9-23
EIMEOUL ...t 9-23
security associations
See SAs
Security Associations (SA) ......cccocvviiiiiiiiiiii 3-93
security IP option ... 4-10, 4-11



Note: The entries in this index use the numbering
format volume-page. For example, 5-6 refers to
volume 5, page 6.

SECUrity POLICIES ...ooviviiiieiieiii e 4-173
rulebase execution ............cccccceiiiii 4-177
TUIEDASES ..o 4-173
TULES Lo 4-173
EEMPLALES. ... 4-177

SECUTILY ZOMES ....uviiiiiiiiiiiiiiii e 2-2
determination, destination zone...................... 2-12
determination, SOUICe ZONE .........cccovvvvvvnnnnn... 2-11
Global ..o, 2-2
predefined
See zones

security zones, iNterfaces ..., 2-3
physical ... 2-46

selection modes
APN L 13-15
Mobile Station (MS) .....oooiiiiiiii 13-15
NETWOIK ..o 13-15
Verified ... 13-15

SEIL IO 3-63
sequence-number validation ... 13-13
serial cables............co 3-19
serial INterfaces.......oooooiiieie e 11-71
FAIlOVET e 11-75
ISP configuration...........cccccooiviiiiiii 11-74
modem configuration.............cccccoeveveieinnnn, 11-72
Server Message Block
See SMB
servers, auth
See auth servers
servers, SecurlD ACE ... 9-23
service book
entries, modifying (CLI)...............ccccoconnnn, 2-135
entries, removing (CLI) ... 2-135
service book, service groups (WebUI) ..................... 6-63
service book, services
AddiNG......ooo 2-134
CUSEOIM ... 2-119
cuStom (CLI) ..o 2-134
preconfigured ... 2-119
SEIVICE GroUPS ....veiviiiiiiiiiieiiieiceice 2-150to 2-152
creating
deleting
MOdifyiNG ..o 2-151
service groups (WebUI) ..., 2-150
service provider, information from....................... 12-70
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SEIVICES ..o
custom
defined

N POLICIES ..o, 2-178
timeout threshold ... 2-136

TN VSYS i
SESSION ID L.
session idle tiMEOUL........coviie e
SESSION TIMILS....ooii e

destination-based .

source-based .......occocoveviiiii
session table floods .............cccooiiiiiii
session timeout

SHA-T Lo
shared VRS........ccocooiiiiiiis
shared zones ...
signature packs, DI
signatures

Stateful ... 4-126
SIP

MESSAZES ...ttt
multimedia sessions .
PINNOIES ..o
request MethodsS...........ooooiiiiiiii
[ESPONSE COUES ..ottt
RTCP oo

SIGNAIING ..o
SIP NAT
call SELUP v
defined...........cooii
DIP pool, using @ ...................
DIP, using incoming
DIP, using interface.............cccocooiviviiiinis
incoming, with MIP ...
proxy in DMZ ...
proxy in private zone.............................. 6-39, 6-86
proxy in public zone ... 6-41
LruSt iNTrazonNe ...........occoooiiiiiiiieee 6-51
UNErust iNtrazone ..., 6-47, 6-93
VPN, using full-mesh..............ccocoei 6-53, 6-99
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SIP timeouts

INACHIVILY ... 6-20
media INACLIVILY.......cocooiiiiiiiee 6-21, 6-22
SESSION INACLIVILY ..o 6-20
signaling inactivity ...........cocooeviiiin, 6-21, 6-22
SILE SUIVEY ..ot 12-130
SLA - Site-Local Aggregator......................... 14-37, 14-39
SMB
NEtBIOS ... 4-125
SMTP server IP ... 3-68
SNMP o 3-26,3-70
COld SLArt TraP ...ooveveiiieiiieceec e, 3-71
configuration ..o, 3-74
ENCryption..............o 3-73,3-75
management OPtioNs ..........ccoccevviiiiiiiieninen. 3-26
MIB files, importing ..o, 5-249
VPN MONitoring ... 5-249
SNMP community
Private ... 3-74
PUDLIC ..o 3-74
SNMP traps
100, hardware problems................ccocooeinn. 3-71
200, firewall problems ..., 3-71
300, software problems .............ccccooeiiiin 3-71
400, traffic problems.............ocoiii 3-71
500, VPN problems...........cccccoioiiiiiiiii 3-71
allow or deny ... 3-73
SysStem alarm ...t 3-71
traffic alarm ... 3-71
EYPES oo 3-71
SNMPTRAP ..ot 4-124
SOfEWATE KEYS ...oviiiiiiiii e, 10-37
source address translation................ccccoceceen, 14-83
source interface-based routing (SIBR)..................... 7-19
SOUICE TOULE ...ttt 3-93
source-based routing (SBR) ..., 7-17
SSH . 3-11to3-16, 4-124
authentication method priority ......................... 3-15
automated l0gins ..., 3-17
connection procedure ...............ocooeioeioinn, 3-12
forcing PKA authentication only ....................... 3-15
loading public keys, CLI.........cccooiiiiiiiin 3-15
loading public keys, TFTP ........................ 3-15,3-17
loading public keys, WebUI ... 3-15
management OPtioNS .........o.ocooiioeiieiiiene, 3-26
password authentication ..o, 3-14
PRA e, 3-15
PKA authentication ..., 3-14
SSID
binding to wireless interface ....................... 12-143
S, 3-5,4-124
SSL Handshake Protocol
See SSLHP
SSL management OptionsS...........ccccoeociiviiiiiciiinins 3-26

IX-XXIl m Master Index

SSL, with WEDAUL ... 9-54
SSLHP ..o, 3-5
state transitions
endpoint NOSE.........cooviiiiii e, 14-15
next-hop gateway router ..., 14-16
SEALIC ENEIY oot 14-18
tuNNel ateWay .........cooveveieiiiiiiiceeee e 14-17
StatefUl ..o 4-3
INSPECLION....iiiiiiiiic e 4-3
SIGNALUIES ...t 4-126
stateless address autoconfiguration ..................... 14-11
StatiC roUting ..o, 7-2,7-2t07-10
CONFIGUIING ...t 7-5
MUIEICASE . ... 7-150
Null interface, forwarding on...............c.ccoooo 7-11
USING .o 7-3
statistics, reporting to NSM.............occo 3-24
stream ID IP option ... 4-11
Stream SIgNALUIES ........oovioiiiiiiiiecccecee 4-127
strict source route IP option.............. 4-11, 4-23 to 4-25
SUbINEErfaces ..o, 2-3,10-61
Cconfiguring (VSYS) .......ccoovovoiiiiiiiiiiiiiiee, 10-61
creating (root SYSteM).........ccoocoeiioiiniiiiiee. 2-58
Creating (VSYS).......ccooioiiiiiiiiiiiccecce e, 10-61
deleting. ..o 2-59
multiple Per vsys ... 10-61
subnets, overlapping ..........cccoevveviiiiiiii 10-62
SUDIAte OPLION L..ooiioiiiiiiiii e 12-20
subscriptions
registration and activation ............... 2-264 to 2-266
tEMPOrary SErviCe ..........coocoviiiiiieiiiiien. 2-264
Sun RPC ALG
call scenarios .........ccoooveiiiii 2-140
defined ... 2-139
SUPET G oo 12-132
SUrfControl .........ccocioiiiiiiciie, 4-92, 4-101
SYN and FIN flags Set.........c.cccooiiiiiiiiiiiiiie, 4-12
SYN checking .......c.ccccooeiiiiiiii 4-15,4-15t04-18
asymmetric routing ... 4-16
reconnaissance hole ..., 4-17
session INterruption ... 4-17
session table floods..........ccccocviiiii 4-17
SYN COOKIES....ooriiiiiiiiiiiiieeee e 4-44
SYN floodS ..o 4-34 10 4-39
alarm threshold ... 4-38
attack threshold................ 4-37
ALLACKS ..o 4-34
destination threshold................. 4-38
drop unknown MAC addresses................c......... 4-39
QUEUE SIZE .....ooiiiiiiiiiiiiiice e 4-39
source threshold ... 4-38
SYN COOKIES ...t 4-44
threshold ..., 4-35
EIMEOUL ...t 4-39



SYN fragments ........c.coocoiiiiiiiiiiee e, 4-233
SYN-ACK-ACK proxy floods ... 4-32
synchronization
CONfiGUIation..........c.oocooiiiiiiii e 11-23
FIlES oo 11-24
PRI ODJECES ..o 11-24
RTOS .o 11-24
SYSIOZ .. 3-54, 4-124
ENCTYPLON ...t 3-75
facility ..o 3-69, 3-78, 3-85
NOST . 3-69
host name ..., 3-69,3-70, 3-78, 3-85
IMESSAGES ...t 3-68
POIT ..o 3-69, 3-78, 3-85
security facility ... 3-69, 3-78,3-85
System ClOCK........ccooiviiiiii e 2-266t0 2-270
date & tME ..o 2-266
sync with Client ... 2-266
tIME ZONE ..., 2-266
SYSLEM PATAMELELS ...t 2-269
T
T3 interfaces
C-bit parity mode ...........ccooeiiiiiii 12-13
CSU compatibility........ccoocooiiiiiii 12-20
tags, VLANS ..o 2-3
TCP
packet without flags..............ccocoooiiin 4-14
SESSION tIMEOULS......oooiiiiiiiiiiiiic e 4-31
Stream SIgNAtUIES..........cccoeoiiiiiiiiiie 4-153
SYN flag checking ..o, 5-293
TCP proxy............
Teardrop attacks
TEINET .o
Telnet management OPtioNs ...........cccooeeirveeieciins. 3-26
Telnet, 10ggiNg iN Viad ..o, 3-10
templates
SECUrity POLCY....coviiiiiiiiicc e 4-177
TETP oo, 4-124
three-way handshakes ... 4-34
threshold
low-watermark ..o 4-31
thresholds
high-watermark ..., 4-30
TIME ZONE......oooiiii i 2-266
TMEOUL ... 13-25
AAMIN USETLS it 9-16
AUth USers.......... 9-16
timestamp IP Option..........occoiiiiiiiii 4-11
TLA - Top-Level Aggregator.........coeveveiececrecennn 14-37
LOKEN COAES ..., 9-23
ELACE-TOULE ...ttt 2-95
traffic
COUNLING ... 2-184, 13-5
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[P-based .........ccooviiiiiiii 10-69
[0GGING ... 2-184, 13-5
Priority ..o ...2-185
SRAPING ..o, 2-205
SOTTING ..ot 10-31 to 10-39
through traffic, vsys sorting .............. 10-32 to 10-35
VLAN-based...........ccocoeeii. 10-40, 10-41 to 10-67
traffic alarms ... 3-65 to 3-68
traffic shaping ... 2-205
AUEOMALIC .o 2-206
SEIVICE PriOTItIeS ....oviiiiiiiiiiieicee 2-210
Transparent mode ...... 2-90to0 2-102, 10-42, 10-43, 13-4
ARP/trace-route ...........cccooviiiiiiiiiiiieee
blocking non-ARP traffic -
blocking non-IP traffic ...
broadcast traffic................oco
drop unknown MAC addresses...................c...... 4-39
Flood ... 2-93
FOULES -t 2-92
UNICAST OPLIONS ..ot 2-93
Transparent mode, management options............... 3-27
Transport mode...............c......... 5-4,5-206, 5-211, 5-216
Triple DES
See 3DES
trunk POrtS....oooovieiieiicece,
trunk ports, Transparent mode
trustee adminiStrator...........oocoooioioiioiiiee
tunnel interfaces ...
definition ...
policy-based NAT..........ccooviiiiiiie
TunNNel MOde ...
tunnel termination PoiNES........c.ccocevviiiiineonn.
tunnel tracking ...........ccooovviiiiiiii
U
UDP
CheCcKSUM ..o 5-235
NAT-T encapsulation...............coccoeiviionn. 5-230
SESSION tIMEOULS ...t 4-31
unified access control solution
overview of ...
UNKNOWN ProtOCOIS ..ot
unknown unicast options .
ARP o
flood ...
ErACE-TOULE ..ottt
updating IDP engine...........cccccoceiiiiiiiiii,
UPSEIEAM FOULET ..o

URL filtering
See web filtering
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users
AAMIN 9-2
admin, tiMEOULt ... 9-16
group IKE ID ... 5-181 to 5-196
Groups, SErVer SUPPOIT ....c.oveeeriieieicecee 9-12
IKE

See IKE users

L2 T P 9-76 t0 9-79
MUILPIE-TYPE...ooiiii 9-4
shared IKE ID ....oooooiiiiiiiiieei 5-196 to 5-201
WEDAULN ... 9-12
XAUN 9-60to 9-74

users, auth
See auth users

users, IKE
See IKE users
users, multiple administrative................................ 3-31
\'/
NV 12-70
Ve 12-70
vendor IDS, VSA ..o 9-19
vendor-specific attributes ..., 9-18
Verified Mode........oooo 13-15
VEIISIGIN .o 5-34
VP 2-12
CONFIGUIING ... 8-82
Adefinition . ... 8-6
EAILING ..o 8-84
global ZoNnes........c.ococoiiiii 8-82
reachable from other zones............................... 8-82
FEMOVING ..o, 8-84
required information ... 8-81
VIP services
custom and multi-port.................cocoee. 8-85t0 8-88
custom, [ow port NUMDETS..........ccoooviiiiin, 8-82
VIP, to zone with interface-based NAT ................. 2-104
virtual adapters...........ocoooiiiiiiii e 9-60
virtual channel identifier
See VCI
virtual circuit
See VC
virtual HA interfaces ...............cccoooiiii . 2-48,11-34
virtual IP
See VIP
virtual path identifier
See VPI
virtual private networks
See VPNs
VIFtUAL FOULET ..o 14-50, 14-102
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virtual routers
See VRs
virtual routers, MIP default ...l 8-66
virtual security device groups
See VSD groups
virtual security interface

See VSI
virtual SyStem SUPPOT ..o 13-5
VIrtUAl SYSTEMS ..ot 2-10
AAMINS......i e 3-32
failover. ... 11-88
load sharing ... 11-89
manageability and security of ...................... 10-71
NSRP .o 11-88
read-only admins ... 3-32
VIP e 10-31
VLAN ZONE ...t 2-91
VLANT
Interface ... 2-91, 2-97
ZONES ..ottt 2-91
VLANT, management OptionS...........ccccccoceeoioenenn 3-27

VLAN-based traffic classification . 10-40, 10-41 to 10-67
VLANS
communicating with another VLAN 10-39, 10-64 to

10-67
Creating...........ccoooiioioiiiie, 10-43 to 10-64
SUDINEETfaces. ..o, 10-61
fag ... 10-43, 10-61
Transparent Mode .........cccocoevereieinn, 10-42, 10-43
EPUNKING ..o 10-42
VLAN-based traffic classification......10-40, 10-41 to
10-67
VLANS, TGS ..o 2-3
VINC L 4-124
voice-over IP
bandwidth management................ccocooeoeinn. 6-62
VP 12-70
VPN idIetime .......ocoocooiiiiii e, 9-63
VPN monitoring ........................... 5-238 to 5-249, 12-110
destination address.............ccococen 5-240 to 5-242
destination address, XAuth...........ccccoooeiiiii. 5-240
ICMP €ChO r€QUESES ..o 5-249
outgoing interface .............ccccoceoven, 5-240 to 5-242
POLCIES. ..ot 5-241
rekey Option........ocoooeiiiie 5-239, 5-255
routing design..........ocoooiiiiiiiiiiii i 5-71
SNMP Lo 5-249
status changes ..., 5-238, 5-241



VPNs
Aggressive Mode ..o 5-10
AutoRey IKE........... 3-41,3-76, 5-7
configuration tips ........cccccoeverereciciinnn, 5-69 to 5-71
cryptographic options.............c.cccocooene. 5-48 to 5-61
Diffie-Hellman exchange..................ccoccoeoi, 5-10
Diffie-Hellman groups.........c.cccoevoiiiiiiiennn, 5-10
for administrative traffic ... 3-75
FODN aliases ............ccooooiiiiiiiieii 5-130
FODN for gateways...........ccccocceccernnn. 5-129 to 5-139
Main MOode ..o 5-9
manual Key ... 3-76
manual Keys............. 3-41
MIP oo 5-139
multiple tunnels per tunnel interface5-251 to 5-285
NAT for overlapping addresses ......... 5-139 to 5-149
NAT-ASE .o 5-139
NAT-SIC ..o 5-141
packet fIow.........ocooiiiiii 5-63 to 5-69
Phase 1 ... 5-9
Phase 2 ..., 5-11
POIICIES. ..ot 2-180
policies for bidirectional ... 5-125
proxy IDs, matching ..., 5-70
redundant gateways ................c.c........ 5-287 to 5-300
redundant groups, recovery procedure.......... 5-292
replay protection .........ccocoooiiiieiiiiiec e, 5-12
route- vs policy-based............ccocooiii, 5-62
SAS 5-8
to zone with interface-based NAT.................. 2-104
Transport MOAE. .......ccooveiiiiiiiicie e 5-4
tunnel always Up ....ooooveeioiieece e 5-239
TUNNEL ZONES ... 2-28
VPN GIroups .......coooiiiiiiiiiiiiiiici 5-288
VPN monitoring and rekey ... 5-239

VRRP . 11-83, 11-112

VRS 7-37to 7-42, 10-6
ACCESS LSS, .viiiiiiiiii e 7-40
BGP o 7-106to 7-113
ECMP ..o 7-36
forwarding traffic between ... 2-5
INErodUCHiON ..., 2-4
MOAIfYING ..o 7-22
O VSYS ot 7-26
OSPFE . 7-49 to 7-67
RIP. ..., 7-751t0 7-90, 14-53 to 14-70
FOULE MELTICS ..o, 7-31
router IDs ... 7-22
SBR 7-17
ShAred......cooiiiiiii 10-37
shared, creating a............coocooveviioioieee, 10-38
SIBR .o 7-19
USING TWO ..ot 7-23
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VRs, routes

EXPOITING ..o 7-42
FIlLEring ..o 7-39
IMPOITING....coiiiiii 7-42
TIPS oot 7-38
PreferenCe ..o 7-30
rediStribution ... 7-37
SEIECTION .ot 7-30
VRs, routing tables
JOOKUP ..o 7-32
lookup in multiple VRS ... 7-34
MaxXimum ENLIieS.........ccooiiiiiiiiiiceee 7-29
VSA attribute types ..o, 9-19
VSAS e 9-18
VSD groups....... 4-172,11-16to 11-20, 11-102 to 11-104
FAIlOVET ..., 11-80
heartbeats...........ccccoceiiiii, 11-9,11-18,11-103
hold-down time ... 11-36, 11-38
member states....... 11-17,11-102to 11-103, 11-112
priority NUMDErS ..., 11-16
VSIS i 11-4,11-16,11-102
multiple VSIs per VSD group.........c..cccccoeovnnen. 11-88
SLALIC TOULES ... 11-20
VSys
AAMUIN L 10-7
KEYS oo 10-37
ODJECtS, Creating ..........ccooveriieieiii e 10-4
W
web browser reqUIremMents..........ccocoocvviieiiiineiee, 3-2
web filtering ..., 2-184,4-101 to 4-108
applying profiles to policies ............ccocoeiiis 4-98
blocked URL MeSSAZE ........ccooviiiiiiiiiiiien 4-105
blocked URL mMessage type ......c.occocvvvvveiinannnn 4-105
CACNE ... 4-93
communication timeout.............c...ocoeeeene. 4-104
integrated ..o 4-92
Profiles ... 4-96
FEAITECT .o 4-101
FOULING ... 4-106
SEIVET SLALUS ...t 4-106
SEIVEIS PEI VSYS ..ttt 4-102
SurfControl CPA SEIVErS .......ccccociviiiiiiieiin 4-92
SurfControl SCFP ..., 4-103
SurfControl Server NAMe ............coceoeeeeiernnen, 4-104
SurfControl SErver POrt.........ccocevverirecicinnn, 4-104
SUrfCoNtrol SErVers.........ocooveiiiiiiiiiiee 4-93
URL CategOories.......oooiiiiiiiiiiiiiiiiceee 4-95
Websense Server NAmMe ...........ccooooceveeoreennn, 4-104
WebSEeNse SErver POrt..........cooceieciiecinieennn, 4-104
Web User Interface (WebUI) ..........c..ccoovviiiiiinni. 14-32
Web User Interface (WebUI), on sample client,
AOWNSELIEAM TOULET ... 14-40
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WeEDAULh ... 9-12,9-39
external USer Sroups........coocoovvvveieieiiioiiieee, 9-51
pre-policy auth process ..., 9-39
user groups, local ... 9-50
with SSL (user groups, external)........................ 9-53

WebAuth, pre-policy auth process......................... 2-183

WEDTrends. ..o 3-54, 3-69
ENCIYPLION. ..o 3-70, 3-75
MESSAGES ..., 3-70

WEDUL ..., 3-2
Help files ..o 3-2
management Options ..., 3-26

WEP 12-121

WHROIS ..o 4-124

wildcards ... 5-184,13-15

WiINNuke attacks ..o 4-51

WINS
L2TP SEttings ........cccociviiiiiiiiiiiiiiee 5-209

WINS SEIVET ..o 14-132

Wired Equivalent Privacy
See WEP

wireless bridge groups............cooooiiiii, 12-145

wireless interface
logical interface ..., 2-46

wireless interfaces
binding SSID €0 .....cccooviiiiiiiii e, 12-143
binding to radio...........c.ococoviiiii 12-144
CONFIGUIING ..., 12-143
disabling.........ccooiiiiiiiiii e 12-145

Wireless Local Area Network
See WLAN

WLAN
access control list ..o, 12-131
advanced parameters...........ccoocooeviioiicenn, 12-138
aging interval ... 12-138
authentication and encryption ...................... 12-120
beacon interval.............ocoooiiiii, 12-139
bridge groups.......c.ccccooeoiiiiiiiiiii e, 12-145
burst threshold ... 12-140
Clear To Send Mode ..........ocoovvvviiririeiere, 12-141
Clear To Send rate ........c.ccoocevviveiienieiee, 12-142
Clear To Send type.......cccocvviviiiiiiniaieee, 12-142
configurations, reactivating ........................... 12-132
configuring SUPer G.........cocooviiiiiiiie, 12-132
country codes and channels...................... 12-129
DTIM Lo 12-140
extended channels................. 12-130
finding available channels ........................ 12-131
fragment threshold ... 12-140
preamble length ... 12-143
Request to Send threshold........................... 12-141
SILE SUIVEY ..ottt 12-130
SIOT EIME .o 12-142
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