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Service Provider ChallengesService Provider Challenges
The Driving Needs for MPLSThe Driving Needs for MPLS

!! Provide a high quality service toProvide a high quality service to
their customerstheir customers
–– High availabilityHigh availability
–– High reliabilityHigh reliability
–– High performanceHigh performance

!! Offer new servicesOffer new services
–– Tiered servicesTiered services
–– Guaranteed servicesGuaranteed services
–– VPN servicesVPN services
–– Transparent LAN servicesTransparent LAN services

!! Maintain a scalable networkMaintain a scalable network



Service Provider RequirementsService Provider Requirements

!! High AvailabilityHigh Availability
–– Ability to dynamically recover fromAbility to dynamically recover from

node or link failuresnode or link failures
•• Automatic re-routeAutomatic re-route
•• Path restoralPath restoral

!! High ReliabilityHigh Reliability
–– Node/Link RedundancyNode/Link Redundancy

•• Path protectionPath protection
!! High PerformanceHigh Performance

–– Minimize congestion using trafficMinimize congestion using traffic
engineered pathsengineered paths

–– Load balancingLoad balancing



MPLS Based SolutionsMPLS Based Solutions
Traffic EngineeringTraffic Engineering

IGP route
MPLS tunnel

!! MPLS allows explicitly routed LSP’s to be set upMPLS allows explicitly routed LSP’s to be set up
–– e.g. set up path via routers with low latencye.g. set up path via routers with low latency

!! MPLS policies define how traffic is mapped on different LSP’sMPLS policies define how traffic is mapped on different LSP’s
–– e.g. all RTP traffic follows the green LSPe.g. all RTP traffic follows the green LSP

Service Provider Network

!! Current routing protocols follow the shortest path leading to :Current routing protocols follow the shortest path leading to :
–– Over-utilized northern routeOver-utilized northern route
–– Under-utilized southern routeUnder-utilized southern route



MPLS Based SolutionsMPLS Based Solutions
Path RedundancyPath Redundancy

Primary LSP
Backup LSP

Physical link

!! Redundant LSP's can be setup  for traffic protectionRedundant LSP's can be setup  for traffic protection
!! Backup LSP can be a hot standby LSP or dynamically signaledBackup LSP can be a hot standby LSP or dynamically signaled

upon failure of the primary LSPupon failure of the primary LSP
–– If blue LSP fails, switch traffic to green LSP if available or signalIf blue LSP fails, switch traffic to green LSP if available or signal

green LSP (ER-LSP preferably)green LSP (ER-LSP preferably)

Service Provider Network



MPLS Based SolutionsMPLS Based Solutions
Failure detectionFailure detection

!! Link Layer indicationLink Layer indication
!! SignalingSignaling

–– RSVP HelloRSVP Hello
•• Node is considered down after 20 msNode is considered down after 20 ms

–– Sonet-like protection is possibleSonet-like protection is possible
–– LDP Hello/KeepaliveLDP Hello/Keepalive



MPLS Based SolutionsMPLS Based Solutions
Fast ReroutingFast Rerouting

Primary LSP
Detour LSP

Physical link

Detour LSP

!! Fast Reroute signaling option to create detour pathsFast Reroute signaling option to create detour paths
–– Alternate detour around failure used while ingress LER isAlternate detour around failure used while ingress LER is

notified to re-compute new ER-LSPnotified to re-compute new ER-LSP

Service Provider Network



MPLS Based SolutionsMPLS Based Solutions
Load BalancingLoad Balancing

Equal cost LSP
Equal cost LSP

Physical link

!! Traffic can be load balanced across multiple equal cost LSP’sTraffic can be load balanced across multiple equal cost LSP’s
–– If  one of the LSP’s fails, traffic will automatically be sent acrossIf  one of the LSP’s fails, traffic will automatically be sent across

the other linksthe other links
•• High priority traffic will go firstHigh priority traffic will go first

Service Provider Network



MPLS Based SolutionsMPLS Based Solutions
Link BundlingLink Bundling

Transit backbone

Transit backbone

Metro Network
San Francisco

Metro Network
New York

!! For route diversity, inter-metro connection uses separate providersFor route diversity, inter-metro connection uses separate providers
!! Two diverse paths can be bundled to form a resilient bigger pipeTwo diverse paths can be bundled to form a resilient bigger pipe
!! Additional LSP’s can be added to the pipe as traffic growsAdditional LSP’s can be added to the pipe as traffic grows



MPLS Based SolutionsMPLS Based Solutions
Mapping IP ToS to Mapping IP ToS to LSPsLSPs

Gold LSP
Bronze LSP

Physical link

!! Multiple differentiated paths can be set up to satisfy some softMultiple differentiated paths can be set up to satisfy some soft
quality of service requirementsquality of service requirements

–– High priority traffic such as voice is carried over a gold LSPHigh priority traffic such as voice is carried over a gold LSP
•• Gold LSP is traffic engineered to meet voice latency/jitterGold LSP is traffic engineered to meet voice latency/jitter

requirementsrequirements
–– Best effort traffic such as Internet data traffic is carried over aBest effort traffic such as Internet data traffic is carried over a

bronze LSPbronze LSP

Service Provider Network



MPLS Based SolutionsMPLS Based Solutions
LSP PreemptionLSP Preemption

!! If an LSP can not be establishedIf an LSP can not be established
because of insufficient resources,because of insufficient resources,
that LSP can preempt other LSP's ofthat LSP can preempt other LSP's of
lower prioritylower priority
–– Setup priority > Holding prioritySetup priority > Holding priority

!! If the gold LSP goes down and thereIf the gold LSP goes down and there
are no resources available to set upare no resources available to set up
a new one, the gold LSP willa new one, the gold LSP will
preempt the bronze LSPpreempt the bronze LSP



MPLS Based SolutionsMPLS Based Solutions
Mapping IPMapping IP ToS ToS to  to ExpExp

!! ToS/DSCP/802.1p code points canToS/DSCP/802.1p code points can
be mapping to Exp (a.k.a CoS) bitsbe mapping to Exp (a.k.a CoS) bits
–– Used to choose priority queue,Used to choose priority queue,

scheduling and drop policiesscheduling and drop policies
–– Hop by hop processingHop by hop processing

TTLLabel (20 bits) Exp S

32-bits

MPLS Header



MPLS Based SolutionsMPLS Based Solutions
Quality of ServiceQuality of Service

10 Mbit/s LSP
20 Mbit/s LSP

Physical link

!! Signaled LSP's can specify traffic parameters such asSignaled LSP's can specify traffic parameters such as
–– Bandwidth/Priority/AffinityBandwidth/Priority/Affinity

!! Extended OSPF-TE and ISIS-TE provide real-time feedback onExtended OSPF-TE and ISIS-TE provide real-time feedback on
network resourcesnetwork resources

–– Online and offline CSPF computationOnline and offline CSPF computation
•• Used to set up differentiated LSP’s (e.g. voice,video,data)Used to set up differentiated LSP’s (e.g. voice,video,data)

Service Provider Network



MPLS Based Metro VPN ServicesMPLS Based Metro VPN Services

!! Virtual Leased Line (VLL)Virtual Leased Line (VLL)
–– Emulation of a PTP linkEmulation of a PTP link

!! Transparent LAN Service (TLS) a.k.aTransparent LAN Service (TLS) a.k.a
VPLSVPLS
–– Emulation of a LANEmulation of a LAN
–– Forwarding based on L2 reachabilityForwarding based on L2 reachability

informationinformation

!! Virtual Private Routed NetworkVirtual Private Routed Network
(VPRN) a.k.a IP VPN’s(VPRN) a.k.a IP VPN’s
–– Emulation of multi-site routed networkEmulation of multi-site routed network
–– Forwarding based on L3 reachabilityForwarding based on L3 reachability

informationinformation



Impediments to Metro VPN ServicesImpediments to Metro VPN Services

!! MPLS standards only specifyMPLS standards only specify
–– VLLVLL
–– IP VPN’sIP VPN’s

!! TLS support requires additionalTLS support requires additional
extensionsextensions
–– Transparent bridging supportTransparent bridging support

•• Broadcast supportBroadcast support
•• Address learningAddress learning
•• Split-horizonSplit-horizon

–– L2 FEC’sL2 FEC’s



Metro VPN ServicesMetro VPN Services
MPLS Virtual Leased LineMPLS Virtual Leased Line

Customer Site in
San Francisco

Customer Site in
New York

!! MPLS VLL ServiceMPLS VLL Service
–– pair of LSP’s of opposite directions forming a single virtual pipepair of LSP’s of opposite directions forming a single virtual pipe
–– Size of pipe based on traffic characteristicsSize of pipe based on traffic characteristics

•• Can be dynamically changedCan be dynamically changed
–– Explicitly routed L2 tunnel for guaranteed serviceExplicitly routed L2 tunnel for guaranteed service

!! Offers a self-healing point to point connectionOffers a self-healing point to point connection
!! Requires MPLS L2 tunneling supportRequires MPLS L2 tunneling support

–– Ethernet in IP/GRE in MPLSEthernet in IP/GRE in MPLS
–– Martini draftMartini draft

!! Requires per LSP rate limiting/shapingRequires per LSP rate limiting/shaping

L2 Tunnel



Metro VPN ServicesMetro VPN Services
MPLS Transparent LAN ServiceMPLS Transparent LAN Service

Inter-Exchange Carrier
providing inter-city

connectivity

Tunnel LSP
VLAN LSP
802.1Q

POP Last MilePOPLast Mile

POPLast Mile

!! .1Q tagged traffic tunneled in LSP’s.1Q tagged traffic tunneled in LSP’s
–– LSP’s appear as .1Q trunk LSP’sLSP’s appear as .1Q trunk LSP’s

!! .1p mapped into Exp bits or into different QoS LSP’s.1p mapped into Exp bits or into different QoS LSP’s



Metro VPN ServicesMetro VPN Services
MPLS TLS: ZOOM in POPMPLS TLS: ZOOM in POP

Port 3 - Customer X

Port 5 - Customer Y

VLAN Blue

VLAN Blue

LSP 300

LSP 500

Port 8

AR CR

LSP 1000

POP

!! Label hierarchyLabel hierarchy
–– Customers’ VLAN ‘s are mapped to specific “VLAN LSP’s” in orderCustomers’ VLAN ‘s are mapped to specific “VLAN LSP’s” in order

to allow private VLAN Id spacesto allow private VLAN Id spaces
–– “VLAN LSP’s” are tunneled in the core within a “Tunnel LSP” used“VLAN LSP’s” are tunneled in the core within a “Tunnel LSP” used

to carry traffic between POP’sto carry traffic between POP’s

!! L2 policy exampleL2 policy example
–– Traffic from Port 3  & VLAN Blue to be sent to Port 8 & LSP 300Traffic from Port 3  & VLAN Blue to be sent to Port 8 & LSP 300



Metro VPN ServicesMetro VPN Services
VLL/TLS ModelsVLL/TLS Models

!! Martini tunnelsMartini tunnels
–– Carry ATM/Frame Relay/EthernetCarry ATM/Frame Relay/Ethernet
–– Sequencing capabilitySequencing capability
–– No fragmentation supportNo fragmentation support

•• Requires jumbo frame supportRequires jumbo frame support
!! IP/GRE over MPLS tunnelsIP/GRE over MPLS tunnels

–– Bridged IP trafficBridged IP traffic
•• Can be pre-fragmentedCan be pre-fragmented

–– if transit network can not carry largeif transit network can not carry large
framesframes

–– if no IP MTU path discovery supportif no IP MTU path discovery support



Metro VPN ServicesMetro VPN Services
Two MPLS VPRN modelsTwo MPLS VPRN models

!! Virtual RouterVirtual Router
–– per VPN routing protocol instanceper VPN routing protocol instance
–– per VPN RIB and FIBper VPN RIB and FIB
–– No protocol extensionsNo protocol extensions

!! BGP VPNBGP VPN
–– MP-BGP exchanges extended VPN-IPMP-BGP exchanges extended VPN-IP

addresses between PE routersaddresses between PE routers
•• PE translates these CE advertized IPPE translates these CE advertized IP

addresses into unique VPN-IPaddresses into unique VPN-IP
addressesaddresses

•• VPN-IP addresses exchanged viaVPN-IP addresses exchanged via
MP-BGP only to PE routers memberMP-BGP only to PE routers member
of corresponding VPNof corresponding VPN



MPLS IP MPLS IP VPNsVPNs: On a collision course: On a collision course

!! VR and BGP VPN offer similar servicesVR and BGP VPN offer similar services
–– PE/VR and CE routers attached to aPE/VR and CE routers attached to a

specific VPN exchange which addressesspecific VPN exchange which addresses
are reachable viaare reachable via
•• Static routingStatic routing
•• RIP/OSPF/BGPRIP/OSPF/BGP

–– MPLS tunnel between PE/VR routersMPLS tunnel between PE/VR routers
•• Core routers are VPN unawareCore routers are VPN unaware



ConclusionConclusion



Best of Two WorldsBest of Two Worlds

!! MPLS is the evolution of current IPMPLS is the evolution of current IP
and connection oriented protocolsand connection oriented protocols
–– Strength and scalability of IP routingStrength and scalability of IP routing
–– PVC like connectivityPVC like connectivity
–– ATM like QoSATM like QoS
–– Explicit routingExplicit routing

!! PlusPlus
–– Path protection/optimizationPath protection/optimization
–– Load balancingLoad balancing



Scalability of MPLSScalability of MPLS

!! Smart Routed EdgeSmart Routed Edge
–– Packet classificationPacket classification

•• Prioritization/MarkingPrioritization/Marking
•• FEC to LSP/FEC to LSP/ExpExp mapping mapping

–– Rate limiting/shapingRate limiting/shaping
–– ACL’sACL’s

!! Simple Switched CoreSimple Switched Core
–– Label swappingLabel swapping
–– Uses extended routing protocols toUses extended routing protocols to

signal LSP’ssignal LSP’s



Key MPLS ApplicationsKey MPLS Applications

!! Differentiated & Guaranteed servicesDifferentiated & Guaranteed services
!! Traffic EngineeringTraffic Engineering
!! VPNsVPNs

–– Transparent LAN ServicesTransparent LAN Services
–– Virtual Leased Line ServicesVirtual Leased Line Services
–– Routed Routed VPNsVPNs



Thank YouThank You



AcronymsAcronyms
ACL ACL Access Control ListAccess Control List
ATMATM Asynchronous Transfer ModeAsynchronous Transfer Mode
BGP BGP Border Gateway ProtocolBorder Gateway Protocol
CoSCoS Class of ServiceClass of Service
CR-LDPCR-LDP Constraint based Label Distribution ProtocolConstraint based Label Distribution Protocol
CSPFCSPF Constrained Shortest Path FirstConstrained Shortest Path First
ER-LSP ER-LSP Explicitly Routed LSPExplicitly Routed LSP
FECFEC Forward Equivalency ClassForward Equivalency Class
GREGRE Generic Routing EncapsulationGeneric Routing Encapsulation
IGPIGP Interior Gateway ProtocolInterior Gateway Protocol
ISISISIS Intermediate System to Intermediate SystemIntermediate System to Intermediate System
LDPLDP Label Distribution ProtocolLabel Distribution Protocol
LSPLSP Label Switched PathLabel Switched Path
MPLSMPLS Multi-Protocol Label SwitchingMulti-Protocol Label Switching
OSPFOSPF Open Shortest Path FirstOpen Shortest Path First
QoSQoS Quality of ServiceQuality of Service
RSVPRSVP Resource Reservation ProtocolResource Reservation Protocol
TETE Traffic EngineeringTraffic Engineering
TLSTLS Transparent LAN ServiceTransparent LAN Service
ToSToS Type of ServiceType of Service
VLLVLL Virtual Leased LineVirtual Leased Line
VPNVPN Virtual Private NetworkVirtual Private Network
VPRNVPRN Virtual Private Routed NetworkVirtual Private Routed Network


