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This document explains the licensing requirements for the F5 Message Security Module (MSM) which is an add-on security module for F5 BIG-IP Local Traffic Manager (LTM).  

(1) MSM is licensed per mailbox in the following blocks or tiers which are additive.  Additive means that if a customer owns a 1000 Mailbox license, but increases in size to 1800 mailboxes, they can simply purchase another 1000 Mailbox license to cover their growth in size.
	F5 SKU
	F5 Product Description

	F5-ADD-BIG-MSM1K
	BIG-IP Add-on: MSM License  (1,000 Mailboxes)

	F5-ADD-BIG-MSM5K
	BIG-IP Add-on: MSM License  (5,000 Mailboxes)

	F5-ADD-BIG-MSM10K
	BIG-IP Add-on: MSM License  (10,000 Mailboxes)

	F5-ADD-BIG-MSM25K
	BIG-IP Add-on: MSM License  (25,000 Mailboxes)

	F5-ADD-BIG-MSM50K
	BIG-IP Add-on: MSM License  (50,000 Mailboxes)

	F5-ADD-BIG-MSM75K
	BIG-IP Add-on: MSM License  (75,000 Mailboxes)

	F5-ADD-BIG-MSM100K
	BIG-IP Add-on: MSM License  (100,000 Mailboxes)


(2) A separate license is required for each and every LTM that is running MSM, whether that LTM is an active or standby unit.  F5 does not currently offer any discounts for an MSM module being run in standby mode.

(3) Licenses must be sized such that the license (or additive licenses) covers all mailboxes that can receive mail through that particular LTM.  Thus for example, in the case of a company with 10,000 mailboxes, and all mailboxes being protected by two LTM’s (either active/active or active/standby), each with an MSM license, the customer would need (2)x(10,000) mailbox licenses.  

However, in the case of a company with 10,000 mailboxes corporate-wide, 5,000 of which are in China and 5,000 of which are in the UK, with each group being protected by totally separate LTM’s (2 LTM’s in China, 2 LTM’s in the UK), then the customer would need (2)x(5,000) for China, and (2)x(5,000) mailboxes for UK.  That’s a grand total of (4)x(5,000) licenses corporate-wide.  The key is that “totally separate” means that an email destined for someone in UK mail server pool could never go through the email servers in China and vice versa.

(4) Finally, the question of what is a “mailbox” is a common question we get.  For our purposes, a “mailbox” is equivalent to the number of human email users being protected by MSM on that particular LTM, irrespective of the actual number of mailboxes in use.  So for example, the following do NOT count as “mailboxes”:
a. Internal-only email addresses or aliases which cannot be reached from outside the firewalls of the organization and thus are not receiving spam and do not need benefit from being filtered by MSM (e.g. audit_committee@xyz.com)

b. Dummy email addresses used only for occasional testing by IT

c. Alias email addresses whose purposes are to automatically redistribute email to specific employee’s mail boxes (e.g. customer_support@xyz.com gets redistributed automatically to bob@xyz.com and susan@xyz.com)
d. Duplicate email addresses, both of which are intended for the same individual mailbox (e.g. bob_peters@xyz.com, bob.peters@xyz.com). These two email addresses should be counted as a single mailbox because they are simply two different paths to the exact same person’s mailbox.
(5) Specific Case Examples.  The following specific cases have been encountered before:

a. College email addresses of alumni that get forwarded to an external email address (e.g. bob@alumni.1985.college.edu automatically forwards to bob@gmail.com). If that alumi address is going to get filtered by MSM then it should be included in the license count.  It represents a human email user that benefits from MSM.
