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IP650 Firewall-1 Platform
Part #: BB2650 ASK  \* MERGEFORMAT 
IP650 6 Slot Chassis
Firewall


Overview

The IP650, the next generation integrated security solution adds carrier class reliability to the proven Nokia platform. The combination of routing, market leading firewall software, high availability, and the industries fastest packet-forwarding rate in a single package sets a new standard for a firewall solutions. The IP650 is THE solution for applications requiring high availability and the utmost in throughput performance.

CheckPoint Firewall‑1™

Ideally suited to provide secure Internet connectivity, the IP650 combines high performance IP routing with a full implementation of the CheckPoint Firewall‑1 enterprise security suite. Nokia offers the industries only integrated routing platform that supports the complete Firewall‑1 feature set.

World Class Routing

As a network device, the IP650 supports a comprehensive suite of IP routing functions and protocols including RIPv1/RIPv2, IGRP, OSPF, and BGP4 for unicast traffic and DVMRP for multicast traffic.

High Availability and Reliability

The IP650 is designed for mission critical applications requiring continuous operation. The IP650 provides an optional hot swappable, hot standby, load sharing power supply as well as hot swappable compactPCI (cPCI) interface cards. The user interface provides status monitoring for all subsystems to further advance the maintainability of the IP650. The IP650 further enhances availability by allowing redundant configurations with active load sharing by implementing the Virtual Router Redundancy Protocol (VRRP) and Firewall‑1 synchronization.

Serviceability

The IP650 is a front access, 2RU high, 19" rack mountable package that allows remote monitoring and configuration. Users can physically access interface cards through the front of the system and can add, move, and replace network interfaces under system power. This allows reconfiguration without affecting system operation. In addition, this capability significantly reduces the "mean time to repair" and minimizes down time.
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A Complete Solution

The Nokia IP650 delivers the industries fastest and most reliable integrated security solution. The Nokia IP650 is quick to deploy. All necessary hardware and software are pre-installed at the factory. For the utmost in performance and availability, look to the IP650 integrated security solution from Nokia.
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Features & Benefits

Rugedized, Small Footprint, High Port Density

· 19”, 2RU package , deployable in standard EIA compliant telecom racks.

· 5 available interface module slots.in an environmentally robust industrialized chassis.
· Maximum of 20 Ethernet ports or 10 Serial ports or combinations.

Enhanced Availability and Maintainability

· Fault tolerant power function through hot swappable, load sharing redundant power supplies.
· Dynamic adds, moves, and changes via hot swappable interface cards.

· Online serviceability via hot swappable fan tray module.

Extensive Physical and Datalink Support

· Options for V.35/X.21 sync ; built‑in T1 CSU/DSU ; 10/100 Ethernet ; HSSI ; 

· HDLC, PPP, Multilink PPP, Frame Relay PVCs
High Availability Enterprise Security

· Full CheckPoint Firewall‑1 Suite including Firewall Module, Enterprise Security Console, Encryption Module, Account Management Module, Connection Control Module.

· Provides Virtual Private Network connections across the Internet and other public network services.

· Provides standards based encryption methods, key management., and integrated certificate sever.

· Supports third party certificate servers, content filtering servers, and authentication servers.

· High Availability via Firewall‑1 Synchronization coupled with VRRP.

Secure & Efficient Management

· Secure administrative access via F-Secure SSH Server and S/Key one time password.

· Administrative HTTP server access via Web browser. CLI via Telnet and local admin port.

· System monitoring via SNMPv1 , SNMPv2.

· FTP file management ; SMTP Mail (send only) ; NTP clock synchronization.

· Firewall‑1 Enterprise Management Server with Unix and MsWin/NT GUI.

· Multiple Administrator Privilege Levels for System and Firewall. Multiple Configuration Sets ; Multiple Software Images.

Comprehensive Internet Routing Capabilities

· All IP protocols including IP, TCP, UDP, ICMP, ARP, CIDR.

IP routing including Static, RIPv1/RIPv2, IGRP, OSPF, BGP4, DVMRP, IGMP, and VRRPv1/ VRRPv2.

Product Overview

Hardware
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The IP650 is an integrated security platform designed for high performance, highly availability (HA) networks.  All operating system, security applications (firewall and Secure Shell) as well as routing software are factory installed on the platform. The base system utilizes a compact PCI (CPCI) bus architecture driven by a high end Intel processor (currently the 450mhz Pentium II ‑ Xeon) for maximum performance and reliability. 

Of the six IP650 slots, five are available for transport media adaptation., The sixth slot is occupied by a hard disk drive used for system software and operational logging. Users may chose between LAN and WAN type interface modules for the 5 available slots.

Subsystem Redundancy,
High Availability

Hot swappable and load sharing power supplies are installable in the rear of the chassis.  This further enables high availability and field serviceability.  

Hot swappable cooling fans are field serviceable, installing from the front of the chassis 

All CPCI transport media adapter modules are hot swappable as are the individual interfaces. This allows the administrator to change them while the platform is operational running both routing and security applications.

Embedded system software monitors important hardware status including:

· Interface Card Status Changes

· Power Supply Changes

· Fan Tray Failures

· Systems Temperature

WAN Interfaces

The IP650 can be configured as a WAN access Firewall‑1 product.   This eliminates the need for a dedicated access router.  All the following interfaces are optional and can be ordered separately as needed.

T1/E1 with integrated CSU/DSU

SDLComm ARIES550 ???

The T1 Integrated CSU/DSU serial card is available as a single port fitting into one of the 5 provided  slots on the IP650.  This card eliminates the need for a separate CSU/DSU unit in the network.  This card is capable of sending and receiving channelized and non-channelized T1and E1 data at speeds of 1.54Mbps and 2.048 Mbps, respectively.  

The on board channelized HDLC controller can support up to 32 channels of HDLC that can be separately controled by the software.  

For channelized T1 and E1 applications this card supports up to 24 channels for a single T1 and up to 32 for a single E1.  

The front plate includes a single RJ48c connector and 4LEDs for easy connection and monitoring

V.35/X.21 Serial card

SDLComm ARIES505 ???

This is a high performance single WAN adapter for CompactPCI.  It will support full duplex HDLC/SDLC links of up to 25 Mbps. It performs the function of a 32-bit PCI direct bus master, allowing DMA operations directly into full 32-bit address range for system host memory.

Single Port HSSI(high speed serial interface) 

SDLComm ARIES800 ???

This multi-function PCI 2.1 compliant WAN adapter supports one full duplex HDLC interfaces at speeds of 2 to 52 Mbps per port. Protocol support includes Frame Relay, PPP, Cisco HDLC and Raw HDLC.

LAN Interfaces

The chassis comes with five slots, of which any or all can be used for Ethernet interfaces.

Four Port 10/100 Ethernet card

This card provides four 10/100 Ethernet ports which allows for up to 20 Ethernet ports total in an IP650 system.  These are hot-swappable, auto-negotiating type cards. Information from a replaced card will be installed onto the new card automatically by the IPSO routing software.
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Software

The IP650 combines world-class routing from Nokia along with security software from CheckPoint Software Technologies, Inc and Data Fellows Corp.  The Nokia software handles LAN and WAN connectivity while the CheckPoint software handles firewall duties. The Data Fellows software provides secure management communication with the IP650 system administrative functions.

IPSO Routing OS

All NokiaIP platforms including the IP650 use a proprietary routing operating system called IPSO. IPSO is based on a highly modified UNIX-type kernel (freeBSD) which has been security hardened and optimized for routing and security applications – specifically CheckPoint Firewall‑1. This level of attention to system software development has enabled simplicity, robustness, and efficiency, along with uncompromising security.

IPSO provides the security hardened environment in which the other security applications run. These security applications currently include:

· Data Fellows F­Secure SSH Server for secure administrative access.

· CheckPoint Firewall‑1 suite for enterprise security.

The administrative console login is controlled via three levels of user access and permissions. Except for an initial network address assignment, all  configurations can be performed via a web browser. The administrator can monitor and configure the system functions using web forms provided by the HTTP server resident on the IP650. IPSO Voyager provides facilities for the following administration functions:

· Monitoring
Interface Statistics
Resource Levels
Kernel Forwarding Table
Routing Protocol Information


· Configuring Interfaces
Ethernet
FDDI
ATM
Serial
T1
HSSI
LoopBack
LLC Protocols
ARP


· Configuring Routing
RIP v1/v2
OSPF v2
IGRP
BGP4
IGMP
DVMRP
Static Routes
Route Aggregation, Redistribution, Rank


· Router Services
BOOTP Relay
IP Broadcast helper
Router Discovery
VRRP
NTP


· Traffic Management
Access Lists
Rate Shaping


· SNMP Operation 


· System Configuration
Database
System Time
Hostname
Static Host
Managing IPSO Images
Managing Packages
Mail Relay


· Security and Access Configuration
Firewall‑1
SSH
Admin access
Small TCP servers
Passwords and S/Key


In addition, IPSO provides a command line interface for advanced configuration and the following utilities

· ICLID (system and routing monitor)

· TCPDUMP (traffic monitor)

· MTRACE (multicast route trace)

· FTP

· MAIL

· PING

· TELNET

· TRACEROUTE
Data Fellows F­Secure SSH

The F­Secure SSH Server enables IP650 administrators to carry out remote system administration tasks over secure connections. SSH provides:

· Secure remote login connections.

· Secure FTP transfers.

· Secure TCP/IP connections (including HTTP).

The SSH server uses cryptographic authentication, automatic session encryption, and integrity protection for all transferred data.

CheckPoint Firewall‑1
CheckPoint Firewall‑1 is an industry leading security application encompassing most functions required to secure any network against malicious attack as well as common erroneous user actions. Firewall‑1 operates on the IP650 as a tightly coupled application with the IPSO routing kernel. This level of software integration ensures a high level of throughput efficiency and security for the entire system

The Firewall‑1 security suite on the IP650 is comprised of six subsystems or modules functioning in a distributed client-server architecture. These modules are (functional designators in parenthesis):

· Management Server (ESC) ‑ maintains the Firewall‑1 databases, including network object definitions, user definitions, Security Policies, and log files for any number of Firewall‑1 enforcement points.

· Inspection Module (IM) ‑ examines data in all seven communication layers from any IP protocol or application, including ‘stateless’ protocols, such as UDP and RPC. Tracks state and session information from previous communications and understands ‘pseudo sessions’ in stateless protocols. Determines what traffic is permitted by the enterprise Security Policy.

· FireWall Module (FM) ‑ includes the Inspection Module and the Firewall‑1 Security Servers. The Security Servers provide Authentication and Content Security features.

· Administration GUI (GUI) – provides for defining security policies in terms of network objects and security rules. Also includes Log Viewer and System Status Viewer.

· SecuRemote (SR) – is resident on and provides client-side VPN encryption for remote desktop and mobile users.

· VPN Module (ENC) – provides communications encryption and key management services for gateway to gateway and gateway to remote client VPNs.

In total, the Firewall‑1 security suite on the IP650 provides the following feature functions:

· Access Control:
Source/Destination filters.
Service filters.
Protocol filters.


· Authentication:
User Authentication‑
RADIUS, TACACS/TACACS+, OS Password, Firewall‑1 Password, S/Key, Digital Certificates, Two factor hardware token-based

Data Authentication‑
Scheme
KeyLen
HashLen
CBC-DES-MAC
56bit
64bit
MD5
128bit
128bit
SHA-1
160bit
160bit


· Encryption/VPN:
Gateway to gateway VPN.
Gateway to remote client VPN.

Encryption Algorithms‑
Scheme
KeyLen
RC4-40
40bit
CAST-40
40bit
FWZ-1
48bit
DES-40
40bit
DES
56bit
CAST
128bit
Triple-DES
168bit
RSA Keys
512/1024-bit
Diffie-Hellman Keys
512/1024-bit

Key Management Schemes‑
Scheme
Process
IKE (ISAKMP/Oakley)
Automatic
FWZ
Automatic
SKIP
Automatic 
Manual IPSEC
Manual


· Address Translation:
Static (one to one).
Dynamic (many to one).


· Content Security:
HTTP‑
Provides Content Security based on schemes (HTTP, FTP, GOPHER, etc.), methods (GET, POST, etc.), hosts & domains, paths, and queries.
FTP‑
Provides Content Security based on FTP commands, file names, and anti-virus checking for transferred files.
SMTP‑
Provides Content Security based on fields in the mail header and attachments. Prevents direct online connection attacks and serves as an SMTP address translator.


· Connection Control/Server Load Balancing:
Server load – via load measuring agent.
Round trip ‑ via PING round trip time.
Round robin – via circular list.
Random – via random selection.
Domain – via domain name tree.


· User Account Management:
LDAP access via SSL.
Group properties templates.

· Third Party Device Management:
3Com NETBuilder routers
Nortel (Bay Networks) routers
Cisco PIX Firewalls
Cisco routers
Microsoft RRAS

· High Availability:
Multiple Firewall‑1 synchronization.

· GUI Administration Tools:
Policy Editor.
Log Viewer.
System Status Viewer.


For an overview of CheckPoint Firewall‑1 see http://www.checkpoint.com/products/downloads/fw1-4.0tech.pdf
Product Positioning

The Nokia IP650 is positioned as a carrier class security platform employing state of the market high performance embedded CPU, high throughput transport media interfaces, subsystem redundancy, and high availability. These features coupled with the high port density, industrialized hardware package, and overall software features make the IP650 attractive for service providers (Telco and ISP) as well as mission critical enterprise applications.

A typical profile of an IP650 application would include some of the following:

· Require high speed LAN and/or WAN access.

· 10/100 Ethernet LAN infrastructure.

· T1 (or E1) to OC3 speed WAN access.

· Mission critical 24(7 availability.

· Thousands of users or protected IP hosts. 

· IP unicast and multicast routing.

· Require high performance flexible security.

· Use of Virtual Private Networks for secure corporate and/or business partner communications. Or, resale of VPN capacity via IP650 gateways.

· Availability of routing and security expertise for overall security policy and network integration.

Standards Conformance

The Nokia  operating system comprises functionality in conformance with numerous standards, including:

Standard
Name/Use
Standard
Name/Use

Serial Line Protocols

RFC1661 , 1662 , 1332
PPP
FRF.1.1
RFC1490
Frame Relay

Cisco HDLC
DLC



Internet functionality

RFC791
IP
RFC826
ARP

RFC793
TCP
RFC792
ICMP

RFC768
UDP
RFC1256
ICMP‑Rout

RFC1519
CIDR



Routing Protocols

RFC1058
RIPv1
RFC1812
IPv4 router

RFC1723 , 1388
RIPv2
RFC1771
BGP4(opt)

RFC2328
OSPFv2

IGRP(opt)

IP Multicast

RFC1075
DVMRP
RFC2236
IGMP

Router Redundancy

RFC2338
VRRP



Management

RFC1157
SNMPv1
RFC1901-1910, 2011, 2012, 2013
SNMPv2

RFC1155
SMIv1
RFC1213, 1907
MIB‑1, MIB‑2

RFC2578, 2579
SMIv2
RFC1623
Ethernet MIB

RFC1253
OSPFv2 MIB
RFC1286
Bridge MIB

RFC1315
FR DTE MIB
RFC1471
PPP LLC MIB

RFC821
SMTP
RFC1305
NTP

RFC854
Telnet CLI
RFC959
FTP

RFC1760
S/key



RFC959
Manage  via Telnet
RFC1945
Config via HTTP

CheckPoint Firewall‑1
CheckPoint Firewall‑1 comprises functionality in conformance with numerous standards, including:

Standard
Name/Use
Standard
Name/Use

Security Functions

RFC1826
AH
RFC1827
ESP

RFC1828
Keyed MD5 IP Auth
RFC1829
ESP DES

RFC1851
ESP Triple DES
RFC1852
Keyed SHA Auth

RFC1853
IP in IP Tunneling
RFC2104
HMAC Keyed-Hashing

RFC2085
HMAC-MD5 Replay Prevention
RFC2401
Security Architecture for IP

RFC2402
IP Auth Header
RFC2403
ESP, AH HMAC-MD5-96

RFC2404
ESP, AH HMAC-SHA-1-96
RFC2405
ESP DES-CBC Cipher

RFC2406
ESP
RFC2407
ISAKMP Domain

RFC2408
ISAKMP
RFC2409
IKE

RFC2410
NULL Encryption
RFC2411
IP Security Roadmap

RFC2412
OAKLEY Key
RFC2451
ESP CBC-Mode Cipher 

RFC2356
Sun SKIP



Management

RFC1213, 1907
MIB‑1, MIB‑2



For CheckPoint FW1 supported application protocols, refer to http://www.checkpoint.com/products/technology/index.html
F‑Secure SSH

F‑Secure SSH comprises functionality in conformance with security standards, including:

Standard
Name/Use
Standard
Name/Use



Draft
Secsh








Specifications

IP650 Technical Specifications

Processor
Intel 45Mhz Pentium II Xeon

Local DRAM
64MB (256MB option)

Boot EProm
256K 

I/O Configuration
Admin console port ‑ RS232 DE9.

5 transport media slots.Options for:

Quad10/100 Ethernet

Single Integrated CSU/DSU T1

Dual V.35/V.21

Single HSSI

WAN Interfaces
Dual V.35/V.21 (IF4002 , IF4003)

Full Duplex DMA Ports 

32-bit cPCI Bus Master Interface 

Host Transfer ‑


132 MBytes/Sec burst


40 Mbytes/Sec sustained

HDLC framed data rates up to 25 Mbps

MTBF: Greater than or equal to 100,000 hours

Single Integrated CSU/DSU T1 (IF4004)

Full Duplex DMA Ports 

32-bit cPCI Bus Master Interface 

Host Transfer ‑


132 MBytes/Sec burst


40 Mbytes/Sec sustained

Fractional T1 (56k) through 1.544 Mbps 

D4 (SF) and ESF Framing

B8ZS and AMI Line Coding

ANSI T1.403, AT&T 54016 and 62411 Compliant

Test and Loopback Modes

Master or Slave Clocking

RJ48C Connector

MTBF: Greater than or equal to 100,000 hours

Single HSSI MMF (IF4005)

Full Duplex DMA Ports 

32-bit cPCI Bus Master Interface 

Host Transfer ‑


132 MBytes/Sec burst


40 Mbytes/Sec sustained

Network Data rates from 2 to 52 Mbps 

ANSI/TIA/EIA-612-1993 and ANSI/TIA/EIA-613-1993

MTBF: Greater than or equal to 100,000 hours

LAN Interfaces
Quad (4 port) 10/100BaseT (IF4001)

One RJ-45 per channel


Media –


10BaseT: Category 3, 4 or 5 UTP


100BaseTX: Category 5 UTP


Host Transfer ‑


132 MBytes/Sec burst


40 Mbytes/Sec sustained


32/64 bit data PCI bus master with burst mode DMA

Ethernet 10/100 or 20/200 per channel in full-duplex

Calculated MTBF > 200,000 hours

Safety UL / c(UL)

One Link and Activity LED per channel

Blue Hot Swap Insertion/Deinsertion


Certifications ‑


FCC part 15 Class B


CE, CISPR22 Class B


IEC 801-2, 801-3, 801-4

Console
RJ-45

Physical Specifications

Dimensions (H/W/D)
Height 3.5 in / 9 cm (2U)
Depth 21.5 in / 56 cm
Width 17.5 in / 44 cm
19–inch Rack Mountable

Weight
35 lbs / 16 kg (with single PS)

Environmental Specifications

Operating Environment
Temperature: +40(F – +105(F (+5(C – +40(C)
Pressure: 30 000ft (9000m)
Humidity: 10% ‑ 95% non-condensing

Non-Operating Environment
Temperature: –40(F – +160(F (-40(C – +70(C)
Pressure:30 000ft (9000m)
Humidity: 5% ‑ 95% non-condensing

Power Consumption
Volts 100–120/200–240VAC
Amps 3.0/2.0A
Cycles 50 – 60 Hz

Agency and Standards Specifications

Safety
UL1950
CE Mark
CUL/CSA 22.2 NO 950–M93
IEC950
TUV EN60950

Electromagnetic Compatibility

(EMC)
CE Mark

EMI
FCC Part 15 Class A
EN55022 (CISPR22, Class A)

Pricing and Ordering Information

Availability

Orders Can Be Placed
NOW

General Availability
NOW

Cabletron Part Number
Product Description
U.S. List Price



BB2650
Bundle Includes: IP650 base system with 64MB of RAM, one CPCI hard drive (64MB DIMM), five CPCI slots for Network Interface Cards, IPSO software and system documentation
$16,995.00

Encryption Specifier

Choose One

RZ1001
Worldwide Encryption

(default for router only systems)
NC

RZ1002
Controlled Encryption
NC

RZ1003
US/Canada Encryption
NC



Optional Products

Network Interface Cards

IF4001
Four Port 10/100 Ethernet CPCI Interface Card
$3,000

IF4002
Single Port Serial Interface - V.35

(cable not included-see below)
$2,100

IF4003
Single Port Serial Interface- X.21

(cable not included-see below)
$2,100

IF4004
Single Port T1 CSU/DSU CPCI Interface Card

(cable not included-see below)
$3,400

IF4005
Single Port HSSI PCI Interface Card

(cable not included-see below)
$6,000

IF4006
Token Ring CPCI Interface Card, includes cable
$1,900

IF4007
Dual Port V.35 CPCI Interface Card
$2,300

IF4008
Dual Port X.21 CPCI Interface Card
$2,300



Spares and Add-on Options

IZ0650
Redundant Power Supply Option

(requires additional power cord)
$1,900

IM2256
256MB DIMM Upgrade Kit for IP600 Series System 

 (replaces factory installed 64MB DIMM)
$2,800



IPSO Software Options

IS1710
IGRP Support Software
$2,500

IS1905
BGP Support Software Level-1

Supports no more than 2 – BGP4 peers each with no more than 50,000 routes
$4,000

IS1929
IP600 Series BGP Support Software Level-2 Bundle

Includes:

IS1910 ‑ BGP Support Software Level-2

IIM2256 ‑ 256MB DIMM Upgrade Kit
$10,000



Cables and Power Kits
See Power Kit Support Table, Page 16 for country support of Power Kits

CB0301
Serial Cable, 2 Meters, V.35 DTE Male 
$100

CB0302
Serial Cable, 2 Meters, X.21 DTE Male 
$100

CB0303
Serial Cable, Straight HSSI(DB60M to DB50M)
$150

CB0306
Serial Cable, Straight T1 – RJ48
$50

CZ0501
US/Japan Power Kit (15 Amp)
$25

CZ3020
UK Power Kit 
$25

CZ3018
France/Germany Power Kit 
$25

CZ3014
Australia Power Kit 
$25



Additional Documentation

One Release Pack and Install Guide are included with each System



MS2000
IPSO Software Release Pack – Worldwide Encryption

(CheckPoint  base 4.0)
$50

MS2001
IPSO Software Release Pack – Controlled Encryption

(CheckPoint  base 4.0)
$50

MS2002
IPSO Software Release Pack – US/Canada Encryption

(CheckPoint  base 4.0)
$50

MP2600
IP600 Series Installation Guide
$25

MI1000
IPSO Technical Reference Guide 

Bound Copy of Online Configuration Manual
$100

Please note:  Please reference the URL below for Checkpoint software part numbers

http://roch-www/progmgmt/sales_guides/nokia-price1199.html

Power Kit Support Table

Reference Information Only

(This is not a list of countries to which products can be shipped.
Check to verify any export restrictions.)

USA
UK
France/Germany
Australia






Bahamas
Anguilla
Scotland
Aruba
Lithuania
America Samoa

Barbados
Antigua
Seychelles
Austria
Luxembourg
Argentina

Belize
Bahrain
Sierra Leone
Belgium
Madagascar
China

Brazil
Bermuda
Singapore
Bolivia
Majorca
Christmas Is.

Canada
Botswana
St. Kitts
Bosnia
Mali
Cocos Is.

Cayman Is.
Burma
St. Lucia
Bulgaria
Martinique
Cook Is.

Columbia
Channel Islands
St. Vincent
Burundi
Monaco
Fiji

Costa Rica
Cyprus

Cameroon
Mozambique
New Guinea

Dominica Rep.
Dominica
Tanzania
Canary Is.
Morocco
New Zealand

Ecuador
England
Trinidad
Cape Verde
Netherlands
Norfolk Is.

El Salvador
Gambia
Un. Arab Emir.
Chad
New      Caledonia
Uruguay

Guam
Ghana
Wales
Chile
Norway


Guatemala
Gibraltar
Yemen
Curacao Is.
Poland


Haiti
Grenada
Zambia
Czechoslovakia
Portugal


Honduras
Guyana
Zimbabwe
Denmark
Romania


Jamaica
Honk Kong

Djibouti
Russia


Korea, S.


Estonia
Somalia


Mexico
Ireland

Ethiopia
Spain


Nicaragua
Isle of Man

Finland
Surinam


No Mariana Is.
Jordan

France
Svalbard


Panama
Kenya

French Gauna
Sweden


Peru
Kuwait

Gabon
Tahiti


Philippines


Greece
Togo


Puerto Rico
Malawi

Guadeloupe
Turkey


Saudi Arabia
Malaysia

Guinea



St. Pierre
Malta

Guinea-Bissau
Vietnam


Thailand
Mauritius

Hungary
Yugoslavia


Taiwan
Montserrat

Iceland
Zaire


Venezuela
Nigeria

Indonesia




N. Ireland





Japan
Oman

Italy




Qatar

Latvia



Competition

Major competitors to the Nokia IP650 in the security gateway market are 

· Cisco Pix

· Nortel (Bay) Networks and Xylan
Competitive Analysis

Each competitor employs varying approaches based on the technologies described in the Error! Reference source not found. section above. A product’s merit for a particular application scenario depends on a balance of technical features, performance, and price. The following discussions compare the aforementioned security products with an eye to revealing how each can meet a variety of network security requirements.
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Cisco PIX

The Cisco PIX firewall product is a hardware-based firewall incorporating stateful inspection which Cisco refers to as their “Adaptive Security Algorithm.” The PIX software runs on an Intel-based platform which supports a limited number of network interface cards. Offers optional encryption acceleration.

The Cisco PIX firewall has a number of shortcomings compared to the Nokia IP650 integrated router firewall product. These shortcomings can be broadly summarized in four broad categories: (1) dynamic routing capabilities, (2) firewall features and functionality, (3) value-added network services, and (4) platform high availability features.

Cisco PIX firewall does not contain any dynamic routing capabilities or value-added network services. Neither does it support serial interfaces for WAN connectivity. Its security functionality rest mainly upon access filtering implemented in hardware.

Cisco PIX firewall claims to support “failover/hot standby”, but in reality has no capacity to enable a network host or server to redirect traffic to a new firewall in the event of a network failure. The IP650 provides this transparent failover capability via VRRP. The Cisco PIX software simply supports the ability for a second PIX firewall to engage in the event that the first fails. Only through the use of Cisco Local Director (a ~$25000 load balancing product) can a Cisco PIX solution begin to approach the functionality of the Nokia solution.  Even with this additional device, multiple PIX firewalls cannot share state information, which results in all connections being dropped in the event of a primary firewall failure.


PIX 515-R
PIX 515-UR
PIX 520

Hardware Case
19-in. rack-mount
19-in. rack-mount
19-in. rack-mount

Processor
166Mhz
166Mhz
233Mhz

RAM
32 MB
64 MB
128 MB

Flash EEPROM
8 MB
16 MB
2 MB

Console Port
RJ45 RS232
RJ45 RS232
DB9 RS232

Boot/Update
TFTP only
TFTP only
3.5-in. floppy disk

Fail Over
N/A
Option
Option

Interface options

Type – ports
2 max

Ethernet – 2 (included)
6 max

Ethernet – ¼

FDDI – 1

TR – 1
6 max

Ethernet – 1/4

FDDI – 1

TR – 1

Licensed Connections
64,000
Unlimited (option)
Unlimited (option)

Approx Price

$14,000

Unlimited, 2 10/100 Ethernet
$16,000

Unlimited, 2 10/100 Ethernet

Latest software version – 4.4 (June 1999)

Cisco sells on:

· Application protocol support

TCP/IP family (TCP, UDP, HTTP, etc)

Multimedia (Netshow, RealAudio, etc)

Video H.323

· Bullet proof

Never been hacked (but not impregnable – see Computerworld article)

NCSA certified

· Highest performance (170Mbps raw throughput)

· Lowest cost

Acquisition

Ownership

The following table provides feature comparisons between the Nokia solutions and Cisco PIX.

Comparisons based on PIX version 4.3 software.

Nokia Beats Cisco PIX With:
The Nokia Advantage Is:
PIX Weakness:

Management 

Centralized policy management enables a single, enterprise-wide security policy to be defined and automatically distributed to multiple enforcement points.
Security is managed at an enterprise level.  Network managers do not have to individually configure and manage each enforcement point.

Nokia firewalls can be remotely managed and configured –  no onsite security expertise is required.
Changes to the security policy require each PIX box to be reconfigured separately. 
Several methods exist to configure PIX:

1. Telnet session/command line interface

2. PIX Firewall Manager (Web/Java tool for command line interface)

3. Cisco Security Manager (FUTURE policy-based management tool)

Turnkey Network "Appliance" for ease of installation and ongoing maintenance
All network cards are auto-sensed. Auto-discovery of physical interfaces. All software is pre-installed.  Average commission time is less than 30 min.
H/W installation is done via command line, no GUI interface. No auto-discovery of physical connections. Cumbersome to configure. 

Secured remote management ensures that security enforcement is not compromised.
Remote management of security features is via an authenticated, encrypted session.

This can be further secured by tunneling though an SSH session using BlowFish with a 256 bit key  
Telnet configuration commands are transmitted in the "clear".

Communications between the PIX Firewall Manager and the PIX box are authenticated with MD5, but are not encrypted.  

GUI Interface for ease of use and manageability.
CheckPoint's GUI is an intuitive object-based, rule-based policy editor.
The PIX Firewall Manager is merely a Java front end for using IOS commands. 

Logging/Monitoring enables real-time network awareness and complete information for accounting purposes. 
CheckPoint’s management console includes a real-time log viewer for monitoring/killing sessions, and comprehensive logging. OPSEC partners can dynamically monitor  the logs real time. 
Pix does not have a real-time log viewer, and can only output to Syslog files, which must be exported to 3rd party programs to decipher.  

Reporting capabilities for creating customized, management-level reports. 
19 OPSEC partners provide sophisticated reporting and analysis tools for generated log files.  
PIX offers two compatible reporting products – Private I and Telemate.Net (also OPSEC). 

LDAP Compliance simplifies user administration and provides single sign-on to all LDAP-compliant network applications.
Nokia solution can utilize an LDAP directory for user-level security information.  
PIX does not support LDAP for user security information.

Client-to-firewall VPN support provides remote clients the ability to establish secure communication links over the Internet.
Nokia VPN support can be extended to all users within an organization. Resilient VPNs are configurable.
PIX cannot secure the privacy and integrity of communications involving remote clients – only site-site (PIX-PIX) VPNs are supported.

VPN Capabilities

Integrated encryption key management ensures highly secure VPN sessions. 
Nokia supports IKE, the industry standard for scalable and secure key exchange.  A choice of encryption algorithms, including Triple DES, is supported. 
PIX does not support IKE or Triple DES. Their claim of IPSec support refers to Manual IPSec only.  Encryption keys are exchanged “in the clear” severely comprising security. 

Integration with PKIs provides scalable key management for IPSec/IKE VPNs.
Nokia is Entrust-Ready and can therefore utilize  X.509 digital certificates. 
PIX has no PKI support. (Cisco’s 1/99 “E-VPN” press release promised it for IOS only.)

IPSec certification by ICSA (for ANX). Critical for VPN interoperability with Extranet partners
Nokia solutions are ICSA-certified as IPSec-compliant for multi-vendor VPN interoperability.
PIX is not IPSec certified.  Encryption only supported between PIX boxes w/PrivateLink.

Solution Architecture

An open security framework provides seamless integration of leading third-party security tools.
Full support for CheckPoint’s OPSEC –  the industry’s most popular and widely accepted security architecture.
Designed as a “closed” system with no published APIs.  Integration with third-party products is extremely limited. 

Software Capabilities

Strong user authentication for both internal and external users across all network applications.
All users (external and internal) can be authenticated while using any Internet service.  Industry standard authentication schemes supported include RADIUS, TACACS, and X.509 digital certificates.
Can only authenticate external  HTTP, FTP, and telnet users with basic username/ password, RADIUS and TACACS servers. Users of other IP services cannot be authenticated. No support for digital certificates. 

Screening of Java and ActiveX protects network resources from malicious content.
Third-party OPSEC products integrate to filter malicious ActiveX and Java code.
PIX can only be configured to block all Java applets (not ActiveX) – it does not screen.

Integration of Intrusion Detection software to alert administrators and stop attacks. 
Nokia firewalls can integrate with CheckPoint RealSecure to issue alerts and automatically reconfigure their security policy.
Cisco does offer NetRanger, a separate intrusion detection appliance, but it does not integrate with PIX at all.

Integrated routing for cost efficiency.
Nokia series has an integrated solution which supports a full suite of routing protocols.
PIX does not do routing, therefore customers must also purchase routers for connectivity.

Bandwidth Management
Nokia series support leaky/token bucket rate shaping to control application bandwidth in 2K steps.
PIX has no provision for bandwidth management.

True high availability maintains connections in the event of firewall failure.
State information is synchronized between multiple firewall modules to ensure that connections are not dropped if one fails.
No synchronization of state information.  All  connections are dropped in the event of firewall failure, even when configured for failover.

Load Sharing in high availability environments
Both firewalls can be operational, load can be shared between the firewalls


Hardware Capabilities

Interface Support
Ethernet, Fast Ethernet, ATM, FDDI, V.35 (up to E1), X.21 (up to E1), HSSI (up to 45M)  FrameRelay

Up to 20 10/100 Ethernet ports

Up to 8 Serial ports
Ethernet, Fast Ethernet, Token Ring, FDDI

Up to 4 10/100 Ethernet ports

CheckPoint Firewall‑1 on Nortel (Bay) Networks and Xylan

[image: image5.png]


Bay Networks and Xylan have recognized the importance of security in corporate and ISP networks and partnered with CheckPoint. Both companies have router and access server product offerings in the network device market. Cursory reading of these vendor’s sales materials will give the impression that all Firewall‑1 functionality is supported by their products. This is not the case. 

Bearing in mind that the CheckPoint Firewall‑1 security application suite is implemented in a client server architecture, it is possible for portions of the suite to be ported to a target platform. Nortel and Xylan are representative of several network device vendors who desire to offer a level of functionality consistent with that found in market leading products such as Cisco routers. The key security function in this market space is access control – commonly referred to as Access Control Lists or ACLs. The CheckPoint Firewall‑1 suite offers this functionality in the Inspection Module (IM) . This is the portion of CheckPoint Firewall‑1 that these vendor’s products incorporate.

Due in part to market requirements but also the closed and proprietary nature of these vendor’s platforms (and in turn the difficulty and expense of porting new applications), both companies have chosen to port only the basic functionality of CheckPoint . The following table contrasts the full functionality of the Nokia Firewall‑1 solution with the limited security functionality in Nortel and Xylan products.


Nokia IP650
Nortel Contivity
Xylan

Inspection Module




Access Control
enterprise wide
limited
limited

Network Address Translation
enterprise wide
limited
limited

Auditing
Enterprise wide
limited
limited

Content Security




Content Screening
yes
no
no

Anti Virus
CVP support: Cheyenne, McAfee, Symantec, Cheyenne, Integralis, Trend Micro, EliaShim
no
no

URL Screening
WebSense and other Partners
no
no

Java Blocking
yes
no
no

Connection Control




Load Balancing (multiple algorithms)
yes
no
no

Authentication




User (interactive services)
yes
no
no

Client/Session
yes
yes
yes

Authentication Methods
S/Key, SecurID, FW-1 Password, O/S Password
SecurID (separate configuration)
no

Authentication Servers
AssureNet Defender, RADIUS, Security Dynamics' ACE
RADIUS, Security Dynamics ACE
no

VPN




Encryption Schemes
FWZ, Manual IPSec, SKIP
???
no

Encryption Algorithms
FWZ-1, DES, RC4
DES (non-integrated)
no

Encryption Acceleration
Q4 1999
no
no

Authentication Algorithms
MD5, SHA-1, CBC DES, MAC
???
no

Key Management
FWZ and SKIP
???
no

Certificate Authority
Management station or remote
???
no

Digital Signatures
RSA
???
no

Secure remote access
yes
no
no

High Availability




Virtual Router Redundancy
yes
no
no

Multiple firewall synchronization
yes
no
no

Enterprise-Wide Mgmt.




Centralized firewall configuration
yes
yes
yes

Third party device management
yes
no
no

Media Support




Ethernet 10/100, ATM, FDDI, Serial
Yes
Yes
???

Positioning & Competitive Summary

The following table provides positioning and competition guidance for Nokia IP650 opportunities.

Positioning & Competition Summary

If you hear:
think about:
and try talking about:

Retail, transportation, banking,

Any organization with many regional, branch, or remote offices that have “knowledge workers”
Remote manageability; deployment ease; ongoing maintenance considerations
IP650’s simple commissioning and remote manageability, as compared to a general-purpose workstation that requires systems administration skills at remote locations

Electronic commerce, mission-critical Internet access, customers over the web, Internet-based services
High-availability; optimizing Internet-access resources; load-sharing firewalls; multi-homed Internet access
IP650’s use of VRRP to ensure that server traffic can always find a way through, BGP for avoiding ISP problems, load-sharing to maximize the customer’s investment

Hot swappable interfaces & power supplies.

Complicated security requirements, many communities within the organization, larger remote locations with some routing or intranet traffic needs
Integration of router and firewall scales better than stand-alone devices; large interface capacity
IP650’s ability to scale to handle the most complicated topologies (the routing benefit) and the ability to handle a large number of interfaces (IP650 can handle remote office’s internal traffic as well as Internet access and firewall)

Many firewalls to be installed; limited UNIX expertise; need for higher performance than NT; service and support concerns
Tight integration of IP650 and Firewall‑1; black-box firewall; WAN interfaces; Nokia’s integrated support
IP650 comes complete with Firewall‑1 pre-installed; integrated WAN interfaces; 30 minute installation and commissioning time; no finger-pointing between OS, platform, network, and FireWall

Needs beyond just Firewall; needs other security oriented applications, bandwidth management; content filtering
Open architecture; fewer boxes; simpler management; fewer points of failure; OPSEC partner applications
IP650 is an open architecture that can incorporate third-party applications; future-proof as needs unfold

Performance, ATM, FDDI, DS-3, Fast Ethernet
IP650’s routing performance (equates to a Cisco 7200), IP650’s CheckPoint performance (beats a Sun Sparc Ultra II Enterprise Server)
IP650 as highest-performance benchmark in KeyLabs tests (91 Mbps); low cost of ownership without compromising performance; Nokia’s commitment to high-performance IP networking and innovation

Robust manageability; don’t like using workstations for security; rack-space limitations, thinking about PIX as black-box, but want a CheckPoint solution
Field serviceability; rapid MTTR (mean time to repair)
IP650 is specifically designed as a networking device; all interfaces on the front; ease of serviceability is a fundamental design premise. Hot swapable components.

Thinking about PIX
Route control; route management, scalability; managing complex security environments; high-availability; future functionality and expandability
IP650 excels as a black-box firewall, and unlike PIX includes dynamic route control, VRRP for load-sharing firewalls, and can handle much more sophisticated security environments than PIX; also OPSEC and future-proof.  Can also expand to 64 interfaces

Services for Nokia Product – Sales Policy Update
In October, GlobalNetwork Technology Services (GNTS) announced it would unbundle the support price from the product price for Nokia products.  In addition, GNTS advised that LANCare Standard would be the service offering quoted for bundled configurations.  GNTS is now pleased to announce that the new service offering, Express Parts, Next Business-Day Replacement is available and can be quoted through the standard quoting process.  The purpose of this document is to provide an update on the sales policy for Nokia products.
AVAILABILITY SERVICES 

1. The Nokia support price was unbundled from the product price as of October 13, 1999.  Support shall be quoted under a separate part number and must be purchased with the product.

2. Cabletron Systems has established a strategic working relationship with Nokia, which has strengthened Cabletron's position in the WAN market for integrated firewall solutions within the Enterprise.  Due to the complexity of integrated firewalls, Cabletron has decided to incorporate support contracts as part of every sale.  Cabletron will not take orders for Nokia Firewall products without a support contract as part of the order.

3. Customers are required to purchase support for all Nokia product configurations, whether the configuration includes hardware and/or Checkpoint software. This support is necessary for the customer to receive all firmware and software upgrades, as well as telephone technical support and advance parts replacement, which are critical to the integrity of the network firewall.  

4. Features - Express Parts, Next Business-Day Replacement
· 7X24 Unlimited Telephone Technical Support

· Web Support

· Firmware Upgrades

· Software Upgrades (included for this specific product only)

· Next business day advance parts replacement

Express Parts, Next Business-Day Replacement is currently the only support offering available for Nokia products.  GNTS will notify you when additional service capabilities and offerings become available.  Customers requiring same day parts replacement are encouraged to purchase on-site spares.

5. Price
The annual charge for this support will be at 25% of the non-discounted Product List Price for the hardware and software. (Please note that all  current valid  outstanding quotes will continue to be honored)
 6.  Availability Service Part Number
GNTS has established a single part number (NK-AS-EP-NBD) to facilitate order processing. Use of this part number eliminates the need for custom quoting for Express Parts Next Business-Day Replacement.  This is not an associated service but an actual service part number in OASIS.

NK-AS-EP-NBD

For quotes written prior to November 1, 1999

For bundled configurations:
(Model/Part Number)-LC-S
(Custom Quote)

For hardware line items
(Model/Part Number)-LC-S
(Custom Quote)

For software line item

(Model/Part Number)-SPP
(Custom Quote)

For Quotes written on/after November 1, 1999:

For bundled configurations:
(Model/Part Number)-LC-S
(Custom Quote)

For hardware line items
(Model/Part Number)-LC-S
(Custom Quote)

For software line item

(Model/Part Number)-SPP
(Custom Quote)

For Quotes written on/after December 28, 1999

For bundled configurations:
NK-AS-EP-NBD    

For hardware line items
NK-AS-EP-NBD

For software line items
NK-AS-EP-NBD

6. Quoting Process
Effective Tuesday, December 28, 1999, quoting Express Parts Next Business-Day Replacement through standard order processing requires the use of NK-AS-EP-NBD.

PROFESSIONAL SERVICES:

1. Services
GNTS offers complete Implementation, Staging, and Project Management for the Nokia firewall product. 

2. Quoting
Due to the complex nature of firewall implementations, GNTS will develop a customer quote and statement of work (SOW) specific to each customer’s unique implementation requirements.

3. Process
All opportunities should be logged into OASIS and the SPOC group to assure  complete qualification and SOW/quote development.  The SPOC may be contacted at 603-337-3113.

FAQ’s
Q. How does the unbundling of support impact the services my customers have already purchased? 

A. Customers will not be impacted by this change.  They will continue to receive the level of support that they purchased until the expiration of their support agreement.  At that time,  the applicable Availability Service should be offered.

Q. Can the customer  now purchase support directly from Nokia?

A. No.  Cabletron will continue to be the first point of contact for the customer.

Q. We currently have quotations out at 20% of list.  Does this mean that we have to charge an additional 5% ?

A.
No.  We will honor all valid existing quotations that have been quoted at 20% of list price.  

Q. What has changed since the October notification?

A. Our new service portfolio is now in place.  Instead of quoting LANCare Standard, the service offering will be Express Parts, Next Business Day Replacement.  Again, we will honor all valid existing quotes.

Q. Can we still sell LANCare Standard?

A. With the rollout of our new Availability Services Portfolio in November, we will no 

longer be selling LANCare Standard.

Q.
What is the process for obtaining a quote on Implementation, Staging, and Project Management?

A. All quotes must be logged into OASIS and with the SPOC group to assure complete qualification and SOW/quote development.  

Q. What if LANCare Standard was quoted to the customer?  Will it be honored?

A. All valid existing quotes will be honored.

Q. What is the impact of Nokia’s recent announcement that Checkpoint will  be the primary distributor  of the Nokia firewall products to Cabletron and its customers?

A. There will be no impact.  Nokia signed a non-exclusive agreement with Checkpoint and has kept several named accounts.  Cabletron is one of Nokia’s named accounts  and will continue working directly with Nokia.

Q. Would the Cabletron discount schedule for federal, state, and local 

Government be  applicable for this service offering for the Nokia firewall?

A. Since this is a third party product and GNTS is required to pay Nokia a service royalty, Express Parts, Next Business-Day is not subject to the current discount schedule for the Federal Market.  The GlobalNetwork Technology Services, Availability Services Discount schedule (GNTS Policy No. 99-01), is the only applicable discount.


Discount Range


Authorization Level

                0 to 15%



ISSR, ISR, OSSR, OSR

               16 to 20%



GNTS VPs, Director,



                                              Operations and/or GNTS







 Financial Controller


   >20%



GNTS Controller and







Executive VP and GM

Q. Would the discount schedule tied to master agreements be applicable for the Express Parts, Next Business Day service for the Nokia firewall?

A.
The GlobalNetwork Technology Services, Availability Services Discount Schedule (GNTS Policy No. 99-01 is the only discount schedule that applies. 

Q. Who should I contact if there are any questions:

A.
For product specific questions:  
       
Product Marketing Call Center    603-337-3838  

For product service offering questions:
Susan Healy
     

     603-337-1470

For Professional Service Offerings

SPOC

     

     603-337-3113

Other Resources

Site
URL

Cabletron WAN Solutions
http://www.cabletron.com/wan/

Cabletron VPN Solutions
http://www.cabletron.com/vpn/

NokiaIP
http://www.iprg.nokia.com/

NokiaIP Partner information
http://partners.iprg.nokia.com/

NokiaIP Support 
http://support.iprg.nokia.com/

CheckPoint 
http://www.checkpoint.com/

CheckPoint Firewall‑1
http://www.checkpoint.com/products/firewall-1/

CheckPoint Support
http://www.checkpoint.com/techsupport

Cabletron Product Specific Price File

Nokia IP440
http://roch-www/progmgmt/sales_guides/nokia-price1199.html
http://roch-www/progmgmt/npa/ip440_announce_3.html
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