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New Product Announcement

Nokia IP440 - Integrated Router/Firewall
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Overview
In a collaborative effort with Nokia IP (formerly Ipsilon Networks) we proudly offer the IP440 integrated router/firewall product.  Incorporating Nokia’s IP routing hardware and software with the award-winning Check Point FireWall-1 security application, the IP440 brings best of breed hardware and software to Enterprise Security. 

The Nokia IP organization is world-renowned for it’s experience in high-performance operating systems and developing products which embrace IP routing protocols.  The IP440 currently supports a wide variety of LAN and WAN interfaces as well as OSPF, RIP (v1 and v2), BGP, DVMRP, VRRP and even Cisco’s IGRP routing protocols.  

The market leader in network security solutions, Check Point, invented, and holds a patent on, “Stateful Inspection Technology”.  This leading edge technology enables enterprises to define and enforce a single, comprehensive security policy while maintaining  seamless connectivity.   CheckPoint’s FireWall-1 security platform supports Access Control, Authentication, Virtual Private Networking (VPN’s), Network Address Translation (NAT), extensive logging support and numerous other security features which are necessary in today’s global computing environment. 

The IP440 can be ordered in 8 different bundled configurations to address the connectivity and security requirements of any customer location.  These bundles include all of the required hardware and software components as well as access to the Nokia IP customer support databases and phone support team. The addition of this leading-edge security technology to the Cabletron portfolio further commits us to being the industry leader in total enterprise networking solutions.

Product Features

· Next generation networking platform which provides cost effective yet secure, reliable Internet and Intranet connectivity

· Powerful and flexible IP routing platform that integrates the full suite of Check Point FireWall-1® version 3.0 functionality including NAT support
· Supports up to 16 physical interfaces including 10/100 Ethernet and Synchronous Serial (PPP, HDLC, Frame Relay)

· Incorporates several standards based key management and encryption techniques including DES, SKIP, Manual IPSec and FWZ-1 (exportable)

· Cost-effective and flexible Pentium II and PCI-bus architecture controls the cost of investment usually involved in migrating to new technologies. 

· VRRP and FW-Synch provides a highly redundant LAN/WAN security solution.

· Pre-installed with a tightly integrated hardened operating system and FireWall-1 version 3.0 to reduce overall deployment costs.

· The Check Point partner OPSEC program assures interoperability with other value-added security vendors such as SecureID, McAfee and Cheyenne.

The IP440…

The IP440 router/firewall combines the IP routing and secure OS technologies developed by Nokia IP (formerly Ipsilon Networks) with the complete implementation of Check Point’s FireWall-1 version 3.0 feature set.  Available with a variety of physical interfaces and software options, the IP440 is an all-inclusive Network Services box.

The Secure Enterprise 
Maintaining a swift, constant, and secure flow of information throughout the enterprise is paramount in today’s competitive marketplace. Connectivity to the Internet has quickly become an everyday business and communications tool. Today, the Internet is a collection of thousands of networks and millions of hosts spanning all reaches of the globe.  The  number of users and services is increasing exponentially.  This rapid growth has changed the landscape of computing forever.  

The challenge facing all network administrators today is to provide secure, reliable access for both internal and external users. Although breaches of network security have been occurring for many years, it is only recently that these breaches have been grabbing front-page headlines.  A myriad of new “tools” and applications are being launched by anonymous Internet users solely to gain unauthorized access to available network resources. These “tools” and applications are widely available and in many cases posted as “shareware”.  The sheer number of attacks on networks, services and hosts is increasing dramatically. 

Armed with all of these tools, an experienced hacker, or a malicious employee, can wreak havoc on unprotected network resources. One successful attack against an enterprise network can cause unimaginable losses in data integrity, productivity and privacy. Today’s system administrator must protect against these potential attacks by adopting effective security policies and installing the best security tools available today. 

High Performance Networking Platform

The Nokia IP440 is a hardened Intel-based networking system equipped with four PCI slots to accommodate a variety of physical interfaces.  Up to 16 10/100 Ethernet ports can be supported in one physical unit.  In addition, a WAN interface module (V.35 or X.21) supporting PPP, HDLC and Frame Relay can be used for remote connectivity. 

Effective security shouldn’t mean sacrificing overall performance.  Powered by a 333MHz Intel Pentium II Processor, the IP440 is robust enough to handle the critical bandwidth demands placed on today’s networks.  The IP440 attained the following performance results when tested by KeyLabs, an independent network products testing lab;

Maximum throughput:             90.03 Mbps

Max number of connections:           21,909

Maximum connections per second :   995

Although network security is critical, performance degradation is not acceptable to legitimate users. These independent test results show conclusively that the IP440 is ideally suited for the most demanding  Internet and Intranet applications.    

Support for standards-based router discovery protocols include RIP v1/v2, OSPF, and DVMRP (multicast).  The IP440 also supports IGRP for interoperability with Cisco routers.  For high availability configurations the VRRP (Virtual Router Redundancy Protocol) protocol, in conjunction with Check Point FW-Synch, maintains identical databases and state information across two IP440 systems.  

Traditional UNIX and NT based systems have inherent security flaws which can be exploited by hackers familiar with these operating systems. A truly effective firewall runs on a “hardened” operating system.  Nokia IP has developed a secure OS for use on the IP440. 

FireWall-1 Application Suite

The Nokia IP440 integrates the full suite of FireWall-1 version 3.0 functionality.  Check Point invented, patented and continues to refine the next generation firewall technology referred to as “Stateful Inspection”.  Called the “INSPECT” Engine, this inspection module resides in the OS kernel and operates between the data-link and network layers of the OSI protocol stack. This highly advanced technology allows for a thorough analysis of all packets before being forwarded to higher level software processes. 

INSPECT vs Other Firewall Technologies

Having total control of available network resources is paramount. Unlike packet filters which make forwarding decisions based solely on rudimentary address or protocol information, the INSPECT engine analyzes data from all packet layers thus allowing for a more granular forwarding decision.   In addition, the Inspection Module extracts data from each packet and tracks the “state” of each of these communication sessions. This “state” information is dynamically stored in  connection tables which can be shared by two IP440’s for true high availability. For “stateless” protocols like UDP or RPC the INSPECT engine will extract application content information and store this information in the “state” connections table. 

Proxy based firewalls on the other hand offer a higher level of security than packet based security schemes but compromise on flexibility and performance. Performance degradation occurs because proxy based firewalls must intercept, examine, translate and forward each packet at the Application Layer, an extremely intensive CPU function. In addition, a separate “proxy” must be written for each protocol type which needs to pass through the firewall (i.e. one for HTTP, one for Telnet etc).  A new proxy must then be written, installed and maintained for each new protocol required.  This would be a daunting task in this age of emerging network applications. 

The INSPECT engine resolves these problems by residing in the OS kernel and thoroughly analyzing relevant packet information before this data is passed to any cumbersome software process, thus increasing performance.  The INSPECT engine also understands and can learn each protocol and application guaranteeing a dynamic approach to total security.   
OPSEC 

Although firewalls are an integral part of any enterprise security scheme there are other security components which must be considered. Check Point has created the OPSEC program for just this reason.  Seamless interoperability is key in integrating third party products. Check Point has developed API’s and a Software Developers Kit for FireWall-1 to ensure true interoperability with other vendors. 

Conformance to published standards is also an integral part of the OPSEC program.  RADIUS authentication is a proven method for effectively securing remote dial-in access.  FireWall-1 verifies external users by first validating authenticity with external  RADIUS servers such as Security Dynamics, Axent, Livingston and more.  Standards based VPN schemes, encryption algorithms and key management schemes include DES, Manual IPSec, SKIP and Diffie-Hellman 

Providing the third party interface to FireWall-1 is the INSPECT language. The INSPECT language is a high-level programming language created to expedite the integration of new security applications. For example, the following are several OPSEC API’s currently available; the Content Vectoring Protocol (CVP) defines an asynchronous interface to server applications which perform file content validation.  The URL Filtering Protocol (UFP) controls access to restricted external Web sites.   And the Log Export API (LEA) allows for the forwarding of real-time and historical log information to external servers for additional parsing  or storage.  These are only a few of the value added components which are supported.

Today’s networks require a high degree of flexibility, the OPSEC program guarantees this level of extendibility into the 21st century.  

Virtual Private Networking

Guaranteeing private, secure end to end communications across the public infrastructure requires more stringent measures. Deploying Virtual Private Networking (VPN’s) address these needs.  VPN’s are a means to secure communications through the internet using encrypted tunnels.  This would be analogous to dedicated private lines but at a fraction of the cost.  There are two components to consider when implementing VPN’s, the actual encryption technology and the key management scheme. 

Basically, encryption  converts “cleartext” messages into “cyphertext” messages before leaving the firewall.  These encrypted messages can only be read (decrypted) by the intended recipient who has exchanged the proper “key” with the original sender.  Unauthorized users “sniffing” or capturing information between these two end points would need to know the privately exchanged keys in order to read the actual data stream.  The possible “scrambling” combinations can be infinite depending on the encryption algorithm and key management scheme  utilized.  

The IP440 supports several VPN schemes, encryption algorithms and key management protocols in version 3.0.  Currently supported VPN technologies include Manual IPSec, SKIP, FWZ-1 (proprietary and exportable), DES, MD5, FWZ-1, Diffie-Hellman, RSA etc.  For individual host (nomadic user) to server VPN communications, Check Point developed SecureRemote for use with FireWall-1.  Employing a technology called “Client Encryption”, this software package is installed on the remote user’s system (Windows NT or ’95) and encrypts TCP/IP sessions before leaving the PC.  This client software is provided free of charge (electronically) to IP440 customers.

Encryption can play a very pivotal role in providing total privacy between  two networked devices.  Having choices in selecting your overall encryption scheme is essential to provide total interoperability.   The IP440 offers this level of flexibility.

Access Control and NAT

FireWall-1 has over 150 pre-defined applications, services and protocols available to build effective access control security policies.  These pre-defined services need only be selected from the GUI interface and applied to users, groups of users or specific machines to establish effective access security.  Support is provided for all major Internet services including HTTP,  e-mail, Telnet, Gopher, FTP etc.  In addition, various database applications (i.e. Oracle, Sybase), emerging multimedia (CoolTalk, VDOLive etc.)  and pervasive broadcast (Pointcast and BackWeb) services are also provisioned for.

The IP440 also supports Network Address Translation (NAT, RFC 1918) functionality.  This feature is used to “hide” internal host or network addresses from the outside world.  This feature could be implemented for security reasons by keeping the outside world from learning your overall network design.  Or to overcome address space limitations by using an “illegal”  addressing scheme behind the firewall and converting these addresses to “legal” ones before accessing the Internet.  NAT support can run in either Dynamic (hide) or Static mode.

High Availability

In a mission critical environment it is extremely important to  build fault tolerance into the overall network design. Just adding redundancy at the data link level is not enough. Two redundant IP440’s can deliver uninterrupted network  access for the most demanding environments. The IP440 combines the Virtual Router Redundancy Protocol (VRRP) in combination with FW-Synch to maintain the link state, routing tables and actual “state” of each communication passing through the firewall. 

The IP440’s can be configured as either load sharing or hot stand-by and mutually update each other’s tables every 50 milliseconds.  Redundant WAN connections to the Internet or LAN connections to internal 

…High Availability

hosts guarantee a much higher level of resiliency in case of a network failure.  It is becoming increasingly important for businesses today to maintain continuous links to the vast network resources which are available.  Unlike the competition who only address a subset of redundancy requirements, the IP440 delivers all of the functionality necessary for true redundancy   

Management and Accounting

Maintaining effective enterprise security requires a detailed analysis of traffic and enforcement of installed security policies. A leading edge security product will offer  comprehensive management applications as well as extensive logging and accounting of all network activity to accomplish these tasks.  

The FireWall-1 GUI based network management application offers the Systems Administrator true enterprise-wide policy management across multiple firewalls.  With the IP440 a single security policy can be implemented and governed across several firewalls from one management station. Each communication between the management station and agents running on the firewall is authenticated and encrypted to ensure privacy.   

Real-time logging of suspicious network activity allows for prompt responses to access violations.  User-defined threshold alerts (SNMP traps, pager notification etc.) can also be applied to immediately notify Systems Administrators of any compromise in network integrity.  Real-time auditing and accounting functions provide detailed information pertaining to overall network activity.  This data can then be analyzed for total firewall efficiency and network utilization.  All FireWall-1 logs can be exported to external database servers for additional manipulation.

Service and Support

Cabletron and Nokia IP has developed World-Class Customer Support organizations throughout the world.  All IP440 bundles include a customer phone support component. Although the installation and configuration of an IP440 is relatively straight-forward, help is only a phone call away.  This customized one year support package gives access to the following;

· 24 hour, 7 day emergency phone support

· Priority handling by the Technical Assistance Center

· Access to maintenance software and documentation releases

· Next day shipment of advance replacement parts

· Unlimited electronic access to IP440 technical information

Outstanding Customer Support is paramount in today’s competitive marketplace. Nokia and Check Point have jointly developed the industry’s best security offering.  This can only be backed up by a World-Class Support team.  The Cabletron and Nokia IP support teams which excels in both IP routing and firewall technologies are well suited for the task.   

Technical Specifications 

Processor
Intel Pentium II 333 MHz

Forwarding Performance
90.03 Mbps with IP Routing and Firewall-1 version 3.0 (FastPath enabled)

MAIN Memory
64 MB expandable to 128MB

Physical Specifications

10/100 Interfaces (4 Port)
IEEE 802.3 10Base-T, 100Base-TX Unshielded Twisted Pair, Full or Half Duplex occupying one PCI Slot

IP440 Dimensions
7” H (18cm) x 17” W (43cm) x 18” (46cm) D (19” rack mountable)

Product Weight
42.8 lb. (19 kg)

MTBF (Bellcore Reliability Prediction Procedure, V5) 
>60,463 hr.

Management

In-band Management
via SNMP or by a standard Web browser

Out-of-band Management
via RS-232 COM Port

Environmental Specifications

Operating Temperature
0( to +40(C (32( to 104(F)

Non-operating Temperature
-40( to +70(C (-26( to 158(F)

Operating Altitude
-200 to 10,000 feet

Non-operating Altitude
-200 to 50,000 feet

Operating Humidity
10% to 90% (non-condensing)

Non-operating Humidity
10% to 95% (non-condensing)


Power Consumption
Voltage Range
Frequency Range


100 - 125 Vac

200 - 250 Vac
50 - 60 Hz

Agency & Standards Specifications

Safety
Meets the requirements of UL1950, CUL950, EN60950, EN60825, EN60950 (Japanese Deviations), Austel TS001 + AS/NZS 3260 and NOM-19.

Electromagnetic Compatibility (EMC)
Compliant with the requirements of FCC Part 15, CSA C108.8, EN55022, VCCI Class 1, and EN55082 Part 1.

Availability

Orders can be placed
NOW

General Availability
April, 1998

For the latest product availability date see the Sales New Product Availability Listing on Ctron-World at the following URL http://roch-www/prodmktg/newprod/sales/


Product Variations and Components

CABLETRON PART #
DESCRIPTION
U.S. LIST Price

IP440-P-L-US
333 MHz IP440 Primary Firewall purchase, LAN only, includes (1) 4 port 10/100 Ethernet NIC, unlimited FireWall-1 license, management console DES encryption (North America only)
$37,500

IP440-A-L-US
333 MHz IP440 Add-on Firewall purchase, LAN only, includes (1) 4 port 10/100 Ethernet NIC, unlimited FireWall-1 license 

DES encryption (North America only)
$25,995

IP440-P-LW-US
333 MHz IP440 Primary Firewall purchase, LAN and WAN, includes (1) 4 port 10/100 Ethernet NIC, 2 port V.35 card, unlimited FireWall-1 license, management console

DES encryption (North America only)
$39,500

IP440-A-LW-US
333 MHz IP440 Add-on Firewall purchase, LAN and WAN, includes (1) 4 port 10/100 Ethernet NIC, 2 port V.35 card, unlimited FireWall-1 license

DES encryption (North America only)
$27,995

IP440-P-L-INT
333 MHz IP440 Primary Firewall purchase, LAN only, includes (1) 4 port 10/100 Ethernet NIC, unlimited FireWall-1 license, management console, FWZ-1 encryption (Exportable)
$37,500

IP440-A-L-INT
333 MHz IP440 Add-on Firewall purchase, LAN only, includes (1) 4 port 10/100 Ethernet NIC, unlimited FireWall-1 license

FWZ-1 encryption (Exportable)
$25,995

IP440-P-LW-INT
333 MHz IP440 Primary Firewall purchase, LAN and WAN, includes (1) 4 port 10/100 Ethernet NIC, 2 port X.21 card unlimited FireWall-1 license, management console

FWZ-1 encryption (Exportable)
$39,500

IP440-A-LW-INT
333 MHz IP440 Add-on Firewall purchase, LAN and WAN, includes (1) 4 port 10/100 Ethernet NIC, 2 port X.21 card unlimited FireWall-1 license

FWZ-1 encryption (Exportable)
$27,995

The IP440 is a feature rich network platform designed to provide all of the functionality normally found in several different hardware platforms.  With a choice of eight different bundles covering a variety of  LAN and WAN configurations the IP440 is ideally suited for secure Enterprise networking.  As a firewall the IP440 can be configured to protect network resources from internal and external threats.  As a standards-based IP router, the IP440 can easily interoperate with other vendors router products.  The IP440 is a powerful point of presence in any network.
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Building a Secure Network

In this prototypical configuration there are several IP440’s installed within the enterprise network.  Strategically employing multiple IP440’s in the design will greatly increase the effectiveness of the overall security scheme.  As a side benefit, the end-user might even see a performance increase because a higher percentage of traffic will remain on the local subnet. All of the IP440’s are configured from a single management station but each performs a variety of functions depending on their position in the network.   

In this example the “LAN only” IP440’s will provide high speed access control to internal network resources by segmenting user groups. This will allow only legitimate traffic to access these other subnets.  These same IP440’s are also configured to restrict access to external sites based on time of day rules.  

The IP440’s connecting to the Internet are providing several network functions.  A DMZ (De-Militarized Zone) has been established to keep all e-mail and Web traffic off the main backbone.  All inbound traffic is also forwarded to a virus scrubber (using the Content Vectoring Protocol) to ensure data integrity. These IP440’s also have VPN support to provide private point-to-point connections between remote sites and mobile employees.  Mobile users run the SecureRemote client encryption software for secure connectivity to the enterprise.

 Competitive Matrix

Company & Product

Nokia IP

IP440
Cisco 

PIX
Bay AN

SecureAccess

Features




Number of connectivity slots
4
1
3

Maximum port density:

10/100 Ethernet

WAN
16

8
3

0
12

3

Routing Support:

OSPF

RIP

BGP4

IGRP

VRRP

Static Routes
Yes

Yes

Yes

Yes

Yes

Yes
No

No

No

No

No

Yes
Yes

Yes

No

No

No

Yes

Management:

Centralized configuration

Multiple firewall synch

GUI Interface
Yes

Yes

Yes
No

No

Yes
Yes

No

Yes

Integrated support for 3rd party security applications
Yes
No
No

High Availability:

Physical link redundancy

Firewall “state” redundancy

Routing table synchronization
Yes

Yes

Yes
Yes

No

No
Yes

No

Yes

Performance:

Number of connections

Connections per second

Total throughput
21,909

995

90.03 Mbps
16,384

680

45 Mbps
Not available

Not available

Not Available

Integrated WAN Capability
Yes
No, requires a separate router
Yes

Embedded SNMP Support
Yes
Yes
Yes

Virtual Private Networking:

Encryption Algorithms

Authentication Algorithms
FWZ-1, DES, RC4

MD5, SHA-1, CBC DES, MAC
None

None
Non-integrated DES

None

Authentication:

Authentication Methods

Authentication Servers
S/Key, SecurID, FW-1 Password, O/S Password

Radius

AssureNet Defender, RADIUS, Security Dynamics ACE
Radius, TACACS

Radius, TACACS
SecurID

Security Dynamics ACE

Summary:

Ensuring network and data integrity in this age of global communications is imperative. In mission-critical environments it is also important to offer total system redundancy.  The addition of the IP440 solution into the Cabletron portfolio solves this problem.   The IP440 is unique in that it combines the full functionality of a high-speed IP router with the proven effectiveness of FireWall-1.  The IP440 delivers the total security package, unlike the competition who only solves a small fraction of today’s enterprise security requirements.  With support for standards-based IP routing protocols and IGRP, the IP440 smoothly integrates into new and existing network designs. 

The key differentiators of the IP440 are the tight integration of a secure operating system with standards-based IP routing protocols, high availability features and the full V3.0 FireWall-1 functionality.    There is no other vendor which can offer these features in one platform.   The PIX security offering from Cisco is extremely weak in overall features and functionality.  The PIX box only supports LAN interfaces and static routes, another piece of hardware must be used for dynamic IP routing or WAN connectivity.  This just adds additional equipment costs and complexity to the network design. 

Other networking vendors such as Bay and Xylan have only implemented a subset of the full FireWall-1 functionality (the INSPECT engine).  Check Point has developed a whole suite of FireWall-1 security and interoperability applications, the IP440 takes advantage of all these features.  Although some of these vendors will claim their products are redundant, none of them can maintain the physical links, routing tables and session state information between two devices.  The IP440 utilizes the VRRP protocol and FW-synch to maintain total system redundancy. 

The Nokia IP440 is the premier solution for addressing the security needs of the enterprise network.


FireWall-1 Price/ Performance
Ultra2 Server

(firewall only)
NT Server

(firewall only)
Nokia  

IP440

(routing included)

Max. Data Throughput
90Mbps
30Mbps
91 Mbps

Max. # of Concurrent Connections
 23,000
  9,000
 15,000

Max. Connections  Per Second
  1,774
    863
   1,200

Source: Check Point Software Technologies, Inc., KeyLabs Inc., and Nokia IP
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What are the bundles?

The eight various bundles were created to simplify the IP440 ordering process.  Each IP440 bundle contains all of the hardware components and software licensing fees that are necessary to support an unlimited number of users.  Each bundle also contains a 1 year support agreement with Nokia IP. 

Can I order additional interface ports for high density applications?

Yes, the IP440 bundles contain a total of 4 PCI slots for I/O boards.  Depending on the bundle there will be either 2 or 3 slots available for expansion.  These additional NIC cards can be ordered directly from Nokia IP.

Can I order the IP440 with different FireWall-1 software or licenses?

No, the IP440 comes standard with an unlimited user software license and an encryption package.  These are fixed items and cannot be modified.

What are the DES encryption export restrictions?

DES is a 56 bit encryption algorithm which is restricted to shipments in North America only.  FWZ-1 is a 48 bit encryption algorithm developed by Check Point which can be shipped outside of North America.  

Does this box really support IGRP?

Yes, the IP440 supports Cisco’s “proprietary” IGRP routing protocol for interoperability with Cisco routers.  Amazingly enough, the Cisco PIX firewall offering does NOT support IGRP or any other form of dynamic IP routing.

Where can I go to find out more information on the IP440?

Our own local Web site has information on the IP440, however feel free to visit any of the following sites for more detailed specifications. 

www.iprg.nokia.com
www.checkpoint.com
Who do I contact with detailed questions?

The following Nokia IP individuals are dedicated to the IP440 product launch for Cabletron;  

Steve Dee

IP440 Program Manager

Strategic Partner Sales

1-978-686-1149 (voice)

1-800-776-2246 (pager}

steven.dee@iprg.nokia.com

Paul Condon

Director

Strategic Partner Sales

1-978-686-1149 (voice)

1-800-844-6757 (pager)

paul.condon@iprg.nokia.com
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